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Abstract

Thi s docunent describes how to use the Alternative Network Address
Types (ANAT) semantics of the Session Description Protocol (SDP)

grouping framework in SIP. In particular, we define the sdp-anat SIP

option-tag. This SIP option-tag ensures that SDP session

descriptions that use ANAT are only handled by SIP entities with ANAT

support. To justify the need for such a SIP option-tag, we describe

what coul d possibly happen if an ANAT-unaware SIP entity tried to
handl e nedi a |ines grouped w th ANAT.
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1.

| nt roducti on

SIP [3] UAs (User Agents) often support different network address
types. For exanple, a UA nay have an | Pv6 address and an | Pv4
address. Such a UAwll typically be willing to use any of its
addresses to establish a nmedia session with a renote UA. If the
renote UA only supports |IPv6, for instance, both UAs will use IPv6 to
send and recei ve nedi a.

The Alternative Network Address Types (ANAT) semantics [7] of the SDP
[2] grouping framework [5] allow UAs to offer [4] alternative
addresses of different types in an SDP session description. The

| Pv4/ 1 Pv6 dual -stack SIP UA of our previous exanple woul d generate an
of fer grouping an IPv6 nmedia line and an | Pv4 nmedia |ine using ANAT.
Upon receipt of this offer, the answerer [4] would accept one nedia
line and reject the other.

If the recipient of an offer that uses ANAT supports the ANAT
semanti cs, everything works as described in the ANAT specification
[7]. Nevertheless, the recipient of such an offer (i.e., the
answerer) may not support ANAT. In this case, different

i npl enentations of the answerer would react in different ways. This
docunent di scusses the answerer’s behaviors that are nost likely to
be found and describes their consequences. To avoid these
consequences, we define the sdp-anat SIP option-tag.

The sdp-anat option-tag can be used to ensure that an of fer using
ANAT is not processed by answerers wi thout support for ANAT. This
option-tag can also be used to explicitly discover the capabilities
of a UA (i.e., whether it supports ANAT).

Ter ni nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', "MAY", and "OPTI ONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
conpl i ant inplenmentations.

The sdp-anat Opti on- Tag

We define the option-tag sdp-anat for use in the Require and
Supported SIP [3] header fields. SIP user agents that place this
option-tag in a Supported header field understand the ANAT senmantics
as defined in [7].
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4.

4.

4.

Backward Conpatibility

Answerers wi thout support for ANAT will react in different ways upon
recei pt of an offer using ANAT. W expect that, even under the same
circunstances, different inplenmentations will behave in different
ways. In this section, we analyze these behaviors (i.e., the
foll owi ng subsections assune that the answerer does not support
ANAT) .

Answer er Supports Al the Network Types O fered

If the answerer supports all the network types in the offer, it nay
accept the offer and establish all the nedia streans init. This
behavior is not what the offerer expects because it results in too
many nedi a streans being established. |If the answerer starts sending
nmedi a over all of them the result may be a hi gh bandw dth usage.

The answerer may al so reject the offer, because although it supports
all the network types in it, the answerer nmay not support them

si mul taneously. The error response sent by the answerer w |l nost
likely not be explicit enough about the situation. So, the offerer
wi |l not understand what went wrong.

In the previous scenarios, the sdp-anat option-tag would avoid the
establi shnment of too many nedia streans and woul d all ow t he answerer
to explicitly informthe offerer that the answerer did not support
ANAT.

Answer er Does Not Support Al the Network Types O fered

I f the answerer does not support all the network types in the offer,
it may only establish the nedia streans whose address types it
understands and reject the rest. This would be an acceptable
behavior fromthe offerer’s point of view

On the other hand, the answerer may al so reject the offer because it
cont ai ns unknown address types. The error response sent by the
answerer will nost likely not be explicit enough about the situation
So, the offerer will not understand what went w ong.

In the previous scenario, the sdp-anat option-tag would allow the
answerer to explicitly informthe offerer that the answerer did not
support ANAT
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4.3. OPTIONS Requests

Al t hough RFC 3388 [5] provides servers with a nmeans to indicate
support for ANAT in an SDP description, many servers do not include
an SDP description in their responses to OPTIONS requests. The
sdp-anat option-tag nakes it possible to discover if any server
supports ANAT, since they would include this option-tag in a
Supported header field in their responses.

5. Option-Tag Usage

As discussed in the previous section, the use of the sdp-anat
option-tag makes SI P nessages nore explicit about ANAT support. So,
SIP entities generating an offer that uses the ANAT semantics SHOULD
pl ace the sdp-anat option-tag in a Require header field. SIP
entities that support the ANAT senantics MJST understand the sdp-anat
opti on-tag.

6. Security Considerations

An attacker may attenpt to add the sdp-anat option tag to the Require
header field of a message to performa DoS attack. |f the UAS does
not support ANAT, it will return an error response instead of
processi ng the message.

An attacker nmay attenpt to renmpve the sdp-anat option-tag fromthe
Requi re header field of a nmessage. This may result in the
establi shnment of too many nedia streans.
To avoid the previous attacks, integrity protection of the Require
header field is RECOWENDED. The natural choice to integrity protect
header fields in SIPis SIMME [6].

7. 1 ANA Consi derati ons

Thi s docunent defines a SIP option-tag (sdp-anat) in Section 3. It
has been registered by the IANA in the SIP paraneter registry.

SI P user agents that place the sdp-anat option-tag in a Supported
header field understand the ANAT semanti cs.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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