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Abstract

Thi s docunent describes the use of the Cryptographi c Message Syntax
(CV5) to protect firmnare packages, which provi de object code for one
or nore hardware nodul e components. CMS is specified in RFC 3852. A
digital signature is used to protect the firmvare package from
undetected nodification and to provide data origin authentication
Encryption is optionally used to protect the firmnvare package from

di scl osure, and conpression is optionally used to reduce the size of
the protected firmvare package. A firmware package | oadi ng recei pt
can optionally be generated to acknow edge the successful |oading of
a firmvare package. Simlarly, a firmvare package |oad error report
can optionally be generated to convey the failure to load a firmare
package.
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1. Introduction

Thi s docunent describes the use of the Cryptographi c Message Syntax
(CVs) [CVB] to protect firmwvare packages. This docunent al so
describes the use of CM5 for receipts and error reports for firmare
package | oading. The CMS is a data protection encapsul ati on syntax

t hat makes use of ASN. 1 [ X 208-88, X 209-88]. The protected firmare
package can be associated with any particul ar hardware nodul g;
however, this specification was witten with the requirenments of
cryptographi ¢ hardware nodul es in mind, as these npdul es have strong
security requirenents.

The firmvare package contains object code for one or nore
progranmmabl e conmponents that make up the hardware nodule. The
firmvare package, which is treated as an opaque binary object, is
digitally signed. Optional encryption and conpression are al so
supported. Wien all three are used, the firmwvare package is
conpressed, then encrypted, and then signed. Conpression sinply
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reduces the size of the firmmvare package, allow ng nore efficient
processing and transm ssion. Encryption protects the firnmware
package from di scl osure, which allows transmi ssion of sensitive
firmvare packages over insecure links. The encryption algorithm and
node enpl oyed may al so provide integrity, protecting the firmare
package from undet ected nodification. The encryption protects
proprietary algorithnms, classified algorithns, trade secrets, and

i npl erentation techniques. The digital signature protects the
firmvare package from undetected nodification and provi des data
origin authentication. The digital signature allows the hardware
nmodul e to confirmthat the firmvare package cones from an acceptabl e
sour ce.

If encryption is used, the firmnare-decryption key nust be made

avail able to the hardware nmodul e via a secure path. The key night be
delivered via physical nedia or via an independent el ectronic path.
One optional nechanismfor distributing the firmware-decryption key
is specified in Section 2.3.1, but any secure key distribution
mechani smis acceptabl e.

The signature verification public key nmust be nade available to the
hardware nmodul e in a manner that preserves its integrity and confirmns
its source. OCMs supports the transfer of certificates, and this
facility can be used to transfer a certificate that contains the
signhature verification public key (a firmnvare-signing certificate).
However, use of this facility introduces a | evel of indirection.
Utimtely, a trust anchor public key nust be made available to the
har dware nodul e. Section 1.2 establishes a requirenent that the

har dware nodul e store one or nore trust anchors.

Har dwar e nodul es nay not be capabl e of accessing certificate
repositories or del egated path discovery (DPD) servers [ DPD&DPV] to
acquire certificates needed to conplete a certification path. Thus,
it is the responsibility of the firmwvare package signer to include
sufficient certificates to enable each nodule to validate the
firmwvare-signer certificate (see Section 2.1.2). Simlarly, hardware
nmodul es nay not be capable of accessing a certificate revocation |ist
(CRL) repository, an OCSP responder [OCSP], or a del egated path
val i dation (DPV) server [DPD&DPV] to acquire revocation status
information. Thus, if the firmnvare package signature cannot be
val i dated solely with the trust anchor public key and the hardware
nodul e is not capable of performing full certification path
validation, then it is the responsibility of the entity | oading a
package into a hardware nodule to validate the firnmnare-signer
certification path prior to |oading the package into a hardware
nodul e. The nmeans by which this external certificate revocation
status checking is performed is beyond the scope of this

speci ficati on.
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Hardware nodules will only accept firmware packages with a valid
digital signature. The signature is either validated directly using
the trust anchor public key or using a firmware-signer certification
path that is validated to the trust anchor public key. Thus, the
trust anchors define the set of entities that can create firmare
packages for the hardware nodul e.

The disposition of a previously |oaded firmvare package after the
successful validation of another firmwvare package is beyond the scope
of this specification. The anmount of nmenory available to the
hardware nmodule will determ ne the range of alternatives.

In sone cases, hardware nodul es can generate receipts to acknow edge
the loading of a particular firmvare package. Such receipts can be
used to determnine which hardware nodul es need to receive an updated
firmvare package whenever a flaw in an earlier firmware package is
di scovered. Hardware nodul es can al so generate error reports to

i ndi cate the unsuccessful firmnare package |oading. To inplenent
either receipt or error report generation, the hardware nodule is
required to have a uni que pernmanent serial nunber. Receipts and
error reports can be either signed or unsigned. To generate
digitally signed receipts or error reports, a hardware nmodul e MIJST be
issued its own private signature key and a certificate that contains
t he correspondi ng signature validation public key. 1In order to save
menory with the hardware nodul e, the hardware nodul e might store a
certificate designator instead of the certificate itself. The
private signature key requires secure storage.

1.1. Terminol ogy

In this docunment, the key words MJUST, MJUST NOT, REQUI RED, SHOULD
SHOULD NOT, RECOVMENDED, MAY, and OPTIONAL are to be interpreted as
descri bed in [ STDAORDS] .

1.2. Architectural Elenents

The architecture includes the hardware nodul e, the firmwvare package,
and a bootstrap | oader. The bootstrap | oader MUST have access to one
or nore trusted public keys, called trust anchors, to validate the
signature on the firmmvare package. |If a signed firmware package | oad
receipt or error report is created on behalf of the hardware nodul e,
then the bootstrap | oader MJUST have access to a private signature key
to generate the signature and the signer identifier for the
correspondi ng signature validation certificate or its designator. A
signature validation certificate MAY be included to aid signature
validation. To inplenent this optional capability, the hardware
nodul e MUST have a uni que serial number and a private signature key;

t he hardware nodul e MAY al so include a certificate that contains the
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correspondi ng signature validation public key. These itens MJST be
installed in the hardware nodul e before it is deployed. The private
key and certificate can be generated and installed as part of the
har dwar e nodul e manufacture process. Figure 1 illustrates these
architectural elenents.

ASN. 1 object identifiers are the preferred nmeans of nami ng the
architectural elenents.

Details of managing the trust anchors are beyond the scope of this
speci fication. However, one or nore trust anchors MJST be installed
in the hardware nodul e using a secure process before it is depl oyed.
These trust anchors provide a neans of controlling the acceptable
sources of firmvare packages. The hardware nodul e vendor can incl ude
provisions for secure, renote managenent of trust anchors. One
approach is to include trust anchors in the firmware packages

thensel ves. This approach is anal ogous to the optional capability
described later for updating the bootstrap | oader.

In a cryptographic hardware nodul e, the firmvare package m ght
i mpl enent many different cryptographic algorithns.

When the firmnvare package is encrypted, the firmware-decryption key
and the firmnvare package MJST both be provided to the hardware
nmodul e.  The firmnare-decryption key is necessary to use the

associ ated firmvare package. Cenerally, separate distribution
nmechani sns will be enployed for the firmnare-decryption key and the
firmvare package. An optional mechani smfor securely distributing
the firmnare-decryption key with the firmvare package is specified in
Section 2.3.1.
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Figure 1. Architectural El enents
1.2.1. Hardware Mdul e Requirenents

Many different vendors devel op hardware nodul es, and each vendor
typically identifies its nodul es by product type (fanmly) and
revision level. A unique object identifier MJST nane each hardware
nmodul e type and revi sion.

Each hardware nodule within a hardware nodule famly SHOULD have a
uni que permanent serial nunmber. However, if the optional receipt or
error report generation capability is inplemented, then the hardware
nmodul e MUST have a uni que pernanent serial nunber. |f the optional
recei pt or error report signature capability is inplenented, then the
har dwar e nodul e MUST have a private signature key and a certificate
contai ning the corresponding public signature validation key or its
designator. |If a serial nunmber is present, the bootstrap | oader uses
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it for authorization decisions (see Section 2.2.8), receipt
generation (see Section 3), and error report generation (see
Section 4).

When the hardware nodul e i ncl udes nore than one firmare-progranmmabl e
conmponent, the bootstrap | oader distributes conponents of the package
to the appropriate conponents within the hardware nodul e after the
firmvare package is validated. The bootstrap |oader is discussed
further in Section 1.2.3.

1.2.2. Firmvare Package Requirenents

Two approaches to naning firmvare packages are supported: |egacy and
preferred. Firmnvare package nanes are placed in a CVB signed
attribute, not in the firmvare package itself.

Legacy firmnare package nanmes are sinply octet strings, and no
structure is assunmed. This firmvare package name formis supported
in order to facilitate existing configuration managenment systenms. W
assune that the firmwvare signer and the bootstrap | oader will

understand any internal structure to the octet string. In
particular, given two |egacy firmvare package nanes, we assune that
the firmvare signer and the bootstrap |loader will be able to

determ ne which one represents the newer version of the firmware
package. This capability is necessary to inplenment the stale version
feature. If a firmvare package with a disastrous flaw is rel eased,
subsequent firmvare package versions MAY designate a stal e | egacy
firmvare package name in order to prevent subsequent rollback to the
stal e version or versions earlier than the stale version

Preferred firmvare package nanes are a conbi nation of the firmiare
package object identifier and a version nunber. A unique object
identifier MUST identify the collection of features that characterize
the firmvare package. For exanple, firmmvare packages for a cable
nodem and a wirel ess LAN network interface card warrant distinct
object identifiers. Sinmlarly, firmvare packages that inplenent

di stinct suites of cryptographic algorithns and nodes of operation,
or that enulate different (non-programrabl e) cryptographi c devices
warrant distinct object identifiers. The version nunber MJST
identify a particular build or release of the firmware package. The
versi on nunmber MUST be a nonotonically increasing non-negative
integer. Cenerally, an earlier version is replaced with a |later one.
If a firmvare package with a disastrous flaw is rel eased, subsequent
firmvare package versions MAY designate a stale version nunber to
prevent subsequent rollback to the stale version or versions earlier
than the stale version
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Fi r mvar e packages are devel oped to run on one or nore hardware nodul e
type. The firmnare package digital signature MJST bind the |ist of
supported hardware nodul e object identifiers to the firmware package.

In many cases, the firmvare package signature will be validated
directly with the trust anchor public key, avoiding the need to
construct certification paths. Alternatively, the trust anchor can
del egate firmvare package signing to another public key through a
certification path. |In the latter case, the firmare package SHOULD
contain the certificates needed to construct the certification path
that begins with a certificate issued by the trust anchors and ends
with a certificate issued to the firmvare package signer

The firmnare package MAY contain a list of community identifiers.
These identifiers name the hardware nodul es that are authorized to

| oad the firmvare package. |If the firmmvare package contains a |ist
of community identifiers, then the bootstrap | oader MJIST reject the
firmvare package if the hardware nodule is not a nenmber of one of the
identified comunities.

When a hardware nodul e includes nultiple programmabl e conponents, the
firmvare package SHOULD contain executable code for all of the
conponents. Internal tagging within the firmvare package MJST tel

t he bootstrap | oader which portion of the overall firnmnare package is
i nt ended for each conponent; however, this tagging is expected to be
specific to each hardware nodul e. Because this specification treats
the firmvare package as an opaque binary object, the fornat of the
firmvare package is beyond the scope of this specification

1.2.3. Bootstrap Loader Requirenents

The bootstrap | oader MJST have access to a physical interface and any
related driver or protocol software necessary to obtain a firmare
package. The sane interface SHOULD be used to deliver receipts and
error reports. Details of the physical interface as well as the
driver or protocol software are beyond the scope of this

speci ficati on.

The bootstrap | oader can be a permanent part of the hardware nodul e,

or it can be replaced by loading a firmwvare package. In Figure 1,
the bootstrap | oader is inplenmented as separate logic within the
hardware nmodule. Not all hardware nmodules will include the ability

to replace or update the bootstrap | oader, and this specification
does not mandate such support.

If the bootstrap | oader can be | oaded by a firmware package, an

initial bootstrap | oader MIST be installed in non-volatile nmenory
prior to deploynment. All bootstrap |oaders, including an initial
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bootstrap | oader if one is enployed, MJST neet the requirenments in
this section. However, the firmnvare package contai ning the bootstrap
| oader MAY al so contain other routines.

The bootstrap | oader requires access to cryptographic routines.
These routines can be inplenmented specifically for the bootstrap

| oader, or they can be shared with other hardware nodul e features.
The bootstrap | oader MJST have access to a one-way hash function and
digital signature verification routines to validate the digital
signhature on the firmvare package and to validate the certification
path for the firmware-signing certificate.

If firmnare packages are encrypted, the bootstrap | oader MJST have
access to a decryption routine. Access to a corresponding encryption
function is not required, since hardware nodul es need not be capable
of generating firmware packages. Because sonme symetric encryption
al gorithminplementations (such as AES [ AES]) enpl oy separate |ogic
for encryption and decryption, sone hardware nodul e savi ngs m ght
result.

If firmnare packages are conpressed, the bootstrap | oader MJST al so
have access to a deconpression function. This function can be

i npl emented specifically for the bootstrap |oader, or it can be
shared with other hardware nodule features. Access to a
correspondi ng conpression function is not required, since hardware
nodul es need not be capabl e of generating firnmware packages.

If the optional receipt generation or error report capability is
supported, the bootstrap | oader MJST have access to the hardware
nmodul e serial nunber and the object identifier for the hardware
nmodul e type. |If the optional signed receipt generation or signed
error report capability is supported, the bootstrap | oader MJST al so
have access to a one-way hash function and digital signature

routi nes, the hardware nodul e private signing key, and the
correspondi ng signature validation certificate or its designator

The bootstrap | oader requires access to one or nore trusted public
keys, called trust anchors, to validate the firmware package digital
signhature. One or nore trust anchors MJST be installed in non-
volatile nenory prior to deploynment. The bootstrap | oader MJST
reject a firmvare package if it cannot validate the signature, which
MAY require the construction of a valid certification path fromthe
firmvare-signing certificate to one of the trust anchors [PROFILE].
However, in many cases, the firmwvare package signature will be
validated directly with the trust anchor public key, avoiding the
need to construct certification paths.
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The bootstrap | oader MJST reject a firmvare package if the list of
supported hardware nodul e type identifiers within the firmware
package does not include the object identifier of the hardware
nodul e.

The bootstrap | oader MJST reject a firmvare package if the firmnare
package includes a list of conmmunity identifiers and the hardware
nmodul e is not a nenber of one of the listed communities. The neans
of determ ning comunity menbership is beyond the scope of this
speci ficati on.

The bootstrap | oader MJST reject a firmvare package if it cannot
successfully decrypt the firnmnare package using the firmare-
decryption key available to the hardware nodule. The firmare
package contains an identifier of the firmware-decryption key needed
for decryption.

Wien an earlier version of a firmwvare package is replacing a |later
one, the bootstrap |oader SHOULD generate a warning. The nanner in
which a warning is generated is highly dependent on the hardware
nodul e and the environment in which it is being used. If a firmware
package with a disastrous flaw is rel eased and subsequent firmnare
package versions designate a stale version, the bootstrap | oader
SHOULD prevent | oading of the stale version and versions earlier than
the stale version

1.2.3.1. Legacy Stale Version Processing

In case a firmvare package with a disastrous flaw is rel eased,
subsequent firmvare package versions that enmploy the | egacy firmare
package nane form MAY include a stale |egacy firmnvare package nanme to
prevent subsequent rollback to the stale version or versions earlier
than the stale version. As described in the Security Considerations
section of this docunment, the inclusion of a stale |egacy firmare
package nane in a firmvare package cannot conpletely prevent
subsequent use of the stale firmnare package. However, many hardware
nodul es are expected to have very few firmvare packages witten for
them allowing the stale firmvare package version feature to provide
i mportant protections.

Non-vol atil e storage for stale version nunbers is needed. The nunber
of stale |legacy firmware package nanes that can be stored depends on
t he ambunt of storage that is available. Wen a firmvare package is
| oaded and it contains a stale | egacy firmware package nane, then it
SHOULD be added to a list kept in non-volatile storage. Wen
subsequent firmvare packages are | oaded, the |egacy firmwvare package
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nane of the new package is conpared to the list in non-volatile
storage. If the legacy firmvare package nane represents the same
version or an ol der version of a nmenber of the list, then the new
firmvare packages SHOULD be rejected.

The anount of non-volatile storage that needs to be dedicated to
saving | egacy firmware package nanes and stale | egacy firmware
packages nanmes depends on the nunber of firmware packages that are
likely to be devel oped for the hardware nodul e.

1.2.3.2. Preferred Stale Version Processing

1.

2.

If a firmvare package with a disastrous flaw is rel eased, subsequent
firmvare package versions that enploy preferred firnmwvare package name
form MAY include a stale version nunber to prevent subsequent

roll back to the stale version or versions earlier than the stale
version. As described in the Security Considerations section of this
docunent, the inclusion of a stale version nunber in a firmare
package cannot conpletely prevent subsequent use of the stale
firmvare package. However, many hardware nodul es are expected to
have very few firmnare packages witten for them allowi ng the stale
firmvare package version feature to provide inportant protections.

Non-vol atil e storage for stale version nunbers is needed. The nunber
of stale version nunbers that can be stored depends on the amount of
storage that is available. Wen a firmvare package is | oaded and it
contains a stale version nunber, then the object identifier of the
firmvare package and the stal e version nunber SHOULD be added to a
list that is kept in non-volatile storage. Wen subsequent firmnare
packages are | oaded, the object identifier and version nunber of the
new package are conpared to the list in non-volatile storage. |If the
obj ect identifier matches and the version nunber is |ess than or
equal to the stale version nunber, then the new firnmare packages
SHOULD be rej ect ed.

The anount of non-volatile storage that needs to be dedicated to
saving firmvare package identifiers and stal e version nunbers depends
on the nunber of firmnare packages that are likely to be devel oped
for the hardware nodul e.

4. Trust Anchors

A trust anchor MJST consist of a public key signature algorithm and
an associ ated public key, which MAY optionally include paraneters. A
trust anchor MJUST al so include a public key identifier. A trust
anchor MAY al so include an X 500 distinguished name.
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The trust anchor public key is used in conjunction with the signature
validation algorithmin two different ways. First, the trust anchor
public key is used directly to validate the firmwvare package
sighature. Second, the trust anchor public key is used to validate
an X. 509 certification path, and then the subject public key in the
final certificate in the certification path is used to validate the
firmvare package signature.

The public key nanmes the trust anchor, and each public key has a
public key identifier. The public key identifier identifies the
trust anchor as the signer when it is used directly to validate
firmvare package signatures. This key identifier can be stored with
the trust anchor, or it can be conputed fromthe public key whenever
needed.

The optional trusted X 500 distingui shed nane MJST be present in
order for the trust anchor public key to be used to validate an X 509
certification path. Wthout an X 500 distingui shed nane,
certification path construction cannot use the trust anchor.

1.2.5. Cryptographic and Conpression Al gorithm Requirenents

A firmvare package for a cryptographi c hardware nodul e incl udes
cryptographic algorithminplenentations. |In addition, a firmare
package for a non-cryptographic hardware nodule will likely include
cryptographic algorithminplenmentations to support the bootstrap

| oader in the validation of firmware packages.

A uni que al gorithm object identifier MJST be assigned for each

crypt ographi c al gorithmand node inplenmented by a firmware package.
A uni que al gorithm object identifier MJST al so be assigned for each
conpression algorithminplenmented by a firmvare package. The

al gorithm object identifiers can be used to determ ne whether a
particular firmnare package satisfies the needs of a particul ar
application. To facilitate the devel opnent of algorithmagile
applications, the cryptographic nodule interface SHOULD al | ow
applications to query the cryptographic nodul e for the object
identifiers associated with each cryptographic algorithmcontained in
the currently | oaded firmvare package. Applications SHOULD al so be
able to query the cryptographic nmodule to determne attributes
associ ated with each algorithm Such attributes m ght include the
algorithmtype (synmetric encryption, asymretric encryption, key
agreenent, one-way hash function, digital signature, and so on), the
al gorithm bl ock size or nodul us size, and paraneters for asymretric
algorithms. This specification does not establish the conventions
for the retrieval of algorithmidentifiers or algorithmattributes.
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1.3. Hardware Modul e Security Architecture

The bootstrap | oader MAY be permanently stored in read-only nenory or
separately |l oaded into non-volatile nmenory as di scussed above.

I n nost hardware nodul e designs, the firmaare package execution
environnment offers a single address space. |If it does, the firmare
package SHOULD contain a conplete firmivare package | oad for the
hardware nodule. In this situation, the firmwvare package does not
contain a partial or incremental set of functions. A conplete
firmvare package load will mininize conplexity and avoid potenti al
security problenms. Froma conplexity perspective, the increnental

| oadi ng of packages makes it necessary for each package to identify
any ot her packages that are required (its dependencies), and the

boot strap | oader needs to verify that all of the dependencies are
satisfied before attenpting to execute the firmvare package. Wien a
har dware nodul e i s based on a general purpose processor or a digital
signal processor, it is dangerous to allow arbitrary packages to be

| oaded simultaneously unless there is a reference nonitor to ensure
that independent portions of the code cannot interfere with one
another. Also, it is difficult to evaluate arbitrary conbi nations of
sof tware nodul es [ SECREQWTS]. For these reasons, a conplete firmare
package | oad i s RECOMMENDED; however, this specification allows the
firmvare signer to identify dependencies between firmvare packages in
order to handle all situations.

The firmvare packages MAY have dependenci es on routines provided by
other firmnare packages. To nininize the security eval uation

conpl exity of a hardware nodul e enpl oyi ng such a design, the firmare
package MJST identify the package identifiers (and the m ni num
version nunbers when the preferred firmvare package name formis
used) of the packages upon which it depends. The bootstrap | oader
MJUST reject a firmmvare package load if it contains a dependency on a
firmvare package that is not avail able.

Loadi ng a firmvare package can inpact the satisfactory resol ution of
dependenci es of other firmivare packages that are al ready part of the
har dwar e nodul e configuration. For this reason, the bootstrap | oader
MJST reject the loading of a firmvare package if the dependenci es of
any firmware package in the resulting configurations will be
unsati sfi ed.

1.4. ASN. 1 Encoding
The CMS uses Abstract Syntax Notation One (ASN. 1) [ X 208-88,
X.209-88]. ASN. 1 is a formal notation used for describing data

protocols, regardless of the programing |anguage used by the
i npl ementation. Encoding rules describe how the val ues defined in
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ASN. 1 will be represented for transm ssion. The Basic Encodi ng Rul es
(BER) are the nost widely enployed rule set, but they offer nore than
one way to represent data structures. For exanple, definite | ength
encodi ng and indefinite |l ength encoding are supported. This
flexibility is not desirable when digital signatures are used. As a
result, the Distinguished Encoding Rules (DER) [ X 509-88] were
invented. DER is a subset of BER that ensures a single way to
represent a given value. For exanple, DER always enpl oys definite

| engt h encodi ng.

In this specification, digitally signed structures MJST be encoded
with DER O her structures do not require DER, but the use of
definite length encoding is strongly RECOWENDED. By al ways using

definite length encoding, the bootstrap | oader will have fewer
options to inplenent. 1In situations where there is very high
confidence that only definite length encoding will be used, support

for indefinite | ength decodi ng MAY be om tted.
1.5. Protected Firmwvare Package Loadi ng

Thi s docunent does not attenpt to specify a physical interface, any
related driver software, or a protocol necessary for |oading firmare
packages. Many different delivery nechani snms are envi si oned,

i ncludi ng portable nmenory devices, file transfer, and web pages.
Section 2 of this specification defines the format that MJST be
presented to the hardware nodul e regardl ess of the interface that is
used. This specification also specifies the fornat of the response
that MAY be generated by the hardware nmodule. Section 3 of this
specification defines the format that MAY be returned by the hardware
nmodul e when a firmvare package | oads successfully. Section 4 of this
specification defines the format that MAY be returned by the hardware
nmodul e when a firmnvare package | oad is unsuccessful. The firmare
package | oad receipts and firmnare package load error reports can be
ei ther signed or unsigned.

2. Firmnare Package Protection

The Cryptographic Message Syntax (CMS) is used to protect a firmware
package, which is treated as an opaque binary object. A digital
sighature is used to protect the firmnare package from undet ected
nodi fication and to provide data origin authentication. Encryption
is optionally used to protect the firnmware package from di scl osure,
and conpression is optionally used to reduce the size of the
protected firmvare package. The CMS Contentlnfo content type MJST

al ways be present, and it MJST encapsul ate the CV5 Si gnedData content
type. |If the firmvare package is encrypted, then the CMS SignedData
content type MJUST encapsul ate the CMs EncryptedData content type. |If
the firmvare package is conpressed, then either the CM5 Si ghedDat a
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content type (when encryption is not used) or the CMS EncryptedDat a
content type (when encryption is used) MJST encapsul ate the CVS
ConpressedData content type. Finally, (1) the CVM5S SignedData content
type (when neither encryption nor conpression is used), (2) the CM5
Encrypt edDat a content type (when encryption is used, but conpression
is not), or (3) the CM5 ConpressedData content type (when conpression
is used) MJST encapsul ate the sinple firnmware package using the

Fi r mvar ePkgDat a content type defined in this specification (see
Section 2.1.5).

The firmnare package protection is summarized as follows (see [ CVE]
for the full syntax):

Contentlnfo {

cont ent Type i d-signedData, -- (1.2.840.113549.1.7.2)
cont ent Si gnedDat a

}

Si gnedDat a {
ver si on CvBVersion, -- always set to 3
di gest Al gorithns DigestAlgorithmdentifiers, -- Only one
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates CertificateSet, -- Signer cert. path
crls CertificateRevocationLists, -- Optiona
si gner | nf os SET OF Signherinfo -- Only one

}

Si gnerinfo {
ver si on CvBVersion, -- always set to 3
sid Si gnerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier
si gnedAttrs Si gnedAttributes, -- Required
signatureAl gorithm SignatureAl gorithmdentifier,
sighature Si gnat ur eVal ue,
unsi gnedAttrs Unsi gnedAttributes -- Optiona
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Encapsul at edContent I nfo {
eCont ent Type i d-encryptedData, -- (1.2.840.113549.1.7.6)
-- OR --
i d-ct-conpressedDat a,
-- (1.2.840.113549.1.9.16.1.9)
-- OR --
i d-ct-firmvarePackage,
-- (1.2.840.113549.1.9.16. 1. 16)
eCont ent OCTET STRI NG
} -- Contains EncryptedData OR
-- Conpressedbata OR
-- Fi rmnar ePkgDat a

Encrypt edDat a {

ver si on CvBVersion, -- Always set to O
encrypt edCont ent I nf o Encrypt edCont ent | nf o,
unprot ectedAttrs UnprotectedAttributes -- Omt
}
EncryptedContent |l nfo {
cont ent Type i d-ct-conpressedDat a,

-- (1.2.840.113549.1.9.16.1.9)
-- OR --
i d-ct-firmvarePackage,

-- (1.2.840.113549.1.9.16. 1. 16)
cont ent Encrypti onAl gorithm Cont ent Encrypti onAl gorithm dentifier,
encrypt edCont ent OCTET STRI NG

-- Contai ns ConpressedData OR

-- Fi rmnvar ePkgDat a

Conpr essedDat a {

ver si on CvBVersion, -- Always set to O
conpr essi onAl gorithm Conpressi onAl gorithnl dentifier,
encapCont ent | nf o Encapsul at edCont ent | nf o
}
Encapsul at edContent I nfo {
eCont ent Type i d-ct-firmvarePackage,
-- (1.2.840.113549.1.9.16. 1. 16)
eCont ent OCTET STRING -- Contains FirmaarePkgDat a
}
Fi r mvar ePkgDat a OCTET STRING -- Contains firmware package
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2.1. Firmnare Package Protection CM5 Content Type Profile

This section specifies the conventions for using the CM5 Contentl nfo,
Si gnedDat a, EncryptedData, and ConpressedData content types. It also
defines the FirnmwvarePkgData content type.

2.1.1. Contentlnfo

The CMS requires that the outernost encapsul ati on be Contentlnfo
[CVMB]. The fields of Contentinfo are used as foll ows:

content Type indi cates the type of the associated content, and in
this case, the encapsul ated type is always SignedData. The
i d-signedData (1.2.840.113549.1.7.2) object identifier MJIST be
present in this field.

content holds the associated content, and in this case, the
content field MUST contain SignedDat a.

2.1.2. SignedDat a

The SignedData content type [CMS] contains the signed firmiare
package (which might be conpressed, encrypted, or conpressed and then
encrypted prior to signature), the certificates needed to validate
the signature, and one digital signature value. The fields of

Si gnedData are used as foll ows:

version is the syntax version nunber, and in this case, it MJST be
set to 3.

digestAlgorithns is a collection of nmessage digest al gorithm
identifiers, and in this case, it MJST contain a single nmessage
digest algorithmidentifier. The nessage digest algorithm
enpl oyed by the firmnvare package signer MJST be present.

encapContentl nfo contains the signed content, consisting of a content
type identifier and the content itself. The use of the
Encapsul at edContentInfo type is discussed further in Section
2.1.2.2.

certificates is an optional collection of certificates. |If the trust
anchor signed the firmnvare package directly, then certificates
SHOULD be omitted. If it did not, then certificates SHOULD
include the X. 509 certificate of the firmmvare package signer. The
set of certificates SHOULD be sufficient for the bootstrap | oader
to construct a certification path fromthe trust anchor to the
firmvare-signer’s certificate. PKCS#6 extended certificates
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[ PKCS#6] and attribute certificates (either version 1 or
version 2) [X 509-97, X 509-00, ACPROFILE] MJST NOT be included in
the set of certificates.

crls is an optional collection of certificate revocation lists

(CRLs), and in this case, CRLs SHOULD NOT be included by the

firmvare package signer. It is anticipated that firmware packages
may be generated, signed, and nmade available in repositories for
downl oadi ng i nto hardware nmodules. In such contexts, it would be

difficult for the firmvare package signer to include tinely CRLs
in the firmvare package. However, because the CRLs are not
covered by the signature, tinely CRLs MAY be inserted by sone
other party before the firmmvare package is delivered to the

har dwar e nodul e

signerinfos is a collection of per-signer information, and in this
case, the collection MJST contain exactly one Signerinfo. The use
of the Signerinfo type is discussed further in Section 2.1.2.1.

2.1.2.1. Signerinfo

The firmvare package signer is represented in the Signerlnfo type.
The fields of Signerinfo are used as foll ows:

version is the syntax version nunmber, and it MJST be 3.

sid identifies the signer’s public key. CMS supports two
al ternatives: issuerAndSerial Nunber and subject Keyldentifier.
However, the bootstrap | oader MJST support the
subj ectKeyldentifier alternative, which identifies the signer’s
public key directly. When this public key is contained in a
certificate, this identifier SHOULD appear in the X 509
subj ect Keyl denti fi er extension.

digestAlgorithmidentifies the nessage digest algorithm and any
associ ated paraneters, used by the firmwvare package signer. It
MUST contain the nessage digest algorithns enployed by the
firmvare package signer. (Note that this nmessage digest algorithm
identifier MIST be the sane as the one carried in the
di gest Al gorithns value in SignedData.)

signedAttrs is an optional collection of attributes that are signed
along with the content. The signedAttrs are optional in the CM,
but in this specification, signedAttrs are REQU RED for the
firmvare package; however, inplenentations MJST ignore
unrecogni zed signed attributes. The SET OF attributes MJUST be DER
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encoded [ X. 509-88]. Section 2.2 of this docunment lists the
attributes that MJUST be included in the collection; other
attri butes MAY be included as well.

signatureAl gorithmidentifies the signature algorithm and any
associ ated paraneters, used by the firmwvare package signer to
generate the digital signature.

sighature is the digital signature val ue.

unsignedAttrs is an optional SET of attributes that are not signed.
As described in Section 2.3, this set can only contain a single
i nstance of the w apped-firnmnare-decryption-key attribute and no
ot hers.

2.1.2.2. Encapsul atedContentlnfo

The Encapsul atedContentlnfo content type encapsul ates the firmware
package, which mnmight be conpressed, encrypted, or conpressed and then
encrypted prior to signature. The firmwvare package, in any of these
formats, is carried within the Encapsul atedContentinfo type. The
fields of Encapsul atedContentinfo are used as follows:

eContent Type is an object identifier that uniquely specifies the
content type, and in this case, the value MJST be id-encryptedData
(1.2.840.113549.1.7.6), id-ct-conpressedData
(1.2.840.113549.1.9.16.1.9), or id-ct-firmarePackage
(1.2.840.113549.1.9.16.1.16). \When eContent Type contains id-
encryptedbata, the firmnare package was encrypted prior to
signing, and may al so have been conpressed prior to encryption
When it contains id-ct-conpressedData, the firmware package was
conpressed prior to signing, but was not encrypted. Wen it
contains id-ct-firnmvarePackage, the firmnare package was not
conpressed or encrypted prior to signing.

eContent contains the signed firmaare package, which mght al so be
encrypted, conpressed, or conpressed and then encrypted, prior to
signing. The content is encoded as an octet string. The eContent
octet string need not be DER encoded.

2.1.3. EncryptedData

The EncryptedData content type [CMS] contains the encrypted firmware
package (which might be conpressed prior to encryption). However, if
the firmvare package was not encrypted, the EncryptedData content
type is not present. The fields of EncryptedData are used as
fol | ows:
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version is the syntax version nunber, and in this case, version MJST
be O.

encryptedContentinfo is the encrypted content information. The use
of the EncryptedContentlnfo type is discussed further in Section
2.1.3.1.

unprotectedAttrs is an optional collection of unencrypted attributes,
and in this case, unprotectedAttrs MJUST NOT be present.

2.1.3.1. EncryptedContentlnfo

The encrypted firmnare package, which might be conpressed prior to
encryption, is encapsulated in the EncryptedContentlinfo type. The
fields of EncryptedContentlinfo are used as foll ows:

content Type indicates the type of content, and in this case, it MJST
contain either id-ct-conpressedData (1.2.840.113549.1.9.16.1.9) or
id-ct-firmvarePackage (1.2.840.113549.1.9.16.1.16). Wen it
contains id-ct-conpressedData, then the firmware package was
conpressed prior to encryption. Wien it contains id-ct-
firmvar ePackage, then the firmware package was not conpressed
prior to encryption.

content Encrypti onAl gorithmidentifies the firmaare-encryption
al gorithm and any associ ated paraneters, used to encrypt the
firmvare package.

encryptedContent is the result of encrypting the firmwvare package.
The field is optional; however, in this case, it MJST be present.

2.1.4. ConpressedDat a

The ConpressedData content type [ COWPRESS] contains the conpressed
firmvare package. |If the firmnvare package was not conpressed, then
the ConpressedData content type is not present. The fields of
Conpr essedDat a are used as foll ows:

version is the syntax version nunber; in this case, it MJST be O.

conpressionAlgorithmidentifies the conpression algorithm and any
associ ated paraneters, used to conpress the firmwvare package.

encapContentinfo is the conpressed content, consisting of a content
type identifier and the content itself. The use of the
Encapsul at edContentInfo type is discussed further in Section
2.1.4.1.

Housl ey St andards Track [ Page 21]



RFC 4108 Using CM5 to Protect Firmnvare Packages August 2005

2.1.4.1. Encapsul atedContentlnfo

The ConpressedData content type encapsul ates the conpressed firmware
package, and it is carried within the Encapsul atedContentInfo type.
The fields of Encapsul atedContentlnfo are used as foll ows:

eContent Type is an object identifier that uniquely specifies the
content type, and in this case, it MJST be the value of id-ct-
firmvarePackage (1.2.840.113549.1.9.16.1.16).

eContent is the conpressed firmnare package, encoded as an octet
string. The eContent octet string need not be DER encoded.

2.1.5. FirmarePkgDat a

The FirmnvarePkgDat a content type contains the firmwvare package. It
is a straightforward encapsul ation in an octet string, and it need
not be DER encoded.

The FirmvarePkgData content type is identified by the id-ct-
firmvar ePackage object identifier:

id-ct-firmvarePackage OBJECT | DENTIFIER :: = {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) ct(1l) 16 }
The FirmnvarePkgData content type is a sinple octet string:
Fi rmwar ePkgData :: = OCTET STRI NG
2.2. Signed Attributes

The firmnare package signer MJUST digitally sign a collection of
attributes along with the firmvare package. Each attribute in the
col l ection MJUST be DER encoded [ X. 509-88]. The syntax for attributes
is defined in [CM5], but it is repeated here for convenience:

Attribute ::= SEQUENCE {
attr Type OBJECT | DENTI FI ER,
attrVal ues SET OF Attri buteVal ue }
AttributeVal ue ::= ANY
Each of the attributes used with this profile has a single attribute

val ue, even though the syntax is defined as a SET OF Attri buteVal ue.
There MJUST be exactly one instance of AttributeValue present.
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The SignedAttributes syntax within signerinfo is defined as a SET OF
Attribute. The SignedAttributes MJST include only one instance of
any particular attribute.

The firmnare package signer MJST include the follow ng four
attri butes: content-type, nessage-digest, firmare-package-
identifier, and target-hardware-nodul e-identifiers.

If the firmwvare package is encrypted, then the firmware package
si gner MUST al so include the decrypt-key-identifier attribute.

If the firmnare package inplenments cryptographic algorithms, then the
firmvare package signer MAY al so include the inplenented-crypto-
algorithnms attribute. Simlarly, if the firmvare package inplenents
conpression algorithnms, then the firmware package signer MAY al so

i ncl ude the inpl enented-conpress-algorithnms attribute.

If the firmvare package is intended for use only by specific
comunities, then the firmvare package signer MJST al so include the
comunity-identifiers attribute.

If the firmnare package depends on the presence of one or nore other
firmvare packages to operate properly, then the firmware package

si gner SHOULD al so include the firmwnare-package-info attribute. For
exanpl e, the firmnare-package-info attribute dependencies field m ght
indicate that the firmvare package contains a dependency on a
particul ar bootstrap | oader or separation kernel.

The firmvare package signer SHOULD al so include the three foll ow ng
attributes: firnmware-package-nmessage-di gest, signing-tinme, and
content-hints. Additionally, if the firmwvare package signer has a
certificate (nmeaning that the firmvare package signer is not always
configured as a trust anchor), then the firmmvare package signer
SHOULD al so include the signing-certificate attribute.

The firmnare package signer MAY include any other attribute that it
deens appropri ate.

2.2.1. Content Type

The firmnare package signer MJST include a content-type attribute
with the value of id-encryptedData (1.2.840.113549.1.7.6), id-ct-
conpressedData (1.2.840.113549.1.9.16.1.9), or id-ct-firmarePackage
(1.2.840.113549.1.9.16.1.16). Wen it contains id-encryptedData, the
firmvare package was encrypted prior to signing. Wen it contains

i d-ct-conpressedData, the firmnare package was conpressed prior to
signing, but was not encrypted. When it contains
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i d-ct-firnmvarePackage, the firmnvare package was not conpressed or
encrypted prior to signing. Section 11.1 of [CMS] defines the
content-type attribute.

2.2.2. Message Digest

The firmnare package signer MJST include a nmessage-digest attribute,
having as its value the nessage di gest conputed on the
encapContent I nfo eContent octet string, as defined in Section
2.1.2.2. This octet string contains the firmvare package, and it MAY
be conpressed, encrypted, or both conpressed and encrypted. Section
11.2 of [CMB] defines the nmessage-digest attribute.

2.2.3. Firmnare Package ldentifier

The firmnare-package-identifier attribute names the protected
firmvare package. Two approaches to naning firnmware packages are
supported: |legacy and preferred. The firmware package signer MJST
i nclude a firmwnare-package-identifier attribute using one of these
nane forns.

A |l egacy firmware package name is an octet string, and no structure
within the octet string is assumned.

A preferred firmware package name is a conbination of an object
identifier and a version nunber. The object identifier names a
collection of functions inplenented by the firmvare package, and the
version nunmber is a non-negative integer that identifies a particular
build or release of the firnmnare package.

If a firmvare package with a disastrous flaw is released, the
firmvare package that repairs the previously distributed flaw NMAY
desighate a stale firmware package version to prevent the rel oadi ng
of the flawed version. The hardware nodul e bootstrap | oader SHOULD
prevent subsequent rollback to the stale version or versions earlier
than the stale version. Wen the | egacy firmware package name form
is used, the stale version is indicated by a stale |egacy firmare
package nane, which is an octet string. W assune that the firmare
package signer and the bootstrap | oader can deterni ne whether a given
| egacy firmware package nanme represents a version that is nore recent
than the stale one. Wen the preferred firmvare package nane formis
used, the stale version is indicated by a stale version nunmber, which
is an integer.
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The followi ng object identifier identifies the firnmnare-package-
identifier attribute:

i d-aa-firmvarePackagel D OBJECT | DENTI FIER ::= {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 35 }

The firnmnare-package-identifier attribute values have ASN. 1 type
Fi r mnar ePackagel denti fier:

Fi r mnar ePackagel dentifier ::= SEQUENCE {
nane PreferredO LegacyPackagel dentifier
stal e PreferredO LegacyStal ePackagel dentifier OPTI ONAL }

Pref erredO LegacyPackagel dentifier ::= CHO CE {
preferred PreferredPackagel dentifier,
| egacy OCTET STRI NG }

Pref erredPackagel dentifier ::= SEQUENCE {
fwPkgl D OBJECT | DENTI FI ER,
ver Num | NTEGER (0. . MAX) }

Pref erredO LegacySt al ePackagel dentifier ::= CHO CE {
preferredStal eVer Num | NTEGER (0. . MAX) ,
| egacySt al eVer si on OCTET STRI NG }

2.2.4. Target Hardware Mdule Identifiers

The target-hardware-nodul e-identifiers attribute nanmes the types of
har dwar e nodul es that the firmnare package supports. A uni que object
identifier names each supported hardware nodel type and revision

The bootstrap | oader MJST reject the firmvare package if its own
hardware nmodul e type identifier is not listed in the target-
har dwar e- modul e-identifiers attribute.

The followi ng object identifier identifies the target-hardware-
nodul e-identifiers attribute:

i d-aa-target Hardwarel Ds OBJECT | DENTI FIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snine(16) aa(2) 36 }

The target-hardware-nodul e-identifiers attribute val ues have ASN. 1
type Target Hardwar el dentifiers:

Target Hardwar el dentifiers ::= SEQUENCE O OBJECT | DENTI FI ER

Housl ey St andar ds Track [ Page 25]



RFC 4108 Using CM5 to Protect Firmnvare Packages August 2005

2.2.5. Decrypt Key ldentifier

The decrypt-key-identifier attribute nanes the symetric key needed
to decrypt the encapsul ated firmvare package. The CMS EncryptedDat a
content type is used when the firmvare package is encrypted. The
decrypt-key-identifier signed attribute is carried in the SignedData
content type that encapsul ates EncryptedData content type, naning the
symmetric key needed to decrypt the firmnare package. No particul ar
structure is inposed on the key identifier. The means by which the
firmwvare-decryption key is securely distributed to all nodul es that
are authorized to use the associated firmvare package i s beyond the
scope of this specification; however, an optional nechani smfor
securely distributing the firmware-decryption key with the firmare
package is specified in Section 2.3. 1.

The followi ng object identifier identifies the decrypt-key-identifier
attribute:

i d-aa-decrypt Keyl D OBJECT | DENTI FIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 37 }

The decrypt-key-identifier attribute values have ASN. 1 type
Decrypt Keyl denti fier:

Decrypt Keyl dentifier ::= OCTET STRI NG
2.2.6. Inplenmented Crypto Algorithns

The inpl enented-crypto-algorithnms attribute MAY be present in the
SignedAttributes, and it nanes the cryptographic algorithns that are
i npl emrented by the firmnare package and avail abl e to applicati ons.
Only those algorithns that are nade avail able at the interface of the
cryptographic nodule are listed. Any cryptographic algorithmthat is
used internally and is not accessible via the cryptographic nodul e
interface MUST NOT be |listed. For example, if the firnmware package

i npl ements the decryption algorithmfor future firmvare package
installations and this algorithmis not nade avail able for other

uses, then the firmnare-decryption algorithmwould not be |isted.

The object identifier portion of Algorithm dentifier identifies an
algorithmand its node of use. No algorithm paraneters are included.
Cryptographic algorithnms include traffic-encryption algorithnms, key-
encryption algorithnms, key transport algorithms, key agreenent

al gorithms, one-way hash algorithns, and digital signhature
algorithms. Cryptographic algorithnms do not include conpression

al gorithms.
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The followi ng object identifier identifies the inplenented-crypto-
algorithms attribute:

i d-aa-inmpl Crypt oAl gs OBJECT | DENTI FIER ::= {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snine(16) aa(2) 38 }

The i npl enented-crypto-algorithns attribute val ues have ASN. 1 type
| mpl enent edCr ypt oAl gori t his:

I mpl ement edCr ypt oAl gorithms ::= SEQUENCE OF OBJECT | DENTI FI ER
2.2.7. Inplenmented Conpression Al gorithns

The i npl enent ed- conpress-al gorithns attribute MAY be present in the
SignedAttributes, and it nanes the conpression algorithns that are

i npl emrented by the firmnare package and avail abl e to applicati ons.
Only those algorithns that are nade avail able at the interface of the
har dware nodul e are listed. Any conpression algorithmthat is used
internally and is not accessible via the hardware nodul e interface
MUST NOT be |isted. For exanple, if the firmware package inplenments
a deconpression algorithmfor future firmvare package installations
and this algorithmis not nmade avail able for other uses, then the
firmware-deconpression al gorithmwould not be |isted.

The object identifier portion of Algorithnmdentifier identifies a
conpression algorithm No algorithm paraneters are included.

The followi ng object identifier identifies the inplenmented-conpress-
algorithnms attribute:

i d-aa-i nmpl ConpressAl gs OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 43 }

The i npl enent ed- conpress-al gorithns attribute val ues have ASN. 1 type
| mpl enent edConpr essAl gori t his:

| mpl ement edConpressAl gorithms ::= SEQUENCE OF OBJECT | DENTI FI ER
2.2.8. Conmmunity ldentifiers

If present in the SignedAttributes, the community-identifiers

attri bute nanes the conmunities that are pernmitted to execute the
firmvare package. The bootstrap |oader MJST reject the firmare
package if the hardware nodul e is not a nenber of one of the
identified communities. The neans of assigning community nmenbership
is beyond the scope of this specification.
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The comunity-identifiers attributes names the authorized comunities
by a list of community object identifiers, by a list of specific

har dwar e nodul es, or by a conbination of the two lists. A specific
har dware nodul e i s specified by the conbination of the hardware
nodul e identifier (as defined in Section 2.2.4) and a serial nunber.
To facilitate conpact representation of serial nunbers, a contiguous
bl ock can be specified by the | owest authorized serial nunber and the
hi ghest authorized serial nunber. Alternatively, all of the serial
nunbers associated with a hardware nodule fanily identifier can be
specified with the NULL val ue.

| f the bootstrap | oader does not have a mechanismfor obtaining a
list of object identifiers that identify the comunities to which the
har dware nodul e is a nenber, then the bootstrap | oader MJST behave as
though the list is enpty. Similarly, if the bootstrap | oader does
not have access to the hardware nodul e serial nunber, then the

boot strap | oader MJST behave as though the hardware nodule is not

i ncluded on the list of authorized hardware nodul es.

The followi ng object identifier identifies the comunity-identifiers
attribute:

i d-aa-comunityldentifiers OBJECT | DENTIFIER ::= {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 40 }

The comunity-identifiers attribute values have ASN. 1 type
Conmmuni tyl dentifiers:

Communi tyldentifiers ::= SEQJENCE OF Comrunityldentifier

Communi tyldentifier ::= CHO CE {
comuni t yO D OBJECT | DENTI FI ER,
hwivbdul eLi st Har dwar eModul es }

Har dwar eMbdul es :: = SEQUENCE {
hwType OBJECT | DENTI FI ER,
hwSeri al Entri es SEQUENCE OF HardwareSerial Entry }

Har dwar eSeri al Entry ::= CHO CE {
al I NULL,
singl e OCTET STRI NG
bl ock SEQUENCE ({
| ow OCTET STRI NG
hi gh OCTET STRING } }
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2.2.9. Firmnvare Package | nformation

I f a hardware nodul e supports nore than one type of firmware package,
then the firmwnare package signer SHOULD include the firnmare-
package-info attribute with a popul ated fwPkgType field to identify
the firmvare package type. This value can aid the bootstrap | oader
in the correct placenent of the firmvare package within the hardware
nmodul e.  The firmnare package type is an | NTEGCER, and the nmeani ng of
the integer value is specific to each hardware nodul e. For exanple,
a hardware nmodul e could assign different integer values for a
bootstrap | oader, a separation kernel, and an application.

Sone hardware nodul e architectures pernit one firmvare package to use
routines provided by another. |If the firmwvare package contains a
dependency on another, then the firmwvare package signer SHOULD al so

i nclude the firmwnare-package-info attribute with a popul at ed
dependencies field. |If the firmvare package does not depend on any
ot her firmnare packages, then the firmnare package signer MJST NOT

i nclude the firmwnare-package-info attribute with a popul at ed
dependenci es field.

Fi rmnar e package dependencies are identified by the firnmnare package
identifier or by information contained in the firmvare package
itself, and in either case the bootstrap | oader ensures that the
dependencies are nmet. The bootstrap | oader MJST reject a firmware
package load if it identifies a dependency on a firmnvare package that
is not already | oaded. Also, the bootstrap | oader MJIST reject a
firmvare package load if the action will result in a configuration
where the dependencies of an already | oaded firnmware package will no
| onger be satisfied. As described in Section 2.2.3, two approaches
to naning firmvare packages are supported: |egacy and preferred.
Wien the | egacy firmmvare package nane formis used, the dependency is
i ndicated by a | egacy firmware package name. W assune that the
firmvare package signer and the bootstrap | oader can determ ne

whet her a given | egacy firmware package name represents the named
version of an acceptable newer version. Wen the preferred firmare
package nane formis used, an object identifier and an integer are
provided. The object identifier MJST exactly match the object
identifier portion of a preferred firmnare package nane associ at ed
with a firmvare package that is already | oaded, and the integer MJST
be I ess than or equal to the integer portion of the preferred
firmvare package nane associated with the sane firnmware package.

That is, the dependency specifies the mnimum val ue of the version
that is acceptable.
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The followi ng object identifier identifies the firnmnare-package-info
attribute:

i d-aa-firmvarePackagel nfo OBJECT | DENTI FIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 42 }

The firnmnare-package-info attribute values have ASN. 1 type
Fi r mwar ePackagel nf o:

Fi r mnar ePackagel nfo ::= SEQUENCE ({
fwPkgType | NTEGER OPTI ONAL,
dependenci es SEQUENCE OF
Pref erredO LegacyPackagel denti fier OPTI ONAL }

2.2.10. Firmvare Package Message D gest

The firmnare package signer SHOULD include a firmare-package-
nmessage-di gest attribute, which provides the nessage digest algorithm
and the nessage di gest val ue conputed on the firmvare package. The
nmessage digest is conputed on the firnmware package prior to any
conpressi on, encryption, or signature processing. The bootstrap

| oader MAY use this nmessage digest to confirmthat the intended
firmvare package has been recovered after all of the |ayers of
encapsul ati on are renoved.

The followi ng object identifier identifies the firnmware-package-
nmessage- di gest attri bute:

i d-aa- f wPkgMessageDi gest OBJECT | DENTI FIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 41 }

The firmnvar e- package- message-di gest attribute val ues have ASN. 1 type
Fi r mmar ePackageMessageDi gest :

Fi r mvar ePackageMessageDi gest :: = SEQUENCE {
al gorithm Al gorithm dentifier,
negDi gest OCTET STRI NG }

2.2.11. Signing Tine
The firmnare package signer SHOULD include a signing-tinme attribute,
specifying the time at which the signature was applied to the

firmvare package. Section 11.3 of [CVS] defines the signing-tine
attribute.
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2.2.12. Content Hi nts

The firmnare package signer SHOULD include a content-hints attribute,
including a brief text description of the firmware package. The text
is encoded in UTF-8, which supports nost of the world s witing
systens [UTF-8]. Section 2.9 of [ESS] defines the content-hints
attribute.

When nultiple |ayers of encapsul ation are enployed, the content-hints
attribute is included in the outernost SignedData to provide

i nformati on about the innernbpst content. 1In this case, the content-
hints attribute provides a brief text description of the firnmnare
package, which can help a person select the correct firmvare package
when nore than one is avail abl e.

When the preferred firmvare package nanme forns are used, the
content-hints attribute can provide a linkage to a |egacy firmare
package nanme. This is especially hel pful when an existing
configurati on managenment systemis in use, but the features
associated with the preferred firmvare package nanme are deened

useful. A firmnare package name associated with such a configuration
managenent system m ght | ook sonething like
"R1234. CO(AJ11) . D62. A02. 11(b)." Including these firmmvare package

nanes in the text description may be hel pful to devel opers by
providing a clear |inkage between the two nanme forns.

The content-hints attribute contains two fields, and in this case,
both fields MJUST be present. The fields of ContentH nts are used as
foll ows:

content Description provides a brief text description of the firmare
package.

content Type provides the content type of the inner npbst content type,
and in this case, it MJST be id-ct-firmvarePackage
(1.2.840.113549.1.9.16. 1. 16).

2.2.13. Signing Certificate

When the firmmvare-signer’s public key is contained in a certificate,
the firmnare package signer SHOULD include a signing-certificate
attribute to identify the certificate that was enpl oyed. However, if
the firmvare package signature does not have a certificate (neaning
that the signature will only be validated with the trust anchor
public key), then the firnmware package signer is unable to include a
signing-certificate attribute. Section 5.4 of [ESS] defines this
attribute.
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2.

3.

The signing-certificate attribute contains two fields: certs and
policies. The certs field MJUST be present, and the policies field
MAY be present. The fields of SigningCertificate are used as

foll ows:

certs contains a sequence of certificate identifiers. |In this case,
sequence of certificate identifiers contains a single entry. The
certs field MIUST contain only the certificate identifier of the
certificate that contains the public key used to verify the
firmvare package signature. The certs field uses the ESSCert!|D
syntax specified in Section 5.4 of [ESS], and it is conprised of
the SHA-1 hash [ SHAl] of the entire ASN. 1 DER encoded certificate
and, optionally, the certificate issuer and the certificate seri al
nunber. The SHA-1 hash val ue MJST be present. The certificate
i ssuer and the certificate serial nunmber SHOULD be present.

icies is optional; when it is present, it contains a sequence of
policy information. The policies field, when present, MJST
contain only one entry, and that entry MJST natch one of the
certificate policies in the certificate policies extension of the
certificate that contains the public key used to verify the
firmvare package signature. The policies field uses the
Policylnformati on syntax specified in Section 4.2.1.5 of
[PROFILE], and it is conprised of the certificate policy object
identifier and, optionally, certificate policy qualifiers. The
certificate policy object identifier MJST be present. The
certificate policy qualifiers SHOULD NOT be present.

PO

Unsi gned Attributes

Cvs all ows a SET of unsigned attributes to be included; however, in
this specification, the set MUST be absent or include a single

i nstance of the w apped-firmnare-decryption-key attribute. Because
the digital signature does not cover this attribute, it can be
altered at any point in the delivery path fromthe firmvare package
signer to the hardware nodule. This property can be enployed to
distribute the firmnare-decryption key along with an encrypted and
signed firmvare package, allowi ng the firmnare-decryption key to be
wapped with a different key-encryption key for each link in the

di stribution chain.

The syntax for attributes is defined in [CM5], and it is repeated at
t he beginning of Section 2.2 of this docunent for convenience. Each
of the attributes used with this profile has a single attribute

val ue, even though the syntax is defined as a SET OF Attri buteVal ue.
There MJUST be exactly one instance of AttributeVal ue present.
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The UnsignedAttributes syntax within signerinfo is defined as a SET
OF Attribute. The UnsignedAttributes MJST include only one instance
of any particular attribute.

2.3.1. Wapped Firmvare Decryption Key

The firnmnare package signer, or any other party in the distribution
chain, MAY include a wapped-firmware-decryption-key attribute.

The followi ng object identifier identifies the w apped-firnmare-
decryption-key attribute:

i d- aa- wr appedFi r mvar eKey OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) aa(2) 39 }

The wrapped-firmvare-decryption-key attribute val ues have ASN. 1 type
of Envel opedData. Section 6 of [CM5] defines the Envel opedDat a
content type, which is used to construct the value of the attribute.
Envel opedData pernits the firmnare-decryption key to be protected
using synmetric or asymetric techniques. The Envel opedData does not
i nclude an encrypted content; rather, the Envel opedData feature of
havi ng the encrypted content in another |ocation is enployed. The
encrypted content is found in the eContent field of the EncryptedData
structure. The firmwnare-decryption key is contained in the
recipientinfos field. Section 6 of [CM5] refers to this key as the
content-encryption key.

The Envel opedData syntax supports many different key managenent
al gorithms. Four general techniques are supported: key transport,
key agreenent, symmetric key-encryption keys, and passwords.

The Envel opedData content type is profiled for the wapped-firnmnare-
decryption-key attribute. The Envel opedData fields are descri bed
fully in Section 6 of [CM5]. Additional rules apply when

Envel opedData is used as a w apped-firmnare-decryption-key attribute.

Wthin the Envel opedData structure, the follow ng apply:

- The set of certificates included in Oiginatorlnfo MUST NOT
include certificates with a type of extendedCertificate,
VIAttrCert, or v2AttrCert [X 509-97, X 509-00, ACPROFILE]. The
optional crls field MAY be present.

-  The optional unprotectedAttrs field MJUST NOT be present.
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3.

Wthin the EncryptedContentinfo structure, the follow ng apply:

- content Type MJST natch the content type object identifier carried
in the contentType field within the EncryptedContentInfo structure
of EncryptedData as described in Section 2.1.3.1.

- contentEncryptionAlgorithmidentifies the firnmvare-encryption
al gorithm and any associ ated paraneters, used to encrypt the
firmvare package carried in the encryptedContent field of the
Encrypt edContentl nfo structure of EncryptedData. Therefore, it
MUST exactly nmatch the val ue of the EncryptedContentlnfo structure
of EncryptedData as described in Section 2.1.3.1.

- encryptedContent is optional, and in this case, it MJST NOT be
present.

Fi rmnvar e Package Load Recei pt

The Cryptographic Message Syntax (CMS) is used to indicate that a
firmvare package | oaded successfully. Support for firmvare package
load receipts is OPTIONAL. However, those hardware nodul es that
choose to generate such receipts MIST foll ow the conventi ons
specified in this section. Because not all hardware nodul es w ||
have private signature keys, the firmvare package | oad recei pt can be
ei ther signed or unsigned. Use of the signed firmiare package | oad
recei pt i s RECOMVENDED.

Har dwar e nodul es t hat support receipt generati on MJST have a uni que
serial nunber. Hardware nodul es that support signed receipt
generation MJST have a private signature key to sign the receipt and
the correspondi ng signature validation certificate or its designator
The designator is the certificate issuer nane and the certificate
serial nunber, or it is the public key identifier. Menory-
constrai ned hardware nodules will generally store the public key
identifier since it requires |ess storage.

The unsigned firmvare package | oad receipt is encapsul ated by
Contentlnfo. Alternatively, the signed firmware package | oad receipt
i s encapsul ated by SignedData, which is in turn encapsul ated by
Cont ent | nf 0.
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Contentlnfo {

S

S

}

cont ent Type

cont ent

ghedDat a {
ver si on

di gest Al gori t his
encapCont ent | nf o
certificates
crls

si gner | nf os

gnerinfo {
ver si on

sid

di gest Al gori thm
signedAttrs

si gnatureAl gorithm

signature
unsi gnedAttrs
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synt ax) :
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is sumarized as follows (see [ CMg]

i d-si gnedData, --
-- OR --
i d-ct-firmvarelLoadRecei pt,

-- (1.2.840.113549.1.9.16.1.17)
Si gnedDat a
-- OR --
Fi r mvar ePackagelLoadRecei pt

(1.2.840.113549.1.7. 2)

CvsVersion, -- always set to 3

Di gestAlgorithm dentifiers, -- Only one
Encapsul at edCont ent | nf o,

CertificateSet, -- Optional Mdule certificate
CertificateRevocationLists, -- Optional

SET OF Signerinfo -- Only one

CMSVersion, -- either
Si gnerldentifier,

Di gest Al gorithm dentifier,
SignedAttributes, -- Required
Si gnat ureAl gorithm dentifier,
Si gnat ur eVal ue,

Unsi gnedAttributes --

set to 1 or 3

Omi t

Encapsul at edContent I nfo {

}

eCont ent Type

eCont ent

i d-ct-firmvarelLoadRecei pt,
-- (1.2.840.113549.1.9.16.1.17)
OCTET STRING -- Contains receipt

Fi r mvar ePackagelLoadRecei pt {

Housl

ver si on

hwType

hwSer i al Num

f wPkgNane

trust Anchor Keyl D
decrypt Keyl D

ey

| NTEGER, -- The DEFAULT is al ways used
OBJECT | DENTI FI ER, -- Hardware nodul e type
CCTET STRING -- H Wnodul e serial nunber
Pref erredO LegacyPackagel denti fi er,

OCTET STRING, -- Optional

OCTET STRING -- Opti onal
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3.1. Firmnare Package Load Recei pt CM5 Content Type Profile

This section specifies the conventions for using the CM5 Contentlnfo
and SignedData content types for firmwvare package | oad receipts. It
al so defines the firmvare package | oad receipt content type.

3.1.1. Contentlnfo

The CMS requires that the outernost encapsul ati on be Contentlnfo
[CVMB]. The fields of Contentinfo are used as foll ows:

content Type indicates the type of the associated content. |If the
firmvare package | oad receipt is signed, then the encapsul ated
type MJST be SignedData, and the id-signedData
(1.2.840.113549.1.7.2) object identifier MIUST be present in this
field. |If the receipt is not signed, then the encapsul ated type
MUST be Firmnvar ePackagelLoadRecei pt, and the id-ct-
firmivareLoadRecei pt (1.2.840.113549.1.9.16.1.17) object identifier
MUST be present in this field.

content holds the associated content. |If the firmnare package | oad
receipt is signed, then this field MJUST contain the SignedDat a.
If the receipt is not signed, then this field MJST contain the
Fi r mvar ePackagelLoadRecei pt .

3.1.2. SignedDat a

The SignedData content type contains the firmwvare package | oad
recei pt and one digital signhature. |If the hardware nmodule locally
stores its certificate, then the certificate can be included as well.
The fields of SignedData are used as foll ows:

version is the syntax version nunber, and in this case, it MJST be
set to 3.

digestAlgorithns is a collection of nmessage digest al gorithm
identifiers, and in this case, it MJST contain a single nmessage
digest algorithmidentifier. The nessage digest algorithns
enpl oyed by the hardware nodul e MJST be present.

encapContentinfo is the signed content, consisting of a content type
identifier and the content itself. The use of the

Encapsul at edContentInfo type is discussed further in Section
3.1.2. 2.

certificates is an optional collection of certificates. |If the
hardware nodul e locally stores its certificate, then the X 509
certificate of the hardware nodul e SHOULD be included. [f the
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hardwar e nodul e does not, then the certificates field is omtted.
PKCS#6 extended certificates [PKCS#6] and attribute certificates
(either version 1 or version 2) [X 509-97, X 509-00, ACPRCFI LE]
MJUST NOT be included in the set of certificates.

crls is an optional collection of certificate revocation lists
(CRLs). CRLs MAY be included, but they will nornmally be omtted
since hardware nmodules will not generally have access to the nost
recent CRL. Signed receipt recipients SHOULD be able to handl e
the presence of the optional crls field.

signerinfos is a collection of per-signer information, and in this
case, the collection MJST contain exactly one Signerinfo. The use
of the Signerinfo type is discussed further in Section 3.1.2.1.

3.1.2.1. Signerinfo

The hardware nodule is represented in the Signerinfo type. The
fields of Signerinfo are used as foll ows:

version is the syntax version nunber, and it MJST be either 1 or 3,
dependi ng on the nmethod used to identify the hardware nodul e’s
public key. The use of the subjectKeyldentifier is RECOMVENDED
which results in the use of version 3.

sid specifies the hardware nodule’s certificate (and thereby the
hardware nodul e’ s public key). CMS supports two alternatives:
i ssuer AndSeri al Nunber and subj ect Keyldentifier. The hardware
nodul e MJUST support one or both of the alternatives for receipt
generation; however, the support of subjectKeyldentifier is
RECOMMENDED. The issuer AndSeri al Nunber alternative identifies the
hardware nodul e’ s certificate by the issuer’s distinguished name
and the certificate serial nunber. The identified certificate, in
turn, contains the hardware nmodul e’'s public key. The
subj ectKeyldentifier alternative identifies the hardware nodul e’ s
public key directly. When this public key is contained in a
certificate, this identifier SHOULD appear in the X 509
subj ect Keyl denti fier extension.

digestAlgorithmidentifies the nessage digest algorithm and any
associ ated paraneters, used by the hardware nodule. It MJST
contain the nessage digest algorithns enployed to sign the
receipt. (Note that this nmessage digest algorithmidentifier MJST
be the sane as the one carried in the digestA gorithns value in
Si gnedDat a. )

Housl ey St andar ds Track [ Page 37]



RFC 4108 Using CM5 to Protect Firmnvare Packages August 2005

signedAttrs is an optional collection of attributes that are signed
along with the content. The signedAttrs are optional in the CM,
but in this specification, signedAttrs are REQU RED for use with
the firmvare package | oad receipt content. The SET OF attributes
MUST be DER encoded [ X.509-88]. Section 3.2 of this docunent
lists the attributes that MJST be included in the collection.
O her attributes MAY be included, but the recipient will ignore
any unrecogni zed signed attri butes.

signatureAl gorithmidentifies the signature algorithm and any
associ ated paraneters, used to sign the receipt.

sighature is the digital signature.

unsi gnedAttrs is an optional collection of attributes that are not
signed, and in this case, there MJST NOT be any unsigned
attributes present.

3.1.2.2. Encapsul atedContentlnfo

The Fi rmvar ePackagelLoadRecei pt is encapsulated in an OCTET STRI NG

and it is carried within the Encapsul atedContentlnfo type. The

fields of Encapsul atedContentlnfo are used as foll ows:

eContent Type is an object identifier that uniquely specifies the
content type, and in this case, it MJST be the value of id-ct-
firmvareLoadRecei pt (1.2.840.113549.1.9.16.1.17).

eContent is the firnmware package | oad receipt, encapsulated in an
OCTET STRING The eContent octet string need not be DER encoded.

3.1.3. FirmnarePackagelLoadRecei pt

The followi ng object identifier identifies the firnmware package | oad
recei pt content type:

id-ct-firmvareLoadRecei pt OBJECT | DENTI FIER :: = {

i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) ct(1l) 17 }
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The firmvare package | oad recei pt content type has the ASN. 1 type
Fi r mwar ePackagelLoadRecei pt :

Fi r mvar ePackagelLoadRecei pt ::= SEQUENCE {
ver si on FWRecei pt Ver si on DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG
f wPkgNane PreferredO LegacyPackagel dentifi er,
trust Anchor Keyl D OCTET STRI NG OPTI ONAL,
decrypt Keyl D [ 1] OCTET STRI NG OPTI ONAL }

FWRecei pt Version ::= I NTEGER { v1(1) }

The fields of the FirmwarePackagelLoadRecei pt type have the foll ow ng
nmeani ngs:

version is an integer that provides the syntax version nunber for
conmpatibility with future revisions of this specification
I mpl erentations that conformto this specification MIST set the
version to the default value, which is vi.

hwType is an object identifier that identifies the type of hardware
nodul e on which the firnmware package was | oaded.

hwSerial Numis the serial nunber of the hardware nodul e on which the
firmvare package was | oaded. No particular structure is inposed
on the serial nunber; it need not be an integer. However, the
conbi nati on of the hwlType and hwSerial Num uni quely identifies the
har dwar e nodul e

fwPkgNane identifies the firmvare package that was | oaded. As
described in Section 2.2.3, two approaches to nam ng firmare
packages are supported: |egacy and preferred. A legacy firmnare
package nane is an octet string. A preferred firnmware package
name is a conbination of the firmvare package object identifier
and an integer version nunber.

trust AnchorKeyl D is optional, and when it is present, it identifies
the trust anchor that was used to validate the firmwvare package
si gnat ure.

decryptKeylD is optional, and when it is present, it identifies the
firmvare-decryption key that was used to decrypt the firmware
package.

The firmvare package | oad recei pt MJST include the version, hwlype,

hwSeri al Num and fwPkgNanme fields, and it SHOULD include the
trust AnchorKeyl D field. The firmvare package | oad recei pt MJST NOT
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i nclude the decryptKeyl D, unless the firnmware package associated with
the receipt is encrypted, the firnmnare-decryption key is available to
the hardware nodul e, and the firmnare package was successfully

decr ypt ed.

3.2. Signed Attributes

The hardware nodule MJST digitally sign a collection of attributes
along with the firmvare package | oad receipt. Each attribute in the
col l ection MJUST be DER encoded [ X. 509-88]. The syntax for attributes
is defined in [CM5], and it was repeated in Section 2.2 for

conveni ence.

Each of the attributes used with this profile has a single attribute
val ue, even though the syntax is defined as a SET OF Attri buteVal ue.
There MJUST be exactly one instance of AttributeVal ue present.

The SignedAttributes syntax within signerinfo is defined as a SET OF
Attributes. The SignedAttributes MJST include only one instance of
any particular attribute.

The hardware nodul e MJUST include the content-type and nessage-di gest
attributes. |If the hardware nodul e includes a real-tine clock, then
t he hardware nodul e SHOULD al so include the signing-tine attribute.
The hardware nodul e MAY include any other attribute that it deens
appropri at e.

3.2.1. Content Type
The hardware nodul e MJUST include a content-type attribute with the
val ue of id-ct-firmvareLoadRecei pt (1.2.840.113549.1.9.16.1.17).
Section 11.1 of [CMS] defines the content-type attribute.
3.2.2. Message Digest
The hardware nodul e MJUST include a nessage-di gest attribute, having
as its value the message di gest of the FirnmnarePackagelLoadRecei pt
content. Section 11.2 of [CMS] defines the nmessage-digest attribute.
3.2.3. Signing Tine
I f the hardware nodul e includes a real-tine clock, then the hardware
nodul e SHOULD include a signing-tine attribute, specifying the tine

at which the receipt was generated. Section 11.3 of [CMS] defines
the signing-tinme attribute.
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4.

Fi rmnvare Package Load Error

The Cryptographic Message Syntax (CMS) is used to indicate that an
error has occurred while attenpting to load a protected firmware
package. Support for firmmvare package load error reports is

OPTI ONAL. However, those hardware nodul es that choose to generate
such error reports MJST follow the conventions specified in this
section. Not all hardware nodul es have private signature keys;
therefore the firmnvare package | oad error report can be either signed
or unsigned. Use of the signed firmwvare package error report is
RECOMVENDED.

Har dwar e nodul es that support error report generation MJST have a

uni que serial nunber. Hardware nodul es that support signed error
report generation MJST al so have a private signhature key to sign the
error report and the corresponding signature validation certificate
or its designator. The designator is the certificate issuer nane and
the certificate serial nunmber, or it is the public key identifier.
Menory-constrai ned hardware nodules will generally store the public
key identifier since it requires |ess storage.

The unsigned firmvare package |oad error report is encapsul ated by
Contentlnfo. Alternatively, the signed firmvare package | oad error
report is encapsul ated by SignedData, which is in turn encapsul ated
by Contentl nfo.

The firmnare package |oad error report is summarized as follows (see
[CM5S] for the full syntax):

Contentlnfo {
cont ent Type i d-signedData, -- (1.2.840.113549.1.7.2)
-- OR --
i d-ct-firmvareLoadError
-- (1.2.840.113549.1.9.16. 1. 18)

cont ent Si gnedDat a
- OR --
Fi r mnvar ePackagelLoadErr or
}
Si gnedDat a {
ver si on CvsVersion, -- Always set to 3
di gest Al gorithns Di gestAlgorithm dentifiers, -- Only one
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates CertificateSet, -- Optional Mdule certificate
crls CertificateRevocationLists, -- Optional
si gner | nf os SET OF Signerinfo -- Only one
}
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Signerinfo {
ver si on CvsVersion, -- either set to 1 or 3
sid Si gnerldentifier,
di gest Al gori thm Di gest Al gorithm dentifier
si gnhedAttrs Si gnedAttributes, -- Required
si gnatureAl gorithm SignatureAl gorithmndentifier,
signature Si gnat ur eVal ue,
unsi gnedAttrs UnsignedAttributes -- Onit
}
Encapsul at edCont ent | nfo {
eCont ent Type i d-ct-firmnvarelLoadError
-- (1.2.840.113549.1.9.16. 1. 18)
eCont ent OCTET STRING -- Contains error report
}
Fi r mvar ePackagelLoadError {
ver si on | NTEGER, -- The DEFAULT is al ways used
hwType OBJECT | DENTI FI ER, -- Hardware nodul e type
hwSer i al Num CCTET STRING -- H Wnodul e serial nunber
error Code Fi r mvar ePackagelLoadError Code -- Error identifier
vendor Er r or Code Vendor Er r or Code, -- Optiona
f wPkgNane Pref erredO LegacyPackagel dentifier, -- Optiona
config SEQUENCE OF Current FWConfig, -- Optiona
}
Current F\WConfig { -- Repeated for each package in configuration
f wPkgType I NTEGER, -- Firmnare package type; Optiona
f wPkgNane Pref erredOr LegacyPackagel dentifier
}

4.1. Firmvare Package Load Error CVMS Content Type Profile

This section specifies the conventions for using the CM5 Contentlnfo
and SignedData content types for firmware package | oad error reports.
It also defines the firmware package | oad error content type.

4.1.1. Contentlnfo

The CMS requires that the outernost encapsul ati on be Contentlnfo
[CVMB]. The fields of Contentinfo are used as foll ows:

content Type indicates the type of the associated content. |f the
firmvare package | oad error report is signed, then the
encapsul ated type MJUST be SignedData, and the id-signhedData
(1.2.840.113549.1.7.2) object identifier MIUST be present in this
field. |If the report is not signed, then the encapsul ated type
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MUST be Firnmvar ePackagelLoadError, and the id-ct-firnmnareLoadError

(1.2.840.113549.1.9.16.1.18) object identifier MIST be present in
this field.

content holds the associated content. |If the firmnare package | oad
error report is signed, then this field MJUST contain the
SignedData. |If the report is not signed, then this field MJST
contai n the FirmvarePackagelLoadError.

4.1.2. SignedDat a

The SignedData content type contains the firmnvare package | oad error
report and one digital signature. |f the hardware nodule locally
stores its certificate, then the certificate can be included as well.

The fields of SignedData are used exactly as described in Section
3.1.2.

4.1.2.1. Signerinfo

The hardware nodule is represented in the Signerinfo type. The

fields of Signerinfo are used exactly as described in Section
3.1.2.1.

4.1.2.2. Encapsul at edContent | nfo

The Fi r mnar ePackagelLoadError is encapsulated in an OCTET STRI NG and
it is carried within the Encapsul atedContentlnfo type. The fields of
Encapsul at edContentI nfo are used as foll ows:

eContent Type is an object identifier that uniquely specifies the
content type, and in this case, it MJST be the value of id-ct-
firmnvareLoadError (1.2.840.113549.1.9.16.1.18).

eContent is the firmnare package |oad error report, encapsulated in
an OCTET STRING. The eContent octet string need not be DER
encoded.
4.1.3. Firmmvar ePackagelLoadError

The followi ng object identifier identifies the firnmware package | oad
error report content type:

id-ct-firmvareLoadError OBJECT | DENTIFIER ::= {

i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
snmine(16) ct(1l) 18 }
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The firmvare package load error report content type has the ASN. 1
type Firmnar ePackagelLoadError:

Fi r mnvar ePackageLoadError ::= SEQUENCE {
ver si on FWError Versi on DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSeri al Num OCTET STRI NG
error Code Firmnar ePackagelLoadErr or Code,
vendor Err or Code Vendor LoadEr r or Code OPTI ONAL,
f wPkgNane PreferredO LegacyPackagel dentifier OPTI ONAL,
config [1] SEQUENCE OF Current FWConfi g OPTI ONAL }

FWErrorVersion ::= I NTEGER { v1(1) }
Current FWConfi g ::= SEQUENCE ({

fwPkgType | NTEGER OPTI ONAL,
f wPkgNane PreferredO LegacyPackagel dentifier }

Fi r mvar ePackagelLoadEr r or Code :: = ENUMERATED {
decodeFai |l ure (1),
badCont ent | nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (9),
badSi gnerl nfo (6),
badSi gnedAttrs (7)),
badUnsi gnedAttrs (8),
n ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ur eAl gorithm (13),
unsupport edKeySi ze (14),
si gnatureFail ure (15),
cont ent TypeM smat ch (16),
badEncr ypt edDat a (17),
unpr ot ect edAttr sPresent (18),
badEncr ypt Cont ent (19),
badEncrypt Al gorithm (20),
m ssi ngCi phert ext (21),
noDecr ypt Key (22),
decrypt Fai l ure (23),
badConpr essAl gorithm (24),
nm ssi ngConpr essedCont ent (25),
deconpr essFai l ure (26),
wr ongHar dwar e (27),
st al ePackage (28),
not | nCommuni ty (29),
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unsupport edPackageType (30),
n ssi ngDependency (31),
wr ongDependencyVer si on (32),
i nsuf ficientMenory (33),
badFi r mnar e (34),
unsupport edPar anet er s (35),
br eaksDependency (36),
ot her Error (99) }
Vendor LoadEr r or Code ::= | NTEGER

The fields of the FirnwarePackageLoadError type have the foll ow ng
nmeani ngs:

version is an integer, and it provides the syntax version nunber for
conmpatibility with future revisions of this specification
I mpl erentations that conformto this specification MIST set the
version to the default value, which is vi.

hwType is an object identifier that identifies the type of hardware
nodul e on which the firmvare package | oad was attenpted.

hwSerial Numis the serial nunber of the hardware nodul e on which the
firmvare package |oad was attenpted. No particular structure is
i nposed on the serial nunber; it need not be an integer. However,
t he conbi nati on of the hwlType and hwSeri al Num uni quely identifies
t he hardwar e nodul e.

errorCode identifies the error that occurred.

vendor Error Code is optional; however, it MJST be present if the
error Code contains a value of otherError. When errorCode contains
a value other than otherError, the vendorErrorCode can provide
vendor - speci fic suppl enmental infornmation

fwPkgNane is optional. Wen it is present, it identifies the
firmvare package that was being | oaded when the error occurred.
As described in Section 2.2.3, two approaches to nam ng firnmnare
packages are supported: |egacy and preferred. A legacy firmnare
package nane is an octet string. A preferred firnmware package
name is a conbination of the firmvare package object identifier
and an integer version nunber.

config identifies the current firmvare configuration. The field is
OPTI ONAL, but support for this field i s RECOWENDED for hardware
nodul es that permit the | oading of nore than one firmnare package.
One instance of CurrentFWConfig is used to provide information
about each firmnare package in hardware nodul e.
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The fields of the Current FWConfi g type have the foll owi ng neani ngs:

fwPkgType identifies the firmwvare package type. The firmvare package
type is an I NTEGER, and the nmeaning of the integer value is
specific to each hardware nodul e.

fwPkgNane identifies the firmvare package. As described in Section
2.2.3, two approaches to naning firmnare packages are supported:
| egacy and preferred. A legacy firmvare package nanme is an octet
string. A preferred firnmware package name is a conbination of the
firmvare package object identifier and an integer version nunber.

The error Code val ues have the follow ng nmeanings:

decodeFai lure: The ASN. 1 decode of the firnmware package | oad fail ed.
The provided input did not conformto BER, or it was not ASN 1 at
all.

badContentInfo: Invalid Contentlnfo syntax, or the contentType
carried within the Contentlnfo is unknown or unsupport ed.

badSi gnedData: Invalid SignedData syntax, the version is unknown or
unsupported, or nore than one entry is present in
di gest Al gori t hns.

badEncapContent: Invalid Encapsul at edContentlnfo syntax, or the
content Type carried within the eContent Type i s unknown or
unsupported. This error can be generated due to problens |ocated
in SignedData or ConpressedDat a.

badCertificate: Invalid syntax for one or nore certificates in
CertificateSet.

badSi gnerinfo: Invalid Signerinfo syntax, or the version is unknown
or unsupport ed.

badSi gnedAttrs: Invalid signedAttrs syntax wi thin Signerlnfo.

badUnsi gnedAttrs: The unsignedAttrs within Signerlnfo contains an
attribute other than the w apped-firmare-decryption-key
attribute, which is the only unsigned attribute supported by this
speci ficati on.

nm ssi ngContent: The optional eContent is missing in
Encapsul at edContentI nfo, which is required in this specification.
This error can be generated due to problens | ocated in SignhedData
or ConpressedDat a.
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noTrust Anchor: Two situations can lead to this error. 1In one case,
the subjectKeyldentifier does not identify the public key of a
trust anchor or a certification path that terninates with an
installed trust anchor. In the other case, the
i ssuer AndSeri al Nunber does not identify the public key of a trust
anchor or a certification path that termnates with an installed
trust anchor.

not Aut hori zed: The sid within Signerinfo leads to an installed trust
anchor, but that trust anchor is not an authorized firmnare
package si gner.

badDi gest Al gorithm The digestAl gorithmin either Signerinfo or
Si gnedData i s unknown or unsupport ed.

badSi gnat ureAl gorithm The signatureAlgorithmin Signerinfo is
unknown or unsupport ed.

unsupport edKeySi ze: The signatureAl gorithmin Signerinfo is known and
supported, but the firmnare package signature could not be
val i dat ed because an unsupported key size was enpl oyed by the
si gner.

signatureFailure: The signatureAlgorithmin Signerinfo is known and
supported, but the signature in signature in Signerlnfo could not
be val i dat ed.

content TypeM snat ch: The content Type carried within the eContent Type
does not match the content type carried in the signed attribute.

badEncryptedDat a: Invalid EncryptedData syntax; the version is
unknown or unsupport ed.

unprotectedAttrsPresent: EncryptedData contains unprotectedAttrs,
which are not permitted in this specification.

badEncrypt Content: Invalid EncryptedContentlnfo syntax, or the
content Type carried within the content Type i s unknown or
unsupport ed.

badEncrypt Al gori thm The firnware-encryption algorithmidentified by
content Encrypti onAl gorithmin EncryptedContentinfo is unknown or
unsupport ed.

m ssi ngCi phertext: The optional encryptedContent is mssing in
EncryptedContentInfo, which is required in this specification.
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noDecrypt Key: The hardware nodul e does not have the firnmare-
decryption key nanmed in the decrypt key identifier signed
attribute

decrypt Failure: The firmmvare package did not decrypt properly.

badConpressAl gorithm The conpression algorithmidentified by
conpr essi onAl gorithmin ConpressedData is unknown or unsupport ed.

nm ssi ngConpr essedContent: The optional eContent is nissing in
Encapsul at edContent I nfo, which is required in this specification.

deconpressFailure: The firmnvare package did not deconpress properly.

wr ongHar dwar e: The processing hardware nmodule is not listed in the
target hardware nodul e identifiers signed attribute.

st al ePackage: The firmware package is rejected because it is stale.

not I nCommuni ty: The hardware nmodule is not a nenber of the comunity
described in the comunity identifiers signed attribute.

unsupport edPackageType: The firmnare package type identified in the
firmvare package information signed attribute is not supported by
t he conbi nati on of the hardware nodul e and the bootstrap | oader

m ssi ngDependency: The firmware package being | oaded depends on
routines that are part of another firmnare package, but that
firmvare package is not avail abl e.

wr ongDependencyVer si on: The firmware package being | oaded depends on
routines that are part of the another firmwvare package, and the
avai l abl e version of that package has an ol der version nunber than
is required. The available firmware package does not fulfill the
dependenci es.

i nsufficientMenory: The firmmvare package could not be | oaded because
t he hardware nodul e did not have sufficient nenory.

badFi rmnvare: The signature on the firmwvare package was validated, but
the firmvare package itself was not in an acceptable format. The
details will be specific to each hardware nodule. For exanple, a
hardware nodul e that is conposed of mnultiple firnmware-programabl e
conponents could not find the internal tagging within the firmare
package to distribute executable code to each of the conponents.
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unsupportedParaneters: The signature on the firmnvare package coul d
not be validated because the signer used signhature algorithm
paraneters that are not supported by the hardware nodul e signature
verification routines.

br eaksDependency: Anot her firmnare package has a dependency that can
no longer be satisfied if the firmvare package being | oaded is
accept ed.

otherError: An error occurred that does not fit any of the previous
error codes.

4.2. Signed Attributes

The hardware nodule MJST digitally sign a collection of attributes
along with the firmmvare package load error report. Each attribute in
the collection MJUST be DER encoded [ X. 509-88]. The syntax for
attributes is defined in [CM5], and it was repeated in Section 2.2
for conveni ence.

Each of the attributes used with this profile has a single attribute
val ue, even though the syntax is defined as a SET OF Attri buteVal ue.
There MJUST be exactly one instance of AttributeValue present.

The SignedAttributes syntax within signerinfo is defined as a SET OF
Attributes. The SignedAttributes MJST include only one instance of
any particular attribute.

The hardware nodul e MJUST include the content-type and nessage-di gest
attributes. |If the hardware nodul e includes a real-tine clock, then
t he hardware nodul e SHOULD al so include the signing-tine attribute.
The hardware nodul e MAY include any other attribute that it deens
appropri at e.

4.2.1. Content Type
The hardware nodul e MJUST include a content-type attribute with the
val ue of id-ct-firmwareLoadError (1.2.840.113549.1.9.16.1.18).
Section 11.1 of [CMS] defines the content-type attribute.

4.2.2. Message Digest
The hardware nodul e MJUST include a nessage-di gest attribute, having

as its value the nmessage di gest of the FirmvarePackagelLoadError
content. Section 11.2 of [CMS] defines the nmessage-di gest attribute.
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4.2.3. Signing Tine

I f the hardware nodul e includes a real-tine clock, then hardware
nodul e SHOULD include a signing-tine attribute, specifying the tine
at which the firnmware package | oad error report was generat ed.
Section 11.3 of [CMS] defines the signing-tine attribute.

5. Hardware Mdul e Nane

Support for firmnvare package | oad receipts, as discussed in Section
3, is OPTIONAL, and support for the firnware package | oad error
reports, as discussed in Section 4, is OPTIONAL. Hardware nodul es
that support receipt or error report generati on MJST have uni que
serial nunbers. Further, hardware nodul es that support signed
recei pt or error report generation MJST have private signature keys
and correspondi ng signature validation certificates [PROFILE] or
their designators. The conventions for hardware nodule naming in the
signature validation certificates are specified in this section

The hardware nodul e vendor or a trusted third party MJST issue the
signhature validation certificate prior to deploynent of the hardware
nmodul e. The certificate is likely to be issued at the tine of

manuf acture. The subject alternative nane in this certificate
identifies the hardware nodul e. The subject distinguished nane is
enpty, but a critical subject alternative nane extension contains the
har dwar e nodul e nanme, using the otherName choice within the
Gener al Nanme structure.

The hardware nodule nane formis identified by the id-on-
har dwar eModul eNane obj ect identifier:

i d- on- har dwar eMbdul eName OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) dod(6) internet(1l) security(b)
mechani sms(5) pkix(7) on(8) 4}

A Har dwar eModul eNane is conposed of an object identifier and an octet
string:

Har dwar eMbdul eName :: = SEQUENCE {
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG }

The fields of the HardwareMdul eNanme type have the foll ow ng
nmeani ngs:

hwType is an object identifier that identifies the type of hardware

nodul e. A uni que object identifier nanes a hardware nodel and
revision.
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6.

6.

6.

hwSerial Numis the serial nunber of the hardware nodule. No
particular structure is inmposed on the serial nunber; it need not
be an integer. However, the conbination of the hwlType and
hwSeri al Num uni quely identifies the hardware nodul e.

Security Considerations

Thi s docunent describes the use of the Cryptographi c Message Syntax
(CVs) to protect firmnare packages; therefore, the security

consi derations discussed in [CM5] apply to this specification as
wel | .

The conventions specified in this docunent raise a few security
consi derations of their own.

1. Cryptographic Keys and Al gorithns

Private signature keys nust be protected. Conpronise of the private
key used to sign firmnvare packages pernits unauthorized parties to
generate firmvare packages that are acceptabl e to hardware npdul es.
Conproni se of the hardware nodul e private key all ows unauthorized
parties to generate signed firmvare package | oad receipts and error
reports.

The firmnvare-decryption key nust be protected. Conpronise of the key
may result in the disclosure of the firmwvare package to unauthorized
parti es.

Crypt ographic al gorithnms becone weaker with tine. As new
cryptanal ysis techni ques are devel oped and conputing performance

i nproves, the work factor to break a particular cryptographic
algorithmwi Il be reduced. The ability to change the firmware
package provides an opportunity to update or replace cryptographic
algorithms. Although this capability is desirable, cryptographic
algorithmrepl acement can lead to interoperability failures.
Therefore, the rollout of new cryptographic algorithnms nmust be
managed. Cenerally, the previous generation of cryptographic

al gorithnms and their replacenents need to be supported at the sane
time in order to facilitate an orderly transition.

2. Random Nunber Generati on

When firmnare packages are encrypted, the source of the firmware
package nust randomy generate firmnare-encryption keys. Also, the
generation of public/private signature key pairs relies on a random
nunbers. The use of inadequate pseudo-random nunber generators
(PRNGs) to generate cryptographic keys can result in little or no
security. An attacker may find it nuch easier to reproduce the PRNG
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envi ronnent that produced the keys, searching the resulting snall set
of possibilities, rather than brute-force searching the whol e key
space. The generation of quality random nunbers is difficult. RFC
4086 [ RANDOM offers inportant guidance in this area.

6.3. Stale Firmnare Package Version Number

The firmnare signer determ nes whether a stale version nunber is

i ncluded. The policy of the firmvare signer needs to consider nany
factors. Consider the flaw found by |an Col dberg and David Wagner in
t he random nunber generator of the Netscape browser in 1996 [DDJ].
This flaw conpl etely underni nes confidentiality protection. A
firmvare signer mght use the stale version nunber to ensure that
upgr aded hardware nodul es do not resunme use of the flawed firnmnare.
However, another firmnare signer may not consider this an appropriate
situation to enploy the stale version nunber, preferring to del egate
this decision to soneone closer to the operation of the hardware
nmodul e.  Such a person is likely to be in a better position to

eval uat e whet her other bugs introduced in the newer firmwvare package
i npose worse operational concerns than the confidentiality concern
caused by the flawed random nunber generator. For exanple, a user
who never uses the encryption feature of the flawed Netscape browser
will determne the nost appropriate version to use w thout

consi dering the random nunber flaw or its fix.

The stal e version nunber is especially useful when the security
interests of the person choosing which firmvare package version to
load into a particular hardware nodule do not align with the security
interests of the firmnare package signer. For exanple, stale version
nunbers may be useful in hardware nodul es that provide digital rights
managenent (DRM. Also, stale version nunbers will be useful when

t he depl oynment organi zation (as opposed to the firmvare package
vendor) is the firmvare signer. Further, stale version nunbers wll
be useful for firmnvare packages that need to be trusted to inplenent
organi zational (as opposed to the depl oynent organization) security
policy, regardless of whether the firnmware signer is the depl oynent
organi zation or the vendor. For exanple, hardware devices enpl oyed
by the mlitary will probably nmake use of stale version nunbers.

The use of a stale version nunber in a firmware package that enpl oys
the preferred firmvare package name form cannot conpletely prevent
subsequent use of the stale firmmvare package. Despite this
shortcom ng, the feature is included since it is useful in sonme

i mportant situations. By loading different types of firmare
packages, each with its own stale firnware package version nunber
until the internal storage for the stale version nunber is exceeded,
t he user can circunvent the mechanism Consider a hardware nodul e
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that has storage for two stale version nunbers. Suppose that FWKG A
version 3 is |oaded, indicating that FWPKG A version 2 is stale. The
user can sequentially load the foll ow ng:

- FWPKG B version 8, indicating that FWPKG B version 4 is stale.
(Note: The internal storage indicates that FWKG A version 2
and FWPKG B version 4 are stale.)

- FWPKG C version 5, indicating that FWPKG C version 3 is stale.
(Note: The internal storage indicates that FWPKG B version 4
and FWPKG C version 3 are stale.)

- FWPKG A version 2.

Because many hardware nodul es are expected to have very few firmare
packages witten for them the stale firmvare package version feature
provi des inportant protections. The anmount of non-volatile storage
that needs to be dedicated to saving firmwvare package identifiers and
versi on nunbers depends on the nunber of firmwvare packages that are
likely to be devel oped for the hardware nodul e.

The use of |egacy firmware package nane form does not inprove this
situation. |In fact, the legacy firmwvare package nanes are usually
| arger than an object identifier. Thus, conparable stale version
protection requires nore nenory.

A firmmvare signer can ensure that stale version nunbers are honored
by limting the nunber of different types of firmnare packages that

are signed. |If all of the hardware nodules are able to store a stale
versi on nunber for each of the different types of firmware package,
then the hardware nodule will be able to provide the desired

protection. This requires the firmvare signer to have a deep
under standi ng of all of the hardware nodul es that m ght accept the
firmvare package.

6.4. Conmunity ldentifiers

When a firmware package includes a comunity identifier, the
confidence that the package is only used by the intended comunity
depends on the nmechani smused to configure comunity nenbership.

Thi s docunent does not specify a nmechanismfor the assignnment of
comuni ty nmenbership to hardware nodul es, and the various
alternatives have different security properties. Also, the authority
that nakes community identifier assignments to hardware nodul es m ght
be different than the authority that generates firmware packages.
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Appendi x A: ASN. 1 Modul e

The ASN. 1 nodul e contained in this appendi x defines the structures
that are needed to inplenent the CM5S-based firmwvare package w apper.
It is expected to be used in conjunction with the ASN. 1 nodules in
[CVS], [COWPRESS], and [ PROFILE].

CMSFi r mnvar eW apper
{ iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) cns-firmvare-w ap(22) }

DEFINITIONS I MPLICI T TAGS ::= BEG N

| MPORTS
Envel opedDat a
FROM Crypt ogr aphi cMessageSyntax -- [ CMg]
{ iso(1) nenber-body(2) us(840) rsadsi (113549)
pkcs(1) pkcs-9(9) snine(16) nodul es(0) cns-2004(24) };

-- Firmnare Package Content Type and Object ldentifier

id-ct-firmvarePackage OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(1l6) ct(1l) 16 }

Fi rmwar ePkgData :: = OCTET STRI NG

-- Firmnare Package Signed Attributes and Qbject ldentifiers

i d-aa-firmvar ePackagel D OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smne(16) aa(2) 35}

Fi r mnar ePackagel dentifier ::= SEQUENCE {
nane PreferredO LegacyPackagel dentifi er,
stal e PreferredO LegacySt al ePackagel dentifier OPTI ONAL }

Pref erredO LegacyPackagel dentifier ::= CHO CE {
preferred PreferredPackagel dentifier,
| egacy OCTET STRI NG }

Pref erredPackagel dentifier ::= SEQUENCE {

fwPkgl D OBJECT | DENTI FI ER,
ver Num | NTEGER (0. . MAX) }
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Pref erredO LegacySt al ePackagel dentifier ::= CHO CE {
preferredStal eVer Num | NTEGER (0. . MAX),
| egacySt al eVersi on OCTET STRI NG }

i d-aa-target Hardwar el Ds OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smne(16) aa(2) 36 }

Tar get Har dwar el dentifiers ::= SEQUENCE OF OBJECT | DENTI FI ER
i d-aa-decrypt Keyl D OBJECT | DENTIFIER :: = {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(16) aa(2) 37 }
Decrypt Keyl dentifier ::= OCTET STRI NG
i d-aa-inpl Crypt oAl gs OBJECT | DENTI FIER :: = {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(16) aa(2) 38 }
I mpl enent edCrypt oAl gorithms ::= SEQUENCE OF OBJECT | DENTI FI ER
i d-aa-i npl ConpressAl gs OBJECT | DENTI FI ER :: = {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(16) aa(2) 43 }
| mpl enment edConpressAl gorithms ::= SEQUENCE OF OBJECT | DENTI FI ER
i d-aa-conmmuni tyldentifiers OBJECT I DENTIFIER ::= {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(16) aa(2) 40 }
Conmmuni tyldentifiers ::= SEQUENCE OF Communi tyldentifier
Communi tyldentifier ::= CHO CE {
comuni tyQ D OBJECT | DENTI FI ER,
hwivodul eLi st Har dwar eModul es }
Har dwar eMbdul es :: = SEQUENCE {

hwType OBJECT | DENTI FI ER,
hwSeri al Entri es SEQUENCE OF HardwareSerial Entry }
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Har dwar eSeri al Entry ::= CHO CE {
al I NULL,
singl e OCTET STRI NG
bl ock SEQUENCE ({
| ow OCTET STRI NG
hi gh OCTET STRING } }

i d-aa-firmmvarePackagel nfo OBJECT | DENTIFIER ::= {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smne(16) aa(2) 42 }

Fi r mnar ePackagel nfo :: = SEQUENCE ({
fwPkgType | NTEGER OPTI ONAL,
dependenci es SEQUENCE OF
Pref erredO LegacyPackagel dentifier OPTI ONAL }

-- Firmnvare Package Unsigned Attributes and Object ldentifiers

i d- aa- wr appedFi r mvar eKey OBJECT | DENTI FIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smne(16) aa(2) 39 }

W appedFi r mvar eKey :: = Envel opedDat a

-- Firmnvare Package Load Recei pt Content Type and Object ldentifier

id-ct-firmvareLoadRecei pt OBJECT | DENTIFIER ::= {
i so(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(1l6) ct(1) 17 }

Fi r mvar ePackagelLoadRecei pt :: = SEQUENCE {
versi on FWRecei pt Ver si on DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSeri al Num OCTET STRI NG,
f wPkgNane PreferredO LegacyPackagel dentifi er,
trust Anchor Keyl D OCTET STRI NG OPTI ONAL,
decryptKeyl D [ 1] OCTET STRI NG OPTI ONAL }

FWRecei pt Version ::= I NTEGER { v1(1) }
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-- Firmnvare Package Load Error Report Content Type
-- and Object ldentifier

id-ct-firmmvareLoadError OBJECT | DENTIFIER :: = {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(1l6) ct(1l) 18 }

Fi r mnar ePackageLoadError ::= SEQUENCE ({
versi on FWError Versi on DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSeri al Num OCTET STRI NG,
error Code Firmwar ePackagelLoadError Code,
vendor Err or Code Vendor LoadEr r or Code OPTI ONAL,
f wPkgNane PreferredO LegacyPackagel dentifier OPTI ONAL,
config [1] SEQUENCE OF Current FWConfig OPTI ONAL }

FWErrorVersion ::= INTEGER { v1(1) }
Current FWConfi g ::= SEQUENCE ({

fwPkgType | NTEGER OPTI ONAL,
f wPkgNane PreferredO LegacyPackagel dentifier }

Fi r mwar ePackagelLoadEr r or Code ::= ENUMERATED {
decodeFai l ure (1),
badCont ent | nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gner | nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ur eAl gori t hm (13),
unsupport edKeySi ze (14),
si gnatureFail ure (15),
cont ent TypeM smat ch (16),
badEncr ypt edDat a (17),
unpr ot ect edAttr sPresent (18),
badEncr ypt Cont ent (19),
badEncrypt Al gori thm (20),
m ssi ngCi phert ext (21),
noDecr ypt Key (22),
decryptFailure (23),
badConpr essAl gorithm (24),

nm ssi ngConpr essedCont ent (25),
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deconpressFail ure (26),
wr ongHar dwar e (27),
st al ePackage (28),
not | nCommuni ty (29),
unsupport edPackageType (30),
m ssi ngDependency (31),
wr ongDependencyVer si on (32),
i nsuf ficientMenory (33),
badFi r mnar e (34),
unsupport edPar anet er s (35),
br eaksDependency (36),
ot her Error (99) }
Vendor LoadErr or Code ::= | NTEGER

-- Other Nanme syntax for Hardware Mdul e Nane

i d- on- har dwar eMbdul eName OBJECT | DENTI FI ER :: = {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) on(8) 4}

Har dwar eMbdul eName :: = SEQUENCE {
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG }

END

Aut hor’ s Addr ess

Russel | Housl ey

Vigil Security, LLC

918 Spring Knoll Drive

Her ndon, VA 20170

USA

EMai | : housl ey@igil sec. com
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This docunent is subject to the rights, licenses and restrictions
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retain all their rights.
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Intell ectual Property
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assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
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