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Abstract

Thi s docunent describes the Dynam c Host Configuration Protoco

(DHCP) option to allow Internet Storage Nane Service (i SNS) clients
to discover the location of the i SNS server automatically through the
use of DHCP for IPv4. i SNS provides discovery and nanagenent
capabilities for Internet SCSI (iSCSlI) and Internet Fibre Channel
Protocol (iFCP) storage devices in an enterprise-scale |P storage
network. i SNS provides intelligent storage nanagenent services
conparable to those found in Fibre Channel networks, allow ng a
commodity I P network to function in a simlar capacity to that of a
storage area network.
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1. Introduction

The Dynamic Host Configuration Protocol for |Pv4 provides a framework
for passing configuration information to hosts. |ts useful ness
extends to hosts and devices using the i SCSI and i FCP protocols to
connect to block |level storage assets over a TCP/IP networKk.

The i SNS Protocol provides a framework for automated discovery,
managenent, and configuration of i SCSI and i FCP devices on a TCP/I P

network. It provides functionality simlar to that found on Fibre
Channel networks, except that i SNS works within the context of an IP
network. i SNS thereby provides the requisite storage intelligence to

| P networks that are standard on existing Fi bre Channel networks.

Exi sti ng DHCP options cannot be used to find i SNS servers for the
foll owi ng reasons:

a) i SNS functionality is distinctly different from other protocols
usi ng DHCP options. Specifically, iSNS provides a significant
superset of capabilities conpared to typical nanme resol ution

protocols such as DNS. It is designed to support client devices
that allow thensel ves to be configured and managed froma centra
i SNS server

b) i SNS requires a DHCP option format that provides nore than the
| ocation of the i SNS server. The DHCP option has to specify the
subset of i SNS services that nmay be actively used by the i SNS
client.

The DHCP option nunber for i SNS is used by i SCSI and i FCP devices to
di scover the location and role of the i SNS server. The DHCP option
nunber assigned for i SNS by | ANA is 83.

1.1. Conventions Used in This Docunent

i SNS refers to the Internet Storage Nane Service framework, which
consi sts of the storage network nodel and associ ated servi ces.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

All frame formats are in big-endian network byte order. RESERVED
fields SHOULD be set to zero.
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Thi s docunent uses the follow ng ternmns:

"iSNS Client" - iSNS clients are processes resident in i SCSI and
i FCP devices that initiate transactions with the i SNS server using
the i SNS Prot ocol

"i SNS Server" - The i SNS server responds to i SNS protocol query
and registration nmessages and initiates asynchronous notification
nmessages. The i SNS server stores information registered by i SNS
clients.

"iSCSI (Internet SCSI)" - iSCSI is an encapsul ation of SCSI for a
new generation of storage devices interconnected with TCP/IP

"I FCP (Internet Fibre Channel Protocol)" - iFCP is a gateway-to-
gat eway protocol designed to interconnect existing Fibre Channel
devices using TCP/IP. i FCP maps the Fibre Channel transport and
fabric services to TCP/IP

2. 1 SNS Option for DHCP

This option specifies the location of the prinmary and backup i SNS
servers and the i SNS services available to an i SNS client.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Code = 83 | Length | i SNS Functi ons |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| DD Access | Admi ni strative FLAGS |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| i SNS Server Security Bitmap |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| al | a2 | a3 | a4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| bl | b2 | b3 | b4 |
+-
I
I
I
+-

i i S I S I i S S S S il s ot i S
Addi ti onal Secondary i SNS Servers |
i i S I S I i S S S S il s ot i S

Figure 1. i SNS Server Option
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The i SNS Option specifies a list of |IP addresses used by i SNS
servers. The option contains the foll owi ng paraneters:

Lengt h: The nunber of bytes that follow the Length field.

i SNS Functions: A bitnapped field defining the functions supported
by the i SNS servers. The format of this field is described
in section 2. 1.

Di scovery Domain Access: A bit field indicating the types of iSNS
clients that are allowed to nodify Di scovery Domains. The
field contents are described in section 2.2.

Adm nistrative Flags field: Contains the administrative settings
for the i SNS servers discovered through the DHCP query. The
contents of this field are described in section 2.3.

i SNS Server Security Bitmap: Contains the i SNS server security
settings specified in section 2.4.

al...a4: Depending on the setting of the Heartbeat bit in the
Adm nistrative Flags field (see section 2.3), this field
contains either the I P address from which the i SNS heart beat
originates (see [iSNS]) or the IP address of the prinmary
i SNS server

bl...b4: Depending on the setting of Heartbeat bit in the
Adm nistrative Flags field (see section 2.3), this field
contains either the IP address of the primary i SNS server or
that of a secondary i SNS server

Addi tional Secondary i SNS Servers: Each set of four octets
specifies the | P address of a secondary i SNS server.

The Code field through I P address field al...a4 MJST be present in
every response to the i SNS query; therefore the Length field has a
m ni nrum val ue of 14.

If the Heartbeat bit is set in the Adninistrative Flags field (see
section 2.3), then bl...b4 MIST al so be present. |In this case, the
m ni mum val ue of the Length field is 18.

The inclusion of Additional Secondary i SNS Servers in the response
MUST be indicated by increasing the Length field accordingly.
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2.1. iSNS Functions Field

The i SNS Functions Field defines the i SNS server’s operational role
(i.e., howthe i SNS server is to be used). The iSNS server’s role
can be as basic as providing sinple discovery information, or as
significant as providing | KE/|I PSec security policies and certificates
for the use of iSCSI and i FCP devices. The format of the i SNS
Functions field is showm in Figure 2.

0 1 1
0123456789012345
T T S S S i S S S S
| RESERVED | S| Al E|
T S i S SIS S S S S N S

Figure 2. i SNS Functions Field

Bit Field Si gni fi cance

15 Function Fi el ds Enabl ed

14 DD- Based Aut hori zati on

13 Security Policy Distribution

The following are i SNS Functions Field definitions:

Function Fields Specifies the validity of the remnaining

Enabl ed: i SNS Function fields. |If it is set to one, then
the contents of all other i SNS Function fields
are valid. If it is set to zero, then the

contents of all other iSNS Function fields MJST
be ignored.

DD- based | ndi cat es whet her devices in a conmon

Aut hori zati on: Di scovery Domain (DD) are inplicitly authorized
to access one another. Al though D scovery
Dormai ns control the scope of device discovery,
they do not necessarily indicate whether a donain
menber is authorized to access discovered
devices. |If this bit is set to one, then devices
in a common Discovery Domain are automatically
al | owed access to each other (if successfully
authenticated). |If this bit is set to zero, then
access authorization is not inplied by domain
menber ship and nust be explicitly perforned by
each device. |In either case, devices not in a
comon di scovery domain are not allowed to access
each ot her.
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Security Policy Indicates whether the i SNS client is to

Di stribution: downl oad and use the security policy
configuration stored in the i SNS server. If it
is set to one, then the policy is stored in the
i SNS server and nust be used by the i SNS client
for its own security policy. |If it is set to
zero, then the i SNS client nust obtain its
security policy configuration by other neans.

2.2. Discovery Donain Access Field

The format of the DD Access bit field is shown in Figure 3.

0 1 1 1 1 1 1

o ... 9 0 1 2 3 4 5
L A S S S S
| RESERVED | if| tf| is| ts|] C| E |

T T R R &
Figure 3. Discovery Domain Access Field

Bit Field Significance

15 Enabl ed

14 Control Node

13 i SCSI Tar get

12 i SCSI Initiator

11 i FCP Target Port

10 i FCP Initiator Port

The followi ng are Discovery Domain Access Field definitions:

Enabl ed: Specifies the validity of the remaining DD
Access bit field. |If it is set to one, then
the contents of the renmi nder of the DD Access
field are valid. |If it is set to zero, then

the contents of the remni nder of this field
MUST be ignored.

Control Node: Speci fies whether the i SNS server all ows
Di scovery Domains to be added, nodified, or
del eted by nmeans of Control Nodes. If it is
set to one, then Control Nodes are allowed to
nodi fy the Discovery Donmain configuration. |If
it is set to zero, then Control Nodes are not
allowed to nmodify Di scovery Domain
confi gurations.
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i SCSI Target,

i SCSI Initiator,
i FCP Target Port,
i FCP Initiator

Port:

Det ermi ne whet her the respective

regi stered i SNS client (determ ned
by i SCSI Node Type or i FCP Port Role)
is allowed to add, delete, or nodify

Di scovery Domains. |If they are set to one,
then nodification by the specified client type
is allowed. |If they are set to zero, then

nodi fication by the specified client type is
not al | owed.

(A node nay inplenment rmultiple node types.)

Adm nistrative Flags Field

The format of the Administrative Flags bit field is shown in Figure

4.

0

1 1

0123456789012345
T S i S S S S

RESERVED | DM H| E|

T T A S SUpL SRt S S

Figure 4. Adm nistrative Fl ags

Bit Field Si gni fi cance
15 Enabl ed
14 Hear t beat
13 Managenment SCNs

Def aul t Di scovery Domain

The following are Administrative Flags Field definitions:

Moni a,

Enabl ed:

Hear t beat :

et al.

Specifies the validity of the remai nder of the

Adm nistrative Flags field. |If it is set to
one, then the contents of the renaining
Adm nistrative Flags are valid. If it is set

to zero, then the renmining contents MJST be
ignored, indicating that i SNS admi nistrative
settings are obtained through nmeans ot her than
DHCP.

| ndi cates whether the first |IP address is the
nmul ti cast address to which the i SNS heart beat
message is sent. If it is set to one, then
al-a4 contains the heartbeat nulticast address
and bl-b4 contains the | P address of the
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primary i SNS server, followed by the IP
address(es) of any backup servers (see Figure
1). If it is set to zero, then al-a4 contain
the I P address of the primary i SNS server,
followed by the I P address(es) of any backup
servers.

Managenment SCNs: I ndi cat es whet her control nodes are authorized
to register for receiving Managenent State
Change Notifications (SCNs). Managenent SCNs
are a special class of State Change
Notificati on whose scope is the entire i SNS
database. If this bit is set to one, then
control nodes are authorized to register for
recei ving Managenment SCNs. If it is set to
zero, then control nodes are not authorized to
recei ve Managenent SCNs (al though they may
recei ve normal SCNs).

Default Di scovery Indicates whether a newy registered

Domai n: device that is not explicitly placed into a
Di scovery Domain (DD) and Di scovery Donmain Set
(DDS) should be automatically placed into a
default DD and DDS. |If it is set to one, then
a default DD shall contain all devices in the
i SNS dat abase that have not been explicitly
placed into a DD by an iSNS client. If it is
set to zero, then devices not explicitly placed
into a DD are not nmenbers of any DD

2.4. i SNS Server Security Bitmap

The format of the i SNS server security Bitmap field is shown in
Figure 5. If valid, this field comunicates to the DHCP client the
security settings that are required to communicate with the indicated
i SNS server.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S
| RESERVED | TI XI Pl Al M S| E|
T T S i S e e T i S S e i

Figure 5. i SNS Server Security Bitnap
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Bit Field Si gni fi cance
31 Enabl ed
30 | KE/ | PSec
29 Mai n Mode
28 Aggr essi ve Mode
27 PFS
26 Transport Mode
25 Tunnel Mbde

The following are i SNS Server Security Bitmap definitions:

Enabl ed: Specifies the validity of the remainder of the
i SNS server security bitmap. If it is set to
one, then the contents of the remai nder of the
field are valid. If it is set to zero, then
the contents of the rest of the field are
undefi ned and MJUST be ignored.

| KE/ | PSec: 1 = | KE/I PSec enabled; O | KE/ | PSec di sabl ed.

Mai n Mbde: 1 Mai n Mbde enabled; O Mai n Mbde di sabl ed.

Aggr essi ve Mode: 1 = Aggressive Mdde enabl ed;

0 = Aggressive Mde disabl ed.
PFS: 1 = PFS enabl ed; 0 = PFS di sabl ed.
Transport Mode: 1 = Transport Mdde preferred; 0 = No

pr ef erence.
Tunnel WMbde: 1 = Tunnel Mode preferred; 0 = No preference.

If IKE/IPSec is disabled, this indicates that the Internet Key
Exchange (1 KE) Protocol is not available to configure | PSec keys for

i SNS sessions to this i SNS server. It does not necessarily preclude
ot her key exchange nethods (e.g., manual keying) from establishing an
| PSec security association for the i SNS sessi on.

If IKE/IPsec is enabled, then for each of the bit pairs <M n Mde,
Aggr essi ve Mode> and <Transport Mde, Tunnel Mde>, one of the two
bits MJIST be set to 1, and the other MJST be set to O.

3. Security Considerations
For protecting the i SNS option, the DHCP Authentication security

option as specified in [RFC3118] nay present a problemdue to the
limted inplementation and depl oynent of the DHCP aut hentication
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option. The |IPsec security nmechanisns for i SNS itself are specified
in [ISNS] to provide confidentiality when sensitive information is
distributed via i SNS. See the Security Considerations section of

[i SNS] for details and specific requirenents for inplenmentation of

| Psec.

In addition, [i SNS] describes an authentication block that provides
nmessage integrity for rmulticast or broadcast i SNS nessages (i.e., for
heart beat/ di scovery nessages only). See [RFC3723] for further

di scussi on of security for these protocols.

If no sensitive information, as described in [iSNS], is being
distributed via i SNS, and an Entity is discovered via i SNS,

aut hentication and authorization are handl ed by the I P Storage
protocol s whose endpoints are discovered via i SNS; specifically, iFCP
[i FCP] and i SCSI [RFC3720]. It is the responsibility of the

provi ders of these services to ensure that an inappropriately
advertised or discovered service does not conpronise their security.

When no DHCP security is used, there is a risk of distribution of

fal se discovery information (e.g., via the i SNS DHCP option
identifying a false i SNS server that distributes the fal se discovery
information). The primary counterneasure for this risk is

aut hentication by the IP storage protocols discovered through i SNS
Wien this risk is a significant concern, IPsec SAs SHOULD be used (as
specified in RFC 3723). For exanple, if an attacker uses DHCP and

i SNS to distribute discovery information that falsely identifies an

i SCSI endpoint, that endpoint will lack the credentials necessary to
conpl ete | KE authentication successfully, and therefore will be
prevented fromfalsely sending or receiving i SCSI traffic. Wen this
risk of false discovery information is a significant concern and

| Psec is inplenmented for i SNS, | Psec SAs SHOULD al so be used for i SNS
traffic to prevent use of a false i SNS server; this is nore robust
than relying only on the I P Storage protocols to detect false

di scovery information

When I Psec is inplenmented for i SNS, there is a risk of a denial-of-
service attack based on repeated use of false discovery information

that will cause initiation of |IKE negotiation. The counternmeasures
for this are adm nistrative configuration of each i SNS Entity to
limt the peers it is willing to communicate with (i.e., by IP

address range and/ or DNS dommi n), and mai ntenance of a negative

aut hentication cache to avoid repeatedly contacting an i SNS Entity
that fails to authenticate. These three neasures (i.e., |P address
range linmts, DNS domain [inits, negative authentication cache) MJST
be inplenented for i SNS entities when this DHCP option is used. An
anal ogous argunent applies to the I P storage protocols that can be
di scovered via i SNS as di scussed in RFC 3723.
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In addition, use of the techniques described in [ RFC2827] and
[ RFC3833] may al so be relevant to reduce denial -of -service attacks.

| ANA Consi der ati ons

In accordance with the policy defined in [DHCP], | ANA has assigned a
val ue of 83 for this option.

There are no other | ANA-assigned val ues defined by this
speci ficati on.

[ DHCP]

[i SNS]

[ RFC2119]

[ RFC3118]

[ RFC3720]

[ RFC3723]

| nf or mat i

[i FCP)

[ RFC2827]

[ RFC3833]
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