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1. Introduction

Russian cryptographic standards that define the algorithms GOST
28147-89 [GOST28147], GOST R 34.10-94 [GOSTR341094], GOST R
34.10-2001 [GOSTR341001], and GOST R34.11-94 [GOSTR341194] provide
basic information about how the algorithms work, but supplemental
specifications are needed to effectively use the algorithms (a brief
English technical description of these algorithms can be found in
[Schneier95]).

This document is a proposal put forward by the CRYPTO-PRO Company to

provide supplemental information and specifications needed by the

"Russian Cryptographic Software Compatibility Agreement’™ community.
1.1. Terminology

In this document, the key words MUST, MUST NOT, REQUIRED, SHOULD,

SHOULD NOT, RECOMMENDED, and MAY are to be interpreted as described
in [RFC2119].
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The following functions and operators are also used in this document:

”|> stands for concatenation.

g~z

stands for bitwise NOT operator.
*~? stands for the power operator.

encryptECB (K, D) is D, encrypted with key K using GOST 28147-89 in
"prostaya zamena" (ECB) mode.

decryptECB (K, D) is D, decrypted with key K using GOST 28147-89 in
ECB mode.

encryptCFB (1V, K, D) is D, encrypted with key K using GOST 28147-89
in "gammirovanie s obratnoj svyaziyu" (64-bit CFB) mode, and IV is
used as the initialization vector.

encryptCNT (IV, K, D) is D, encrypted with key K using GOST 28147-89
in ""gammirovanie' (counter) mode, and IV is used as the
initialization vector.

gostR3411 (D) is the 256-bit result of the GOST R 34.11-94 hash
function, used with zero initialization vector, and S-Box parameter,
defined by 1d-GostR3411-94-CryptoProParamSet (see Section 11.2).

gost28147IMIT (IV, K, D) is the 32-bit result of the GOST 28147-89 in
"imitovstavka" (MAC) mode, used with D as plaintext, K as key and IV
as initialization vector. Note that the standard specifies its use
in this mode only with an initialization vector of zero.

When keys and initialization vectors are converted to/from byte
arrays, little-endian byte order is assumed.

Cipher Modes and Parameters

This document defines four cipher properties that allow an
implementer to vary cipher operations. The four parameters are the
cipher mode, the key meshing algorithm, the padding mode, and the
S-box.

[GOST28147] defines only three cipher modes for GOST 28147-89: ECB,
CFB, and counter mode. This document defines an additional cipher
mode, CBC.
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When GOST 28147-89 is used to process large amounts of data, a
symmetric key should be protected by a key meshing algorithm. Key
meshing transforms a symmetric key after some amount of data has been
processed. This document defines the CryptoPro key meshing
algorithm.

The cipher mode, key meshing algorithm, padding mode, and S-box are
specified by algorithm parameters.

2.1. GOST 28147-89 CBC Mode

This section provides the supplemental information for GOST 28147-89
(a block-to-block primitive) needed to operate in CBC mode.

Before each plaintext block is encrypted, it is combined with the
cipher text of the previous block via a bitwise XOR operation. This
ensures that even if the plaintext contains many identical blocks,
each block will encrypt to a different cipher text block. The
initialization vector is combined with the first plaintext block by a
bitwise XOR operation before the block is encrypted.

2.2. GOST 28147-89 Padding Modes

This section provides the supplemental information for GOST 28147-89,
needed to operate on plaintext where the length is not divisible by
GOST 28147-89 block size (8 bytes).

Let X (0 < x <= 8) be the number of bytes in the last, possibly
incomplete, block of data.

There are three padding modes:
* Zero padding: 8-x remaining bytes are filled with zero
* PKCS#5 padding: 8-x remaining bytes are filled with the value of
8-x. IT there’s no incomplete block, one extra block filled with
value 8 is added.
* Random padding: 8-x remaining bytes of the last block are set to
random.

2.3. Key Meshing Algorithms
Key meshing algorithms transform the key after processing a certain
amount of data. In applications that must be strictly robust to

attacks based on timing and EMI analysis, one symmetric key should
not be used for quantities of plaintext larger than 1024 octets.
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A key meshing algorithm affects internal cipher state; it is not a
protocol level feature. Its role is similar to that of a cipher
mode. The choice of key meshing algorithm is usually dictated by the
encryption algorithm parameters, but some protocols explicitly
specify applicable key meshing algorithms.

All encryption parameter sets defined in this document specify the
use of the CryptoPro key meshing algorithm, except for id-Gost28147-
89-TestParamSet, which specifies use of null key meshing algorithm.

2.3.1. Null Key Meshing
The null key meshing algorithm never changes a key.
The identifier for this algorithm is:

1d-Gost28147-89-None-KeyMeshing OBJECT IDENTIFIER ::=
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
keyMeshing(14) none(0) }

There are no meaningful parameters to this algorithm. If present,
Algorithmldentifier.parameters MUST contain NULL.

2.3.2. CryptoPro Key Meshing

The CryptoPro key meshing algorithm transforms the key and
initialization vector every 1024 octets (8192 bits, or 256 64-bit
blocks) of plaintext data.

This algorithm has the same drawback as OFB cipher mode: it is
impossible to re-establish crypto synch while decrypting a ciphertext
if parts of encrypted data are corrupted, lost, or processed out of
order. Furthermore, i1t is impossible to re-synch even if an IV for
each data packet is provided explicitly. Use of this algorithm in
protocols such as IPsec ESP requires special care.

The identifier for this algorithm is:
1d-Gost28147-89-CryptoPro-KeyMeshing OBJECT IDENTIFIER ::=
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
keyMeshing(14) cryptoPro(l) }

There are no meaningful parameters to this algorithm. |If present,
Algorithmldentifier.parameters MUST contain NULL.

GOST 28147-89, in encrypt, decrypt, or MAC mode, starts with key K[O]

= K, IVO[O] =1V, 1 = 0. Let IVn[0O] be the value of the
initialization vector after processing the first 1024 octets of data.
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Processing of the next 1024 octets will start with K[1] and IVO[1],
which are calculated using the following formula:

K[i+1] = decrypteECB (K[i], C);
IVO[i+1] = encryptECB (K[i+1],IVvn[i])

Where C = {0x69, 0x00, 0x72, 0x22, 0x64, 0xC9, 0x04, 0x23,
0x8D, Ox3A, OxDB, 0x96, 0x46, OXE9, Ox2A, 0OxC4,
0x18, OXFE, OxAC, 0Ox94, 0x00, OxED, Ox07, Ox12,
0xCO, 0x86, OxDC, OxC2, OXEF, 0x4C, OxA9, Ox2B};

After processing each 1024 octets of data:
* the resulting initialization vector is stored as IVn[i];
* K[i+1] and 1VO[i+1] are calculated;
* 1 1s iIncremented;
* Encryption or decryption of next 1024 bytes starts, using
the new key and 1V;
The process is repeated until all the data has been processed.

3. HMAC_GOSTR3411
HMAC_GOSTR3411 (K,text) function is based on the hash function GOST R
34.11-94, as defined in [HMAC], with the following parameter values:
B =32, L =32.
4. PRF_GOSTR3411
PRF_GOSTR3411 is a pseudorandom function, based on HMAC_GOSTR3411.
It is calculated as P_hash, defined in Section 5 of [TLS].
PRF_GOSTR3411(secret, label,seed) = P_GOSTR3411 (secret, label]seed).
5. Key Derivation Algorithms

Standards [GOSTR341094] and [GOSTR341001] do not define any key
derivation algorithms.

Section 5.1 specifies algorithm VKO GOST R 34.10-94, which generates
GOST KEK using two GOST R 34.10-94 keypairs.

Section 5.2 specifies algorithm VKO GOST R 34.10-2001, which
generates GOST KEK using two GOST R 34.10-2001 keypairs and UKM.

Keypairs MUST have identical parameters.
5.1. VKO GOST R 34.10-94

This algorithm creates a key encryption key (KEK) using the sender’s
private key and the recipient’s public key (or vice versa).
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Exchange key KEK is a 256-bit hash of the 1024-bit shared secret that
is generated using Diffie-Hellman key agreement.

1) Let K(X,y) = a™(x*y) (mod p), where
X - sender’s private key, a™x - sender’s public key
y - recipient’s private key, a™y - recipient’s public key
a, p - parameters
2) Calculate a 256-bit hash of K(x,y):
KEK(X,Y) = gostR3411 (K(x,Y))

Keypairs (x,a™x) and (y,a”y) MUST comply with [GOSTR341094].

This algorithm MUST NOT be used when a™x = a (mod p) or ay = a (mod
P) -

5.2. VKO GOST R 34.10-2001

This algorithm creates a key encryption key (KEK) using 64 bit UKM,
the sender’s private key, and the recipient’s public key (or the
reverse of the latter pair).

1) Let K(X,Y,UKM) = ((UKM*X)(mod q)) . (y-P) (612 bit), where
X - sender’s private key (256 bit)
X.P - sender’s public key (512 bit)
y - recipient’s private key (256 bit)
y.P - recipient’s public key (512 bit)
UKM - non-zero integer, produced as in step 2 p. 6.1 [GOSTR341001]
P - base point on the elliptic curve (two 256-bit coordinates)
UKM*x - x multiplied by UKM as integers
X.P - a multiple point
2) Calculate a 256-bit hash of K(x,y,UKM):
KEK(X,y,UKM) = gostR3411 (K(x,y,UKM))

Keypairs (x,x.P) and (y,y-P) MUST comply with [GOSTR341001].
This algorithm MUST NOT be used when x.P = P, y.P =P

6. Key Wrap Algorithms
This document defines two key wrap algorithms: GOST 28147-89 Key Wrap
and CryptoPro Key Wrap. These are used to encrypt a Content
Encryption Key (CEK) with a Key Encryption Key (KEK).

6.1. GOST 28147-89 Key Wrap

This algorithm encrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
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Note: This algorithm MUST NOT be used with a KEK produced by VKO GOST
R 34.10-94, because such a KEK is constant for every sender-recipient
pair. Encrypting many different content encryption keys on the same
constant KEK may reveal that KEK.

The GOST 28147-89 key wrap algorithm is:

1) For a unique symmetric KEK, generate 8 octets at random and call
the result UKM. For a KEK, produced by VKO GOST R 34.10-2001,
use the UKM that was used for key derivation.

2) Compute a 4-byte checksum value, gost28147IMIT (UKM, KEK, CEK).
Call the result CEK_MAC.

3) Encrypt the CEK in ECB mode using the KEK. Call the ciphertext
CEK_ENC.

4) The wrapped content-encryption key is (UKM | CEK_ENC | CEK_MAC).

6.2. GOST 28147-89 Key Unwrap

This algorithm decrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
The GOST 28147-89 key unwrap algorithm is:

1) If the wrapped content-encryption key is not 44 octets, then
error.

2) Decompose the wrapped content-encryption key into UKM, CEK_ENC,
and CEK_MAC. UKM is the most significant (First) 8 octets.
CEK_ENC is next 32 octets, and CEK MAC is the least significant
(last) 4 octets.

3) Decrypt CEK_ENC in ECB mode using the KEK. Call the output CEK.
4) Compute a 4-byte checksum value, gost28147IMIT (UKM, KEK, CEK),
compare the result with CEK_MAC. IT they are not equal, then

error.

6.3. CryptoPro Key Wrap

This algorithm encrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
It can be used with any KEK (e.g., produced by VKO GOST R 34.10-94 or
VKO GOST R 34.10-2001) because a unique UKM is used to diversify the
KEK.

The CryptoPro key wrap algorithm is:

1) For a unique symmetric KEK or a KEK produced by VKO GOST R
34.10-94, generate 8 octets at random. Call the result UKM. For
a KEK, produced by VKO GOST R 34.10-2001, use the UKM that was
used for key derivation.

2) Diversifty KEK, using the CryptoPro KEK Diversification Algorithm,
described in Section 6.5. Call the result KEK(UKM).
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3) Compute a 4-byte checksum value, gost28147IMIT (UKM, KEK(UKM),
CEK). Call the result CEK_MAC.

4) Encrypt CEK in ECB mode using KEK(UKM). Call the ciphertext
CEK_ENC.

5) The wrapped content-encryption key is (UKM | CEK_ENC | CEK_MAC).

6.4. CryptoPro Key Unwrap

This algorithm encrypts GOST 28147-89 CEK with a GOST 28147-89 KEK.
The CryptoPro key unwrap algorithm is:

1) IT the wrapped content-encryption key is not 44 octets, then it
is an error.

2) Decompose the wrapped content-encryption key into UKM, CEK_ENC,
and CEK_MAC. UKM is the most significant (First) 8 octets.
CEK_ENC is next 32 octets, and CEK MAC is the least significant
(last) 4 octets.

3) Diversifty KEK using the CryptoPro KEK Diversification Algorithm,
described in section 6.5. Call the result KEK(UKM).

4) Decrypt CEK_ENC in ECB mode using KEK(UKM). Call the output CEK.

5) Compute a 4-byte checksum value, gost28147IMIT (UKM, KEK(UKM),
CEK), compare the result with CEK_MAC. If they are not equal,
then it is an error.

6.5. CryptoPro KEK Diversification Algorithm

Given a random 64-bit UKM and a GOST 28147-89 key K, this algorithm
creates a new GOST 28147-89 key K(UKM).

1) Let K[0] = K;
2) UKM 1is split into components a[i,]j]:
UKM = a[O0]]--lal[7] (a[i] - byte, a[i,0]..a[i,7] - it’s bits)
3) Let i1 be O.
4) K[1]--K[8] are calculated by repeating the following algorithm
eight times:
A) K[i] is split into components k[i1,j]:
K[i] = K[i,00k[i,1]]--1k[i,7] (K[i,j] - 32-bit integer)
B) Vector S[i] is calculated:
S[i] = ((a[i,0]*k[i,0] + ... + a[i,7]*k[i,7]) mod 2732) |
((Cal[i,0])*k[i,0] + ... + (Ca[i,7])*k[i,7]) mod 2732);
C) KLi+1] = encryptCFB (S[i], K[i], KL[iD)
D)i=1+1
5) Let K(UKM) be K[8]-
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7. Secret Key Diversification

This algorithm creates a GOST 28147-89 key Kd, given GOST R 34.10-94
or GOST R 34.10-2001 secret key K and diversification data D of size
4..40 bytes.

1) 40-byte blob B is created from D by cloning it enough times to
Till all 40 bytes. For example, if D is 40-bytes long, B = D; If
D is 6-bytes long, B = D|D|D|D|D|D|D[O..3].-
2) B is split into 8-byte UKM and 32-byte SRCKEY (B = UKM]SRCKEY).
3) The algorithm from Section 6.5 is used to create K(UKM) from key
K and UKM, with two differences:
* Instead of S[i], vector (0,0,0,UKMLi],ff,ff,fF,fFf XOR UKMLi])
IS used.
* During each encryption step, only 8 out of 32 GOST 28147-89
rounds are done.
4) Kd is calculated:
Kd = encryptCFB (UKM, K(UKM), SRCKEY).

8. Algorithm Parameters

Standards [GOST28147], [GOST341194], [GOSTR341094], and [GOSTR341001]
do not define specific values for algorithm parameters.

This document introduces the use of ASN.1 object identifiers (0OIDs)
to specify algorithm parameters.

Identifiers for all of the proposed parameter sets can be found in
Appendix ASN.1 modulles. Corresponding parameter values for proposed
parameter sets can be found in Section 11.

8.1. Encryption Algorithm Parameters

GOST 28147-89 can be used in several modes; additional CBC mode is
defined in Section 2.1. It also has an S-Box parameter. (See the
Algorithm Parameters part in [GOST28147] in Russian; for a
description in English, see [Schneier95], ch. 14.1, p. 331.)

This table contains the list of proposed parameter sets for GOST
28147-89:

Gost28147-89-ParamSetAlgorithms ALGORITHM-IDENTIFIER ::= {
{ Gost28147-89-ParamSetParameters IDENTIFIED BY
id-Gost28147-89-TestParamSet } |
{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-A-ParamSet } |
{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-B-ParamSet } |
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{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-C-ParamSet } |

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-D-ParamSet }

}

Identifier values are in the Appendix ASN.1 modules, and
corresponding parameters are in Section 11.1.

Parameters for GOST 28147-89 are presented in the following form:

Gost28147-89-ParamSetParameters ::= SEQUENCE {
eUz Gost28147-89-UZ,
mode INTEGER {

gost28147-89-CNT(0),
gost28147-89-CFB(1),
cryptoPro-CBC(2)

¥
shiftBits INTEGER { gost28147-89-block(64) },
keyMeshing Algorithmldentifier

}
Gost28147-89-UZ ::= OCTET STRING (SI1ZE (64))
Gost28147-89-KeyMeshingAlgorithms ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY i1d-Gost28147-89-CryptoPro-KeyMeshing } |
{ NULL IDENTIFIED BY i1d-Gost28147-89-None-KeyMeshing }

}

where
elUz - S-box value;
mode - cipher mode;

shiftBits
keyMeshing

cipher parameter;
key meshing algorithm identifier.

8.2. Digest Algorithm Parameters

This table contains the list of proposed parameter sets for
[GOST341194]:

GostR3411-94-ParamSetAlgorithms ALGORITHM-IDENTIFIER ::= {

{ GostR3411-94-ParamSetParameters IDENTIFIED BY
id-GostR3411-94-TestParamSet

3

{ GostR3411-94-ParamSetParameters IDENTIFIED BY
id-GostR3411-94-CryptoProParamSet

}
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Identifier values are in the Appendix ASN.1 modules, and
corresponding parameters are in Section 11.2.

Parameters for [GOST341194] are presented in the following form:

GostR3411-94-ParamSetParameters ::=
SEQUENCE {
hUzZz Gost28147-89-UZ, -- S-Box for digest
hO GostR3411-94-Digest -- start digest value

}
GostR3411-94-Digest ::= OCTET STRING (SIZE (32))
8.3. GOST R 34.10-94 Public Key Algorithm Parameters

This table contains the list of proposed parameter sets for GOST R
34.10-94:

GostR3410-94-ParamSetAlgorithm ALGORITHM-IDENTIFIER ::= {

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-TestParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-A-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-B-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-C-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-D-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-XchA-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-XchB-ParamSet } |

{ GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-XchC-ParamSet }

}

Identifier values are in the Appendix ASN.1 modules, and
corresponding parameters are in Section 11.3.

Parameters for GOST R 34.10-94 are presented in the following form:

GostR3410-94-ParamSetParameters ::=

SEQUENCE {
t INTEGER,
p INTEGER,
q INTEGER,
a INTEGER,

validationAlgorithm  Algorithmldentifier {{
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GostR3410-94-ValidationAlgorithms
3} OPTIONAL

GostR3410-94-ValidationParameters ::=

SEQUENCE {

x0 INTEGER,

c INTEGER,

d INTEGER OPTIONAL
}

Where
t - bit length of p (512 or 1024 bits);
p - modulus, prime number, 2/(t-1)<p<2°t;
q - order of cyclic group, prime number, 27254<q<27256, q is a
factor of p-1;
a - generator, integer, l<a<p-1, at that aq (mod p) = 1;
validationAlgorithm - constant p, q and a calculating algorithm.

x0 - seed;
¢ - used for p and g generation;
d - used for a generation.

8.4. GOST R 34.10-2001 Public Key Algorithm Parameters

This table contains the list of proposed parameter sets for GOST R
34.10-2001:

GostR3410-2001-ParamSetAlgorithm ALGORITHM-IDENTIFIER ::= {

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-TestParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-A-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-B-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-C-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-XchA-ParamSet } |

{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-XchB-ParamSet }

}

Identifier values are in the Appendix ASN.1 modules, and
corresponding parameters are in Section 11.4.

Parameters for GOST R 34.10-2001 are presented in the following form:
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GostR3410-2001-ParamSetParameters ::=

SEQUENCE {
a INTEGER,
b INTEGER,
P INTEGER,
q INTEGER,
X INTEGER,
y INTEGER
by
a, b - coefficients a and b of the elliptic curve E;
p - prime number - elliptic curve modulus;
q - prime number - order of cyclic group;
X, Yy - base point p coordinates.

9. Security Considerations

It is RECOMMENDED that software applications verify sighature values
and subject public keys and algorithm parameters to conform to
[GOSTR341001] and [GOSTR341094] standards prior to their use.

Cryptographic algorithm parameters affect rigidity of algorithms.
The algorithm parameters proposed and described herein, except for
the test parameter sets (id-Gost28147-89-TestParamSet, id-GostR3411-
94-TestParamSet, 1d-GostR3410-94-TestParamSet, i1d-GostR3410-2001-
TestParamSet), have been analyzed by a special certification
laboratory of Scientific and Technical Center, "ATLAS"™, and by the
Center of Certificational Investigations in appropriate levels of
target_of_evaluation (TOE), according to [RFDSL], [RFLLIC], and
[CRYPTOLIC].

Use of the test parameter sets or parameter sets not described herein
is NOT RECOMMENDED. When different parameters are used, it is
RECOMMENDED that they be subjected to examination by an authorized
agency with approved methods of cryptographic analysis.
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10. Appendix ASN.1 Modules
10.1. Cryptographic-Gost-Useful-Definitions

Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }

DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-— The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-- modifications needed to maintain or improve the Russian
-— Cryptography service.
-— Crypto-Pro OID branch
id-CryptoPro OBJECT IDENTIFIER ::=
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2) }
id-CryptoPro-algorithms OBJECT IDENTIFIER ::=
id-CryptoPro
id-CryptoPro-modules OBJECT IDENTIFIER ::
{ 1d-CryptoPro other(1) modules(l) }
id-CryptoPro-hashes OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-algorithms hashes(30) }
id-CryptoPro-encrypts OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-algorithms encrypts(31) }
id-CryptoPro-signs OBJECT IDENTIFIER ::=
{ 1id-CryptoPro-algorithms signs(32) }
id-CryptoPro-exchanges OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms exchanges(33) }
id-CryptoPro-extensions OBJECT IDENTIFIER ::=
{ 1d-CryptoPro extensions(34) }
id-CryptoPro-ecc-signs OBJECT IDENTIFIER ::
{ id-CryptoPro-algorithms ecc-signs(35) }
id-CryptoPro-ecc-exchanges OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-algorithms ecc-exchanges(36) }
id-CryptoPro-private-keys OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-algorithms private-keys(37) }
id-CryptoPro-policylds OBJECT IDENTIFIER ::=
{ 1d-CryptoPro policylds(38) }
id-CryptoPro-policyQt OBJECT IDENTIFIER ::=
{ 1d-CryptoPro policyQt(39) }
1d-CryptoPro-pkixcmp-infos OBJECT IDENTIFIER ::=
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{ 1d-CryptoPro-algorithms pkixcmp-infos(41l) }
1d-CryptoPro-audit-service-types OBJECT IDENTIFIER :@:=

{ i1d-CryptoPro-algorithms audit-service-types(42) }
id-CryptoPro-audit-record-types OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-algorithms audit-record-types(43) }
id-CryptoPro-attributes OBJECT IDENTIFIER ::=

{ id-CryptoPro-algorithms attributes(44) }
1d-CryptoPro-name-service-types OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-algorithms name-service-types(45) }

-— ASN.1 modules of Russian Cryptography "GOST" & "'GOST R"
-— Specifications
cryptographic-Gost-Useful-Definitions OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules
cryptographic-Gost-Useful-Definitions(0) 1 }
-- GOST R 34.11-94

gostR3411-94-DigestSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gostR3411-94-DigestSyntax(1) 1 }
gostR3411-94-ParamSetSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gostR3411-94-ParamSetSyntax(7) 1 }
-- GOST R 34.10-94

gostR3410-94-PKISyntax OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-modules gostR3410-94-PKISyntax(2) 1 }
gostR3410-94-SignatureSyntax OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-modules gostR3410-94-SighatureSyntax(3) 1 }
gostR3410-EncryptionSyntax OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-modules gostR3410-EncryptionSyntax(5) 2 }
gostR3410-94-ParamSetSyntax OBJECT IDENTIFIER ::=

{ 1d-CryptoPro-modules gostR3410-94-ParamSetSyntax(8) 1 }

-- GOST R 34.10-2001

gostR3410-2001-PKISyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gostR3410-2001-PKISyntax(9) 1 }
gostR3410-2001-SignatureSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules
gostR3410-2001-SignatureSyntax(10) 1 }
gostR3410-2001-ParamSetSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules
gostR3410-2001-ParamSetSyntax(12) 1 }
-- GOST 28147-89

gost28147-89-EncryptionSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost28147-89-EncryptionSyntax(4) 1 }
gost28147-89-ParamSetSyntax OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost28147-89-ParamSetSyntax(6) 1 }
-- Extended Key Usage for Crypto-Pro
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gost-CryptoPro-ExtendedKeyUsage OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules
gost-CryptoPro-ExtendedKeyUsage(13) 1 }
-— Crypto-Pro Private keys

gost-CryptoPro-PrivateKey OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost-CryptoPro-PrivateKey(14) 1 }
-— Crypto-Pro PKIXCMP structures

gost-CryptoPro-PKIXCMP OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost-CryptoPro-PKIXCMP(15) 1 }
-- Crypto-Pro Transport Layer Security structures
gost-CryptoPro-TLS OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost-CryptoPro-TLS(16) 1 }

-— Crypto-Pro Policy
gost-CryptoPro-Policy OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost-CryptoPro-Policy(17) 1 }
gost-CryptoPro-Constants OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-modules gost-CryptoPro-Constants(18) 1 }
-— Useful types
ALGORITHM-IDENTIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

+
WITH SYNTAX { [&Type] IDENTIFIED BY &id }
END -- Cryptographic-Gost-Useful-Definitions

10.2. Gost28147-89-EncryptionSyntax

Gost28147-89-EncryptionSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modules(1l) gost28147-89-EncryptionSyntax(4) 1 }
DEFINITIONS EXPLICIT TAGS ::=
BEGIN
-— EXPORTS All --
-— The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-- modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
id-CryptoPro-algorithms, 1d-CryptoPro-encrypts,
ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
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FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
—-- GOST 28147-89 OID
1d-Gost28147-89 OBJECT IDENTIFIER ::=
{ 1id-CryptoPro-algorithms gost28147-89(21) }
1d-Gost28147-89-MAC OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms gost28147-89-MAC(22) }
-— GOST 28147-89 cryptographic parameter sets 0IDs
1d-Gost28147-89-TestParamSet OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-encrypts test(0) }
1d-Gost28147-89-CryptoPro-A-ParamSet OBJECT IDENTIFIER :
{ i1d-CryptoPro-encrypts cryptopro-A(1) }
1d-Gost28147-89-CryptoPro-B-ParamSet OBJECT IDENTIFIER :
{ i1d-CryptoPro-encrypts cryptopro-B(2) }
1d-Gost28147-89-CryptoPro-C-ParamSet OBJECT IDENTIFIER :
{ i1d-CryptoPro-encrypts cryptopro-C(3) }
1d-Gost28147-89-CryptoPro-D-ParamSet OBJECT IDENTIFIER :
{ i1d-CryptoPro-encrypts cryptopro-D(4) }
1d-Gost28147-89-CryptoPro-Oscar-1-1-ParamSet
OBJECT IDENTIFIER :@:=
{ id-CryptoPro-encrypts cryptopro-0Oscar-1-1(5) }
1d-Gost28147-89-CryptoPro-Oscar-1-0-ParamSet
OBJECT IDENTIFIER :@:=
{ id-CryptoPro-encrypts cryptopro-0scar-1-0(6) }
1d-Gost28147-89-CryptoPro-RIC-1-ParamSet
OBJECT IDENTIFIER :@:=
{ 1d-CryptoPro-encrypts cryptopro-RIC-1(7) }
-— GOST 28147-89 Types

Gost28147-89-UZ :-:= OCTET STRING (SIZE (64))
Gost28147-89-1V ::= OCTET STRING (SIZE (8))
Gost28147-89-Key ::= OCTET STRING (SIZE (32))
Gost28147-89-MAC ::= OCTET STRING (SIZE (1..4))
Gost28147-89-EncryptedKey ::=
SEQUENCE {
encryptedKey Gost28147-89-Key,
maskKey [O] IMPLICIT Gost28147-89-Key OPTIONAL,
macKey Gost28147-89-MAC (SIZE (4))

}
Gost28147-89-ParamSet ::=

OBJECT IDENTIFIER (

1d-Gost28147-89-TestParamSet |
-— Only for testing purposes

1d-Gost28147-89-CryptoPro-A-ParamSet |
1d-Gost28147-89-CryptoPro-B-ParamSet |
1d-Gost28147-89-CryptoPro-C-ParamSet |
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1d-Gost28147-89-CryptoPro-D-ParamSet |
-Gost28147-89-CryptoPro-0Oscar-1-1-ParamSet |
-Gost28147-89-CryptoPro-0scar-1-0-ParamSet |

-Gost28147-89-CryptoPro-RIC-1-ParamSet

-
0000

)
Gost28147-89-BlobParameters ::=
SEQUENCE {
encryptionParamSet Gost28147-89-ParamSet,

-— GOST 28147-89 encryption algorithm parameters
Gost28147-89-Parameters :-:=
SEQUENCE {
iv Gost28147-89-1V,
encryptionParamSet Gost28147-89-ParamSet

}
Gost28147-89-Algorithms ALGORITHM-IDENTIFIER ::= {
{ Gost28147-89-Parameters IDENTIFIED BY
id-Gost28147-89 }

by
END -- Gost28147-89-EncryptionSyntax
10.3. Gost28147-89-ParamSetSyntax

Gost28147-89-ParamSetSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modulles(1l) gost28147-89-ParamSetSyntax(6) 1 }
DEFINITIONS EXPLICIT TAGS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS

id-CryptoPro-algorithms, 1d-CryptoPro-encrypts,

gost28147-89-EncryptionSyntax, ALGORITHM-IDENTIFIER,

cryptographic-Gost-Useful-Definitions

FROM Cryptographic-Gost-Useful-Definitions

{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
Gost28147-89-UZ,
Gost28147-89-ParamSet,
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1d-Gost28147-89-TestParamSet,
1d-Gost28147-89-CryptoPro-A-ParamSet,
1d-Gost28147-89-CryptoPro-B-ParamSet,
1d-Gost28147-89-CryptoPro-C-ParamSet,
1d-Gost28147-89-CryptoPro-D-ParamSet
FROM Gost28147-89-EncryptionSyntax
gost28147-89-EncryptionSyntax
Algorithmldentifier

January 2006

FROM PKIX1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7)

1d-mod(0) id-pkixl-explicit-88(1)}
——’GOST 28147-89 cryptographic parameter sets:
-— OIDs for parameter sets are imported from
-— (Gost28147-89-EncryptionSyntax
Gost28147-89-ParamSetParameters ::=

SEQUENCE {

elz Gost28147-89-UZ,

mode INTEGER {
gost28147-89-CNT(0),
gost28147-89-CFB(1),
cryptoPro-CBC(2)

}s
shiftBits INTEGER { gost28147-89-block(64) },
keyMeshing Algorithmldentifier

}
Gost28147-89-ParamSetAlgorithms ALGORITHM-IDENTIFIER

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-TestParamSet } |

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-A-ParamSet

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-B-ParamSet

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-C-ParamSet

{ Gost28147-89-ParamSetParameters IDENTIFIED BY
1d-Gost28147-89-CryptoPro-D-ParamSet

= {

1
1
1
}

}
1d-Gost28147-89-CryptoPro-KeyMeshing OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-algorithms keyMeshing(14) cryptoPro(1l) }

1d-Gost28147-89-None-KeyMeshing OBJECT IDENTIFIER ::
{ 1d-CryptoPro-algorithms keyMeshing(14) none(0) }

Gost28147-89-KeyMeshingAlgorithms ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY 1d-Gost28147-89-CryptoPro-KeyMeshing } |
{ NULL IDENTIFIED BY 1d-Gost28147-89-None-KeyMeshing }

}
END -- Gost28147-89-ParamSetSyntax
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10.4. GostR3411-94-DigestSyntax

GostR3411-94-DigestSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modules(1l) gostR3411-94-DigestSyntax(1) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
id-CryptoPro-algorithms, 1d-CryptoPro-hashes,
ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
-—- GOST R 34.11-94 OID
1d-GostR3411-94 OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms gostR3411-94(9) }
-— GOST R 34.11-94 cryptographic parameter set OIDs
1d-GostR3411-94-TestParamSet OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-hashes test(0) }
1d-GostR3411-94-CryptoProParamSet OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-hashes cryptopro(l) }
-— GOST R 34.11-94 data types
GostR3411-94-Digest ::= OCTET STRING (SIZE (32))
-— GOST R 34.11-94 digest algorithm & parameters
GostR3411-94-DigestParameters ::=
OBJECT IDENTIFIER (
1d-GostR3411-94-TestParamSet |
-— Only for testing purposes
1d-GostR3411-94-CryptoProParamSet

)
GostR3411-94-DigestAlgorithms ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY id-GostR3411-94 } |
-— Assume 1d-GostR3411-94-CryptoProParamSet
{ GostR3411-94-DigestParameters
IDENTIFIED BY id-GostR3411-94 }
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END -- GostR3411-94-DigestSyntax
10.5. GostR3411-94-ParamSetSyntax

GostR3411-94-ParamSetSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modulles(1l) gostR3411-94-ParamSetSyntax(7) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
gost28147-89-EncryptionSyntax,
gostR3411-94-DigestSyntax,
ALGORITHM-IDENTIFIER
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
Gost28147-89-UZ
FROM Gost28147-89-EncryptionSyntax
gost28147-89-EncryptionSyntax
1d-GostR3411-94-TestParamSet,
1d-GostR3411-94-CryptoProParamSet,
GostR3411-94-Digest
FROM GostR3411-94-DigestSyntax
gostR3411-94-DigestSyntax
-— GOST R 34.11-94 cryptographic parameter sets:
-— OIDs for parameter sets are imported from
-- GOostR3411-94-DigestSyntax
GostR3411-94-ParamSetParameters ::=
SEQUENCE {
hUZ Gost28147-89-UZ, -- S-Box for digest
hO GostR3411-94-Digest -- initial digest value

}
GostR3411-94-ParamSetAlgorithms ALGORITHM-IDENTIFIER ::= {
{ GostR3411-94-ParamSetParameters IDENTIFIED BY
1d-GostR3411-94-TestParamSet
3

{ GostR3411-94-ParamSetParameters IDENTIFIED BY
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1d-GostR3411-94-CryptoProParamSet
by

by
END -- GostR3411-94-ParamSetSyntax
10.6. GostR3410-94-PKISyntax

GostR3410-94-PKISyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modules(1l) gostR3410-94-PKISyntax(2) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
id-CryptoPro-algorithms,
id-CryptoPro-signs, id-CryptoPro-exchanges,
gost28147-89-EncryptionSyntax,
gostR3411-94-DigestSyntax, ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
Gost28147-89-ParamSet
FROM Gost28147-89-EncryptionSyntax
gost28147-89-EncryptionSyntax
1d-GostR3411-94-TestParamSet,
1d-GostR3411-94-CryptoProParamSet
FROM GostR3411-94-DigestSyntax gostR3411-94-DigestSyntax
-- GOST R 34.10-94 OIDs
1d-GostR3410-94 OBJECT IDENTIFIER ::=
{ 1d-CryptoPro-algorithms gostR3410-94(20) }
1d-GostR3410-94DH OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-algorithms gostR3410-94DH(99) }
1d-GostR3411-94-with-GostR3410-94 OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms
gostR3411-94-with-gostR3410-94(4) }
-— GOST R 34.10-94 public key parameter set OIDs
1d-GostR3410-94-TestParamSet OBJECT IDENTIFIER ::=
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{ 1d-CryptoPro-signs test(0) }
1d-GostR3410-94-CryptoPro-A-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-signs cryptopro-A(2) }
1d-GostR3410-94-CryptoPro-B-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-signs cryptopro-B(3) }
1d-GostR3410-94-CryptoPro-C-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-signs cryptopro-C(4) }
1d-GostR3410-94-CryptoPro-D-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-signs cryptopro-D(5) }
1d-GostR3410-94-CryptoPro-XchA-ParamSet OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-exchanges cryptopro-XchA(1) }
1d-GostR3410-94-CryptoPro-XchB-ParamSet OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-exchanges cryptopro-XchB(2) }
1d-GostR3410-94-CryptoPro-XchC-ParamSet OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-exchanges cryptopro-XchC(3) }
-— GOST R 34.10-94 data types
GostR3410-94-CertificateSignature ::=
BIT STRING ( SIZE(256..512) )
GOstR3410-94-PublicKey ::=
OCTET STRING ( SIZE(
64 | -— Only for testing purposes
128

D)
GostR3410-94-PublicKeyParameters ::=
SEQUENCE {
publicKeyParamSet
OBJECT IDENTIFIER (
1d-GostR3410-94-TestParamSet |
-— Only for testing purposes
1d-GostR3410-94-CryptoPro-A-ParamSet |
1d-GostR3410-94-CryptoPro-B-ParamSet |
1d-GostR3410-94-CryptoPro-C-ParamSet |
1d-GostR3410-94-CryptoPro-D-ParamSet |
1d-GostR3410-94-CryptoPro-XchA-ParamSet |
1d-GostR3410-94-CryptoPro-XchB-ParamSet |
1d-GostR3410-94-CryptoPro-XchC-ParamSet
)
digestParamSet
OBJECT IDENTIFIER (
1d-GostR3411-94-TestParamSet |
-— Only for testing purposes
1d-GostR3411-94-CryptoProParamSet
),
encryptionParamSet Gost28147-89-ParamSet OPTIONAL

}
GostR3410-94-PublicKeyAlgorithms ALGORITHM-IDENTIFIER ::= {

{ GostR3410-94-PublicKeyParameters IDENTIFIED BY
id-GostR3410-94 }
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by
END -- GostR3410-94-PKISyntax
10.7. GostR3410-94-ParamSetSyntax

GostR3410-94-ParamSetSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modulles(1l) gostR3410-94-ParamSetSyntax(8) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
id-CryptoPro-algorithms,
id-CryptoPro-signs, id-CryptoPro-exchanges,
gostR3410-94-PKISyntax, ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
1d-GostR3410-94,
1d-GostR3410-94-TestParamSet,
1d-GostR3410-94-CryptoPro-A-ParamSet,
1d-GostR3410-94-CryptoPro-B-ParamSet,
1d-GostR3410-94-CryptoPro-C-ParamSet,
1d-GostR3410-94-CryptoPro-D-ParamSet,
1d-GostR3410-94-CryptoPro-XchA-ParamSet,
1d-GostR3410-94-CryptoPro-XchB-ParamSet,
1d-GostR3410-94-CryptoPro-XchC-ParamSet
FROM GostR3410-94-PKISyntax gostR3410-94-PKISyntax
Algorithmldentifier
FROM PKIX1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit-88(1)}
-— GOST R 34.10-94 public key parameter sets:
-— OIDs for parameter sets are imported from
-- GostR3410-94-PKISyntax
GostR3410-94-ParamSetParameters-t ::= INTEGER (512 | 1024)
-- 512 - only for testing purposes
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SEQUENCE {
t GostR3410-94-ParamSetParameters-t,
p INTEGER, -- 271020 < p < 271024 or 27509 < p < 27512
q INTEGER, -- 27254 < q < 27256
a INTEGER, -- 1 <ac<p-1c<2M024-1

validationAlgorithm

Algorithmldentifier OPTIONAL

-- {{ GostR3410-94-ValidationAlgorithms }}

}
GostR3410-94-ParamSetAlgorithm ALGORITHM-IDENTIFIER ::=
{ GostR3410-94-ParamSetParameters IDENTIFIED BY

el

1d-GostR3410-94-TestParamSet } |

GostR3410-94-ParamSetParameters IDENTIFIED BY

1d-GostR3410-94-CryptoPro-A-ParamSet } |

GostR3410-94-ParamSetParameters IDENTIFIED BY

1d-GostR3410-94-CryptoPro-B-ParamSet } |

GostR3410-94-ParamSetParameters IDENTIFIED BY

1d-GostR3410-94-CryptoPro-C-ParamSet } |

GostR3410-94-ParamSetParameters IDENTIFIED BY

1d-GostR3410-94-CryptoPro-D-ParamSet } |

GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-XchA-ParamSet } |
GostR3410-94-ParamSetParameters IDENTIFIED BY
1d-GostR3410-94-CryptoPro-XchB-ParamSet } |
GostR3410-94-ParamSetParameters IDENTIFIED BY

1d-GostR3410-94-CryptoPro-XchC-ParamSet }

}
—— GOST R 34.10-94 validation/constructor

id-GostR3410-94-a OBJECT IDENTIFIER ::=
{ 1d-GostR3410-94 a(l) }

id-GostR3410-94-aBis OBJECT IDENTIFIER ::=
{ 1d-GostR3410-94 aBis(2) }

id-GoStR3410-94-b OBJECT IDENTIFIER ::=
{ 1d-GostR3410-94 b(3) }

id-GostR3410-94-bBis OBJECT IDENTIFIER ::=

{ 1d-GostR3410-94 bBis(4) }
GostR3410-94-ValidationParameters-c ::=
INTEGER (0 .. 65535)
GostR3410-94-ValidationParameters ::=
SEQUENCE {

X0
c
d

GostR3410-94-ValidationParameters-c,
GostR3410-94-ValidationParameters-c,
INTEGER OPTIONAL -- 1 < d < p-1 < 27M024-1

GostR3410-94-ValidationBisParameters-c ::=
INTEGER (0 .. 4294967295)
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GostR3410-94-ValidationBisParameters ::=
SEQUENCE {
X0 GostR3410-94-ValidationBisParameters-c,
C GostR3410-94-ValidationBisParameters-c,
d INTEGER OPTIONAL -- 1 < d < p-1 < 27M024-1

}
GostR3410-94-ValidationAlgorithms ALGORITHM-IDENTIFIER ::= {
{ GostR3410-94-ValidationParameters IDENTIFIED BY
1d-GostR3410-94-a } |

{ GostR3410-94-ValidationBisParameters IDENTIFIED BY
1d-GostR3410-94-aBis } |

{ GostR3410-94-ValidationParameters IDENTIFIED BY
1d-GostR3410-94-b } |

{ GostR3410-94-ValidationBisParameters IDENTIFIED BY
1d-GostR3410-94-bBis }

by
END -- GostR3410-94-ParamSetSyntax
10.8. GostR3410-2001-PKISyntax

GostR3410-2001-PKISyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modulles(1) gostR3410-2001-PKISyntax(9) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
id-CryptoPro-algorithms,
id-CryptoPro-ecc-signs, id-CryptoPro-ecc-exchanges,
gost28147-89-EncryptionSyntax,
gostR3411-94-DigestSyntax, ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
Gost28147-89-ParamSet
FROM Gost28147-89-EncryptionSyntax
gost28147-89-EncryptionSyntax
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1d-GostR3411-94-TestParamSet,
1d-GostR3411-94-CryptoProParamSet
FROM GostR3411-94-DigestSyntax gostR3411-94-DigestSyntax
-- GOST R 34.10-2001 OIDs
1d-GostR3410-2001 OBJECT IDENTIFIER ::=
{ i1d-CryptoPro-algorithms gostR3410-2001(19) }
1d-GostR3410-2001DH OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms gostR3410-2001DH(98) }
1d-GostR3411-94-with-GostR3410-2001 OBJECT IDENTIFIER ::=
{ id-CryptoPro-algorithms
gostR3411-94-with-gostR3410-2001(3) }
-— GOST R 34.10-2001 public key parameter set OIDs
1d-GostR3410-2001-TestParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-ecc-signs test(0) }
1d-GostR3410-2001-CryptoPro-A-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-ecc-signs cryptopro-A(1l) }
1d-GostR3410-2001-CryptoPro-B-ParamSet OBJECT IDENTIFIER ::
{ i1d-CryptoPro-ecc-signs cryptopro-B(2) }
1d-GostR3410-2001-CryptoPro-C-ParamSet OBJECT IDENTIFIER ::
{ 1d-CryptoPro-ecc-signs cryptopro-C(3) }
1d-GostR3410-2001-CryptoPro-XchA-ParamSet
OBJECT IDENTIFIER :@:=
{ i1d-CryptoPro-ecc-exchanges cryptopro-XchA(0) }
1d-GostR3410-2001-CryptoPro-XchB-ParamSet
OBJECT IDENTIFIER :@:=
{ i1d-CryptoPro-ecc-exchanges cryptopro-XchB(1) }
-— GOST R 34.10-2001 Data Types
GostR3410-2001-CertificateSignature ::=
BIT STRING ( SIZE(256..512) )
GostR3410-2001-PublicKey ::=
OCTET STRING ( SIZE(64) )
GostR3410-2001-PublicKeyParameters ::=
SEQUENCE {
publicKeyParamSet
OBJECT IDENTIFIER (
1d-GostR3410-2001-TestParamSet |
-— Only for testing purposes
1d-GostR3410-2001-CryptoPro-A-ParamSet |
1d-GostR3410-2001-CryptoPro-B-ParamSet |
1d-GostR3410-2001-CryptoPro-C-ParamSet |
1d-GostR3410-2001-CryptoPro-XchA-ParamSet |
1d-GostR3410-2001-CryptoPro-XchB-ParamSet

)
digestParamSet
OBJECT IDENTIFIER (
1d-GostR3411-94-TestParamSet |
-— Only for testing purposes
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1d-GostR3411-94-CryptoProParamSet

),
encryptionParamSet Gost28147-89-ParamSet OPTIONAL

}
GostR3410-2001-PublicKeyAlgorithms ALGORITHM-IDENTIFIER ::= {
{ GostR3410-2001-PublicKeyParameters IDENTIFIED BY
1d-GostR3410-2001 }

by
END -- GostR3410-2001-PKISyntax
10.9. GostR3410-2001-ParamSetSyntax

GostR3410-2001-ParamSetSyntax
{ iso(1) member-body(2) ru(643) rans(2) cryptopro(2)
other(1) modulles(1l) gostR3410-2001-ParamSetSyntax(12) 1 }
DEFINITIONS ::=
BEGIN
-— EXPORTS All --
-- The types and values defined in this module are exported for
-— use in the other ASN.1 modules contained within the Russian
-— Cryptography "GOST"™ & "GOST R' Specifications, and for the use
-— of other applications that will use them to access Russian
-— Cryptography services. Other applications may use them for
-— their own purposes, but this will not constrain extensions and
-— modifications needed to maintain or improve the Russian
-— Cryptography service.
IMPORTS
gostR3410-2001-PKISyntax, ALGORITHM-IDENTIFIER,
cryptographic-Gost-Useful-Definitions
FROM Cryptographic-Gost-Useful-Definitions
{ iso(1) member-body(2) ru(643) rans(2)
cryptopro(2) other(1) modules(l)
cryptographic-Gost-Useful-Definitions(0) 1 }
GostR3410-2001,
GostR3410-2001-TestParamSet,
d-GostR3410-2001-CryptoPro-A-ParamSet,
1d-GostR3410-2001-CryptoPro-B-ParamSet,
1d-GostR3410-2001-CryptoPro-C-ParamSet,
1d-GostR3410-2001-CryptoPro-XchA-ParamSet,
1d-GostR3410-2001-CryptoPro-XchB-ParamSet
FROM GostR3410-2001-PKISyntax gostR3410-2001-PKISyntax

1d-
1d-

éostR3410—2001—ParamSetParameters =

SEQUENCE {
a INTEGER, -- 0 < a < p < 27256
b INTEGER, -- 0 < b < p < 27256
p INTEGER, -- 27254 < p < 27256
q INTEGER, -- 27254 < q < 27256
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11.

11.

x INTEGER, -- 0 < X < p < 27256
y INTEGER --0<y<p< 27256

by
-— GOST R 34.10-2001 public key parameter set:
-— OIDs for parameter sets are imported from
-— GostR3410-2001-PKI1Syntax
GostR3410-2001-ParamSetAlgorithm ALGORITHM-IDENTIFIER ::= {
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-TestParamSet } |
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-A-ParamSet } |
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-B-ParamSet } |
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-C-ParamSet } |
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-XchA-ParamSet } |
{ GostR3410-2001-ParamSetParameters IDENTIFIED BY
1d-GostR3410-2001-CryptoPro-XchB-ParamSet }

by
END -- GostR3410-2001-ParamSetSyntax
Appendix Parameters

Parameters here are given as SEQUENCE OF Algorithmldentifier in ASN.1
DER encoding [X.660], stored in the same format as the examples in
[RFC4134], can be extracted using the same program.

IT you want to extract without the program, copy all the lines
between the "|>" and "|<" markers, remove any page breaks, and remove
the "|" in the first column of each line. The result is a valid
Base64 blob that can be processed by any Base64 decoder.

1. Encryption Algorithm Parameters

For each Algorithmldentifier in this sequence, the parameters field
contains Gost28147-89-ParamSetParameters.

0 30 480: SEQUENCE {
4 30 94: SEQUENCE {
6 06 7: OBJECT IDENTIFIER
: 1d-Gost28147-89-TestParamSet
15 30 83: SEQUENCE {
17 04 64: OCTET STRING
: 4C DE 38 9C 29 89 EF B6 FF EB 56 C5 5E C2 9B 02
98 75 61 3B 11 3F 89 60 03 97 OC 79 8A Al D5 5D
E2 10 AD 43 37 5D B3 8E B4 2C 77 E7 CD 46 CA FA
D6 6A 20 1F 70 F4 1E A4 AB 03 F2 21 65 B8 44 D8
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83
86
89
91

100
102

111
113

179
182
185
187

196
198

207
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02
02
30
06

30
06

30
04

02
02
30
06

30
06

30

~NOR R

83:
64:

~NOR R

83:
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INTEGER O

INTEGER 64

SEQUENCE {

OBJECT IDENTIFIER
1d-Gost28147-89-None-KeyMeshing

}
}

}
SEQUENCE {
OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-A-ParamSet
SEQUENCE {
OCTET STRING

-—- K1 K2 K3 K4 K5 K6 K7 K8
-- 9 3 E E B 3 1 B
-- 6 7 4 7 5 A D A
-- 3 E 6 A 1 D 2 F
-- 2 9 2 C 9 C 9 5
-- 8 8 B D 8 1 7 O
-- B A3 1 D 2 A C
-- 1 F D 3 F O 6 E
-- 7 0 8 9 0 B 0 8
-- A5 C O E 7 8 6
-- 4 2 F 2 4 5 C 2
-- E 6 5 B 2 9 4 3
-- F C A 4 3 4 5 9
-- € B O F C 8 F 1
-- 0 4 7 8 7 F 3 7
-- DD 1 5 A E B D
-- 51 9 6 6 6 E 4

93 EE B3 1B 67 47 5A DA 3E 6A 1D 2F 29 2C 9C 95

88 BD 81 70 BA 31 D2 AC 1F D3 FO 6E 70 89 0B 08

A5 CO E7 86 42 F2 45 C2 E6 5B 29 43 FC A4 34 59

CB OF C8 F1 04 78 7F 37 DD 15 AE BD 51 96 66 E4

INTEGER 1

INTEGER 64

SEQUENCE {

OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-KeyMeshing

}
}

}

SEQUENCE {

OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-B-ParamSet

SEQUENCE {
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209 04 64: OCTET STRING

80 E7 28 50 41 C5 73 24 B2 00 C2 AB 1A AD F6 BE
34 9B 94 98 5D 26 5D 13 05 D1 AE C7 9C B2 BB 31
29 73 1C 7A E7 5A 41 42 A3 8C 07 D9 CF FF DF 06
DB 34 6A 6F 68 6E 80 FD 76 19 E9 85 FE 48 35 EC

~NOR R

275 02 INTEGER 1
278 02 INTEGER 64
281 30 SEQUENCE {
283 06 OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-KeyMeshing
}
by

)
292 30 94: SEQUENCE {
294 06 7: OBJECT IDENTIFIER

: 1d-Gost28147-89-CryptoPro-C-ParamSet
303 30 83: SEQUENCE {
305 04 64: OCTET STRING
10 83 8C A7 B1 26 D9 94 C7 50 BB 60 2D 01 01 85
9B 45 48 DA D4 9D 5E E2 05 FA 12 2F F2 A8 24 OE
48 3B 97 FC 5E 72 33 36 8F C9 C6 51 EC D7 E5 BB
A9 6E 6A 4D 7A EF FO 19 66 1C AF C3 33 B4 7D 78

~NOR R

371 02 INTEGER 1
374 02 INTEGER 64
377 30 SEQUENCE {
379 06 OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-KeyMeshing
}
by

)
388 30 94: SEQUENCE {
390 06 7: OBJECT IDENTIFIER

: 1d-Gost28147-89-CryptoPro-D-ParamSet
399 30 83: SEQUENCE {
401 04 64: OCTET STRING
FB 11 08 31 C6 C5 CO OA 23 BE 8F 66 A4 OC 93 F8
6C FA D2 1F 4F E7 25 EB 5E 60 AE 90 02 5D BB 24
77 A6 71 DC 9D D2 3A 83 E8 4B 64 C5 DO 84 57 49
15 99 4C B7 BA 33 E9 AD 89 7F FD 52 31 28 16 7E

~NOR R

467 02 INTEGER 1
470 02 INTEGER 64
473 30 SEQUENCE {
475 06 OBJECT IDENTIFIER
1d-Gost28147-89-CryptoPro-KeyMeshing
}
¥
}

}
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| >Gost28147-89-ParamSetParameters.bin
|M11B4DBeBgcghQMCAhRSAMFMEQEZzeOJwp ie+2/+tWxV7CmwKYdWE7ET+JYAOXDHMK
| 0odvVd4hCtQzdds460LHTnzUbK+tZqg 1 BOw9B6kgwPy IWNV4RNgCAQACAUAWCQYHKoUD
| Ag 10ADBeBgcqhQMCAh8BMFMEQJPusxtnR1raPmodLyksnJWIvYFwujHSrB/T8G5w
| 1Qs1pcDnhkLyRcLmWy 1D/KQOWcsPyPEEeH833RWuvVGWZuQCAQECAUAWCQYHKoUD
| Ag 10ATBeBgcqghQMCAh8CMFMEQ I DNKFBBXxXMksgDCaxqt9r40m5SYXSZdEwXRrsec
| srsxKXMceudaQUKj JAfZz//fBtsOam9oboD9dhnphf5INewCAQECAUAWCQYHKoUD
| Ag10ATBeBgcqhQMCAh8DMFMEQBCD jKexJtmUx1C7YCOBAYWbRUjalJle4gX6Ei/y
| aCQOSDuX/F5yMzaPycZR7Nflu6luakl1l67/AZZhyvwzO0FXgCAQECAUAWCQYHKoUD
| Ag10ATBeBgcqhQMCAhRSEMFMEQPSRCDHGXCAK1 76PZgQMk/hs+t1 fT+c1615grpAC
| Xbskd62x3J33S00P0S2TFO IRXSRWZTLe6M+mtiX/9UjEoFn4CAQECAUAWCQYHKoUD
| Ag10AQ==

| <Gost28147-89-ParamSetParameters.bin

11.2. Digest Algorithm Parameters

For each Algorithmldentifier in this sequence, the parameters field
contains GostR3411-94-ParamSetParameters.

0 30 226: SEQUENCE {
3 30 111: SEQUENCE {
5 06 7: OBJECT IDENTIFIER
: 1d-GostR3411-94-TestParamSet
14 30 100: SEQUENCE {

16 04 64: OCTET STRING
- pil pi2 pi3 pi4 pi5 pi6 pi7 pi8
- 4 E 5 7 6 4 D 1
- A B 8 D C B B F
-- 9 4 1 A 7 A 4 D
-- 2 € D 1 1 O 1 O
- b 6 A O 5 7 3 5
-- 8 b 3 8 F 2 F 7
-- O F 4 9 D 1 5 A
- E A 2 F 8 D 9 4
- 6 2 E E 4 3 0 9
- B 3 F 4 A 6 A 2
- 1 8 C 6 9 8 E 3
-- c 1 7v € E 5 7 E
- 7 0 6 B O 9 6 6
- F 7 0 2 3 C 8 B
- 5 5§ 9 5 B F 2 8
-- 3 9 B 3 2 E C C

4E 57 64 D1 AB 8D CB BF 94 1A 7A 4D 2C D1 10 10
D6 AO 57 35 8D 38 F2 F7 OF 49 D1 5A EA 2F 8D 94
62 EE 43 09 B3 F4 A6 A2 18 C6 98 E3 C1 7C E5 7E
70 6B 09 66 F7 02 3C 8B 55 95 BF 28 39 B3 2E CC
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82 04 32: OCTET STRING
00 00 00 OO0 00 00 OO 00 OO0 OO0 00 00 OO 00 00 00
00 00 00 OO0 00 00 OO 00 OO0 OO0 00 00 OO 00 00 00

}

.
116 30 111: SEQUENCE {
118 06 7: OBJECT IDENTIFIER
: 1d-GostR3411-94-CryptoProParamSet
127 30 100: SEQUENCE {
129 04 64: OCTET STRING
A5 74 77 D1 4F FA 66 E3 54 C7 42 4A 60 EC B4 19
82 90 9D 75 1D 4F C9 OB 3B 12 2F 54 79 08 A0 AF
D1 3E 1A 38 C7 B1 81 C6 E6 56 05 87 03 25 EB FE
: 9C 6D F8 6D 2E AB DE 20 BA 89 3C 92 F8 D3 53 BC
195 04  32: OCTET STRING
' 00 00 00 00 00 00 OO0 OO0 OO0 OO0 OO OO0 OO0 00 00 00
00 00 00 00 00 00 00 OO0 00 OO0 OO 00 00 00 00 00

}
}
}

| >GostR3411-94-ParamSetParameters.bin

|MIHIMG8GBYqgFAwW I CHQAWZARAT IdkOauNy7+UGnpNLNEQENagVzWNOPL3DONRWuov
| 1ZRi17kMJIs/SmohjGmOPBFOV+cGsJZvcCP ItV Ib80o0bMuzAQgAAAAAAAAAAAAAAAA
| AAAAAAAAAAAAAAAAAAAAAAAAAAAWBWYHKOUDAG 1 eATBKBEC IAHFRT/pm4 1 THQKpg
| 7LQZgpCddR1PyQs7E19UeQigr9E+Gj JHSYHGS5 1 YFhwMI6/6¢cbfhtLgvel LgJPJL4
| 0L08BCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA==

| <GostR3411-94-ParamSetParameters.bin

11.3. GOST R 34.10-94 Public Key Algorithm Parameters

For each Algorithmldentifier in this sequence, the parameters field
contains GostR3410-94-ParamSetParameters.

0 30 2882: SEQUENCE {
4 30 209: SEQUENCE {
7 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-TestParamSet
16 30 197:  SEQUENCE {
19 02 2: INTEGER 512
23 02 65: INTEGER
00 EE 81 72 AE 89 96 60 8F B6 93 59 B8 9E B8 2A
69 85 45 10 E2 97 7A 4D 63 BC 97 32 2C E5 DC 33
86 EA OA 12 B3 43 E9 19 OF 23 17 75 39 84 58 39
78 6B BO C3 45 D1 65 97 6E F2 19 5E C9 B1 C3 79
: E3
90 02 33: INTEGER
00 98 91 5E 7E C8 26 5E DF CD A3 1E 88 F2 48 09
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DD BO 64 BD C7 28 5D D5 OD 72 89 FO AC 6F 49 DD
: 2D
125 02 65: INTEGER
: 00 9E 96 03 15 00 C8 77 4A 86 95 82 D4 AF DE 21
27 AF AD 25 38 B4 B6 27 OA 6F 7C 88 37 B5 0D 50
F2 06 75 59 84 A4 9E 50 93 04 D6 48 BE 2A B5 AA
B1 8E BE 2C D4 6A C3 D8 49 5B 14 2A A6 CE 23 E2

: 1C
192 30 22: SEQUENCE {
194 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-a
203 30 11: SEQUENCE {
205 02 2: INTEGER 24265
209 02 2: INTEGER 29505
213 02 1: INTEGER 2

: }

3
}

)
216 30 342: SEQUENCE {
220 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-A-ParamSet
229 30 329: SEQUENCE {
233 02 2: INTEGER 1024
237 02 129: INTEGER
' 00 B4 E2 5E FB 01 8E 3C 8B 87 50 5E 2A 67 55 3C
5E DC 56 C2 91 4B 7E 4F 89 D2 3F 03 FO 33 77 E7
OA 29 03 48 9D D6 OE 78 41 8D 3D 85 1E DB 53 17
C4 87 1E 40 BO 42 28 C3 B7 90 29 63 C4 B7 D8 5D
52 B9 AA 88 F2 AF DB EB 28 DA 88 69 D6 DF 84 6A
1D 98 92 4E 92 55 61 BD 69 30 OB 9D DD 05 D2 47
B5 92 2D 96 7C BB 02 67 18 81 C5 7D 10 E5 EF 72
D3 E6 DA D4 22 3D C8 2A A1 F7 DO 29 46 51 A4 80
: DF
369 02  33: INTEGER
00 97 24 32 A4 37 17 8B 30 BD 96 19 5B 77 37 89
AB 2F FF 15 59 4B 17 6D D1 75 B6 32 56 EE 5A F2
_ CF
404 02 129: INTEGER
: 00 8F D3 67 31 23 76 54 BB E4 1F 5F 1F 84 53 E7
1C A4 14 FF C2 2C 25 D9 15 30 9E 5D 2E 62 A2 A2
6C 71 11 F3 FC 79 56 8D AF AO 28 04 2F E1 A5 2A
04 89 80 5C OD E9 Al A4 69 C8 44 C7 CA BB EE 62
5C 30 78 88 8C 1D 85 EE A8 83 F1 AD 5B C4 E6 77
6E 8E 1A 07 50 91 2D F6 4F 79 95 64 99 F1 E1 82
47 5B OB 60 E2 63 2A DC D8 CF 94 E9 C5 4F D1 F3
B1 09 D8 1F 00 BF 2A B8 CB 86 2A DF 7D 40 B9 36
: 9A
536 30 24: SEQUENCE {
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538 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-bBis
547 30 13: SEQUENCE {
549 02 4: INTEGER 1376285941
555 02 5: INTEGER
: 00 EE 39 AD B3
}
}
}

)
562 30 427: SEQUENCE {
566 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-B-ParamSet
575 30 414: SEQUENCE {
579 02 2: INTEGER 1024
583 02 129: INTEGER
: 00 C6 97 1F C5 75 24 B3 0OC 90 18 C5 E6 21 DE 15
49 97 36 85 4F 56 A6 F8 AE E6 5A 7A 40 46 32 Bl
BC FO 34 9F FC AF CB OA 10 31 77 97 1F C1 61 2A
DC DB 8C 8C C9 38 C7 02 25 C8 FD 12 AF FO 1B 1D
06 4E OA D6 FD E6 AB 91 59 16 6C B9 F2 FC 17 1D
92 FO CC 7B 6A 6B 2C D7 FA 34 2A CB E2 C9 31 5A
42 D5 76 B1 EC CE 77 A9 63 15 7F 3D OB D9 6A 8E
BO BO F3 50 2A D2 38 10 1B 05 11 63 34 F1 E5 B7
: AB
715 02 33: INTEGER
00 BO 9D 63 4C 10 89 9C D7 D4 C3 A7 65 74 03 EO
58 10 BO 7C 61 A6 88 BA B2 C3 7F 47 5E 30 8B 06
_ 07
750 02 128: INTEGER
: 3D 26 B4 67 D9 4A 3F FC 9D 71 BF 8D B8 93 40 84
13 72 64 F3 C2 E9 EB 16 DC A2 14 B8 BC 7C 87 24
85 33 67 44 93 4F D2 EF 59 43 F9 ED 0B 74 5B 90
AA 3E C8 D7 OC DC 91 68 24 78 B6 64 A2 E1 F8 FB
56 CE F2 97 2F EE 7E DB 08 4A F7 46 41 9B 85 4F
AD 02 CC 3E 36 46 FF 2E 1A 18 DD 4B EB 3C 44 F7
F2 74 55 88 02 96 49 67 45 46 CC 91 87 C2 07 FB
: 8F 2C EC E8 E2 29 3F 68 39 5C 47 04 AF 04 BA B5
881 30 110: SEQUENCE {

883 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-bBis
892 30 99: SEQUENCE {

894 02 4: INTEGER 1536654555

900 02 4: INTEGER 1855361757

906 02 85: INTEGER
: 00 BC 3C BB DB 7E 6F 84 82 86 E1 9A D9 A2 7A 8E
29 7E 5B 71 C5 3D D9 74 CD F6 OF 93 73 56 DF 69
CB C9 7A 30 OC CC 71 68 5C 55 30 46 14 7F 11 56
8C 4F DD F3 63 D9 D8 86 43 83 45 A6 2C 3B 75 96
3D 65 46 AD FA BF 31 B3 12 90 D1 2C AE 65 EC B8
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30 9E F6 67 82

}
}
}

)
993 30 351: SEQUENCE {
997 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-C-ParamSet
1006 30 338: SEQUENCE {
1010 02 2: INTEGER 1024
1014 02 129: INTEGER
: 00 9D 88 E6 D7 FE 33 13 BD 2E 74 5C 7C DD 2A B9
EE 4A F3 C8 89 9E 84 7D E7 4A 33 78 3E A6 8B C3
05 88 BA 1F 73 8C 6A AF 8A B3 50 53 1F 18 54 C3
83 7C C3 C8 60 FF D7 E2 E1 06 C3 F6 3B 3D 8A 4C
03 4C E7 39 42 A6 C3 D5 85 B5 99 CF 69 5E D7 A3
C4 A9 3B 2B 94 7B 71 57 BB 1A 1C 04 3A B4 1E C8
56 6C 61 45 E9 38 A6 11 90 6D EO D3 2E 56 24 94
56 9D 7E 99 9A OD DA 5C 87 9B DD 91 FE 12 4D F1
: E9
1146 02 33: INTEGER
00 FA DD 19 7A BD 19 Al B4 65 3E EC F7 EC A4 D6
A2 2B 1F 7F 89 3B 64 1F 90 16 41 FB B5 55 35 4F
: AF
1181 02 128: INTEGER
' 74 47 ED 71 56 31 05 99 07 OB 12 60 99 47 A5 C8
C8 A8 62 5C F1 CF 25 2B 40 7B 33 1F 93 D6 39 DD
D1 BA 39 26 56 DE CA 99 2D DO 35 35 43 29 Al E9
5A 6E 32 D6 F4 78 82 D9 60 B8 F1 OA CA FF 79 6D
13 CD 96 11 F8 53 DA B6 D2 62 34 83 E4 67 88 70
84 93 93 7A 1A 29 44 25 98 AE C2 EO 74 20 22 56
34 40 FE 9C 18 74 OE CE 67 65 AC 05 FA FO 24 A6
: 4B 02 6E 7E 40 88 40 81 9E 96 2E 7E 5F 40 1A E3
1312 30 34: SEQUENCE {

1314 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-bBis
1323 30 23: SEQUENCE {
1325 02 4: INTEGER 1132758852
1331 02 5: INTEGER
: 00 B5 OA 82 6D
1338 02 8: INTEGER
: 7F 57 5E 81 94 BC 5B DF
}
}
}

)
1348 30 371: SEQUENCE {
1352 06 7: OBJECT IDENTIFIER
1d-GostR3410-94-CryptoPro-D-ParamSet
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1361 30 358: SEQUENCE {
1365 02 2: INTEGER 1024
1369 02 129: INTEGER
: 00 80 F1 02 D3 2B OF D1 67 DO 69 C2 7A 30 7A DA
D2 C4 66 09 19 04 DB AA 55 D5 B8 CC 70 26 F2 F7
Al 91 9B 89 0OC B6 52 C4 OE 05 4E 1E 93 06 73 5B
43 D7 B2 79 ED DF 91 02 00 1C D9 E1 A8 31 FE 8A
16 3E ED 89 AB 07 CF 2A BE 82 42 AC 9D ED DD BF
98 D6 2C DD D1 EA 4F 5F 15 D3 A4 2A 66 77 BD D2
93 B2 42 60 CO F2 7C OF 1D 15 94 86 14 D5 67 B6
6F A9 02 BA Al 1A 69 AE 3B CE AD BB 83 E3 99 C9
: B5
1501 02 33: INTEGER
00 FO F5 44 C4 18 AA C2 34 F6 83 FO 33 51 1B 65
C2 16 51 A6 07 8B DA 2D 69 BB 9F 73 28 67 50 21
: 49
1536 02 128: INTEGER
: 6B CC OB 4F AD B3 88 9C 1E 06 AD D2 3C CO 9B 8A
B6 EC DE DF 73 FO 46 32 59 5E E4 25 00 05 D6 AF
5F 5A DE 44 CB 1E 26 E6 26 3C 67 23 47 CF A2 6F
9E 93 93 68 1E 6B 75 97 33 78 4C DE 5D BD 9A 14
A3 93 69 DF D9 9F A8 5C CO D1 02 41 C4 01 03 43
F3 4A 91 39 3A 70 6C F1 26 77 CB FA 1F 57 8D 6B
6C FB E8 A1l 24 2C FC C9 4B 3B 65 3A 47 6E 14 5E
: 38 62 C1 8C C3 FE D8 25 7C FE F7 4C DB 20 5B F1
1667 30 54: SEQUENCE {

1669 06  7: OBJECT IDENTIFIER id-GostR3410-94-bBis
1678 30  43: SEQUENCE {
1680 02  4: INTEGER 333089693
1686 02  5: INTEGER
- 00 AO E9 DE 4B
1693 02  28: INTEGER

41 AB 97 85 7F 42 61 43 55 D3 2D BO B1 06 9F 10
9A 4D A2 83 67 6C 7C 53 A6 81 85 B4

}
}
}

)
1723 30 396: SEQUENCE {
1727 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-XchA-ParamSet
1736 30 383: SEQUENCE {
1740 02 2: INTEGER 1024
1744 02 129: INTEGER
: 00 CA 3B 3F 2E EE 9F D4 63 17 D4 95 95 A9 E7 51
8E 6C 63 D8 F4 EB 4D 22 D1 0D 28 AF 0B 88 39 FO
79 F8 28 9E 60 3B 03 53 07 84 B9 BB 5A 1E 76 85
9E 48 50 C6 70 C7 B7 1C OD F8 4C A3 EO D6 C1 77
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FE 9F 78 A9 D8 43 32 30 A8 83 CD 82 A2 B2 B5 C7
A3 30 69 80 27 85 70 CD B7 9B FO 10 74 A6 9C 96
23 34 88 24 BO C5 37 91 D5 3C 6A 78 CA B6 9E 1C
FB 28 36 86 11 A3 97 F5 OF 54 1E 16 DB 34 8D BE
: 5F
1876 02 33: INTEGER
00 CA E4 D8 5F 80 C1 47 70 4B 0C A4 8E 85 FB 00
A9 05 7A A4 AC C4 46 68 E1 7F 19 96 D7 15 26 90
: D9
1911 02 129: INTEGER
: 00 BE 27 D6 52 F2 F1 E3 39 DA 73 42 11 B8 5B 06
AE 4D E2 36 AA 8F BE EB 3F 1A DC C5 2C D4 38 53
77 7TE 83 4A 6A 51 81 38 67 8A 8A DB D3 A5 5C 70
A7 EA B1 BA 7A 07 19 54 86 77 AA F4 E6 09 FF B4
7F 6B 9D 7E 45 BO DO 6D 83 D7 AD C5 33 10 AB D8
57 83 E7 31 7F 7E C7 32 68 B6 A9 CO 8D 26 OB 85
D8 48 56 96 CA 39 C1 7B 17 FO 44 D1 EO 50 48 90
36 AB D3 81 C5 E6 BF 82 BA 35 2A 1A FF 13 66 01

: AF
2043 30 78: SEQUENCE {
2045 06 7: OBJECT IDENTIFIER id-GostR3410-94-bBis
2054 30 67: SEQUENCE {
2056 02 5: INTEGER
: 00 DO 5E 9F 14
2063 02 4: INTEGER 1177570399

2069 02 52: INTEGER
: 35 AB 87 53 99 CD A3 3C 14 6C A6 29 66 OE 5A S5E
5C 07 71 4C A3 26 DB 03 2D D6 75 19 95 CD B9 OA
61 2B 92 28 93 2D 83 02 70 4E C2 4A 5D EF 77 39
C5 81 3D 83

}
}
}

)
2123 30 375: SEQUENCE {
2127 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-XchB-ParamSet
2136 30 362: SEQUENCE {
2140 02 2: INTEGER 1024
2144 02 129: INTEGER
: 00 92 86 DB DA 91 EC CF C3 06 OA A5 59 83 18 E2
A6 39 F5 BA 90 A4 CA 65 61 57 B2 67 3F B1 91 CD
05 89 EE 05 F4 CE F1 BD 13 50 84 08 27 14 58 C3
08 51 CE 7A 4E F5 34 74 2B FB 11 F4 74 3C 8F 78
7B 11 19 3B A3 04 CO E6 BC A2 57 01 BF 88 AF 1C
B9 B8 FD 47 11 D8 9F 88 E3 2B 37 D9 53 16 54 1B
F1 E5 DB B4 98 9B 3D F1 36 59 B8 8C OF 97 A3 C1
08 7B 9F 2D 53 17 D5 57 DC D4 AF C6 DO A7 54 E2
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: 79
2276 02 33: INTEGER
00 C9 66 E9 B3 B8 B7 CD D8 2F FO F8 3A F8 70 36
C3 8F 42 23 8E C5 OA 87 6C D3 90 E4 3D 67 B6 01
: 3F
2311 02 128: INTEGER
: 7E 9C 30 96 67 6F 51 E3 B2 F9 88 4C FO AC 21 56
77 94 96 F4 10 EO 49 CE D7 E5 3D 8B 7B 5B 36 6B
1A 60 08 E5 19 66 05 A5 5E 89 C3 19 OD AB F8 OB
9F 11 63 C9 79 FC D1 83 28 DA E5 E9 04 88 11 B3
70 10 7B B7 71 5F 82 09 1B B9 DE OE 33 EE 2F ED
62 55 47 4F 87 69 FC E5 EA FA EE F1 CB 5A 32 EO
D5 C6 C2 FO FC OB 34 47 07 29 47 F5 B4 C3 87 66
: 69 93 A3 33 FC 06 56 8E 53 4A D5 6D 23 38 D7 29
2442 30 58: SEQUENCE {

2444 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-bBis
2453 30 47: SEQUENCE {
2455 02 4: INTEGER 2046851076
2461 02 5: INTEGER
: 00 D3 1A 4F F7
2468 02 32: INTEGER

7E C1 23 D1 61 47 77 62 83 8C 2B EA 9D BD F3 30
74 AF 6D 41 D1 08 AO 66 A1 E7 AO 7A B3 04 8D E2

}
}
}

)
2502 30 380: SEQUENCE {
2506 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-94-CryptoPro-XchC-ParamSet
2515 30 367: SEQUENCE {
2519 02 2: INTEGER 1024
2523 02 129: INTEGER
: 00 B1 94 03 6A CE 14 13 9D 36 D6 42 95 AE 6C 50
FC 4B 7D 65 D8 B3 40 71 13 66 CA 93 F3 83 65 39
08 EE 63 7B E4 28 05 1D 86 61 26 70 AD 7B 40 2C
09 B8 20 FA 77 D9 DA 29 C8 11 1A 84 96 DA 6C 26
1A 53 ED 25 2E 4D 8A 69 A2 03 76 E6 AD DB 3B DC
D3 31 74 9A 49 1A 18 4B 8F DA 6D 84 C3 1C FO 5F
91 19 B5 ED 35 24 6E A4 56 2D 85 92 8B Al 13 6A
8D OE 5A 7E 5C 76 4B A8 90 20 29 Al 33 6C 63 1A
: 1D
2655 02 33: INTEGER
00 96 12 04 77 DF OF 38 96 62 8E 6F 4A 88 D8 3C
93 20 4C 21 OF F2 62 BC CB 7D AE 45 03 55 12 52
_ 59
2690 02 128: INTEGER
3F 18 17 05 2B AA 75 98 FE 3E 4F 4F C5 C5 F6 16
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E1 22 CF FO EB D8 9E F8 1D C7 CE 8B F5 6C C6 4B
43 58 6C 80 F1 C4 F5 6D D5 71 8F DD 76 30 OB E3

36 78 42 59 CA 25 AA DE 5A 48 3F 64 CO 2A 20 CF

4A 10 F9 C1 89 C4 33 DE FE 31 D2 63 E6 C9 76 46

60 A7 31 EC CA EC B7 4C 82 79 30 37 31 E8 CF 69

20 5B C7 3E 5A 70 BD F9 3E 5B B6 81 DA B4 EE B9

- C7 33 CA AB 2F 67 3C 47 5E OE CA 92 1D 29 78 2E

2821 30 63: SEQUENCE {

2823 06 7: OBJECT IDENTIFIER 1d-GostR3410-94-bBis
2832 30 52: SEQUENCE {
2834 02 4: INTEGER 371898640
2840 02 5: INTEGER
: 00 93 F8 28 D3
2847 02 37: INTEGER

00 CA 82 CC E7 8A 73 8B C4 6F 10 3D 53 B9 BF 80
97 45 EC 84 5E 4F 6D A4 62 60 6C 51 F6 OE CF 30
2E 31 20 4B 81

| >GostR3410-94-ParamSetParameters.bin

IMI'TLQJCBOQYHKoUDAg IgADCBXQICAgACQQDUgXKuiZZgj7aTWbieuCpphuuQ4pd6
| TWO81z1s5dwzhuoKErND6RKP Ixd10YRYOXhrsMNFOWWXbv I1ZXsmxw3njAT1EAmJFe
| FsgmXt/Nox6 18kgJ3bBkvccoXdUNconwrG9J3S0CQQCe IgMVAMh3SoaVgtSv3iEn
| r6010LS2JwpvT1g3tQ1Q8gZIWYSKknICTBNZIviglqrGOvizUasPYSVsUKgbOI+Ic
|MBYGByqgFAw I CFAEWCwW I CXskCANNBAgECMI I1BVgYHKoUDAg 1 gAj CCAUKCAgQAAOGB
|ALTiXvsBj jyLh1BeKmdVPF7cVsKRS35Pid1/A/Azd+cKKQNIndYOeEGNPYUe21MX
| x1ceQLBCKMO3KC I jXLTYXVK5gojyrovrKNgladbthGodmJJOk1VhvWkwC53dBdJH
| €Z1tlny7AmcYgcVIEOXvctPm2tQiPcgqoffQKUZRp IDFATEATYQypDcXizCOlhlb
|dzedqy//FVILF23RdbYyVu5a8s8CgYEAjIONNMSN2VLVkH18FThFPNHKQU/81sJdkV
|MI5SdLmKiomxxEFP8eVaNr6AoBC/hpSoEiYBcDemhpGn IRMFKu+5i1XDB4 i lwdhe6o
| 9/GtW8Tmd260GgdQkS32T3mVZInx4Y JHWwEg4mMg3NjP1ONFTOHZzsSQNnYHWC/Kr jL
| hi r FFUCS5NpowGAYHKoUDAg IUBDANAgQRSCHT1AgUA7 jmtszCCAasGByqFAwICIAMw
| 9gGeAg 1EAAKBQQDG IX/FASSzDJAYxeYh3hVJl zaFTlam+K7mWnpAR jKxvPAON/yv
| ywoQMXeXH8FhKtzbj 1zJOMcCJc j9Eq/wGx0GTgrW/earkVkWbLny/BcdkvDMe2pr
| LNF6NCrL4skxWKkLVdrHsznepYxV/PQvZaobwsPNQKt 14EBsSFEWMO8eW3qw Il hALCd
| YOWQ1ZzX1IMONZXQD4FgQsHxhpoi6ssN/R14wiwYHAOGAPSa0Z9 IKP/ydcb+NuJNA
| hBNyZPPC6esW3K1UuLx8hySFM2dEkO/S711D+eOLdFuQqj 7 11wzckWgkelLZkouH4
| +1b08pcv7n7bCEr3RkGbhU+tAsw+Nkb/LhoY3UvrPET38nRViIAKWSWAFRsyRh81H
| +48s70] 1IKT900VXHBK8EurUwbgYHKoUDAgQ IUBDB jAgRb13zbAgRulpLdATUAVDyY7
| 235vh IKG4ZrZonqOKX5bccU92XTN9g+Tclbfacvle jAMzHFoXFUWRhR/EVaMT93z
| YOnYhkODRaYsO3WWPWVGrTq/MbMSKNEsrmXsuDCe9meCMI 1BXwYHKoUDAg1gBDCC
| AVICAgQAAOGBAJ2 15t F+Mx09LNRcTNOque5K88i1JInoR9500zeD6mi8MFiLofc4dxq
| r4qzUFMTGFTDg3zDyGD/1+LhBsP20z2KTANM5z 1CpsPVhbWZz21e16PEqTsr IHtx
| V7saHAQ6tB7 IVmxhRek4phGQbeDTLIYkIFadfpmaDdpch5vdkf4STFHpATEA+tE0Z
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|er0ZobRIPuz37KTWo i sTF4k7ZB+QFkH7tVU1T68CgYBOR+1xVjEFMQCLEMCZRE6X I
| YKhiXPHPJIStAezMTkOY53dG60SZW3sqZLdALINUMpoelabj LWOHIC2WC48QrK/31t
|ES2WEFhT2rbSY jSD5Ge 1 c1STk30aKUQImK7C4HQg 1 1YOQP6cGHQOzmd I rAX68CSm
| SwWIJuFkC1QIGel i5+X0Aa4zAiBgcqghQMCAhRQEMBCcCBEOEhROQCBQC1CoJtAgh/V16B
| 1Lxb3zCCAXMGByqgFAwI1CIAUwggFmAg I EAAKBgQCA8BQLTKwW/RZ9BpwnowetrSxGYJ
| GQTbg IXVuMxwJvL30ZGb i Qy2UsQOBU4ekwZzWOPXsnnt35ECABzZ4agx/ooWPu2J
| gwFPKr6CQqyd7d2/mNYs3dHqT18V06QqZne90p0yQmDABNWPHRWUhhTVZ7ZvqQK6
| oRpprjvOrbubD45nJtQI1hAPD1IRMQYqgs1090PwWM1EbZc IWUaYHi9otabufcyhnUCFJ
| AoGAa8wLT62z i1 JweBq3SPMCbirbs3t9z8EYyWV7kJIQAF1qOTWE5EYyx4m51Y8ZyNH
| z6JIvnpOTaB5rdZczeEzeXb2aFKOTad/Zn6hcwNECQCcQBAOPzSpESONBs8SZ3y/of
| V41rbPvooSQs/MILO2U6R24UXjhiwYzD/tgl tP73TNsgW/EwNgYHKoUDAgQ IUBDAr
| AgQT20udAgUA0ONneSw I cQauxXhX9CYUNVOy2wsQafEIpNooNnbHXTpoGFtDCCAYWG
| BygFAWICIQEwggF/Ag 1 EAAKBgQDKOz8u7p/UYXTUIZWp51GObGPYOOtN I tENKK8L
| iDnwefgonmA7AIMHhLM7Wh52hZ51UMZwx7ccDfhMo+DWwXF+n3 1 p2EMyMKiDzYKi
| srXHozBpgCeFcM23m/AQdKac I iMOiCSwxTeR1TxqgeMg2nhz7KDaGEaOX9Q9UHhbb
IN12+XwIhAMrk2F+AwUdwSwyk j oX7AKkFeqSsxEZo4X8Z1tcVIpDZAoGBAL4N1 1Ly
| 8eM52nNNCEbhbBg5N4 jaqj 77rPxrcxSzUOFN3ToNKal GBOGeK i tvTpVxwp+gxunoH
| GVSGd6r05gn/tHIOrnX5FsNBtg9etxTMQq9hXg+cxF37HMmi2qcCNIguF2EhWEso5
| wWXsX8ETR4FB I kDarO4HF5r+CujUqgGv8TZgGvME4AGBYqFAW I CFAQWQwW I FANBenxQC
| BEYWTF8CNDWrh10ZzaM8FGymKWYOWI5cB3FMoybbAy3WdRmVzbkKYSuSKJIMtgwJw
| TsIKXe930cWBPYMwggF3BgcghQMCATECMI IBag 1 CBAACgYEAKkobb2pHsz8MGCqVZ
| oxj3 ipgnlupCkymVhV7JInP7GRzQWJ7gX0zvG9E1CECCcUWMMIUc56TvUOdCV7ETRO
| P194exEZO6MEWOa8o 1cBv4ivHLM4/UcR2J+14ys32VMWVBvX5duOmJs98TZZu lwP
| 16PBCHUTLVMX1VTc1K/GOKdU4nkCI1QDJIZumzuLN2C/w+Dr4cDbDjOIj jsUKh2zT
| k0OQ9Z7YBPWKBgH6CcMJIZNb1HjsvmITPCs1VZ31JbOEOBIzZtFIPYt7WzZrGmAISRImM
| BaveicMzDav4C58RY815/NGDKNr16QS IEbNWEHU3cV+CCRU53g4z7i/tYIVHT4dp
| 70Xg+u7xy1loy4NXGwvD8CzRHBY IHObTDh2Zpk6Mz/AZWj INK1WO j ONcpMDOGBy(qF
| Aw I CFAQwLw I EegB4BAIFANMaT/cCIH7BI9FhR3d1g4wr6p298zB0Or21B0QigZgHn
|oHqzBI13iMI1 1BFAYHKOUDAg IhAzCCAWBCAgQAAOGBALGUA2rOFBOdNtZCla5sUPXL
| FWXYSOBXE2bKk/0DZTk 1 7mN75CgFHYZhJInCteOAsCbgg+nTZ2inlERQEItpsJhpT
| 7SUUTYppogN25g3b09zTMXSaSRoYS4/abYTDHPBTkRm17TUKbgRWLYWS16ETao00
|Wn5cdkuokCApoTNSYxodATEAThIEd98P0OJZi ym9KiNg8kyBMIQ/yYrzLTa5FALUS
JUTKCgYA/GBCFK6p1mP4+TO/FXFYWASLP+evYnvgdx86L9WzGSONYb IDXXPVt1XGP
| SXYWC+M2eEJZy iWg3 Ip IP2TAKiDPShD5wYNEM97+MdJ j 5s 12RmCnMezK7LdMgnkw
| NzHoz2kgW8c+WnC9+T5btoHat065xzPKqy9nPEdeDsqSHS 14L jA/BgcghQMCAhQE
| MDQCBBYqURACBQCT+CjTAT1UAyoLM54pzi8RVED1Tub+Al10XshF5PbaR1YGXROg7P
|MC4x1EuB

| <GostR3410-94-ParamSetParameters.bin

11.4. GOST R 34.10-2001 Public Key Algorithm Parameters

For each Algorithmldentifier in this sequence, the parameters field
contains GostR3410-2001-ParamSetParameters.

0 30 998: SEQUENCE {

4 30 156: SEQUENCE {

7 06 7: OBJECT IDENTIFIER
1d-GostR3410-2001-TestParamSet
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16 30 144: SEQUENCE {
19 02 1: INTEGER 7
22 02 32: INTEGER
5F BF F4 98 AA 93 8C E7 39 B8 EO 22 FB AF EF 40
56 3F 6E 6A 34 72 FC 2A 51 4C 0OC E9 DA E2 3B 7E
56 02 33: INTEGER
: 00 80 00 00 OO0 OO OO0 OO0 OO OO OO OO 00 00 00 00
00 00 00 00 OO0 OO OO0 00 OO OO OO 00 00 00 00 04
: 31
91 02 33: INTEGER
: 00 80 00 00 OO0 OO OO0 00 OO OO OO OO 00 00 00 00
01 50 FE 8A 18 92 97 61 54 C5 9C FC 19 3A CC F5

: B3
126 02 1: INTEGER 2
129 02 32: INTEGER

08 E2 A8 AO E6 51 47 D4 BD 63 16 03 OE 16 D1 9C
85 C9 7F OA 9C A2 67 12 2B 96 AB BC EA 7E 8F C8

}

.
163 30 159: SEQUENCE {
166 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-2001-CryptoPro-A-ParamSet
175 30 147: SEQUENCE {
178 02  33: INTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD

: 94
213 02 2: INTEGER 166

217 02 33: INTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
: 97
252 02 33: INTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 6C 61 10 70 99 5A D1 00 45 84 1B 09 B7 61 B8

: 93
287 02 1: INTEGER 1
290 02 33: INTEGER

00 8D 91 E4 71 EO 98 9C DA 27 DF 50 5A 45 3F 2B
76 35 29 4F 2D DF 23 E3 B1 22 AC C9 9C 9E 9F 1E
14

}

)
325 30 188: SEQUENCE {
328 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-2001-CryptoPro-B-ParamSet
337 30 176: SEQUENCE {
340 02 33: INTEGER
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00 80 00 00 OO0 OO OO 00 OO OO OO OO 00 00 00 00
00 00 00 00 00 OO0 OO0 00 OO0 OO0 OO OO 00 00 00 OC
: 96
375 02 32: INTEGER
: 3E 1A F4 19 A2 69 A5 F8 66 A7 D3 C2 5C 3D F8 OA
: EQ 79 25 93 73 FF 2B 18 2F 49 D4 CE 7E 1B BC 8B
409 02 33: INTEGER
: 00 80 00 00 OO0 OO OO 00 OO0 OO OO OO 00 00 00 00
00 00 00 00 00O OO0 OO0 00 OO0 OO OO OO 00 00 00 OC
: 99
444 02 33: INTEGER
: 00 80 00 00 OO0 OO OO 00 OO0 OO OO OO 00 00 00 00
01 5F 70 OC FF F1 A6 24 E5 E4 97 16 1B CC 8A 19

: 8F
479 02 1: INTEGER 1
482 02 32: INTEGER

3F A8 12 43 59 F9 66 80 B8 3D 1C 3E B2 CO 70 E5
C5 45 C9 85 8D 03 EC FB 74 4B F8 D7 17 71 7E FC

}

)
516 30 159: SEQUENCE {
519 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-2001-CryptoPro-C-ParamSet
528 30 147: SEQUENCE {
531 02 33: INTEGER
00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75

: 98
566 02 3: INTEGER 32858

571 02 33: INTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75
: 9B
606 02 33: INTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA 58 2C A3 51 1E DD FB 74 FO 2F 3A 65 98 98 0B

: B9
641 02 1: INTEGER O
644 02 32: INTEGER

41 EC E5 57 43 71 1A 8C 3C BF 37 83 CD 08 CO EE
4D 4D C4 40 D4 64 1A 8F 36 6E 55 OD FD B3 BB 67

}

)
678 30 159: SEQUENCE {
681 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-2001-CryptoPro-XchA-ParamSet
690 30 147: SEQUENCE {
693 02  33: INTEGER
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00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD

: 94
728 02 2: INTEGER 166

732 02 33: INTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
: 97
767 02 33: INTEGER
: 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 6C 61 10 70 99 5A D1 00 45 84 1B 09 B7 61 B8

: 93
802 02 1: INTEGER 1
805 02 33: INTEGER

00 8D 91 E4 71 EO 98 9C DA 27 DF 50 5A 45 3F 2B
76 35 29 4F 2D DF 23 E3 B1 22 AC C9 9C 9E 9F 1E
14

}

)
840 30 159: SEQUENCE {
843 06 7: OBJECT IDENTIFIER
: 1d-GostR3410-2001-CryptoPro-XchB-ParamSet
852 30 147: SEQUENCE {
855 02 33: INTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75

: 98
890 02 3: INTEGER 32858

895 02 33: INTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA CF 84 6E 86 78 90 51 D3 79 98 F7 B9 02 2D 75
: 9B
930 02 33: INTEGER
: 00 9B 9F 60 5F 5A 85 81 07 AB 1E C8 5E 6B 41 C8
AA 58 2C A3 51 1E DD FB 74 FO 2F 3A 65 98 98 0B

: B9
965 02 1: INTEGER O
968 02 32: INTEGER

41 EC E5 57 43 71 1A 8C 3C BF 37 83 CD 08 CO EE
4D 4D C4 40 D4 64 1A 8F 36 6E 55 OD FD B3 BB 67

}
}
}

| >GostR3410-2001-ParamSetParameters.bin

IMI1D5jCBNAYHKOUDAgG I JADCBKAIBBw I gX7/0mKgT jJOc5uOAi +6/vQFY/bmoOcvwg
JUUwM6Bdr 1034C1QCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEMQ TRATAA
| AAAAAAAAAAAAAAAAAAFQ/ 0oYkpdhVMWe/Bk6zPWzAgECATAL4qig5IFH1L1 jFgMO
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|FtGechcl/CpyiZxIrlqu86n6PyDCBNwYHKOUDAg 1 JATCBkWIhAP/////////7/7/77
|\/7/7/7/7/77//7///7/77//77/77/777/720AQVApglhAP/////////7//7//77//77/777777
|\//7/77/777/77777/72XANEAL/////7//7/7777777777772XhEHCZWEEARYQbCbdhudMC
| AQECIQCNkeRx4Jic2i TFUFpFPYt2NSIPLA8j47E1rMmcnp8eFDCBVAYHKOUDAgQI j
| AjCBSAThATAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAYWATA+GVQZommI
| +Gan08JcPTfgK6Xk 1k3P/KxgvSdTOFfhu8iwlhATAAAAAAAAAAAAAAAAAAAAAAAAAA
| AAAAAAAAAAAAAAYZATEAQAAAAAAAAAAAAAAAAAAAAVOWDP/Xxpi TI5JCWGBYKGY8C
| AQEC 1 D+OEKNZ+WaAuDOCPrLAcCOXFRcmF jQPs+3RL+NcXcX78MIGFBgcghQMCAIMD
IMIGTATEAM59gX1gFgQerHsheaOHIgqs+EboZ4kFHTeZ j3uQltdZgCAwCAWgIhAJuF
| YFOahYEHgX7 IXmtByKrPhG6GeJBRO3mY97kCLXWbATEAM59gX1gFgQerHsheaOH I
|algsolEe3ft08C86Z2Z1 YC7KCAQACIEHsS5VADCRMPL83g801wO5NTCcRALGQajzZu
| VQ39s7enMIGTBgcghQVMCAIQAMIGTAINEA///////////7///7///71//77//7/7//777/777
|\/77/77777/7/7ZQCAQCMAREA/// /777177777777 ///7///7/7/////7//7//////7/7Z2cC
|1QD/////////7///7//77/7/777/7bGEQcI1a0QBFhBsJt2G4kwIBAQIhAI2R5HHgMIZza
| J99QWKU/K3Y1KU8t3yP jsSKsyZyenx4UMIGFBgcqhQMCATIQBMIGTATEAM59gX1gF
|gQerHsheaOHIlgs+EboZ4kFHTeZj3uQ1tdZgCAWCAWg hAJuFYF9ahYEHgX7 I XmtB
| YKrPhG6GeJBRO3mY97KkCLXWbATEAM59gX1gFgQerHsheaOHIglgsolEe3Ft08C86
| ZZiYC7kCAQACIEHS5VADCcRQMPL83g80 IwO5NTCcRAL1GQajzZuVQ39s7tn

| <GostR3410-2001-ParamSetParameters.bin
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