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Abstract

Fl oor control is a neans to nanage joint or exclusive access to
shared resources in a (multiparty) conferencing environment.

Thereby, floor control conplenments other functions -- such as
conference and nedi a session setup, conference policy manipul ation,
and nedia control -- that are realized by other protocols. This

docunent defines the requirenents for a floor control protocol for
mul ti party conferences in the context of an existing framework.
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1. Introduction

Conference applications often have shared resources such as the right
to talk, input access to a linited-bandw dth video channel, or a
poi nter or input focus in a shared application.

In many cases, it is desirable to be able to control who can provide
i nput (send/wite/control, depending on the application) to the
shared resource.

Fl oor control enables applications or users to gain safe and nutual ly
excl usi ve or non-excl usive input access to the shared object or
resource. The floor is an individual tenporary access or
mani pul ati on permi ssion for a specific shared resource (or group of
resources) [6].

Fl oor control is an optional feature for conferencing applications.
SIP [2] conferencing applications may al so decide not to support this
feature at all. Two-party applications may use floor control outside
conferenci ng, although the useful ness of this kind of scenario is
limted. Floor control may be used together with the conference
policy control protocol (CPCP) [7], or it nay be used as an

i ndependent stand-al one protocol, e.g., with SIP but wthout CPCP

Fl oor control has been studied extensively over the years (e.g., [8],
[6], and [5]); therefore, earlier work can be | everaged here.

The present docunment describes the requirenments for a floor contro

protocol. As a requirenents specification, the docunent nakes no
assunptions about the later inplenentation of the respective
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requi rements as parts of one or nore protocols or about the entities
i npl enenting them and their roles.

Thi s docunent may be used in conjunction with other docunents, such
as the conferencing framework docunment [3]. In particular, when
speaki ng about a floor control server, this entity may be identi cal
to or co-located with the focus or a conference policy server defined
in the framework docunent, while participants and fl oor chairs
referred to in this specification nmay be regular participants as

i ntroduced in the conferencing framework docunent. In this
specification, the term"floor control protocol"” is used in an
abstract sense and may ultinmately be napped to any of the existing
conference control or other signaling protocols (including CPCP and
SIP). However, defining those relationships is left to a concrete
floor control protocol specification

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

3. Term nol ogy
Thi s docunent uses the definitions from][3].
The followi ng additional definitions apply:

Fl oor: A permission to access or mani pulate a specific shared
resource or set of resources tenporarily.

Conference owner: A privileged user who controls the conference,
creates floors, and assigns and deassigns floor chairs. The
conference owner does not have to be a nenber in a conference.

Fl oor chair: A user (or an entity) who manages one floor (grants,
deni es, or revokes a floor). The floor chair does not have to be a
menber in a conference.

Fl oor control: A nmechanismthat enables applications or users to gain
saf e and nutual |y excl usive or non-exclusive input access to the
shared object or resource.

Fl oor control server: A logical entity that maintains the state of
the floor(s) including which floors exists, who the floor chairs are,
who holds a floor, etc. Requests to manipulate a floor are directed
at the floor control server.
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Fl oor request set: A logical data structure holding all requests for
a particular floor at a given point in tine.

Fl oor hol der set: A logical data structure identifying al
partici pants who currently hold the floor.

4. MNbdel

The nmodel for floor control is conmposed of three logical entities: a
single floor control server, one or nore floor chairs (noderators),
and any nunber of regular conference participants.

A floor control protocol is used to convey the floor control mnessages
anong the floor chairs (noderators) of the conference, the floor
control server, and the participants of the conference. A
centralized architecture is assunmed in which all nmessages go via one
point, the floor control server. Processing (granting or rejecting)
floor control requests is done by the one or nore floor chairs or by
the server itself, depending on the policy.

Fl oor requests fromthe participants are received by the floor
control server and kept (at the level of the floor control protocol)
in a floor request set (i.e., are not ordered in any particul ar
fashion). The current floor holders are reflected in a current floor
hol der set. Floor chairs are capable of manipul ating both sets to
grant, revoke, reject, and pass the floor (for exanple).

The order in which requests are processed, whether they are granted
or rejected, and how many participants obtain a floor sinultaneously
are determ ned by a higher-layer application operating on these sets
and are not confined by the floor control protocol

A floor is associated with one or nore nedia sessions. The
centralized conference server manages the floors and thus controls
access to the nedia sessions. There are two aspects to this: 1) The
server maintains and distributes consistent state infornmation about
who has a certain floor at a certain point in time and does so
following sonme rule set. This provides all participants with the
necessary informati on about who is allowed to speak (for exanple),
but relies on a cooperative behavior anong all participants. 2) In
addition, to prevent individuals fromignoring the "hints" given by
the floor control server, the latter nay (e.g., in cooperation with
ot her functional entities) enforce conpliance with floor status,
e.g., by blocking nmedia streans fromparticipants not entitled to
speak. The floor control server controls the floors at |east at the
signaling level. |In addition, actively controlling the actua
(physical) nedia resources is highly recommended, but beyond the
scope of this docunent.
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As noted in the introduction, an actual protocol specification
fulfilling the requirenments defined in this meno may map the
components of the above nobdel onto the conferencing conponents
defined in the conferencing framework docunent. Sone of these
aspects are discussed briefly in the next section.

5. Integration with Conferencing

Fl oor control itself does not support privileges such as creating
floors and appointing floor chairs and handing over chair privil eges
to other users (or taking themaway). Instead, sone externa
mechani sm such as conference managenent (e.g., CPCP or web interface
for policy manipulation) is used for that.

The conference policy (and thus the conference owner or creator)
defines whether floor control is in use or not. Actually enforcing
conference nmedia distribution in line with the respective nedia’s
floor status (e.g., controlling an audio bridge) is beyond the scope
of this docunment. Floor control itself does not define nedia
enforcenent. It is up to the conference and nedia policies to define
whi ch nedia streans nmay be used in a conference and whi ch ones are
floor controll ed.

Typically, the conference owner creates the floor(s) using the
conference policy control protocol (or sone other nechanisnm and
appoi nts the floor chair. The conference owner can renove the floor
anytinme (so that a nedia session is not floor-controlled anynore) or
change the floor chair or floor paraneters.

The fl oor chair just controls the access to the floor(s), according
to the conference policy.

A floor control server is a separate logical entity, typically
co-located with focus and/or conference policy server. Therefore,
the floor control server can interact with the focus and conference
policy server and medi a servers as needed. Conmuni cati on nmechani sns
between the floor control server and other central conferencing
entities are not wwthin the scope of the floor control protocol

requi rements described in this document.

Conferences may be cascaded, and hence a single participant in one
conference may represent a second conference (called subconference).
Froma floor control perspective, there is no difference between a
participant (identified by its URI) representing a single person or
anot her (set of) subconference(s).
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Note: In the latter case, it is the responsibility of the
subconference to negotiate floor requests internally before passing
on a request to the conference and to assign a floor internally upon
receiving a floor grant. This may be done recursively by enpl oying
the floor control protocol with a different floor control server in
t he subconf erence.

6. Assunptions about a Conference Policy

The floor control protocol is supposed to be used to manage access to
shared resources in the context of a conference. It is up to this
conference -- nore precisely, its conference policy [4] -- to define
the rules for the operation of the floor control protocol

Furthernmore, a conference policy control protocol [4] may define
nmechani sns that alter those rules during the course of a conference.
This section briefly outlines the assunptions nmade by a floor contro
prot ocol about the conference policy and nmeans for its nodification.

The conference policy is expected to define the rules for floor
control, which inplies in particular that it is not the
responsibility of the floor control protocol to establish or
conmuni cate those rul es.

In general, it is assuned that the conference policy al so defines who
is allowed to create, change, and renpve a floor in a conference.

Conference participants and floor chairs should be able to get and
set floor-related paraneters. The conference policy may restrict who
may access or alter which parameters. Note that not all paraneters
mai ntained for a floor are also interpreted by the floor contro
protocol (e.g., floor policy descriptions my be stored associ at ed
with a floor but may be interpreted by a higher-1layer application).
Note al so that changes to the floor control policy are outside the
scope of the floor control protocol and are (for exanple) to be
carried out by a conference policy control protocol.

(For exanple, it may be useful to see who the floor chair is, what
kind of policy is in use, tinme limts, number of sinultaneous floor
hol ders, and current floor hol der.)

The followi ng requirenents on a conference policy related to floor
control are identified in [4]:

REQ F1: It MJIST be possible to define whether floor control is in use
or not.
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REQ F2: It MJST be possible to define the algorithmto be used in
granting the floor. (Note: Exanples of algorithns are noderator-
controlled, FCFS, or random)

Note: It nust be possible to use an automated fl oor policy where the
floor control server decides autononously about granting and
rejecting floor requests as well as revoking the floor. It nust also
be possible to use a chair-controlled floor policy in which the floor
control server notifies the floor chair and waits for the chair to
make a decision. This enables the chair to fully control who has the
floor. The server MAY forward all requests inmediately to the floor
chair, or it may do filtering and send only occasional notifications
to the chair.

REQ F3: It MJST be possible to define how many users can have the
floor at the sane tine.

REQ F4: It MJIST be possible to have one floor for one or nore nedia
types.

REQ F5: It MJST be possible to have nultiple floors in a conference

REQ F6: It MJIST be possible to define whether a floor is noderator-
control |l ed or not.

REQ F7: If the floor is noderator-controlled, it MJST be possible to
assign and replace the floor noderator

7. Floor Control Protocol Requirenents

This section covers the requirements on a floor control protocol
The requirements are grouped as follows: 1) floor control protoco
bet ween partici pant and server; 2) floor control protocol between
floor chairs and server; 3) floor control server managenent; and 4)
general protocol requirenents.

7.1. Conmuni cation between Participant and Server
REQ PS-1: Participants MJUST be able to request (claim a floor

REQ PS-2: It SHOULD be possible for a participant requesting a fl oor
to give additional information about the request, such as the topic
of the question for an audio floor. Note: In sone scenarios, the
floor control server or the floor chair may use this information when
granting the floor to the user, or when mani pul ating the floor sets
at the server.
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REQ PS-3: It MJST be possible for a participant to nodify (e.g.
cancel) a previously placed floor request.

REQ PS-4: It SHOULD be possible for a participant to initiate a floor
control operation (e.g., floor request, release) on behalf of another
participant (third-party floor control) provided that he is

aut hori zed to do so.

REQ PS-5: A participant MJUST be infornmed that she has been granted
the fl oor.

REQ PS-6: A participant MJUST be infornmed that his floor request has
been rejected.

REQ PS-7: A participant MJUST be informed that the floor was revoked
from her.

REQ PS-8: A participant SHOULD be informed that her floor request is
pending and will be processed | ater.

REQ PS-9: A floor holder MUST be able to release a floor

REQ PS-10: It MJUST be possible to notify conference partici pants of
(changes to) the floor holder(s).

REQ PS-11: It MJST be possible to notify conference partici pants when
a new floor request is being nade.

REQ PS-12: It MJUST be possible for a floor requester to request
privacy for claimng the floor.

anonynous: The participants (including the floor chair) cannot
see the floor requester’'s identity. The floor chairs grant the
floor based on the claimid and the topic of the claim

known to the floor chair: Only the floor chair is able to see
the floor requester’s identity; all other participants do not
obtain this information.

public: Al the participants can see the floor requester’s
identity.

REQ PS-13: It MJUST be possible for a participant to request privacy
for holding the floor along with a floor request. Note that identity
i nformati on about the participant nmay becone available to others
through different neans (e.g., application/nedia protocols or the
media itself such as the voice).
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7.2. Communi cati on between Chair and Server

REQ CS-1: It MJST be possible to informthe floor chairs, if present,
about a participant’s floor request.

It SHOULD be possible to convey additional information the
partici pant may have provided along with her request.

It MJUST be possible to hide the requesting participant’s identity
fromthe chair, i.e., not to include this identity infornmation in the
fl oor request.

REQ CS-2: It MJST be possible to grant a floor to a participant.

REQ CS-3: It MJST be possible to reject a participant’s floor
request.

REQ CS-4: The floor chair MJST be able to revoke a floor from (one
of) its current holder(s). Note that the floor chair may al so renove
pendi ng floor requests fromthe request set (by rejecting theny.

REQ CS-5: It MJST be possible to notify floor chairs about changes to
the fl oor holder(s).

REQ CS-6: There SHOULD be operations to mani pul ate the request set
avail able for floor chair(s). Such a request set SHOULD at | east

i nclude creating, maintaining, and re-ordering floor requests in a
queue and clearing the floor control queue.

REQ CS-7: It MJST be possible to hide the identity of a floor chair
froma subset or all participants of a conference.

REQ CS-8: It MJST be possible for a newy assigned floor chair to
learn (e.g., inquire) about the existing floor request set.

7.3. General Protocol Requirenents

REQ GEN-1: Bandwidth and terninal |linitations SHOULD be taken into
account in order to ensure that floor control can be efficiently used
in mobile environnents.

Note that efficient comuni cati on by means of m nimal-sized nmessages
may contradict the desire to express reasons for requesting a floor
along with other information. Therefore, a floor control protocol
SHOULD be designed in a way that it allows for expressive as well as
m ni mal nessaging, as a (negotiable) configuration option and/or

sel ectabl e on a per-nessage basis.

Koskel ai nen, et al. I nf or mat i onal [ Page 9]



RFC 4376 Fl oor Control Protocol Requirenents February 2006

REQ GEN-2: The floor control MJST be a reliable client-server

protocol. Hence, it MJST provide a positive response indicating that
a reqgquest has been received or an error response if an error has
occurred.

REQ GEN-3: It MJST be possible for the floor control server to
aut henticate participants and chairs.

REQ GEN-4: It MJUST be possible for the participants and chairs to
aut henticate the server.

REQ GEN-5: It MJUST be possible to ensure nessage integrity between
partici pants and chairs and the floor control server

REQ GEN-6: It MJUST be possible to ensure the privacy of nessages
exchanged between participants and chairs and the floor contro
server.

8. Security Considerations

Fl oor control nessages are exchanged on one hand between regul ar
partici pants and the floor control server and on the other hand
between the floor control server and the floor chair(s).

I f enabled, floor control nechanisns are used to control who may
contribute to a conference in arbitrary ways (speak, be seen, wite,
etc., as supported by the conferencing applications). It is

i nportant that floor control nessages be protected because ot herw se
an attacker could prevent participants from being "heard" in the
conference (e.g., in scenarios where silence is considered consent)
or make participants be heard in a conference w thout their know edge
(e.g., eavesdropping on the participant’s nicrophone). Such

consi derations are particularly relevant when floor control is used
in conjunction with one or nore (central) entities (e.g., a nedia

nm xer) controlled by the floor control server to enforce floor
control decisions that may allow an attacker to "nute" a parti ci pant
conpl etely.

Conmuni cati ons between a conference partici pant and the floor contro
server are vulnerable to all kinds of masquerading attacks. If an
attacker can spoof the identity of the participant or inject nmessages
on his behalf, it nay generate floor requests (e.g., floor rel ease)
and prevent proper participation of the participant. |If an attacker
can inject nmessages to the participant, it my generate arbitrary
responses and fal se status information. |f an attacker can

i npersonate the floor control server, a participant’s requests nmay
never reach the actual floor control server. |If an attacker can
intercept either side’'s nessages (and hence becone a nman in the
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mddle (MTM), it may suppress, alter, or inject nmessages and thus
mani pul ate a participant’s view of the conference floor status as
wel|l as the floor control server’s view of a participant.

Simlar considerations apply to the conmunicati ons between the fl oor

control server and the floor chair(s). |f an attacker can intercept
nessages fromeither side, it may defer or prevent responses to floor
control requests (froma particular floor chair). If it can inject

nmessages (particularly in the direction fromthe floor chair to the
floor control server), it nmay steer the assignnment of conference

floors. |If interception and injection is possible (man-in-the-mddle
scenari o), an attacker can create an arbitrary inmage of the
conference for the floor chair. |If an attacker can inpersonate a

floor chair, it may rule the conference floor assignnent (if there is
only a single chair) or disrupt the conference course by nmeans of
arbitrary and potentially conflicting requests/responses/assi gnnents
(if there are nultiple floor chairs). |In the latter case, the anount
of damage a single attacker can do depends on the floor contro

policy.

Finally, attackers may eavesdrop on the floor control conmunications
and | earn which participants are present, how active they are, who
are the floor chairs, etc.

To nmitigate the above threats, conference participants, floor contro
servers, and floor chairs SHOULD be authenticated upon initial
contact. Al floor control messages SHOULD be aut henticated and
integrity-protected to prevent third-party intervention and M TM
attacks. Floor control nessages SHOULD be encrypted to prevent
eavesdr oppi ng.
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