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Abstract

We propose here a service that enabl es nodes | ocated behind one or
nmore | Pv4 Network Address Transl ations (NATs) to obtain | Pv6
connectivity by tunneling packets over UDP; we call this the Teredo
service. Running the service requires the help of "Teredo servers"
and "Teredo relays". The Teredo servers are stateless, and only have
to manage a snall fraction of the traffic between Teredo clients; the
Teredo relays act as | Pv6 routers between the Teredo service and the
"native" IPv6 Internet. The relays can also provide interoperability
with hosts using other transition nechani sms such as "6to4"
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1.

| nt roducti on

Classic tunneling nmethods envisaged for IPv6 transition operate by
sendi ng | Pv6 packets as payl oad of |Pv4 packets; the 6to4 proposa

[ RFC3056] proposes automatic discovery in this context. A problem
with these nethods is that they don't work when the | Pv6 candi date
node is isolated behind a Network Address Translator (NAT) device:
NATs are typically not programmed to all ow the transni ssion of
arbitrary payl oad types; even when they are, the |ocal address cannot
be used in a 6to4 schene. 6to4 will work with a NAT if the NAT and
6t o4 router functions are in the same box; we want to cover the
relatively frequent case when the NAT cannot be readily upgraded to
provide a 6to4 router function.

A possible way to solve the problemis to rely on a set of "tunne
brokers". However, there are linmits to any solution that is based on
such brokers: the quality of service nmay be linited, since the
traffic follows a dogleg route fromthe source to the broker and then
the destination; the broker has to provide sufficient transm ssion
capacity to relay all packets and thus suffers a high cost. For
these two reasons, it nay be desirable to have solutions that all ow
for "automatic tunneling", i.e., let the packets follow a direct path
to the destination.

The automatic tunneling requirenment is indeed at odds with sonme of
the specificities of NATs. Establishing a direct path supposes that
the | Pv6 candi date node can retrieve a "globally routable" address
that results fromthe translation of its |ocal address by one or nore
NATs; it al so supposes that we can find a way to bypass the various
"per destination protections" that nmany NATs inplenent. 1In this
meno, we will explain how | Pv6 candi dates | ocated behi nd NATs use
"Teredo servers" to learn their "global address" and to obtain
connectivity, how they exchange packets with native |IPv6 hosts

t hrough "Teredo rel ays", and how clients, servers, and relays can be
organi zed in Teredo networKks.

The specification is organized as follows. Section 2 contains the
definition of the ternms used in the nmeno. Section 3 presents the
hypot heses on NAT behavior used in the design, as well as the
operational requirenments that the design should neet. Section 4
presents the I Pv6 address format used by Teredo. Section 5 contains
the fornmat of the nmessages and the specification of the protocol.
Section 6 presents guidelines for further work on configured tunnels
that woul d be conplenentary to the current approach. Section 7
contains a security discussion, section 8 contains a discussion of
the Unilateral Self Address Fixing (UNSAF) issues, and section 9
contai ns | ANA consi derati ons.
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2. Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
This specification uses the foll owing definitions:

2.1. Teredo Service
The transm ssion of |1Pv6 packets over UDP, as defined in this neno.

2.2. Teredo dient

A node that has sone access to the IPv4 Internet and wants to gain
access to the I Pv6 Internet.

2.3. Teredo Server
A node that has access to the IPv4 Internet through a globally
rout abl e address, and is used as a hel per to provide | Pv6
connectivity to Teredo clients.

2.4. Teredo Rel ay

An | Pv6 router that can receive traffic destined to Teredo clients
and forward it using the Teredo servi ce.

2.5. Teredo |IPv6 Service Prefix

An | Pv6 addressing prefix that is used to construct the | Pv6 address
of Teredo clients.

2.6. Gobal Teredo IPv6 Service Prefix
An | Pv6 addressing prefix whose value is 2001: 0000:/ 32.
2.7. Teredo UDP Port

The UDP port nunber at which Teredo servers are waiting for packets.
The val ue of this port is 3544.

2.8. Teredo Bubble
A Teredo bubble is a mininml |Pv6 packet, made of an | Pv6 header and
a null payload. The payload type is set to 59, No Next Header, as

per [RFC2460]. The Teredo clients and relays may send bubbles in
order to create a mapping in a NAT.
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2.9. Teredo Service Port

The port fromwhich the Teredo client sends Teredo packets. This
port is attached to one of the client’s |IPv4 addresses. The |IPv4
address may or may not be globally routable, as the client may be
| ocat ed behind one or nore NAT.

2.10. Teredo Server Address

The | Pv4 address of the Teredo server selected by a particular
client.

2.11. Teredo Mapped Address and Teredo Mapped Port

A gl obal | Pv4 address and a UDP port that results fromthe

transl ation of the IPv4 address and UDP port of a client’s Teredo
service port by one or nmore NATs. The client |earns these val ues
t hrough the Teredo protocol described in this meno.

2.12. Teredo IPv6 dient Prefix

A gl obal scope | Pv6 prefix conmposed of the Teredo I Pv6 service prefix
and the Teredo server address.

2.13. Teredo Node ldentifier

A 64-bit identifier that contains the UDP port and | Pv4 address at
which a client can be reached through the Teredo service, as well as
a flag indicating the type of NAT through which the client accesses
the 1 Pv4 Internet.

2.14. Teredo | Pv6 Address

A Teredo | Pv6 address obtai ned by conbining a Teredo | Pv6 client
prefix and a Teredo node identifier.

2.15. Teredo Refresh Interval

The interval during which a Teredo | Pv6 address is expected to remain
valid in the absence of "refresh" traffic. For a client |ocated
behind a NAT, the interval depends on configuration paranmeters of the
| ocal NAT, or the conbination of NATs in the path to the Teredo
server. By default, clients assune an interval value of 30 seconds;
a longer value may be deternmined by |local tests, as described in
section 5.
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2.16. Teredo Secondary Port

A UDP port used to send or receive packets in order to deternine the
appropriate value of the refresh interval, but not used to carry any
Teredo traffic.

2.17. Teredo | Pv4 Discovery Address

An | Pv4 nulticast address used to di scover other Teredo clients on
the sane | Pv4 subnet. The value of this address is 224.0.0. 253.

3. Design CGoals, Requirenents, and Model of Operation

The proposed solution transports | Pv6 packets as the payl oad of UDP
packets. This is based on the observation that TCP and UDP are the
only protocols guaranteed to cross the majority of NAT devices.

Tunnel i ng packets over TCP woul d be possible, but would result in a
poor quality of service; encapsul ation over UDP is a better choice.

The design of our solution is based on a set of hypotheses and
observati ons on the behavior of NATs, our desire to provide an "I Pv6
provider of last resort", and a list of operational requirenents. It
results in a nodel of operation in which the Teredo service is
enabl ed by a set of servers and rel ays.

3.1. Hypotheses about NAT Behavi or

NAT devi ces typically incorporate sone support for UDP, in order to
enabl e users in the natted domain to use UDP-based applications. The
NAT will typically allocate a "mappi ng" when it sees a UDP packet

comi ng through for which there is not yet an existing mapping. The
handl i ng of UDP "sessions" by NAT devices differs by two inportant
paraneters, the type and the duration of the mappings.

The type of mappings is analyzed in [ RFC3489], which distinguishes
bet ween "cone NAT", "restricted cone NAT", "port restricted cone NAT"
and "symetric NAT"'. The Teredo solution ensures connectivity for
clients | ocated behind cone NATs, restricted cone NATs, or port-
restricted cone NATs.

Transni ssion of regular |Pv6 packets only takes place after an
exchange of "bubbl es" between the parties. This exchange would often
fail for clients behind symetric NAT, because their peer cannot
predict the UDP port nunber that the NAT expects.

Clients |ocated behind a synmetric NAT will only be able to use

Teredo if they can sonmehow programthe NAT and reserve a Teredo
service port for each client, for exanple, using the DMZ functions of
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the NAT. This is obviously an onerous requirenment, at odds with the
desi gn goal of an automatic solution. However, neasurenment canpaigns
and studi es of docunentations have shown that, at least in sinple
"unmanaged" networks, symmretric NATs are a small minority; noreover,
it seens that new NAT nodels or firmware upgrades avoid the
"symetric" design

| nvestigations on the performance of [RFC3489] have shown the
relative frequency of a particular NAT design, which we m ght cal
"port conserving". In this design, the NAT tries to keep the sane
port nunber inside and outside, unless the "outside" port nunber is
al ready in use for another mapping with the sane host. Port
conservi ng NAT appear as "cone" or "restricted cone NAT" nost of the
time, but they will behave as "symetric NAT" when nmultiple interna
hosts use the sane port nunber to conmunicate to the sanme server

The Teredo design mininizes the risk of encountering the "synmetric"
behavi or by asking multiple hosts | ocated behind the sanme NAT to use
different Teredo service ports.

O her investigation in the behavior of NAT also outlined the

"probabilistic rewite" behavior. Some brands of NAT will exam ne
all packets for "enbedded addresses", |P addresses, and port numnbers
present in application payloads. They will systematically replace

32-bit values that match a | ocal address by the correspondi ng mapped
address. The Teredo specification includes an "obfuscation”
procedure in order to avoid this behavior.

Regardl ess of their types, UDP mappings are not kept forever. The
typical algorithmis to renove the mapping if no traffic is observed

on the specified port for a "lifetine" period. The Teredo client
that wants to nmaintain a mapping open in the NAT will have to send
sone "keep alive" traffic before the Iifetinme expires. For that, it
needs an estimate of the "lifetime" paraneter used in the NAT. W

observed that the inplementation of lifetine control can vary in
several ways.

Most NATs inplenent a "mnimumlifetinme”, which is set as a paraneter
of the inplenentation. CQur observations of various boxes showed that
this paraneter can vary between about 45 seconds and several ninutes.

I n many NATs, mappings can be kept for a duration that exceeds this
m ni nrum even in the absence of traffic. W suspect that many

i npl ement ati on perform "garbage collection" of unused mappi ngs on
speci al events, e.g., when the overall nunber of mappi hgs exceeds
sone limt.
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In sone cases, e.g., NATs that manage Integrated Services Digital
Network (1SDN) or dial-up connections, the mappings will be rel eased
when the connection is released, i.e., when no traffic is observed on
the connection for a period of a few ninutes.

Any algorithmused to estinate the lifetine of mapping will have to
be robust agai nst these variations.

In sone cases, clients are located behind rmultiple NAT. The Teredo

procedures will ensure conmuni cations between clients between
multiple NATs and clients "on the other side" of these NATs. They
will also ensure conmunication when clients are located in a single

subnet behi nd the sane NAT.

The procedures do not nake any hypot hesis about the type of |Pv4
address used behind a NAT, and in particular do not assune that these
are private addresses defined in [ RFC1918].

3.2. |Pv6e Provider of Last Resort

Teredo is designed to provide an "I Pv6 access of last resort” to
nodes that need |Pv6 connectivity but cannot use any of the other

| Pv6 transition schenmes. This design objective has severa
consequences on when to use Teredo, how to programclients, and what
to expect of servers. Another consequence is that we expect to see a
point in time at which the Teredo technol ogy ceases to be used.

3.2.1. Wen to Use Teredo

Teredo is designed to robustly enable IPv6 traffic through NATs, and
the price of robustness is a reasonable anobunt of overhead, due to
UDP encapsul ati on and transm ssion of bubbles. Nodes that want to
connect to the IPv6 Internet SHOULD only use the Teredo service as a
"l ast resort" option: they SHOULD prefer using direct |Pv6
connectivity if it is locally available, if it is provided by a 6to4
router co-located with the local NAT, or if it is provided by a
configured tunnel service; and they SHOULD prefer using the |ess
onerous 6to4 encapsulation if they can use a gl obal |Pv4 address.

3.2.2. Autononous Depl oynent

In an | Pv6-enabl ed network, the IPv6 service is configured
automatically, by using nechanisnms such as | Pv6 Statel ess Address
Aut oconfi gurati on [ RFC2462] and Nei ghbor Di scovery [RFC2461]. A
design objective is to configure the Teredo service as automatically
as possible. 1In practice, however, it is required that the client
learn the | Pv4 address of a server that is willing to serve the
client; sonme servers may al so require some form of access control
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3.

3.

3.

3.

3.

2.

2.

3.

3.

3.

3. Mninal Load on Servers

During the peak of the transition, there will be a requirenent to
depl oy Teredo servers supporting a | arge nunber of Teredo clients.
Mnimzing the oad on the server is a good way to facilitate this
depl oynment. To achieve this goal, servers should be as statel ess as
possi bl e, and they should also not be required to carry any nore
traffic than necessary. To achieve this objective, we require only
that servers enabl e the packet exchange between clients, but we don’t
require servers to carry the actual data packets: these packets wll
have to be exchanged directly between the Teredo clients, or through
a destination-selected relay for exchanges between Teredo clients and
other 1Pv6 clients.

4., Autonmtic Sunset

Teredo is neant as a short-termsolution to the specific problem of
providing | Pv6 service to nodes |ocated behind a NAT. The problemis
expected to be resolved over tine by transformng the "I Pv4 NAT" into
an "IPv6 router”. This can be done in one of two ways: upgrading
the NAT to provide 6to4 functions or upgrading the Internet
connection used by the NAT to a native IPv6 service, and then addi ng
| Pv6 router functionality in the NAT. 1In either case, the forner NAT
can present itself as an IPv6 router to the systenms behind it. These
systens will start receiving the "router advertisenents"; they wll
notice that they have I Pv6 connectivity and will stop using Teredo.

Oper ati onal Requirenents
1. Robustness Requirenent

The Teredo service is designed primarily for robustness: packets are
carried over UDP in order to cross as many NAT inplenentations as
possi ble. The servers are designed to be statel ess, which neans that
they can easily be replicated. W expect indeed to find many such
servers replicated at nultiple Internet |ocations.

2. Mnimal Support Cost

The service requires the support of Teredo servers and Teredo rel ays.
In order to facilitate the depl oyment of these servers and rel ays,
the Teredo procedures are designed to mnim ze the anmount of
coordination required between servers and rel ays.

Meeting this objective inplies that the Teredo addresses will
i ncorporate the I Pv4 address and UDP port through which a Teredo
client can be reached. This creates an inplicit limt on the
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stability of the Teredo addresses, which can only remain valid as
Il ong as the underlying I Pv4 address and UDP port remain valid.

3.3.3. Protection against Denial of Service Attacks

The Teredo clients obtain napped addresses and ports fromthe Teredo
servers. The service nust be protected agai nst denial of service
attacks in which a third party spoofs a Teredo server and sends

i nproper information to the client.

3.3.4. Protection against Distributed Denial of Service Attacks

Teredo relays will act as a relay for |IPv6 packets. Inproperly

desi gned packet relays can be used by denial of service attackers to
hi de their address, making the attack untraceable. The Teredo

servi ce nmust include adequate protection agai nst such m suse.

3.3.5. Conpatibility with Ingress Filtering

Routers may performingress filtering by checking that the source
address of the packets received on a given interface is "legitinmate",
i.e., belongs to network prefixes fromwhich traffic is expected at a
network interface. Ingress filtering is a recommended practice, as
it thwarts the use of forged source |IP addresses by mal f easant
hackers, notably to cover their tracks during denial of service
attacks. The Teredo specification nust not force networks to disable
ingress filtering.

3.4. Model of Operation

The operation of Teredo involves four types of nodes: Teredo clients,
Teredo servers, Teredo relays, and "plain" |IPv6 nodes.

Teredo clients start operation by interacting with a Teredo server,
performng a "qualification procedure”. During this procedure, the
client will discover whether it is behind a cone, restricted cone, or
symmetric NAT. |If the client is not |ocated behind a synmetric NAT,
the procedure will be successful and the client will configure a
"Teredo address".

The Teredo | Pv6 address enmbeds the "nmapped address and port" through
which the client can receive | Pv4/ UDP packets encapsul ating |IPv6

packets. If the client is not |ocated behind a cone NAT,
transni ssion of regular |Pv6 packets nust be preceded by an exchange
of "bubbles" that will install a mapping in the NAT. This docunent

speci fi es how t he bubbl es can be exchanged between Teredo clients in
order to enable transm ssion along a direct path.
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Teredo clients can exchange | Pv6 packets with plain | Pv6 nodes (e.g.
nati ve nodes or 6to4 nodes) through Teredo relays. Teredo rel ays
advertise reachability of the Teredo prefix to a certain subset of
the IPv6 Internet: a relay set up by an ISP will typically serve only
the I Pv6 custonmers of this ISP; a relay set-up for a site will only
serve the I Pv6 hosts of this site. Dual-stack hosts may inplenent a
"local relay", allowing themto comunicate directly with Teredo
hosts by sending | Pv6 packets over UDP and |IPv4 wi thout having to
advertise a Teredo | Pv6 address.

Teredo clients have to discover the relay that is closest to each
native | Pv6 or 6to4 peer. They have to performthis discovery for
each native | Pv6 or 6to4 peer with which they conmunicate. |n order
to prevent spoofing, the Teredo clients performa relay discovery
procedure by sending an | CMP echo request to the native host. This
nmessage is a regularly formatted | Pv6 | CVP packet, which is

encapsul ated in UDP and sent by the client to its Teredo server; the
server decapsul ates the | Pv6 nmessage and forwards it to the intended
| Pv6 destination. The payload of the echo request contains a |arge
random nunber. The echo reply is sent by the peer to the |IPv6
address of the client, and is forwarded through standard |IPv6 routing
mechanisns. It will naturally reach the Teredo relay closest to the
native or 6to4 peer, and will be forwarded by this relay using the
Teredo nechanisnms. The Teredo client will discover the | Pv4 address
and UDP port used by the relay to send the echo reply, and will send
further 1 Pv6 packets to the peer by encapsulating themin UDP packets
sent to this IPv4 address and port. |In order to prevent spoofing,
the Teredo client verifies that the payload of the echo reply
contains the proper random nunber.

The procedures are designed so that the Teredo server only
participates in the qualification procedure and in the exchange of
bubbl es and | CMP echo requests. The Teredo server never carries
actual data traffic. There are two rationales for this design

reduce the |load on the server in order to enable scaling, and avoid
privacy issues that could occur if a Teredo server kept copies of the
client’s data packets.

4., Teredo Addresses

The Teredo addresses are conmposed of 5 conponents:

| Prefix | Server IPv4 | Flags | Port | Cient |IPv4 |

- Prefix: the 32-bit Teredo service prefix.
- Server |Pv4: the | Pv4 address of a Teredo server
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- Flags: a set of 16 bits that docunent type of address and NAT.

- Port: the obfuscated "mapped UDP port" of the Teredo service at
the client.

- Oient IPv4: the obfuscated "napped | Pv4 address" of the client.

In this format, both the "napped UDP port" and "mapped | Pv4 address”
of the client are obfuscated. Each bit in the address and port
nunber is reversed; this can be done by an exclusive OR of the 16-bit
port nunber with the hexadeci mal val ue OxFFFF, and an excl usive OR of
the 32-bit address with the hexadeci mal val ue OxFFFFFFFF.

The | Pv6 addressing rules specify that "for all unicast addresses,
except those that start with binary value 000, Interface IDs are
required to be 64 bits long and to be constructed in Mdified EU -64
format". This dictates the encoding of the flags, 16 internediate
bits that should correspond to valid values of the nost significant
16 bits of a Modified EU -64 | D

0 00 1
|0 7 8 5
T
| Czzz| zzUQ zzzz| zzzz
T

In this format:

- The bits "UG'" should be set to the value "00", indicating a non-
gl obal unicast identifier;

- The bit "C'" (cone) should be set to 1 if the client believes it is
behind a cone NAT, to O otherw se; these val ues determ ne
di fferent server behavior during the qualification procedure, as
specified in Section 5.2.1, as well as different bubble processing
by clients and rel ays.

- The bits indicated with "z" nust be set to zero and ignored on
receipt.

Thus, there are two currently specified values of the Flags field:
"0x0000" (all null) if the cone bit is set to 0, and "0x8000" if the
cone bit is set to 1. (Further versions of this specification may
assi gn new values to the reserved bits.)

In sone cases, Teredo nodes use |ink-local addresses. These
addresses contain a |link-local prefix (FE80::/64) and a 64-bit
identifier, constructed using the sanme fornat as presented above. A
di fference between link-1ocal addresses and gl obal addresses is that
the identifiers used in global addresses MJST include a gl obal scope
uni cast | Pv4 address, while the identifiers used in |ink-Iocal
addresses MAY include a private | Pv4 address.
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5. Specification of Cients, Servers, and Rel ays

The Teredo service is realized by having clients interact with Teredo
servers through the Teredo service protocol. The clients will also
receive | Pv6 packets through Teredo relays. The client behavior is
specified in Section 5. 2.

The Teredo server is designed to be stateless. It waits for Teredo
requests and for |1 Pv6 packets on the Teredo UDP port; it processes
the requests by sending a response to the appropriate address and
port; it forwards sonme Teredo | Pv6 packets to the appropriate |Pv4
address and UDP port, or to native IPv6 peers of Teredo clients. The
preci se behavi or of the server is specified in Section 5.3.

The Teredo relay advertises reachability of the Teredo service prefix
over | Pv6. The scope of advertisenent nmay be the entire Internet or
a small er subset such as an ISP network or an IPv6 site; it may even
be as snmall as a single host in the case of "local relays". The
relay forwards Teredo | Pv6 packets to the appropriate | Pv4 address
and UDP port. The relay behavior is specified in Section 5. 4.

Teredo clients, servers, and relays nust inplement the sunset
procedure defined in Section 5.5.

5.1. Message Formats
5.1.1. Teredo | Pv6 Packet Encapsul ation

Teredo | Pv6 packets are transmitted as UDP packets [RFC7/68] wthin

| Pv4 [RFC791]. The source and destination |P addresses and UDP ports
take values that are specified in this section. Packets can cone in
one of two formats, sinple encapsul ation and encapsul ation with
origin indication.

When sinpl e encapsul ation is used, the packet will have a sinple
format, in which the IPv6 packet is carried as the payl oad of a UDP
dat agr am

Fo-m oo - F-- - - - Fomm e e o oo +

| IPv4d | UDP | |Pv6 packet |

Fo-m oo - F-- - - - Fomm e e o oo +

When rel ayi ng sone packets received fromthird parties, the server
may insert an origin indication in the first bytes of the UDP
payl oad:
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The origin indication encapsulation is an 8-octet elenent, with the
foll owi ng content:

S S S +
| Ox00 | 0x00 | Origin port # |
S S S +
| Oigin IPv4 address |
T +

The first two octets of the origin indication are set to a nul

value; this is used to discrimninate between the sinple encapsul ati on,
in which the first 4 bits of the packet contain the indication of the
| Pv6 protocol, and the origin indication.

The following 16 bits contain the obfuscated value of the port nunber
from which the packet was received, in network byte order. The next
32 bits contain the obfuscated | Pv4 address from which the packet was
received, in network byte order. In this format, both the original

"I Pv4 address" and "UDP port" of the client are obfuscated. Each bit
in the address and port nunber is reversed; this can be done by an
exclusive OR of the 16-bit port nunmber with the hexadeci nal val ue
OxFFFF, and an exclusive OR of the 32-bit address with the
hexadeci mal val ue OxFFFFFFFF

For example, if the original UDP port nunber was 337 (hexadeci nmal
0151) and original |IPv4 address was 1.2.3.4 (hexadeci mal 01020304),
the origin indication would contain the val ue "0000FEAEFEFDFCFB" .

When exchangi ng Router Solicitation (RS) and Router Advertisenent
(RA) nessages between a client and its server, the packets nmay
i ncl ude an aut hentication paraneter:

The aut hentication encapsulation is a variable-length el ement,
containing a client identifier, an authentication value, a nonce
val ue, and a confirmation byte.
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S S S Fomm oo o - +
| Ox00 | Ox01 | IDlen | AUlen |
S S S Fomm oo o - +
| Cdient identifier (ID1len |
S S +
| octets) | Authentication |
S S Fomm oo o - +
| value (AU-len octets) | Nonce |
T Fomm oo o - +
| value (8 octets) |
T Fomm oo o - +
| | Conf |
T Fomm oo o - +

The first octet of the authentication encapsulation is set to a nul
val ue, and the second octet is set to the value 1; this enables
differentiation fromI|Pv6 packets and fromorigin information

i ndi cati on encapsulation. The third octet indicates the length in
bytes of the client identifier; the fourth octet indicates the |ength
in bytes of the authentication value. The conputation of the

aut hentication value is specified in Section 5.2.2. The

aut hentication value is followed by an 8-octet nonce, and by a
confirmati on byte.

Both ID-l1en and AU-l en can be set to null values if the server does
not require an explicit authentication of the client.

Aut henti cation and origin indication encapsul ati ons nay sonetines be
conbi ned, for exanple, in the RA responses sent by the server. In
this case, the authentication encapsulation MJST be the first el ement
in the UDP payl oad:

5.1.2. ©Maxi mrum Transmn ssion Unit

Since Teredo uses UDP as an underlying transport, a Teredo Maxi mum
Transnission Unit (MIU) could potentially be as |arge as the payl oad
of the largest valid UDP datagram (65507 bytes). However, since
Teredo packets can travel on unpredictable paths over the Internet,
it is best to contain this MIUto a small size, in order to mnimze
the effect of |1Pv4 packet fragnentation and reassenbly. The default
link MU assumed by a host, and the Iink MIU supplied by a Teredo
server during router advertisenment SHOULD nornally be set to the

m ni num | Pv6 MIU size of 1280 bytes [ RFC2460].
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Teredo i npl enentati ons SHOULD NOT set the Don’t Fragnment (DF) bit of
t he encapsul ati ng | Pv4 header.

5.2. Teredo Oient Specification
Before using the Teredo service, the client nust be configured wth:

- the I Pv4 address of a server
- a secondary |Pv4 address of that server.

I f secure discovery is required, the client nust also be configured
Wit h:

- aclient identifier,
- a secret value, shared with the server
- an authentication algorithm shared with the server.

A Teredo client expects to exchange | Pv6 packets through a UDP port,
the Teredo service port. To avoid problenms when operating behind a
"port conserving" NAT, different clients operating behind the sane
NAT shoul d use different service port nunbers. This can be achieved
through explicit configuration or, in the absence of configuration
by picking the service port nunber at random

The client will maintain the follow ng variables that reflect the
state of the Teredo service:

- Teredo connectivity status,

- Mapped address and port nunber associated with the Teredo service
port,

- Teredo I Pv6 prefix associated with the Teredo service port,

- Teredo | Pv6 address or addresses derived fromthe prefix,

- Link local address,

- Date and tinme of the last interaction with the Teredo server

- Teredo Refresh Interval

- Random zed Refresh Interval

- List of recent Teredo peers.

Bef ore sendi ng any packets, the client nust performthe Teredo
qual i fication procedure, which determines the Teredo connectivity
status, the mapped address and port nunber, and the Teredo |IPv6

prefix. It should then performthe cone NAT determ nation procedure,
whi ch deternines the cone NAT status and may alter the value of the
prefix. |If the qualification is successful, the client may use the

Teredo service port to transmt and receive | Pv6 packets, according
to the transnission and reception procedures. These procedures use
the "list of recent peers". For each peer, the |list contains:
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- The 1 Pv6 address of the peer,

- The mapped | Pv4 address and mapped UDP port of the peer,
- The status of the napped address, i.e., trusted or not,
- The value of the last nonce sent to the peer

- The date and tinme of the last reception fromthe peer,

- The date and tinme of the last transm ssion to the peer

- The nunber of bubbles transnmitted to the peer.

The list of peers is used to enable the transm ssion of |Pv6 packets
by using a "direct path" for the |IPv6 packets. The list of peers
could grow over tine. dients should inplenent a |ist managenent
strategy, for exanple, deleting the | east recently used entries.
Clients should make sure that the list has a sufficient size, to
avoi d unnecessary exchanges of bubbl es.

The client nust regularly performthe maintenance procedure in order
to guarantee that the Teredo service port renmai ns usable. The need
to use this procedure or not depends on the delay since the |ast
interaction with the Teredo server. The refresh procedure takes as a
paraneter the "Teredo refresh interval”. This paraneter is initially
set to 30 seconds; it can be updated as a result of the optiona
"interval determnation procedure". The randoni zed refresh interva
is set to a value randonly chosen between 75% and 100% of the refresh
i nterval

In order to avoid triangle routing for stations that are | ocated
behi nd the same NAT, the Teredo clients MAY use the optional |oca
client discovery procedure defined in Section 5.2.8. Using this

procedure will also enhance connectivity when the NAT cannot do
"hairpin" routing, i.e., cannot redirect a packet sent from one
i nternal host to the nmapped address and port of another internal
host .

5.2.1. Qualification Procedure

The purposes of the qualification procedure are to establish the
status of the local IPv4 connection and to deternine the Teredo | Pv6
client prefix of the local Teredo interface. The procedure starts
when the service is in the "initial" state, and it results in a
"qualified" state if successful, and in an "off-line" state if
unsuccessful .
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Initially, the Teredo connectivity status is set to "lInitial".

When the interface is initialized, the systemfirst perforns the
"start action" by sending a Router Solicitation nessage, as defined
in [RFC2461]. The client picks a link-1ocal address and uses it as
the | Pv6 source of the nmessage; the cone bit in the address is set to
1 (see Section 4 for the address format); the |Pv6 destination of the
RS is the all-routers nmulticast address; the packet will be sent over
UDP fromthe service port to the Teredo server’s | Pv4 address and
Teredo UDP port. The connectivity status noves then to "Starting".

In the starting state, the client waits for a router advertisenent
fromthe Teredo server. |f no response comes within a tinme-out T,
the client should repeat the start action, by resending the Router
Solicitation nmessage. |If no response has arrived after N
repetitions, the client concludes that it is not behind a cone NAT
It sets the cone bit to O, and repeats the procedure. |If after N
other timer expirations and retransni ssions there is still no
response, the client concludes that it cannot use UDP, and that the
Teredo service is not available; the status is set to "Of-line". 1In
accordance with [ RFC2461], the default tine-out value is set to T=4
seconds, and the maxi mum nunber of repetitions is set to N=3.

If a response arrives, the client checks that the response contains
an origin indication and a valid router advertisenent as defined in

[ RFC2461], that the I Pv6 destination address is equal to the Iink-

| ocal address used in the router solicitation, and that the router
adverti senment contains exactly one advertised Prefix Information
option. This prefix should be a valid Teredo I Pv6 server prefix: the
first 32 bits should contain the gl obal Teredo | Pv6 service prefix,
and the next 32 bits should contain the server’s |Pv4 address. |If
this is the case, the client |learns the Teredo napped address and
Teredo napped port fromthe origin indication. The IPv6 source
address of the Router Advertisenent is a link-local server address of
the Teredo server. (Responses that are not valid advertisenents are
sinply discarded.)
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If the client has received an RA with the cone bit in the IPv6
destination address set to 1, it is behind a cone NAT and is fully
qualified. If the RAis received with the cone bit set to 0, the
client does not know whether the local NAT is restricted or
symmetric. The client selects the secondary |Pv4 server address, and
repeats the procedure, the cone bit remaining to the value zero. |If
the client does not receive a response, it detects that the service
is not usable. |If the client receives a response, it conpares the
mapped address and nmapped port in this second response to the first
received values. |f the values are different, the client detects a
symmetric NAT: it cannot use the Teredo service. |If the values are
the sanme, the client detects a port-restricted or restricted cone
NAT: the client is qualified to use the service. (Teredo operates
the same way for restricted and port-restricted NAT.)

If the client is qualified, it builds a Teredo | Pv6 address using the
Teredo | Pv6 server prefix learned fromthe RA and the obfuscated

val ues of the UDP port and | Pv4 address |earned fromthe origin
indication. The cone bit should be set to the value used to receive
the RA, i.e., 1 if the client is behind a cone NAT, 0 otherw se. The
client can start using the Teredo servi ce.

5.2.2. Secure Qualification

The client may be required to performsecured qualification. The
client will performexactly the algorithmdescribed in Section 5.2.1
but it will incorporate an authentication encapsulation in the UDP
packet carrying the router solicitation nessage, and it will verify
the presence of a valid authentication paraneter in the UDP nessage
that carries the router advertisenent provided by the sender

In these packets, the nonce value is chosen by the client, and is
repeated in the response fromthe server; the client identifier is a
value with which the client was confi gured.

A first level of protection is provided by just checking that the

val ue of the nonce in the response matches the value initially sent
by the client. |If they don’t match, the packet MJST be di scarded.

If no other protection is used, the authentication payl oad does not
contain any identifier or authentication field; the IDIlen and AU-1en
fields are set to a null value. Wen stronger protection is
required, the authentication payl oad contains the identifier and

| ocation fields, as explained in the follow ng paragraphs.

The confirmation byte is set to O by the client. A null value
returned by the server indicates that the client’s key is stil

valid; a non-null value indicates that the client should obtain a new
key.
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When stronger authentication is provided, the client and the server
are provisioned with a client identifier, a shared secret, and the
identification of an authentication algorithm Before transm ssion,
the authentication value is conputed according to the specified
algorithm on reception, the sane algorithmis used to conpute a
target value fromthe content of the receive packet. The receiver
deens the authentication successful if the two values match. |If they
don’t, the packet MJST be di scarded.

To maxinize interoperability, this specification defines a default
algorithmin which the authentication value is conputed according the
HVAC speci fication [ RFC2104] and the SHA1 function [FIPS-180].
Clients and servers may agree to use HMAC conbined with a different
function, or to use a different algorithm altogether, such as for
exanpl e AES- XCBC- MAC- 96 [ RFC3566] .

The default authentication algorithmis based on the HVAC al gorithm
according to the foll owi ng specifications:

- the hash function shall be the SHA1 function [FIPS-180].
- the secret value shall be the shared secret with which the client
was confi gured.

The clear text to be protected includes:

- the nonce val ue,

- the confirmation byte,

- the origin indication encapsulation, if it is present,
- the I Pv6 packet.

The HMAC procedure is applied to the concatenation of these four
conponents, w thout any additional padding.

5.2.3. Packet Reception

The Teredo client receives packets over the Teredo interface. The
role of the packet reception procedure, besides receiving packets, is
to maintain the date and tinme of the last interaction with the Teredo
server and the "list of recent peers".

When a UDP packet is received over the Teredo service port, the
Teredo client checks that it is encoded according to the packet
encoding rules defined in Section 5.1.1, and that it contains either
a valid I Pv6 packet or the conbination of a valid origin indication
encapsul ation and a valid | Pv6 packet, possibly protected by a valid
aut henti cati on encapsulation. If this is not the case, the packet is
silently discarded.
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An | Pv6 packet is deenmed valid if it conforns to [ RFC2460]: the
protocol identifier should indicate an | Pv6 packet and the payl oad
I ength should be consistent with the length of the UDP datagramin

whi ch the packet is encapsulated. In addition, the client should
check that the | Pv6 destination address correspond to its own Teredo
addr ess.

Then, the Teredo client examines the |IPv4 source address and UDP port
nunber from which the packet is received. |If these values match the
| Pv4 address of the server and the Teredo port, the client updates
the "date and tinme of the last interaction with the Teredo server" to
the current date and time; if an origin indication is present, the
client should performthe "direct |IPv6 connectivity test"” described
in Section 5.2.9.

If the I Pv4 source address and UDP port nunber are different fromthe
| Pv4 address of the server and the Teredo port, the client exanines
the | Pv6 source address of the packet:

1) If there is an entry for the source |Pv6 address in the |ist of
peers whose status is trusted, the client conpares the mapped | Pv4
address and napped port in the entry with the source |IPv4 address and
source port of the packet. |[If the values match, the packet is
accepted; the date and tinme of the last reception fromthe peer is
updat ed.

2) If there is an entry for the source |Pv6 address in the |ist of
peers whose status is not trusted, the client checks whether the
packet is an ICMPv6 echo reply. |If this is the case, and if the

| CMPv6 data of the reply matches the nonce stored in the peer entry,
t he packet should be accepted; the status of the entry should be
changed to "trusted", the mapped | Pv4 and mapped port in the entry
shoul d be set to the source |IPv4 address and source port from which
t he packet was received, and the date and tine of the |ast reception
fromthe peer should be updated. Any packet queued for this |IPv6
peer (as specified in Section 5.2.4) should be de-queued and
forwarded to the newy | earned | Pv4 address and UDP port.

3) If the source | Pv6 address is a Teredo address, the client
conmpares the mapped | Pv4 address and napped port in the source
address with the source | Pv4 address and source port of the packet.

If the values match, the client MUST create a peer entry for the |IPv6
source address in the list of peers; it should update the entry if
one al ready existed; the nmapped | Pv4 address and mapped port in the
entry should be set to the value fromwhich the packet was received,

and the status should be set to "trusted". |If a newentry is
created, the last transmi ssion date is set to 30 seconds before the
current date, and the nunber of bubbles to zero. |If the packet is a
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bubble, it should be discarded after this processing; otherw se, the
packet should be accepted. 1In all cases, the client mnmust de-queue
and forward any packet queued for that destination.

4) If the I Pv4 destination address through which the packet was
received is the Teredo | Pv4 Discovery Address, the source address is
a valid Teredo address, and the destination address is the "all nodes
on link" multicast address, the packet should be treated as a | ocal

di scovery bubble. |If no local entry already existed for the source
address, a new one is created, but its status is set to "not
trusted". The client SHOULD reply with a uni cast Teredo bubble, sent
to the source | Pv4 address and source port of the |ocal discovery
bubbl e; the I Pv6 source address of the bubble will be set to I ocal
Teredo | Pv6 address; the | Pv6 destination address of the bubble
shoul d be set to the I Pv6 source address of the |ocal discovery
bubble. (Cients that do not inplenent the optional |ocal discovery
procedure will not process |ocal discovery bubbles.)

5) If the source | Pv6 address is a Teredo address, and the mapped

| Pv4 address and mapped port in the source address do not natch the
source | Pv4 address and source port of the packet, the client checks
whether there is an existing "local" entry for that |IPv6 address. |If
there is such an entry, and if the local |Pv4 address and |ocal port
indicated in that entry match the source | Pv4 address and source

port of the packet, the client updates the "local" entry, whose

status should be set to "trusted". |If the packet is a bubble, it
shoul d be discarded after this processing; otherw se, the packet
shoul d be accepted. 1In all cases, the client nust de-queue and

forward any packet queued for that destination.

6) In the other cases, the packet may be accepted, but the client

shoul d be conscious that the source address may be spoofed; before
processi ng the packet, the client should performthe "direct |IPv6

connectivity test" described in Section 5.2.09.

What ever the | Pv4 source address and UDP source port, the client that
receives an | Pv6 packet MAY send a Teredo bubble towards that target,
as specified in Section 5.2.6.

5.2.4. Packet Transm ssion

When a Teredo client has to transnmit a packet over a Teredo
interface, it exam nes the destination |Pv6 address. The client
checks first if there is an entry for this IPv6 address in the |ist
of recent Teredo peers, and if the entry is still valid: an entry
associated with a local peer is valid if the |ast reception date and
time associated with that list entry is less that 30 seconds fromthe
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current tinme; an entry associated with a non-local peer is valid if

the | ast reception date and tine associated with that list entry is

| ess that 30 seconds fromthe current tine. (Local peer entries can
only be present if the client uses the |ocal discovery procedure

di scussed in Section 5.2.8.)

The client then perfornms the foll ow ng:

1) If there is an entry for that 1 Pv6 address in the |ist of peers,
and if the status of the entry is set to "trusted", the | Pv6 packet
shoul d be sent over UDP to the |IPv4 address and UDP port specified in
the entry. The client updates the date of last transm ssion in the
peer entry.

2) If the destination is not a Teredo |IPv6 address, the packet is
queued, and the client perforns the "direct |IPv6 connectivity test"
described in Section 5.2.9. The packet will be de-queued and
forwarded if this procedure conpl etes successfully. |[If the direct

| Pv6 connectivity test fails to conplete within a 2-second tine-out,
it should be repeated up to 3 tines.

3) If the destination is the Teredo | Pv6 address of a |ocal peer
(i.e., a Teredo address from which a |ocal discovery bubble has been
received in the last 600 seconds), the packet is queued. The client
sends a uni cast Teredo bubble to the local |1Pv4 address and | ocal
port specified in the entry, and a | ocal Teredo bubble to the Teredo
| Pv4 di scovery address.

4) |If the destination is a Teredo | Pv6 address in which the cone bit
is set to 1, the packet is sent over UDP to the mapped | Pv4 address
and mapped UDP port extracted fromthat |Pv6 address.

5) If the destination is a Teredo |IPv6 address in which the cone bit
is set to 0, the packet is queued. If the client is not |ocated
behind a cone NAT, it sends a direct bubble to the Teredo
destination, i.e., to the mapped | P address and nmapped port of the
destination. 1In all cases, the client sends an indirect bubble to
the Teredo destination, sending it over UDP to the server address and
to the Teredo port. The packet will be de-queued and forwarded when
the client receives a bubble or another packet directly fromthis
Teredo peer. |If no bubble is received within a 2-second time-out,

t he bubbl e transm ssion should be repeated up to 3 tines.

In cases 4 and 5, before sending a packet over UDP, the client MJST

check that the | Pv4 destination address is in the format of a gl oba
uni cast address; if this is not the case, the packet MJST be silently
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di scarded. (Note that a packet can legitinmately be sent to a non-
gl obal unicast address in case 1, as a result of the |ocal discovery
procedure.)

The gl obal unicast address check is designed to thwart a nunber of
possi bl e attacks in which an attacker tries to use a Teredo host to
attack either a single local IPv4 target or a set of such targets.
For the purpose of this specification, and | Pv4 address is deened to
be a gl obal unicast address if it does not belong to or match:

- the "local" subnet 0.0.0.0/8,

- the "l oopback” subnet 127.0.0.0/8,

- the | ocal addressing ranges 10.0.0.0/8,

- the | ocal addressing ranges 172.16.0.0/12,

- the | ocal addressing ranges 192.168. 0.0/ 16,

- the link local block 169.254.0.0/16,

- the block reserved for 6to4 anycast addresses 192. 88. 99. 0/ 24,

- the multicast address bl ock 224.0.0.0/4,

- the "limted broadcast" destination address 255.255. 255. 255,

- the directed broadcast addresses corresponding to the subnets to
whi ch the host is attached.

A list of special-use |IPv4 addresses is provided in [ RFC3330].

For reliability reasons, clients MAY decide to ignore the val ue of
the cone bit in the flag, skip the "case 4" test and al ways perform
the "case 5", i.e., treat all Teredo peers as if they were |ocated
behi nd non-cone NAT. This will result in sone increase in traffic,
but may avoid reliability issues if the determination of the NAT
status was for some reason erroneous. For the same reason, clients
MAY al so decide to always send a direct bubble in case 5, even if
they do not believe that they are | ocated behind a non-cone NAT.

5.2.5. Maintenance

The Teredo client nust ensure that the nappings that it uses remin
valid. It does so by checking that packets are regularly received
fromthe Teredo server

At regular intervals, the client MJIST check the "date and time of the
last interaction with the Teredo server" to ensure that at |east one
packet has been received in the | ast Randoni zed Teredo Refresh
Interval. |If this is not the case, the client SHOULD send a router
solicitation nessage to the server, as specified in Section 5.2.1;
the client should use the sane value of the cone bit that resulted in
the reception of an RA during the qualification procedure.
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When the router advertisenent is received, the client SHOULD check
its validity as specified in Section 5.2.1; invalid advertisements

are silently discarded. |If the advertisenent is valid, the client
MUST check that the mapped address and port correspond to the current
Teredo address. |If this is not the case, the mappi ng has changed;

the client nust mark the old address as invalid and start using the
new addr ess.

5.2.6. Sending Teredo Bubbles

The Teredo client nmay have to send a bubbl e towards another Teredo
client, either after a packet reception or after a transm ssion
attenpt, as explained in Sections 5.2.3 and 5.2.4. There are two
ki nds of bubbl es: direct bubbles, which are sent directly to the
mapped | Pv4 address and rmapped UDP port of the peer, and indirect
bubbl es, which are sent through the Teredo server of the peer.

When a Teredo client attenpts to send a direct bubble, it extracts
the mapped | Pv4 address and mapped UDP port fromthe Teredo | Pv6
address of the target. It then checks whether there is already an
entry for this IPv6 address in the current list of peers. |If there
is no entry, the client MIST create a new list entry for the address,
setting the last reception date and the |ast transm ssion date to 30
seconds before the current date, and the nunmber of bubbles to zero.

When a Teredo client attenpts to send an indirect bubble, it extracts
the Teredo server |Pv4 address fromthe Teredo prefix of the |Pv6
address of the target (different clients may be using different
servers); the bubble will be sent to that |Pv4 address and the Teredo
UDP port.

Bubbl es may be lost in transit, and it is reasonable to enhance the
reliability of the Teredo service by allowing nultiple transm ssions;
however, bubbles will also be |lost systematically in certain NAT
configurations. |In order to strike a bal ance between reliability and
unnecessary retransm ssions, we specify the foll ow ng:

- The client MJUST NOT send a bubble if the |last transm ssion date
and tine is less than 2 seconds before the current date and tine;

- The client MJST NOT send a bubble if it has already sent 4 bubbles
to the peer in the last 300 seconds without receiving a direct
response.

In the other cases, the client MAY proceed with the transm ssion of
the bubble. Wen transnmitting the bubble, the client MJST update the
| ast transnission date and tine to that peer, and nust al so increnent
the nunber of transmitted bubbl es.
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5.2.7. Optional Refresh Interval Determnation Procedure

In addition to the regular client resources described in the

begi nning of this section, the refresh interval deternination
procedure uses an additional UDP port, the Teredo secondary port, and
the followi ng vari abl es:

- Teredo secondary connectivity status,

- Mapped address and port nunber of the Teredo secondary port,

- Teredo secondary | Pv6 prefix associated with the secondary port,
- Teredo secondary | Pv6 address derived fromthis prefix,

- Date and tine of the last interaction on the secondary port,

- Maxi mum Ter edo Refresh Interval

- Candi date Teredo Refresh Interval

The secondary connectivity status, napped address and prefix are
determ ned by running the qualification procedure on the secondary
port. Wien the client uses the interval determ nation procedure, the
qualification procedure MJST be run for the secondary port

i medi ately after running it on the service port. |If the secondary
qualification fails, the interval determ nation procedure will not be
used, and the interval value will remain to the default val ue, 30
seconds. If the secondary qualification succeeds, the maxi num
refresh interval is set to 120 seconds, and the candi date Teredo
refresh interval is set to 60 seconds, i.e., twice the Teredo refresh
interval. The procedure is then performed at regular intervals,

until it concl udes:

1) wait until the candidate refresh interval is elapsed after the
| ast interaction on the secondary port.

2) send a Teredo bubble to the Teredo secondary | Pv6 address, through
the service port.

3) wait for reception of the bubble on the secondary port. If a
timer of 2 seconds el apses without reception, repeat step 2 at
nost three tinmes. |If there is still no reception, the candidate

has failed; if there is a reception, the candi date has succeeded.

4) if the candi date has succeeded, set the Teredo refresh interval to
the candi date value, and set a new candi date value to the m ni num
of twice the newrefresh interval, or the average of the refresh
interval and the nmaxi numrefresh interval
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5) if the candidate has failed, set the maxinumrefresh interval to
the candidate value. |If the current refresh interval is |arger
than or equal to 75% of the maxi mum the determi nati on procedure
has concl uded; otherw se, set a new candi date value to the average
of the refresh interval and the maxi numrefresh interval

6) if the procedure has not concluded, performthe maintenance
procedure on the secondary port, which will reset the date and
time of the last interaction on the secondary port, and nmay result
in the allocation of a new Teredo secondary | Pv6 address; this
woul d not affect the values of the refresh interval, candidate
interval, or maxi numrefresh interval

The secondary port MJST NOT be used for any other purpose than the
interval determ nation procedure. It should be closed when the
procedure ends.

5.2.8. Optional Local Cdient Discovery Procedure

It is desirable to enable direct comunication between Teredo clients
that are | ocated behind the sane NAT, without forcing a systematic
relay through a Teredo server. It is hard to design a genera
solution to this problem but we can design a partial solution when
the Teredo clients are connected through IPv4 to the sane |ink.

A Teredo client who wi shes to enable |ocal discovery SHOULD join the
| Pv4 multicast group identified by Teredo | Pv4 Discovery Address.
The client SHOULD wait for discovery bubbles to be received on the
Teredo | Pv4 Di scovery Address. The client SHOULD send | oca

di scovery bubbles to the Teredo | Pv4 Discovery Address at random
intervals, uniformy distributed between 200 and 300 seconds. A

| ocal Teredo bubble has the follow ng characteristics:

- I Pv4 source address: the |IPv4 address of the sender
- I Pv4 destination address: the Teredo | Pv4 Di scovery Address

IPv4 ttl: 1

- UDP source port: the Teredo service port of the sender

UDP destination port: the Teredo UDP port

UDP payl oad: a minimal |Pv6 packet, as follows
- I Pv6 source: the global Teredo | Pv6 address of the sender

- | Pv6 destination: the all-nodes on-link nulticast address
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- I Pv6 payl oad type: 59 (No Next Header, as per [RFC2460])
- 1 Pv6 payload length: O
- IPv6 hop Iimt: 1

The | ocal discovery procedure carries a denial of service risk, as
mal evol ent nodes coul d send fake bubbles to unsuspecting parties, and
thus capture the traffic originating fromthese parties. The risk is
mtigated by the filtering rules described in Section 5.2.5, and al so
by "l'ink only" multicast scope of the Teredo | Pv4 Di scovery Address,
which inmplies that packets sent to this address will not be forwarded
across routers.

To benefit fromthe "link only nulticast" protection, the clients
should silently discard all |ocal discovery bubbles that are received
over a unicast address. To further nmitigate the denial of service
risk, the client MJST silently discard all |ocal discovery bubbles
whose | Pv6 source address is not a well-formed Teredo | Pv6 address,

or whose | Pv4 source address does not belong to the |ocal |Pv4
subnet; the client MAY decide to silently discard all |ocal discovery
bubbl es whose Teredo | Pv6 address do not include the sane mapped | Pv4
address as its own.

If the bubble is accepted, the client checks whether there is an
entry in the list of recent peers that correspond to the mapped | Pv4
address and nmapped UDP port associated with the source | Pv6 address
of the bubble. |If there is such an entry, the client MJUST update the
| ocal peer address and | ocal peer port paraneters to reflect the | Pv4
source address and UDP source port of the bubble. [If there is no
entry, the client MJUST create one, setting the |ocal peer address and
| ocal peer port paraneters to reflect the | Pv4 source address and UDP
source port of the bubble, the last reception date to the current
date and tinme, the last transmi ssion date to 30 seconds before the
current date, and the nunber of bubbles to zero. The state of the
entry is set to "not trusted".

Upon reception of a discovery bubble, clients reply with a unicast
bubbl e as specified in Section 5.2.3.

5.2.9. Direct IPv6 Connectivity Test

The Teredo procedures are designed to enable direct connections
between a Teredo host and a Teredo relay. Teredo hosts |ocated
behind a cone NAT will receive packets directly fromrelays; other
Teredo hosts will learn the original addresses and UDP ports of third
parties through the |ocal Teredo server. |In all of these cases,
there is a risk that the | Pv6 address of the source will be spoofed
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by a mal evolent party. Teredo hosts nust nake two deci sions, whether
to accept the packet for local processing and whether to transmt
further packets to the | Pv6 address through the newy

| earned | Pv4 address and UDP port. The basic rule is that the hosts
shoul d be generous in what they accept and careful in what they send.
Ref using to accept packets due to spoofing concerns woul d conproni se
connectivity and should only be done when there is a near certainty
that the source address is spoofed. On the other hand, sending
packets to the wong address shoul d be avoi ded.

When the client wants to send a packet to a native |Pv6 node or a

6t 04 node, it should check whether a valid peer entry already exists
for the IPv6 address of the destination. |If this is not the case,
the client will pick a random nunber (a nonce) and format an | CMPv6
Echo Request nessage whose source is the | ocal Teredo address, whose
destination is the address of the IPv6 node, and whose Data field is
set to the nonce. (It is recommended to use a random nunber at | east
64 bits long.) The nonce value and the date at which the packet was
sent will be documented in a provisional peer entry for the |IPV6
destination. The |ICWPv6 packet will then be sent encapsulated in a
UDP packet destined to the Teredo server |Pv4 address and to the
Teredo port. The rules of Section 5.2.3 specify howthe reply to
this packet will be processed.

5.2.10. Working around symmetric NAT

The client procedures are designed to enable I Pv6 connectivity

t hrough the nost comon types of NAT, which are commonly called "cone
NAT" and "restricted cone NAT" [RFC3489]. Sonme NATs enploy a
different design; they are often called "symetric NAT'. The
qualification algorithmin Section 5.2.1 will not succeed when the

I ocal NAT is a synmmetric NAT.

In many cases, it is possible to work around the limtations of these
NATs by explicitly reserving a UDP port for Teredo service on a
client, using a function often called "DVMZ" in the NAT s nanual .

This port will becone the "service port" used by the Teredo hosts.
The inmplenmenters of Teredo functions in hosts nust make sure that the
val ue of the service port can be explicitly provisioned, so that the
user can provision the sane value in the host and in the NAT

The reservation procedure guarantees that the port mapping wll
remain the same for all destinations. After the explicit
reservation, the qualification algorithmin Section 5.2.1 will
succeed, and the Teredo client will behave as if behind a "cone NAT".
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When different clients use Teredo behind a single synmetric NAT, each
of these clients must reserve and use a different service port.

5.3. Teredo Server Specification

The Teredo server is designed to be stateless. The Teredo server
waits for incomng UDP packets at the Teredo Port, using the |Pv4
address that has been selected for the service. |In addition, the
server is able to receive and transnit sonme packets using a different
| Pv4 address and a different port nunber.

The Teredo server acts as an IPv6 router. As such, it will receive
Router Solicitation nessages, to which it will respond with Router
Advertisenent nmessages as explained in Section 5.3.2. It nmay also

recei ve other packets, for exanple, |ICVWPv6 nessages and Teredo
bubbl es, which are processed according to the | Pv6 specification.

By default, the routing functions of the Teredo server are limted.
Teredo servers are expected to relay Teredo bubbles, |CMPv6 Echo
requests, and | CMPv6 Echo replies, but they are not expected to relay
ot her types of |Pv6 packets. Operators may, however, decide to
conbi ne the functions of "Teredo server” and "Teredo relay", as

expl ained in Section 5. 4.

5.3.1. Processing of Teredo |IPv6 Packets

Bef ore processing the packet, the Teredo server MJST check the
validity of the encapsulated | Pv6 source address, the | Pv4 source
address, and the UDP source port:

1) If the UDP content is not a well-formed Teredo | Pv6 packet, as
defined in Section 5.1.1, the packet MJST be silently discarded.

2) If the UDP packet is not a Teredo bubble or an I CMPv6 nessage, it
SHOULD be di scarded. (The packet may be processed if the Teredo
server also operates as a Teredo relay, as explained in Section 5.4.)

3) If the IPv4 source address is not in the format of a gl oba
uni cast address, the packet MJST be silently discarded (see Section
5.2.4 for a definition of global unicast addresses).

4) If the I Pv6 source address is an |IPv6 |ink-local address, the

| Pv6 destination address is the |link-l1ocal scope all routers
mul ti cast address (FF02::2), and the packet contains an | CMPv6 Rout er
Solicitation nmessage, the packet MJUST be accepted. It MIST be
discarded if the server requires secure qualification and the

aut henti cation encapsul ation is absent or verification fails.
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5) If the IPv6 source address is a Teredo |IPv6 address, and if the
| Pv4 address and UDP port enbedded in that address match the | Pv4
source address and UDP source port, the packet SHOULD be accepted.

6) If the IPv6 source address is not a Teredo | Pv6 address, and if
the I Pv6 destination address is a Teredo address all ocated through
this server, the packet SHOULD be accept ed.

7) In all other cases, the packet MJST be silently discarded.

The Teredo server will then check the | Pv6 destinati on address of the
encapsul ated | Pv6 packet:

If the I Pv6 destination address is the link-local scope all routers
mul ti cast address (FF02::2), or the link-local address of the server,
the Teredo server processes the packet; it nay have to process Router
Solicitation nmessages and | CMPv6 Echo Request nessages.

If the destination | Pv6 address is not a global scope |Pv6 address,
t he packet MUST NOT be forwarded.

If the destination address is not a Teredo | Pv6 address, the packet
shoul d be relayed to the IPv6 Internet using regular |Pv6 routing.

If the 1 Pv6 destination address is a valid Teredo | Pv6 address as
defined in Section 2.13, the Teredo Server MJST check that the |IPv4
address derived fromthis IPv6 address is in the format of a gl oba
uni cast address; if this is not the case, the packet MJST be silently
di scar ded.

If the address is valid, the Teredo server encapsul ates the |IPv6
packet in a new UDP datagram in which the follow ng paraneters are
set:

- The destination |IPv4 address is derived fromthe | Pv6 destination
- The source I Pv4 address is the Teredo server |Pv4 address.

- The destination UDP port is derived fromthe |Pv6 destination

- The source UDP port is set to the Teredo UDP Port.

If the destination | Pv6 address is a Teredo client whose address is
serviced by this specific server, the server should insert an origin
indication in the first bytes of the UDP payl oad, as specified in
Section 5.1.1. (To verify that the client is served by this server,

the server conpares bits 32-63 of the client’s Teredo | Pv6 address to
the server’s | Pv4 address.)
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5.3.2. Processing of Router Solicitations

Wien the Teredo server receives a Router Solicitation nmessage (RS

[ RFC2461]), it retains the | Pv4 address and UDP port from which the
solicitation was received; these becone the Teredo mapped address and
Teredo mapped port of the client. The router uses these values to
conmpose the origin indication encapsulation that will be sent with
the response to the solicitation

The Teredo server responds to the router solicitation by sending a
Rout er Advertisenment nessage [RFC2461]. The router adverti senent
MUST advertise the Teredo I Pv6 prefix conposed fromthe service

prefix and the server’s | Pv4 address. The | Pv6 source address shoul d
be set to a Teredo link-1ocal server address associated to the |ocal
interface; this address is derived fromthe | Pv4 address of the
server and fromthe Teredo port, as specified in Section 4; the cone
bit is set to 1. The IPv6 destination address is set to the |IPv6
source address of the RS. The Router Advertisenent nessage must be
sent over UDP to the Teredo mapped address and Teredo mapped port of
the client; the IPv4 source address and UDP source port should be set
to the server’s | Pv4 address and Teredo Port. |If the cone bit of the
client’s IPv6 address is set to 1, the RA nust be sent froma
different 1 Pv4 source address than the server address over which the
RS was received; if the cone bit is set to zero, the response nust be
sent back fromthe sanme address.

Bef ore sendi ng the packet, the Teredo server MJST check that the | Pv4
destination address is in the format of a gl obal unicast address; if
this is not the case, the packet MJST be silently discarded (see
Section 5.2.4 for a definition of global unicast addresses).

|f secure qualification is required, the server MIST insert a valid
aut henti cation paraneter in the UDP packet carrying the router
advertisenment. The client identifier and the nonce value used in the
aut hentication paranmeter MJST be the sane identifier and nonce as
received in the router solicitation. The confirmation byte MJST be
set to zero if the client identifier is still valid, and a non-nul

val ue ot herw se; the authentication value SHOULD be conputed using
the secret that corresponds to the client identifier.

5.4. Teredo Relay Specification

Teredo relays are IPv6 routers that advertise reachability of the
Teredo service IPv6 prefix through the I Pv6 routing protocols. (A
m nimal Teredo relay nay serve just a local host, and woul d not
advertise the prefix beyond this host.) Teredo relays will receive
| Pv6 packets bound to Teredo clients. Teredo relays should be able
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to receive packets sent over |IPv4 and UDP by Teredo clients; they may
apply filtering rules, e.g., only accept packets from Teredo clients
if they have previously sent traffic to these Teredo clients.

The receiving and sending rules used by Teredo rel ays are very
simlar to those of Teredo clients. Teredo relays nmust use a Teredo
service port to transnit packets to Teredo clients; they mnust
maintain a "list of peers", identical to the |list of peers naintained
by Teredo clients.

5.4.1. Transmission by Relays to Teredo dients

When a Teredo relay has to transmit a packet to a Teredo client, it
exam nes the destination |IPv6 address. By definition, the Teredo
relays will only send over UDP | Pv6 packets whose | Pv6 destination
address is a valid Teredo | Pv6 address.

Bef ore processing these packets, the Teredo Relay MJST check that the
| Pv4 destination address enbedded in the Teredo | Pv6 address is in
the format of a global unicast address; if this is not the case, the
packet MJUST be silently discarded (see Section 5.2.4 for a definition
of gl obal unicast addresses).

The relay then checks if there is an entry for this |IPv6 address in
the list of recent Teredo peers, and if the entry is still valid.
The relay then perfornms the foll ow ng:

1) If there is an entry for that 1 Pv6 address in the |ist of peers,
and if the status of the entry is set to "trusted", the | Pv6 packet
shoul d be sent over UDP to the napped | Pv4 address and mapped UDP
port of the entry. The relay updates the date of |ast transm ssion
in the peer entry.

2) If there is no trusted entry in the list of peers, and if the
destination is a Teredo | Pv6 address in which the cone bit is set to
1, the packet is sent over UDP to the mapped | Pv4 address and napped
UDP port extracted fromthat |IPv6 address.

3) If there is no trusted entry in the list of peers, and if the
destination is a Teredo | Pv6 address in which the cone bit is set to
0, the Teredo relay creates a bubble whose source address is set to a
| ocal 1 Pv6 address, and whose destination address is set to the
Teredo | Pv6 address of the packet’s destination. The bubble is sent
to the server address corresponding to the Teredo destination. The
entry becones trusted when a bubble or another packet is received
fromthis IPv6 address; if no such packet is received before a tine-
out of 2 seconds, the Teredo relay nay repeat the bubble, up to three
times. If the relay fails to receive a bubble after these
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repetitions, the entry is renoved fromthe [ist of peers. The relay
MAY queue packets bound to untrusted entries; the queued packets
SHOULD be de-queued and forwarded when the entry becones trusted;
they SHOULD be deleted if the entry is deleted. To avoid denial of
service attacks, the relays SHOULD limt the nunber of packets in
such queues.

In cases 2 and 3, the Teredo relay should create a peer entry for the
| Pv6 address; the entry status is marked as trusted in case 2 (cone
NAT) and not trusted in case 3. 1In case 3, if the Teredo relay
happens to be | ocated behind a non-cone NAT, it should also send a
bubble directly to the nmapped | Pv4 address and mapped port nunber of
the Teredo destination. This will "open the path" for the return
bubble fromthe Teredo client.

For reliability reasons, relays MAY decide to ignore the value of the

cone bit in the flag, and always performthe "case 3", i.e., treat
all Teredo peers as if they were | ocated behind a non-cone NAT. This
wWill result in sone increase in traffic, but nay avoid

reliability issues if the determ nation of the NAT status was for
some reason erroneous. For the same reason, relays MAY al so deci de
to always send a direct bubble to the mapped | Pv4 address and mapped
port nunber of the Teredo destination, even if they do not believe
that they are | ocated behind a non-cone NAT.

5.4.2. Reception from Teredo Cients

The Teredo relay may receive packets from Teredo clients; the packets
should normally only be sent by clients to which the relay previously

transmtted packets, i.e., clients whose |IPv6 address is present in
the list of peers. Relays, like clients, use the packet reception
procedure to maintain the date and tinme of the last interaction with
the Teredo server and the "list of recent peers”

When a UDP packet is received over the Teredo service port, the
Teredo relay checks that it contains a valid | Pv6 packet as specified
in [RFC2460]. If this is not the case, the packet is silently

di scar ded.

Then, the Teredo relay exam nes whether the | Pv6 source address is a
valid Teredo address, and if the mapped | Pv4 address and mapped port
match the | Pv4 source address and port nunber from which the packet
is received. |If this is not the case, the packet is silently

di scar ded.

The Teredo relay then exam nes whether there is an entry for the |IPv6
source address in the list of recent peers. |If this is not the case,
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the packet may be silently discarded. |If this is the case, the entry
status is set to "trusted"; the relay updates the "date and tine of
the last interaction" to the current date and timne.

Finally, the relay exam nes the destination |IPv6 address. |If the
destination belongs to a range of |Pv6 addresses served by the rel ay,
t he packet SHOULD be accepted and forwarded to the destination. 1In
the ot her cases, the packet SHOULD be silently discarded.

5.4.3. Difference between Teredo Rel ays and Teredo Servers

Because Teredo servers can relay Teredo packets over IPv6, all Teredo
servers nust be capabl e of behaving as Teredo relays. There is,
however, no requirenent that Teredo rel ays behave as Teredo servers.

The dual role of server and relays inplies an additional conplexity
for the programm ng of servers: the processing of incon ng packets
shoul d be a conbinati on of the server processing rules defined in
Section 5.3.1, and the relay processing rules defined in Section
5.4.2. (Section 5.3 only specifies the rules inplenmented by a pure
server, not a conbination relay+server.)

5.5. Inplenentation of Automatic Sunset

Teredo is designed as an interimtransition mechanism and it is

i nportant that it should not be used any |onger than necessary. The
"sunset" procedure will be inplenmented by Teredo clients, servers,
and relays, as specified in this section.

The Teredo-capabl e nodes MUST NOT behave as Teredo clients if they
al ready have | Pv6 connectivity through any other means, such as
native | Pv6 connectivity. |In particular, nodes that have a gl oba
| Pv4 address SHOULD obtai n connectivity through the 6to4 service
rather than through the Teredo service. The classic reason why a
node that does not need connectivity would still enable the Teredo
service is to guarantee good perfornmance when interacting with Teredo
clients; however, a Teredo-capable node that has |Pv4 connectivity
and that has obtained | Pv6 connectivity outside the Teredo service
MAY deci de to behave as a Teredo relay, and still obtain good
performance when interacting with Teredo clients.

The Teredo servers are expected to participate in the sunset
procedure by announcing a date at which they will stop providing the
service. This date depends on the availability of alternative
solutions to their clients, such as "dual - node" gateways that behave
si mul taneously as | Pv4 NATs and | Pv6 routers. Most Teredo servers
will not be expected to operate nore than a few years. Teredo rel ays
are expected to have the sanme life span as Teredo servers.
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6.

Further Study, Use of Teredo to Inplenment a Tunnel Service

Teredo defines a NAT traversal solution that can be provi ded using
very little resource at the server. Ongoing | ETF di scussions have
outlined the need for both a solution like Teredo and a nore
controll ed NAT traversal solution, using configured tunnels to a
service provider [RFC3904]. This section provides a tentative

anal ysis of how Teredo coul d be extended to al so support a configured
tunnel service.

It may be possible to design a tunnel server protocol that is
conpatible with Teredo, in the sense that the sane client could be
used either in the Teredo service or with a tunnel service. In fact,
this could be done by configuring the client with:

The | Pv4 address of a Teredo server that acts as a tunnel broker
- Aclient identifier

A shared secret with that server

- An agreed-upon authentication algorithm

The Teredo client would use the secure qualification procedure, as
specified in Section 5.2.2. Instead of returning a Teredo prefix in
the router advertisenent, the server would return a globally routable
| Pv6 prefix; this prefix could be pernmanently assigned to the client,
whi ch woul d provide the client with a stable address. The server
woul d have to keep state, i.e., nenorize the association between the
prefix assigned to the client and the napped | Pv4 address and mapped
UDP port of the client.

The Teredo server woul d advertise reachability of the client prefix
to the IPv6 Internet. Any packet bound to that prefix would be
transmtted to the mapped | Pv4 address and nmapped UDP port of the
client.

The Teredo client, when it receives the prefix, would notice that
this prefix is a global IPv6 prefix, not in the formof a Teredo
prefix. The client would at that point recognize that it should
operate in tunnel node. A client that operates in tunnel node would
execute a much sinpler transm ssion procedure: it would forward any
packet sent to the Teredo interface to the |IPv4 address and Teredo
UDP port of the server.

The Teredo client would have to performthe mai ntenance procedure
described in Section 5.2.5. The server would receive the router
solicitation, and could notice a possible change of mapped | Pv4
address and nmapped UDP port that could result fromthe
reconfiguration of the mappings inside the NAT. The server should
conti nue advertising the same |Pv6 prefix to the client, and should
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updat e the mapped | Pv4 address and mapped UDP port associated to this
prefix, if necessary.

There is as yet no consensus that a tunnel -node extension to Teredo
shoul d be devel oped. This section is only intended to provide
suggestions to the future devel opers of such services. Mny details
woul d probably have to be worked out before a tunnel -nbde extension
woul d be agreed upon.

7. Security Considerations

The main objective of Teredo is to provide nodes | ocated behind a NAT
with a globally routable | Pv6 address. The Teredo nodes can use |IP
security (IPsec) services such as Internet Key Exchange (I|KE)

Aut henti cati on Header (AH), or Encapsul ation Security Payl oad (ESP)

[ RFC4306, RFC4302, RFC4303], without the configuration restrictions
still present in "Negotiation of NAT-Traversal in the I KE'" [ RFC3947].
As such, we can argue that the service has a positive effect on
network security. However, the security analysis nust al so envisage
the negative effects of the Teredo services, which we can group in
four categories: security risks of directly connecting a node to the
| Pv6 I nternet, spoofing of Teredo servers to enable a man-in-the-

m ddl e attack, potential attacks ained at denying the Teredo service
to a Teredo client, and denial of service attacks agai nst non-Teredo
partici pati ng nodes that woul d be enabled by the Teredo servi ce.

In the following, we reviewin detail these four types of issues, and
we present nitigating strategies for each of them

7.1. Opening a Hole in the NAT

The very purpose of the Teredo service is to make a machi ne reachabl e
through 1Pv6. By definition, the machine using the service will give
up whatever firewall service was available in the NAT box, however
limted this service may be [RFC2993]. The services that listen to
the Teredo | Pv6 address will beconme the potential target of attacks
fromthe entire IPv6 Internet. This nmay sound scary, but there are
three mitigating factors.

The first mitigating factor is the possibility to restrict sone
services to only accept traffic fromlocal neighbors, e.g., using
link-1ocal addresses. Teredo does not support conmunication using

i nk-1ocal addresses. This inplies that |ink-local services will not
be accessed through Teredo, and will be restricted to whatever other
| Pv6 connectivity may be available, e.g., direct traffic with

nei ghbors on the local Iink, behind the NAT.
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The second nmitigating factor is the possible use of a "l ocal

firewal|" solution, i.e., a piece of software that perforns |locally
the kind of inspection and filtering that is otherwise perfornmed in a
perimeter firewall. Using such software is recomended.

The third mitigating factor is the availability of IP security

(I Psec) services such as | KE, AH, or ESP [ RFC4306, RFC4302, RFC4303].
Usi ng these services in conjunction with Teredo is a good policy, as
it will protect the client frompossible attacks in internediate
servers such as the NAT, the Teredo server, or the Teredo relay.
(However, these services can be used only if the parties in the
comuni cati on can negotiate a key, which requires agreeing on sone
credentials; this is known to be a hard problem)

7.2. Using the Teredo Service for a Man-in-the-M ddle Attack

The goal of the Teredo service is to provide hosts |ocated behind a
NAT with a globally reachable I Pv6 address. There is a possible

cl ass of attacks against this service in which an attacker sonmehow
intercepts the router solicitation, responds with a spoofed router
adverti senent, and provides a Teredo client with an incorrect
address. The attacker may have one of two objectives: it may try to
deny service to the Teredo client by providing it with an address
that is in fact unreachable, or it may try to insert itself as a
relay for all client conmunications, effectively enabling a variety
of "man-in-the-mddle" attack.

7.2.1. Attacker Spoofing the Teredo Server

The sinple nonce verification procedure described in Section 5.2.2
provides a first | evel of protection against attacks in which a third
party tries to spoof the server. |In practice, the nonce procedure
can be defeated only if the attacker is "on path".

If client and server share a secret and agree on an authentication
al gorithm the secure qualification procedure described in Section
5.2.2 provides further protection. To defeat this protection, the
attacker could try to obtain a copy of the secret shared between
client and server. The nost likely way to obtain the shared secret
istolisten to the traffic and nount an offline dictionary attack;
to protect against this attack, the secret shared between client and
server should contain sufficient entropy. (This probably requires
some automated procedure for provisioning the shared secret and the
al gorithm)

If the shared secret contains sufficient entropy, the attacker woul d

have to defeat the one-way function used to conpute the
aut henti cation value. This specification suggests a default

Hui t ema St andar ds Track [ Page 39]



RFC 4380 Ter edo February 2006

al gorithm conbi ning HVAC and MD5. |If the protection afforded by M5
was not deened sufficient, clients and servers can agree to use a
different algorithm e.g., SHAl

Anot her way to defeat the protection afforded by the authentication
procedure is to nmount a conplex attack, as foll ows:

1) dient prepares router solicitation, including authentication
encapsul ati on.

2) Attacker intercepts the solicitation, and sonmehow nmanages to
prevent it fromreaching the server, for exanple, by nounting a
short-duration DoS attack agai nst the server

3) Attacker replaces the source | Pv4 address and source UDP port of
the request by one of its own addresses and port, and forwards the
nodi fied request to the server

4) Server dutifully notes the |IPv4 address from which the packet is
received, verifies that the Authentication encapsulation is correct,
prepares a router advertisenent, signs it, and sends it back to the
i nconmi ng address, i.e., the attacker

5) Attacker receives the advertisenent, takes note of the mapping,
repl aces the | Pv4 address and UDP port by the original values in the
i ntercepted nessage, and sends the response to the client.

6) Cient receives the advertisenent, notes that the authentication
header is present and is correct, and uses the proposed prefix and
the mapped addresses in the origin indication encapsul ation.

The root cause of the problemis that the NAT is, initself, a man-
in-the-mddle attack. The Authentication encapsul ati on covers the

encapsul ated | Pv6 packet, but does not cover the encapsul ating |Pv4
header and UDP header. It is very hard to devise an effective

aut henti cati on schene, since the attacker does not do anything else
t han what the NAT |egally does!

However, there are several mitigating factors that |ead us to avoid
worrying too nuch about this attack. In practice, the gain fromthe
attack is either to deny service to the client or to obtain a "nan-
in-the-mddle" position. However, in order to mount the attack, the
attacker nust be able to suppress traffic originating fromthe
client, i.e., have denial of service capability; the attacker nust

al so be able to observe the traffic exchanged between client and
inject its own traffic in the nmx, i.e., have man-in-the-niddle
capacity. In sunmary, the attack is very hard to nount, and the gain
for the attacker in terns of "elevation of privilege" is mninal
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A simlar attack is described in detail in the security section of
[ RFC3489] .

7.2.2. Attacker Spoofing a Teredo Rel ay

An attacker may try to use Teredo either to pass itself for another

| Pv6 host or to place itself as a man-in-the-m ddl e between a Teredo
host and a native IPv6 host. The attacker will nount such attacks by
spoofing a Teredo relay, i.e., by convincing the Teredo host that
packets bound to the native |IPv6 host should be relayed to the | Pv4
address of the attacker.

The possibility of the attack derives fromthe | ack of any
algorithmc relation between the | Pv4 address of a relay and the
native | Pv6 addresses served by these relay. A Teredo host cannot
deci de just by looking at the encapsul ating I Pv4 and UDP header
whether or not arelay is legitimate. |If a Teredo host decided to
sinmply trust the inconming traffic, it would easily fall prey to a
rel ay-spoofing attack.

The attack is nmitigated by the "direct |IPv6 connectivity test”
specified in Section 5.2.9. The test specifies a relay discovery
procedure secured by a nonce. The nonce is transnitted fromthe
Teredo host to the destination through Teredo server, which the
client normally trusts. The response arrives through the "natural"
relay, i.e., the relay closest to the IPv6 destination. Sending
traffic to this relay will place it out of reach of attackers that
are not on the direct path between the Teredo host and its | Pv6 peer.

End-to-end security protections are required to defend agai nst
spoofing attacks if the attacker is on the direct path between the
Teredo host and its peer.

7.2.3. End-to-End Security

The nost effective line of defense of a Teredo client is probably not
to try to secure the Teredo service itself: even if the mapping can
be securely obtained, the attacker would still be able to listen to
the traffic and send spoofed packets. Rather, the Teredo client
should realize that, because it is |ocated behind a NAT, it is in a

situation of vulnerability; it should systematically try to encrypt
its IPv6 traffic, using IPsec. Even if the IPv4d and UDP headers are
vul nerabl e, the use of IPsec will effectively prevent spoofing and
listening of the IPv6 packets by third parties. By providing each
client with a global |Pv6 address, Teredo enables the use of |Psec
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wi t hout the configuration restrictions still present in "Negotiation
of NAT-Traversal in the IKE'" [RFC3947] and ultimtely enhances the
security of these clients.

7.3. Denial of the Teredo service

Qur analysis outlines five ways to attack the Teredo service. There
are counterneasures for each of these attacks.

7.3.1. Denial of Service by a Rogue Rel ay

An attack can be nounted on the I Pv6 side of the service by setting
up a rogue relay and letting that relay advertise a route to the
Teredo I Pv6 prefix. This is an attack against |Pv6 routing, which
can al so be nitigated by the sane kind of procedures used to
elimnate spurious route advertisenents. Dual-stack nodes that

i npl emrent "host local" Teredo relays are inpervious to this attack.

7.3.2. Denial of Service by Server Spoofing

In Section 7.2, we discussed the use of spoofed router advertisenents
to insert an attacker in the mddle of a Teredo conversation. The
spoof ed router advertisenments can also be used to provision a client
with an incorrect address, pointing to either a non-existing |Pv4
address or the | Pv4 address of a third party.

The Teredo client will detect the attack when it fails to receive
traffic through the newy acquired I Pv6 address. The attack can be
mtigated by using the authentication encapsul ation.

7.3.3. Denial of Service by Exceeding the Number of Peers

A Teredo client manages a cache of recently used peers, which nakes
it stateful. It is possible to nmount an attack agai nst the client by
provoking it to respond to packets that appear to cone froma |arge
nunber of Teredo peers, thus trashing the cache and effectively
denyi ng the use of direct conmunication between peers. The effect
will last only as long as the attack is sustai ned.

7.3.4. Attacks against the Local Discovery Procedure

There is a possible denial of service attack agai nst the |ocal peer
di scovery procedure, if attackers can manage to send spoofed | oca

di scovery bubbles to a Teredo client. The checks described in
Section 5.2.8 mtigate this attack. Cients who are nore interested
in security than in performance coul d decide to disable the |ocal

di scovery procedure; however, if local discovery is disabled, traffic
between | ocal nodes will end up being relayed through a server
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external to the local network, which has questionable security
i mplications.

7.3.5. Attacking the Teredo Servers and Rel ays

It is possible to mount a brute force denial of service attack

agai nst the Teredo servers by sending thema very |arge nunber of
packets. This attack will have to be brute force, since the servers
are statel ess, and can be designed to process all the packets that
are sent on their access line.

The brute force attack against the Teredo servers is mitigated if
clients are ready to "failover" to another server. Bringing down the
servers will, however, force the clients that change servers to
renunber their Teredo address.

It is also possible to nount a brute force attack against a Teredo
relay. This attack is nmitigated if the relay under attack stops
announci ng the reachability of the Teredo service prefix to the |IPv6
network: the traffic will be picked up by the next relay.

An attack similar to that described in Section 7.3.2 can be nounted
against a relay. An |IPv6 host can send | Pv6 packets to a | arge
nunber of Teredo destinations, forcing the relay to establish state
for each of these destinations. Teredo relays can obtain sone
protection by limting the range of IPv6 clients that they serve, and
by limting the anmount of state used for "new' peers.

7.4. Denial of Service against Non-Teredo Nodes

There is a widely expressed concern that transition mechani snms such
as Teredo can be used to nmount denial of service attacks, by
injecting traffic at |locations where it is not expected. These
attacks fall in three categories: using the Teredo servers as a
reflector in a denial of service attack, using the Teredo server to
carry a denial of service attack against |Pv6 nodes, and using the
Teredo relays to carry a denial of service attack agai nst | Pv4 nodes.
The anal ysis of these attacks follows. A common nmitigating factor in
all cases is the "regularity" of the Teredo traffic, which contains
hi ghly specific patterns such as the Teredo UDP port, or the Teredo

| Pv6 prefix. |In case of attacks, these patterns can be used to
quickly install filters and renove the offending traffic.

We shoul d al so note that none of the listed possibilities offer any
noti ceabl e anplification.
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7.4.1. Laundering DoS attacks fromIPv4 to | Pv4

An attacker can use the Teredo servers as reflectors in a denial of
service attack ainmed at an IPv4 target. The attacker can do this in
one of two ways. The first way is to construct a Router Solicitation

nmessage and post it to a Teredo server, using as |Pv4 source address
t he spoofed address of the target; the Teredo server will then send a
Rout er advertisenment nessage to the target. The second way is to
construct a Teredo | Pv6 address using the Teredo prefix, the address
of a selected server, the IPv4 of the target, and an arbitrary UDP
port, and to then send packets bound to that address to the sel ected
Teredo server.

Ref |l ector attacks are discussed in [REFLECT], which outlines various
mtigating techni ques agai nst such attacks. One of these mitigations
is to observe that "the traffic generated by the reflectors [has]
sufficient regularity and semantics that it can be filtered out near
the victimwi thout the filtering itself constituting a denial -of -
service to the victim (' collateral danage’)". The traffic reflected
by the Teredo servers neets this condition: it is clearly

recogni zable, since it originates fromthe Teredo UDP port; it can be

filtered out safely if the target itself is not a Teredo user. In
addi tion, the packets relayed by servers will carry an Oigin

i ndi cation encapsul ati on, which will help determ ne the source of the
att ack.

7.4.2. DoS Attacks fromIPv4d to | Pv6

An attacker may use the Teredo servers to launch a denial of service
attack against an arbitrary |Pv6 destination. The attacker will
build an | Pv6 packet bound for the target and will send that packet
to the I Pv4 address and UDP port of a Teredo server, to be rel ayed
fromthere to the target over |Pv6.

The address checks specified in Section 5.3.1 provide sone protection
against this attack, as they ensure that the I Pv6 source address will
be consistent with the I Pv4 source address and UDP source port used
by the attacker: if the attacker cannot spoof the |Pv4 source
address, the target will be able to determne the origin of the

att ack.

The address checks ensure that the I Pv6 source address of packets
forwarded by servers will start with the IPv6 Teredo prefix. This is
a mtigating factor, as sites under attack could use this to filter
out all packets sourced fromthat prefix during an attack. This wll
result in a partial loss of service, as the target will not be able
to communicate with legitimte Teredo hosts that use the sane prefix.
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However, the conmmunication with other | Pv6 hosts will remain
unaf f ected, and the conmmunication with Teredo hosts will be able to
resune when the attack has ceased.

7.4.3. DoS Attacks fromI|Pv6e to | Pv4

An attacker with | Pv6 connectivity nmay use the Teredo relays to

l aunch a denial of service attack against an arbitrary |Pv4
destination. The attacker will conpose a Teredo | Pv6 address using
the Teredo prefix, a "cone" flag set to 1, the | Pv4 address of the
target, and an arbitrary UDP port.

In the sinplest variation of this attack, the attacker sends |Pv6
packets to the Teredo destination using regular |Pv6 routing. The
packets are picked by the nearest relay, which will forward themto
the I Pv4 address of the target. 1In a nore elaborate variant, the
attacker tricks a Teredo into sending packets to the target, either
by sending a first packet with a spoofed | Pv6 address and letting the
Teredo host reply or by publishing a spoofed I Pv6 address in a name
servi ce.

There are three types of |Pv4 addresses that an attacker may enbed in
t he spoofed Teredo address. It may enbed a nulticast or broadcast
address, an |l ocal unicast address, or a global unicast address.

Wth nulticast or broadcast addresses, the attacker can use the

mul tiplying effect of nmulticast routing. By sending a single packet,
it can affect a |l arge nunber of hosts, in a way rem niscent of the
"smurf" attack.

By using |ocal addresses, the attacker can reach hosts that are not
normal Iy reachable fromthe Internet, for exanple, hosts connected to
the a Teredo relay by a private subnet. This creates an exposure
for, at a minimum a denial of service attack against these otherw se
protected hosts. This is simlar to attack variants using source
routing to breach a perineter.

The address checks specified in Section 5.2.4, 5.3.1, and 5.4.1
verify that packets are relayed only to a global |Pv4 address. They
are designed to elinmnate the possibility of using broadcast,
mul ti cast or |ocal addresses in denial of service or other attacks.
In what follows, we will only consider attacks targeting globally
reachabl e uni cast addresses.
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The attacks can be targeted at arbitrary UDP ports, such as, for
exanpl e, the DNS port of a server. The UDP payl oad nust be a well -
formed | Pv6 packet, and is thus unlikely to be accepted by any well -
written UDP service; in nost case, the only effect of the attack will
be to overload the target with randomtraffic.

A special case occurs if the attack is directed to an echo servi ce.
The service will echo the packets. Since the echo service sees the
request coming fromthe | Pv4 address of the relay, the echo replies
will be sent back to the sanme relay. According to the rules
specified in Section 5.4, these packets will be discarded by the
Teredo relay. This is not a very efficient attack agai nst the Teredo
relays -- establishing a legitimte session with an actual Teredo
host would create nore traffic.

The | Pv6 packets sent to the target contain the |IPv6 address used by
the attacker. |If ingress filtering is used in the IPv6 network, this

address will be hard to spoof. |If ingress filtering is not used, the
attacker can be traced if the IPv6 routers use a mechanismsimlar to
| CMP Traceback. The | CWP nessages will nornally be collected by the
sane relays that forward the traffic fromthe attacker; the rel ays
can use these nessages to identify the source of an ongoi ng attack.
The details of this solution will have to be devel oped in further
research.

8. | AB Considerations

The | AB has studied the problemof "Unilateral Self Address Fixing"
(UNSAF), which is the general process by which a client attenpts to
determ ne its address in another realmon the other side of a NAT

t hrough a col | aborative protocol reflection nmechani sm|[RFC3424].
Teredo is an exanple of a protocol that performs this type of
function. The | AB has mandated that any protocols devel oped for this
pur pose docunent a specific set of considerations. This section
nmeet s those requirenents.

8. 1. Probl em Definition

From [ RFC3424], any UNSAF proposal rmnust provide a precise definition
of a specific, limted-scope problemthat is to be solved with the
UNSAF proposal. A short-termfix should not be generalized to solve
other problens; this is why "short termfixes usually aren t".

The specific problem being solved by Teredo is the provision of |Pv6
connectivity for hosts that cannot obtain |Pv6 connectivity natively
and cannot make use of 6to4 because of the presence of a NAT between
them and the 6to4 rel ays.
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8.2. Exit Strategy

From [ RFC3424], any UNSAF proposal mnust provide the description of an
exit strategy/transition plan. The better short termfixes are the
ones that will naturally see Il ess and | ess use as the appropriate
technol ogy i s depl oyed.

Teredo comes with its owm built-in exit strategy: as soon as a client
obtains I Pv6 connectivity by other neans, either 6to4 or native |Pv6,
it can cease using the Teredo service. In particular, we expect that
t he next generation of home routers will provide an | Pv6 service in
conplement to the current |Pv4 NAT service, e.g., by relaying
connectivity obtained fromthe ISP, or by using a configured or
automati c tunnel service.

As long as Teredo is used, there will be a need to support Teredo
relays so that the renmining Teredo hosts can comrunicate with native
| Pv6 hosts. As Teredo usage declines, the traffic |oad on the relays
will decline. Over time, managers will observe a reduced traffic
load on their relays and will turn themoff, effectively increasing
the pressure on the remaining Teredo hosts to upgrade to another form
of connectivity.

The exit strategy is facilitated by the nature of Teredo, which
provides an | P-1evel solution. |Pv6-aware applications do not have
to be updated to use or not use Teredo. The absence of inpact on the
applications nmakes it easier to migrate out of Teredo: network
connectivity suffices.

There woul d appear to be reasons why a Teredo inplenentation m ght
deci de to continue usage of the Teredo service even if it already has
obt ai ned connectivity by sonme ot her neans, for exanple:

1. Wien a client is dual honed, and it w shes to inprove the service
when communi cating with other Teredo hosts that are "nearby" on the

| Pv4 network. If the client only used its native |IPv6 service, the
Teredo hosts woul d be reached only through the relay. By naintaining
Teredo, the Teredo hosts can be reached by direct transm ssion over

| Pv4.

2. If, for some reason, the Teredo link is providing the client with
better service than the native IPv6 link, in terns of bandw dth,
packet | oss, etc.

The design of Teredo mitigates the dual -homing reason. A host that
wi shes to comunicate with Teredo peers can inplenent a "host-based
relay”, which is effectively an unnunbered Teredo interface. As
such, the dual -homed host will obtain Teredo connectivity with those
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hosts that nust use Teredo, but will not inadvertently encourage
ot her dual - honmed hosts to keep using the Teredo service.

The bubbl es and the UDP encapsul ati on used by Teredo introduce a
significant overhead. |t would take exceptional circunstances for
native technologies to provide a | esser service than Teredo. These
exceptional circunstances, or other unforeseen reasons, may induce
hosts to keep using the Teredo service despite the availability of
native | Pv6 connectivity. However, these circunstances are likely to
be rare and transient. Moreover, if the primary reason to use Teredo
fades away, one can expect that Teredo relays will be progressively
turned off and that the quality of the Teredo service wll
progressively degrade, reducing the notivation to use the Teredo
servi ce.

8.3. Brittleness Introduced by Teredo

From [ RFC3424], any UNSAF proposal nust provide a discussion of
specific issues that may render systens nore "brittle". For exanple,
approaches that involve using data at nmultiple network | ayers create
nor e dependenci es, increase debuggi ng chall enges, and rmake it harder
to transition.

Teredo introduces brittleness into the systemin several ways: the
di scovery process assunes a certain classification of devices based
on their treatnent of UDP; the nappings need to be continuously
refreshed; and addressing structure nmay cause sone hosts | ocated
behi nd a conmon NAT to be unreachable from each other.

There are many simlarities between these points and those introduced
by Sinple Traversal of the UDP Protocol through NAT (STUN) [ RFC3489];
however, Teredo is probably sonmewhat |less brittle than STUN. The
reason is that all Teredo packets are sent fromthe local |Pv4 Teredo
service port, including discovery, bubbles, and actual encapsul ated
packets. This is different from STUN, where NAT type detection and
bi ndi ng all ocation use different |ocal ports (epheneral, in both
cases).

Teredo assunes a certain classification of devices based on their
treatnent of UDP (e.g., cone, protected cone and symetric). There
coul d be devices that would not fit into one of these nolds, and
hence woul d be inproperly classified by Teredo.

The bindings allocated fromthe NAT need to be continuously

refreshed. Since the timeouts for these bindings are very
i npl enentation specific, the refresh interval cannot easily be
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determ ned. When the binding is not being actively used to receive
traffic, but to wait for an incom ng nessage, the binding refresh
wi |l needl essly consune network bandwi dth.

The use of the Teredo server as an additional network el ement

i ntroduces anot her point of potential security attack. These attacks
are largely prevented by the security measures provided by Teredo,

but not entirely.

The use of the Teredo server as an additional network el enent

i ntroduces another point of failure. |If the client cannot |ocate a
Teredo server, or if the server should be unavail able due to failure,
the Teredo client will not be able to obtain IPv6 connectivity.

The comunication with non-Teredo hosts relies on the availability of
Teredo rel ays. The Teredo design assunmes that there are multiple
Teredo rel ays; the Teredo service will discover the relay closest to
the non-Teredo peer. |If that relay beconmes unavailable, or is

m sbehavi ng, communi cati on between the Teredo hosts and the peers
close to that relay will fail. This reliability issue is sonewhat
mtigated by the possibility to deploy many relays, arbitrarily close
fromthe native IPv6 hosts that require connectivity with Teredo
peers.

Teredo i mposes sone restrictions on the network topol ogi es for proper

operation. In particular, if the same NAT is on the path between two
clients and the Teredo server, these clients will only be able to
interoperate if they are connected to the same link, or if the comon
NAT is capable of "hairpinning", i.e., "looping" packets sent by one

client to another.

There are al so additional points of brittleness that are worth
ment i oni ng:

- Teredo service will not work through NATs of the symetric variety.

- Teredo service depends on the Teredo server running on a network
that is a common ancestor to all Teredo clients; typically, this is
the public Internet. |If the Teredo server is itself behind a NAT,
Teredo service will not work to certain peers.

- Teredo introduces jitter into the IPv6 service it provides, due to
t he queui ng of packets while bubbl e exchanges take place. This
jitter can negatively inpact applications, particularly |atency
sensitive ones, such as Voice over |P (VolP)
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8. 4.

10.

Requi rements for a Long-Term Sol ution

From [ RFC3424], any UNSAF proposal nust identify requirenments for
| onger-term sound technical solutions -- contribute to the process
of finding the right |onger-term solution.

Qur experience with Teredo has led to the follow ng requirenents for
a long-termsolution to the NAT problem the devices that inplenent
the I Pv4 NAT services should in the future also beconme | Pv6 routers.

| ANA Consi der ati ons

This nenp docunents a request to IANA to allocate a 32-bit Teredo
| Pv6 service prefix, as specified in Section 2.6, and a Teredo | Pv4
mul ti cast address, as specified in Section 2.17.

Acknow edgenent s

Many of the ideas in this neno are the result of discussions between
the author and Mcrosoft colleagues, notably Brian Zill, John Mller
Mohit Tal war, Joseph Davies, and Rick Rashid. Several encapsulation
details are inspired fromearlier work by Keith Mbore. The exanple
in Section 5.1 and a nunber of security precautions were suggested by
Pekka Savola. The |ocal discovery procedure was suggested by Richard
Draves and Dave Thal er. The docunent was revi ewed by nmenbers of the
NGTRANS and V6OPS wor ki ng groups, including Brian Carpenter, Cyndi
Jung, Keith More, Thomas Narten, Anssi Porttikivi, Pekka Savola, Eng
Soo Guan, and Eiffel Wi. Eric Klein, Karen Ni el sen, Francis Dupont,
Mar kku Al a- Vannesl uorma, Henrik Levkowetz, and Jonat han Rosenberg
provi ded detailed reviews during the | ETF [ ast call.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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