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Abstract
Thi s docunent anal yses the security of the BG/ MPLS I P virtual
private network (VPN) architecture that is described in RFC 4364, for
the benefit of service providers and VPN users.
The anal ysis shows that BG?/ MPLS | P VPN networ ks can be as secure as

traditional |ayer-2 VPN services using Asynchronous Transfer Mode
(ATM or Franme Rel ay.
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1

Scope and I ntroduction

As Multiprotocol Label Switching (MPLS) is becom ng a nore w despread
technol ogy for providing IP virtual private network (VPN) services,
the security of the BGP/MPLS | P VPN architecture is of increasing
concern to service providers and VPN custoners. This docunent gives
an overview of the security of the BGP/MPLS | P VPN architecture that
is described in RFC 4364 [1], and conpares it with the security of
traditional |ayer-2 services such as ATM or Frane Rel ay.

The term "MPLS core" is defined for this docunent as the set of
Provi der Edge (PE) and provider (P) routers that provide a BGP/ MPLS
| P VPN service, typically under the control of a single service
provider (SP). This docunent assunes that the MPLS core network is
trusted and secure. Thus, it does not address basic security
concerns such as securing the network el enents agai nst unaut hori sed
access, msconfigurations of the core, or attacks internal to the
core. A custonmer that does not wish to trust the service provider
network nust use additional security nmechani sms such as | Psec over
the MPLS infrastructure.

Thi s docunent anal yses only the security features of BG/ MPLS | P
VPNs, not the security of routing protocols in general. |Psec
technol ogy is al so not covered, except to highlight the conbination
of MPLS VPNs with | Psec.

The overall security of a system has three aspects: the architecture,
the inplenentation, and the operation of the system Security issues
can exist in any of these aspects. This docunent analyses only the
architectural security of BGP/MPLS | P VPNs, not inplenentation or
operational security issues.

This docunent is targeted at technical staff of service providers and
enterprises. Know edge of the basic BGP/MPLS I P VPN architecture as
described in RFC 4364 [1] is required to understand this docunent.

For specific Layer 3 VPN term nology and reference nodels refer to

[ 11].

Section 2 of this docunent specifies the typical VPN requirenents a
VPN user m ght have, and section 3 anal yses how RFC 4364 [1]
addresses these requirements. Section 4 discusses specific security
i ssues of nulti-AS (Autononmous System) MPLS architectures, and
section 5 lists security features that are not covered by this
architecture and therefore need to be addressed separately. Section
6 highlights potential security issues on layer 2 that night inpact
the overall security of a BGP/ MPLS I P VPN service. The findings of
this docunment are summarized in section 7.
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2.

2.

Security Requirenents of VPN Networks

Bot h service providers offering any type of VPN services and
custoners using them have specific demands for security. Mostly,
they conpare MPLS-based solutions with traditional |ayer 2-based VPN
solutions such as Franme Relay and ATM since these are w dely

depl oyed and accepted. This section outlines the typical security
requirements for VPN networks. The follow ng section discusses if
and how BGP/ MPLS | P VPNs address these requirenments, for both the
MPLS core and the connected VPNs.

1. Address Space, Routing, and Traffic Separation

Non-intersecting |ayer 3 VPNs of the sanme VPN service are assuned to
have i ndependent address spaces. For exanple, two non-intersecting
VPNs nay each use the sane 10/8 network addresses without conflict.
In addition, traffic fromone VPN nust never enter another VPN. This
i nplies separation of routing protocol infornmation, so that routing
tabl es nust also be separate per VPN. Specifically:

0 Any VPN nust be able to use the sane address space as any ot her
VPN.

0 Any VPN nust be able to use the same address space as the MPLS
core.

o Traffic, including routing traffic, fromone VPN nust never fl ow
to anot her VPN

0 Routing information, as well as distribution and processing of
that information, for one VPN instance nust be independent from
any other VPN instance.

0 Routing infornmation, as well as distribution and processing of
that information, for one VPN instance nmust be independent from
the core

From a security point of view, the basic requirenment is to prevent
packets destined to a host a.b.c.d within a given VPN reaching a host
with the same address in another VPN or in the core, and to prevent
routi ng packets to another VPN even if it does not contain that

desti nati on address.

Confidentiality, as defined in the L3VPN Security Framework [11], is
a requirenment that goes beyond sinple isolation of VPNs and provides
protection agai nst eavesdroppi ng on any transm ssion nmedi um
Encryption is the nechani smused to provide confidentiality. This
docunent considers confidentiality an optional VPN requirenment, since
many exi sting VPN depl oynments do not encrypt transit traffic.
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2.2. Hding the Core Infrastructure

The internal structure of the core network (MPLS PE and P el enents)
shoul d not be externally visible. Wilst breaking this requirement
is not a security problemin itself, many service providers believe
it is advantageous if the internal addresses and network structure
are hidden fromthe outside world. An argunent is that denial -of-
service (DoS) attacks against a core router are nuch easier to carry
out if an attacker knows the router addresses. Addresses can al ways
be guessed, but attacks are nore difficult if addresses are not
known. The core should be as invisible to the outside world as a
conparabl e layer 2 infrastructure (e.g., Frame Relay, ATM. Core
network el enents should al so not be accessible fromwithin a VPN

Security should never rely entirely on obscurity, i.e., the hiding of
i nformation. Services should be equally secure if the inplenmentation
is known. However, there is a strong market perception that hiding
of details is advantageous. This point addresses that market

per ception.

2.3. Resistance to Attacks

There are two basic types of attacks: DoS attacks, where resources
becone unavail able to authorised users, and intrusions, where
resources becone avail able to unauthorised users. BGP/ MPLS | P VPN
networ ks must provide at |east the sane | evel of protection against
both forns of attack as current |ayer 2 networks.

For intrusions, there are two fundanmental ways to protect the
network: first, to harden protocols that could be abused (e.g.,
Telnet into a router), and second, to make the network as

i naccessi bl e as possible. This is achieved by a conbi nati on of
packet filtering / firewalling and address hiding, as discussed
above.

DoS attacks are easier to execute, since a single known | P address

m ght be enough information to attack a nachine. This can be done
using normal "permtted" traffic, but using higher than nornmal packet
rates, so that other users cannot access the targeted machine. The
only way to be invulnerable to this kind of attack is to make sure
that machi nes are not reachabl e, again by packet filtering and
optionally by address hiding.

Thi s docunent concentrates on protecting the core network agai nst

attacks fromthe "outside", i.e., the Internet and connected VPNs.
Protection against attacks fromthe "inside", i.e., an attacker who
has | ogi cal or physical access to the core network, is not discussed
her e.
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2.4. Inpossibility of Label Spoofing

Assum ng the address and traffic separation discussed above, an
attacker mght try to access other VPNs by inserting packets with a

| abel that he does not "own". This could be done fromthe outside,
i.e., another Custonmer Edge (CE) router or fromthe Internet, or from
within the MPLS core. The latter case (fromwthin the core) wl

not be discussed, since we assune that the core network is provided
securely. Should protection against an insecure core be required, it
is necessary to use security protocols such as |IPsec across the MPLS
infrastructure, at least fromCE to CE, since the PEs belong to the
core.

Dependi ng on the way that CE routers are connected to PE routers, it
m ght be possible to intrude into a VPN that is connected to the sane
PE, using |layer 2 attack nmechani sms such as 802.1Q | abel spoofing or
ATM VPI / VCl spoofing. Layer 2 security issues will be discussed in
section 6.

It is required that VPNs cannot abuse the MPLS | abel nechani sns or
protocols to gain unauthorised access to other VPNs or the core.

3. Analysis of BGP/ MPLS I P VPN Security

In this section, the BGP MPLS I P VPN architecture is analysed with
respect to the security requirenents |isted above.

3.1. Address Space, Routing, and Traffic Separation

BGP/ MPLS allows distinct P VPNs to use the same address space, which
can al so be private address space (RFC 1918 [2]). This is achieved
by adding a 64-bit Route Distinguisher (RD) to each |Pv4 route,
maki ng VPN-uni que addresses al so unique in the MPLS core. This
"extended" address is also called a "VPN-|1Pv4 address". Thus,
custoners of a BGP/MPLS I P VPN service do not need to change their
current addressing plan.

Each PE router maintains a separate Virtual Routing and Forwardi ng

i nstance (VRF) for each connected VPN. A VRF includes the addresses
of that VPN as well as the addresses of the PE routers with which the
CE routers are peering. Al addresses of a VRF, including these PE
addresses, belong logically to the VPN and are accessible fromthe
VPN. The fact that PE addresses are accessible to the VPN is not an
issue if static routing is used between the PE and CE routers, since
packet filters can be deployed to block access to all addresses of

the VRF on the PE router. |f dynamic routing protocols are used, the
CE routers need to have the address of the peer PE router in the core
configured. In an environment where the service provi der manages the
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CE routers as CPE, this can be invisible to the custonmer. The
address space on the CE-PE link (including the peering PE address) is
consi dered part of the VPN address space. Since address space can
overl ap between VPNs, the CE-PE |ink addresses can overl ap between
VPNs. For practical managenment considerations, SPs typically address
CE-PE links froma global pool, naintaining uni gueness across the
core.

Routi ng separation between VPNs can al so be achieved. Each VRF is
popul ated with routes fromone VPN through statically configured
routes or through routing protocols that run between the PE and CE
router. Since each VPN is associated with a separate VRF there is no
interference between VPNs on the PE router.

Across the core to the other PE routers separation is naintained with
uni que VPN identifiers in nultiprotocol BGP, the Route Distinguishers
(RDs). VPN routes including the RD are exclusively exchanged between
PE routers by Multi-Protocol BGP (MP-BGP, RFC 2858 [8]) across the
core. These BGP routing updates are not re-distributed into the
core, but only to the other PE routers, where the information is kept
again in VPN-specific VRFs. Thus, routing across a BGP/ MPLS net wor k
is separate per VPN

On the data plane, traffic separation is achieved by the ingress PE
pre-pending a VPN-specific |abel to the packets. The packets with
the VPN | abel s are sent through the core to the egress PE, where the
VPN | abel is used to select the egress VRF.

G ven the addressing, routing, and traffic separation across an BGP/
MPLS I P VPN core network, it can be assuned that this architecture
offers in this respect the sane security as a layer-2 VPN. It is not
possible to intrude froma VPN or the core into another VPN unless
this has been explicitly configured.

I f and when confidentiality is required, it can be achieved in BGP/
MPLS | P VPNs by overlaying encryption services over the network.
However, encryption is not a standard service on BGP/ MPLS | P VPNs.
See al so section 5. 2.

3.2. Hiding of the BGP/MPLS I P VPN Core Infrastructure

Service providers and end-custoners do not normally want their
networ k topol ogy revealed to the outside. This nmakes attacks nore
difficult to execute: If an attacker doesn’t know the address of a
victim he can only guess the |IP addresses to attack. Since npobst DoS
attacks don’'t provide direct feedback to the attacker it would be
difficult to attack the network. It has to be nmentioned specifically
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that information hiding as such does not provide security. However,
in the market this is a perceived requirenent.

Wth a known | P address, a potential attacker can |aunch a DoS attack
nore easily against that device. Therefore, the ideal is to not
reveal any information about the internal network to the outside
world. This applies to the customer network and the core. A nunber
of additional security measures also have to be taken: nost of all,
extensi ve packet filtering.

For security reasons, it is reconmended for any core network to
filter packets fromthe "outside" (Internet or connected VPNs)
destined to the core infrastructure. This makes it very hard to
attack the core, although sone functionality such as pinging core
routers will be lost. Traceroute across the core will still work,
since it addresses a destination outside the core.

MPLS does not reveal unnecessary information to the outside, not even
to customer VPNs. The addressing of the core can be done with
private addresses (RFC 1918 [2]) or public addresses. Since the
interface to the VPNs as well as the Internet is BGP, there is no
need to reveal any internal information. The only information
required in the case of a routing protocol between PE and CE is the
address of the PE router. |[If no dynamc routing is required, static
routing on unnunbered interfaces can be configured between the PE and
CE. Wth this nmeasure, the BGP/ MPLS | P VPN core can be kept

conpl etely hidden

Custoner VPNs nust advertise their routes to the BGP/ MPLS I P VPN core
(dynamically or statically), to ensure reachability across their VPN
In some cases, VPN users prefer that the service provider have no
visibility of the addressing plan of the VPN. The follow ng has to
be noted: First, the information known to the core is not about
specific hosts, but networks (routes); this offers a degree of
abstraction. Second, in a VPN-only BG?/ MPLS I P VPN network (no
Internet access) this is equal to existing | ayer-2 nodels, where the
custoner has to trust the service provider. Also, in a Frane Rel ay
or ATM network, routing and addressing information about the VPNs can
be seen on the core network.

In a VPN service with shared I nternet access, the service provider
will typically announce the routes of custoners who wi sh to use the
Internet to his upstream or peer providers. This can be done
directly if the VPN custoner uses public address space, or via

Net wor k Address Transl ati on (NAT) to obscure the addressing

i nformati on of the custonmers’ networks. |In either case, the custoner
does not reveal nore information than would be reveal ed by a genera
Internet service. Core information will not be reveal ed, except for
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the peering address(es) of the PE router(s) that hold(s) the peering
wth the Internet. These addresses nust be secured as in a
traditional |P backbone.

In summary, in a pure MPLS-VPN service, where no Internet access is
provided, information hiding is as good as on a conparable FR or ATM
network. No addressing information is revealed to third parties or
the Internet. |If a customer chooses to access the Internet via the
BGP/ MPLS I P VPN core, he will have to reveal the sane information as
required for a normal Internet service. NAT can be used for further
obscurity. Being reachable fromthe Internet autonatically exposes a
custoner network to additional security threats. Appropriate
security mechani sms have to be depl oyed such as firewalls and
intrusion detection systens. This is true for any Internet access,
over MPLS or direct.

A BGP/MPLS I P VPN network with no interconnections to the Internet
has security equal to that of FR or ATM VPN networks. Wth an
Internet access fromthe MPLS cloud, the service provider has to
reveal at |east one |IP address (of the peering PE router) to the next
provider, and thus to the outside world.

3.3. Resistance to Attacks

Section 3.1 shows that it is inpossible to directly intrude into
other VPNs. Another possibility is to attack the MPLS core and try
to attack other VPNs fromthere. As shown above, it is inpossible to
address a P router directly. The only addresses reachable froma VPN
or the Internet are the peering addresses of the PE routers. Thus,
there are two basic ways that the BGP/ MPLS I P VPN core can be
attacked:

1. By attacking the PE routers directly.
2. By attacking the signaling nechanisnms of MPLS (nostly routing).

To attack an el enment of a BGP/MPLS IP VPN network, it is first
necessary to know the address of the elenent. As discussed in
section 3.2, the addressing structure of the BG? MPLS I P VPN core is
hi dden fromthe outside world. Thus, an attacker cannot know the IP
address of any router in the core to attack. The attacker could
guess addresses and send packets to these addresses. However, due to
the address separation of MPLS each incoming packet will be treated
as belonging to the address space of the custoner. Thus, it is

i npossi ble to reach an internal router, even by guessing IP
addresses. There is only one exception to this rule, which is the
peer interface of the PE router. This address of the PEis the only
attack point fromthe outside (a VPN or Internet).
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The routing between a VPN and the BGP/ MPLS | P VPN core can be
configured two ways:

1. Static: In this case, the PE routers are configured with static
routes to the networks behind each CE, and the CEs are configured
to statically point to the PE router for any network in other
parts of the VPN (nostly a default route). There are two sub-
cases: The static route can point to the |IP address of the PE
router or to an interface of the CE router (e.g., serialO).

2. Dynamic: A routing protocol (e.g., Routing Information Protoco
(RIP), OSPF, BGP) is used to exchange routing information between
the CE and PE at each peering point.

In the case of a static route that points to an interface, the CE
router doesn’t need to know any | P addresses of the core network or
even of the PE router. This has the disadvantage of needing a nore
extensive (static) configuration, but is the nost secure option. In
this case, it is also possible to configure packet filters on the PE
interface to deny any packet to the PE interface. This protects the
router and the whole core fromattack

In all other cases, each CE router needs to know at | east the router

ID (RID, i.e., peer |IP address) of the PE router in the core, and
thus has a potential destination for an attack. One could inmagine
various attacks on various services running on a router. In

practice, access to the PE router over the CE-PE interface can be
limted to the required routing protocol by using access control
lists (ACLs). This limits the point of attack to one routing
protocol, for exanple, BGP. A potential attack could be to send an
extensive nunber of routes, or to flood the PE router with routing
updates. Both could lead to a DoS, however, not to unauthorised
access.

To reduce this risk, it is necessary to configure the routing
protocol on the PE router to operate as securely as possible. This
can be done in various ways:

o By accepting only routing protocol packets, and only fromthe CE
router. The inbound ACL on each CE interface of the PE router
shoul d allow only routing protocol packets fromthe CE to the PE

o By configuring MD5 authentication for routing protocols. This is
avail able for BG (RFC 2385 [6]), OSPF (RFC 2154 [4]), and RI P2
(RFC 2082 [3]), for exanple. This avoids packets being spoofed
fromother parts of the custoner network than the CE router. It
requires the service provider and customer to agree on a shared
secret between all CE and PE routers. It is necessary to do this
for all VPN custoners. It is not sufficient to do this only for
the custoner with the highest security requirenents.
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o0 By configuring paraneters of the routing protocol to further
secure this communication. For exanple, the rate of routing
updat es shoul d be restricted where possible (in BGP through
dampi ng) ; a nmaxi mum nunber of routes accepted per VRF and per
routi ng nei ghbor shoul d be configured where possible; and the
Generalized TTL Security Mechanism (GI'SM RFC 3682 [10]) should be
used for all supported protocols.

In sunmmary, it is not possible to intrude fromone VPN into other
VPNs, or the core. However, it is theoretically possible to attack
the routing protocol port to execute a DoS attack against the PE
router. This in turn mght have a negative inpact on other VPNs on
this PE router. For this reason, PE routers nust be extrenely well
secured, especially on their interfaces to CE routers. ACLs nust be
configured to lint access only to the port(s) of the routing
protocol, and only fromthe CE router. Further routing protocols’
security mechani sms such as MD5 aut hentication, maximum prefix
limts, and Tine to Live (TTL) security nechani sns should be used on
all PE-CE peerings. Wth all these security nmeasures, the only
possible attack is a DoS attack against the routing protocol itself.
BGP has a nunber of countermeasures such as prefix filtering and
danmping built into the protocol, to assist with stability. It is

al so easy to track the source of such a potential DoS attack

Wt hout dynamic routing between CEs and PEs, the security is
equivalent to the security of ATM or Frame Rel ay networKks.

3.4. Label Spoofing

Simlar to | P spoofing attacks, where an attacker fakes the source IP
address of a packet, it is also theoretically possible to spoof the

| abel of an MPLS packet. 1In the first section, the assunption was
made that the core network is trusted. |If this assunption cannot be
made, |Psec nmust be run over the MPLS cloud. Thus in this section
the enphasis is on whether it is possible to insert packets with
spoofed | abels into the MPLS network fromthe outside, i.e., froma
VPN (CE router) or fromthe Internet.

The interface between a CE router and its peering PE router is an IP
interface, i.e., without labels. The CE router is unaware of the
MPLS core, and thinks it is sending | P packets to another router

The "intelligence" is done in the PE device, where, based on the
configuration, the label is chosen and pre-pended to the packet.
This is the case for all PE routers, towards CE routers as well as

t he upstream service provider. All interfaces into the MPLS cl oud
only require | P packets, without | abels.
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For security reasons, a PE router should never accept a packet with a
| abel froma CE router. RFC 3031 [9] specifies: "Therefore, when a

| abel ed packet is received with an invalid incomng |abel, it MJST be
di scarded, UNLESS it is determ ned by sonme means (not within the
scope of the current docunment) that forwarding it unlabel ed cannot
cause any harm" Since accepting labels on the CE interface would
potentially allow passing packets to other VPNs it is not pernitted
by the RFC

Thus, it is inpossible for an outside attacker to send | abel ed
packets into the BGP/ MPLS | P VPN core.

There remains the possibility to spoof the I P address of a packet
being sent to the MPLS core. Since there is strict address
separation within the PE router, and each VPN has its owm VRF, this
can only harmthe VPN the spoofed packet originated from that is, a
VPN custoner can attack only hinmself. MPLS doesn’t add any security
ri sk here.

The Inter-AS and Carrier’s Carrier cases are special cases, since on
the interfaces between providers typically packets with | abels are
exchanged. See section 4 for an analysis of these architectures.

3.5. Conparison with ATM FR VPNs

ATM and FR VPN services enjoy a very high reputation in terns of
security. Although ATM and FR VPNs can be provided in a secure
manner, it has been reported that these technol ogi es al so can have
security vulnerabilities [14]. In ATMFR as in any other networKking
technol ogy, the security depends on the configuration of the network
bei ng secure, and errors can also |lead to security problens.

4. Security of Advanced BGP/ MPLS | P VPN Architectures

The BGP/ MPLS | P VPN architecture described in RFC 2547 [7] defines
the PE-CE interface as the only external interface seen fromthe
service provider network. In this case, the PE treats the CE as
untrusted and only accepts | P packets fromthe CE. The |IP address
range is treated as belonging to the VPN of the CE, so the PE

mai ntains full control over VPN separation.

RFC 4364 [1] has subsequently defined a nore conpl ex architecture,
with nore open interfaces. These interfaces allow the exchange of

| abel information and | abel ed packets to and from devi ces outside the
control of the service provider. This section discusses the security
i mplications of this advanced architecture.
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4.1. Carriers’ Carrier

In the Carriers’ Carrier (CsC) architecture, the CEis linked to a
VRF on the PE. The CE may send | abel ed packets to the PE. The | abel
has been previously assigned by the PE to the CE, and represents the
| abel switched path (LSP) fromthis CE to the renote CE via the
carrier’s network.

RFC 4364 [1] specifies for this case: "Wen the PE receives a | abel ed
packet froma CE, it nust verify that the top |abel is one that was
distributed to that CE." This ensures that the CE can only use

| abel s that the PE correctly associates with the correspondi ng VPN
Packets with incorrect |labels will be discarded, and thus | abe
spoofing is inpossible.

The use of | abel maps on the PE | eaves the control of the | abe
information entirely with the PE, so that this has no inpact on the
security of the solution

The packet underneath the top label will -- as in standard RFC 2547
[7] networks -- remain |local to the custoner carrier’s VPN and not be
inspected in the carriers’ carrier core. Potential spoofing of
subsequent | abels or | P addresses remains local to the carrier’s VPN
it has no inplication on the carriers’ carrier core nor on other VPNs
in that core. This is specifically stated in section 6 of RFC 4364

[1].

Note that if the PE and CE are interconnected using a shared | ayer 2
infrastructure such as a switch, attacks are possible on | ayer 2,

whi ch m ght enable a third party on the shared |ayer 2 network to
intrude into a VPN on that PE router. RFC 4364 [1] specifies
therefore that either all devices on a shared |ayer 2 network have to
be part of the sanme VPN, or the layer 2 network nust be split
logically to avoid this issue. This will be discussed in nore detai
in section 6.

In the CsC architecture, the custoner carrier needs to trust the
carriers’ carrier for correct configuration and operation. The

custoner of the carrier thus inplicitly needs to trust both his

carrier and the carriers’ carrier.

In summary, a correctly configured carriers’ carrier network provides

the sanme | evel of security as conparable | ayer 2 networks or
traditional RFC 2547 [7] networks.
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4.2. Inter-Provider Backbones

RFC 4364 [1] specifies three sub-cases for the inter-provider
backbone (Inter-AS) case.

a) VRF-to-VRF connections at the autononous system border routers
( ASBRs) .

In this case, each PE sees and treats the other PE as a CE; each w ||
not accept | abel ed packets, and there is no signaling between the PEs
other than inside the VRFs on both sides. Thus, the separation of
the VPNs on both sides and the security of those are the sane as on a
single AS RFC 2547 [7] network. This has already been shown to have
the sanme security properties as traditional |ayer 2 VPNs.

This solution has potential scalability issues in that the ASBRs need
to maintain a VRF per VPN, and all of the VRFs need to hold al

routes of the specific VPNs. Thus, an ASBR can run into nenory
problens affecting all VPNs if one single VRF contains too nany
routes. Thus, the service providers needs to ensure that the ASBRs
are properly dinmensioned and apply appropriate security nmeasures such
as limting the nunber of prefixes per VRF.

The two service providers connecting their VPNs in this way nust
trust each other. Since the VPNs are separated on different
(sub-)interfaces, all signaling between ASBRs remains within a given
VPN. This neans that dynanic cross-VPN security breaches are

i mpossible. It is conceivable that a service provider connects a
specific VPN to the wong interface, thus interconnecting two VPNs

t hat shoul d not be connected. This nust be controlled operationally.

b) EBGP redistribution of |abeled VPN-1Pv4 routes fromAS to
nei ghbori ng AS.

In this case, ASBRs on both sides hold full routing information for
all shared VPNs on both sides. This is not held in separate VRFs,

but in the BGP database. (This is typically linmted to the Inter-AS
VPNs through filtering.) The separation inside the PE is maintained
t hrough the use of VPN-|IPv4 addresses. The control plane between the
ASBRs uses Multi-Protocol BGP (MP-BGP, RFC 2858 [8]). It exchanges
VPN routes as VPN I Pv4 addresses, the ASBR addresses as BGP next-hop
| Pv4 addresses, and | abels to be used in the data pl ane.

The data plane is separated through the use of a single |abel
representing a VRF or a subset thereof. RFC 4364 [1] states that an
ASBR shoul d only accept packets with a [abel that it has assigned to
this router. This prevents the insertion of packets w th unknown

| abels, but it is possible for a service provider to use any | abe
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that the ASBR of the other provider has passed on. This allows one
provider to insert packets into any VPN of the other provider for
which it has a | abel.

This solution also needs to consider the security on layer 2 at the
i nterconnection. The RFC states that this type of interconnection
shoul d only be inplemented on private interconnection points. See
section 6 for nore details.

RFC 4364 [1] states that a trust relationship between the two
connecting ASes nust exist for this nodel to work securely.

Ef fectively, all ASes interconnected in this way forma single zone
of trust. The VPN custonmer needs to trust all the service providers
i nvolved in the provisioning of his VPN on this architecture.

c) PEs exchange | abel ed VPN-1Pv4 routes, ASBRs only exchange
| oopbacks of PEs with |abels.

In this solution, there are effectively two control connections
between ASes. The route reflectors (RRs) exchange the VPN-IPv4
routes via multihop eBGP. The ASBRs only exchange the | abel ed
addresses of those PE routers that hold VPN routes that are shared
between those ASes. This maintains scalability for the ASBRs, since
they do not need to know the VPN-IPv4 routes.

In this solution, the top | abel specifies an LSP to an egress PE
router, and the second | abel specifies a VPN connected to this egress
PE. The security of the ASBR connection has the sane constraints as
in solution b): An ASBR should only accept packets with top |abels
that it has assigned to the other router, thus verifying that the
packet is addressed to a valid PE router. Any |abel, which was
assigned to the other ASBR, will be accepted. It is inpossible for
an ASBR to distinguish between different egress PEs or between
different VPNs on those PEs. A malicious service provider of one AS
coul d i ntroduce packets into any VPN on a PE of the other AS; it only
needs a valid LSP on its ASBR and PEs to the corresponding PE on the
other AS. The VPN | abel can be statistically guessed fromthe

t heoretical |abel space, which allows unidirectional traffic into a
VPN.

Thi s neans that such an ASBR- ASBR connection can only be made with a
trusted party over a private interface, as described in b).

In addition, this solution exchanges | abel ed VPN I Pv4 addresses
between route reflectors (RRs) via MP-eBGP. The control plane itself
can be protected via routing authentication (RFC 2385 [6]), which
ensures that the routing informati on has been originated by the
expected RR and has not been nodified in transit. The received VPN
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5.

5.

i nformati on cannot be verified, as in the previous case. Thus, a
servi ce provider can introduce bogus routes for any shared VPN. The
ASes need to trust each other to configure their respective networks
correctly. Al ASes involved in this design formone trusted zone.
The custoner needs to trust all service providers involved.

The difference between case b) and case c¢) is that in b) the ASBRs
act as i BGP next-hops for their AS; thus, each SP needs to know of
the other SP's core only the addresses of the ASBRs. 1In case c), the
SPs exchange the | oopback addresses of their PE routers; thus, each
SP reveals information to the other about its PE routers, and these
routers nust be accessible fromthe other AS. As stated above,
accessibility does not necessarily nean insecurity, and networks
shoul d never rely on "security through obscurity". This should not
be an issue if the PE routers are appropriately secured. However,
there is an increasing perception that network devices should
general ly not be accessible.

In addition, there are scalability considerations for case c). A
nunber of BGP peerings have to be nmade for the overall network
including all ASes linked this way. SPs on both sides need to work
together in defining a scalable architecture, probably with route
reflectors.

In summary, all of these Inter-AS solutions logically nmerge severa
provi der networks. For all cases of Inter-AS configuration, all ASes
forma single zone of trust and service providers need to trust each
other. For the VPN customer, the security of the overall solution is
equal to the security of traditional RFC 2547 [7] networks, but the
custoner needs to trust all service providers involved in the
provisioning of this Inter-AS sol ution.

What BGP/ MPLS | P VPNs Do Not Provide

1. Protection against Msconfigurations of the Core and Attacks
"within the Core

The security nechani sns di scussed here assume correct configuration
of the network el enments of the core network (PE and P routers).

Del i berate or inadvertent m sconfiguration may result in severe
security | eaks.

Note that this paragraph specifically refers to the core network,
i.e., the PE and P elenments. M sconfigurations of any of the
custoner side elements such as the CE router are covered by the
security mechani sns above. This neans that a potential attacker nust
have access to either PE or P routers to gain advantage from

m sconfigurations. |f an attacker has access to core elenents, or is
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able to insert into the core additional equipnment, he will be able to
attack both the core network and the connected VPNs. Thus, the
followng is inportant:

o To avoid the risk of misconfigurations, it is inmportant that the
equi pnment is easy to configure and that SP staff have the
appropriate trai ning and experience when configuring the network.
Proper tools are required to configure the core network.

0 To minimse the risk of "internal" attacks, the core network nust
be properly secured. This includes network el ement security,
managenent security, physical security of the service provider
i nfrastructure, access control to service provider installations,
and ot her standard SP security nechani sms.

BGP/ MPLS I P VPNs can only provide a secure service if the core
network is provided in a secure fashion. This docunent assunes this
to be the case.

There are various approaches to control the security of a core if the
VPN cust oner cannot or does not want to trust the service provider

| Psec from custoner-controlled devices is one of them The docunent
"CE-to-CE Menber Verification for Layer 3 VPNs" [13] proposes a

CE- based aut hentication scheme using tokens, ainmed at detecting

m sconfigurations in the MPLS core. The docunment "MPLS VPN

| mport/ Export Verification" [12] proposes a simlar schenme based on
using the MD5 routing authentication. Both schenmes aimto detect and
prevent nisconfigurations in the core.

5.2. Data Encryption, Integrity, and Oigin Authentication

BGP/ MPLS I P VPNs t hensel ves do not provide encryption, integrity, or
authentication service. |If these are required, |IPsec should be used
over the MPLS infrastructure. The sane applies to ATM and Frane

Rel ay: | Psec can provide these missing services.

5.3. Customer Network Security

BGP/ MPLS I P VPNs can be secured so that they are conparable with

ot her VPN services. However, the security of the core network is
only one factor for the overall security of a custoner’s network.
Threats in today’s networks do not cone only from an "outside"
connection, but also fromthe "inside" and fromother entry points
(modens, for exanple). To reach a good security level for a customner
network in a BGP/ MPLS infrastructure, MPLS security is necessary but
not sufficient. The sane applies to other VPN technologies |ike ATM
or Frame Relay. See also RFC 2196 [5] for nore information on how to
secure a network.
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6. Layer 2 Security Considerations

In nost cases of Inter-AS or Carrier’s Carrier solutions, a network

will be interconnected to other networks via a point-to-point private
connection. This connection cannot be interfered with by third
parties. It is inmportant to understand that the use of any

shar ed- nedi um | ayer 2 technol ogy for such interconnections, such as
Et hernet switches, nmay carry additional security risks.

There are two types of risks with layer 2 infrastructure:
a) Attacks against |ayer 2 protocols or nechani sns

Risks in a layer 2 environnent include many different forns of
Address Resol ution Protocol (ARP) attacks, VLAN trunking attacks, or
Cont ent Addressable Menory (CAM overflow attacks. For exanple, ARP
spoofing allows an attacker to redirect traffic between two routers
t hrough his device, gaining access to all packets between those two
routers.

These attacks can be prevented by appropriate security measures, but
often these security concerns are overlooked. It is of the utnost

i nportance that if a shared medium (such as a switch) is used in the
above scenarios, that all available |layer 2 security mechanisns are
used to prevent |ayer 2 based attacks.

b) Traffic insertion attacks

Where many routers share a common |layer 2 network (for exanple, at an
I nternet exchange point), it is possible for a third party to

i ntroduce packets into a network. This has been abused in the past
on traditional exchange points when sonme service providers have
defaulted to anot her provider on this exchange point. |In effect,
they are sending all their traffic into the other SP's network even

t hough the control plane (routing) might not allow that.

For this reason, routers on exchange points (or other shared | ayer 2
connections) should only accept non-1labeled I P packets into the

gl obal routing table. Any |abeled packet nmust be discarded. This
mai ntai ns the security of connected networks.

Sone of the above designs require the exchange of | abel ed packets.
This would nake it possible for a third party to introduce | abel ed
packets, which if correctly crafted mi ght be associated with certain
VPNs on an BGP/ MPLS I P VPN network, effectively introducing fal se
packets into a VPN
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The current recommendation is therefore to discard | abel ed packets on
generic shared-nmedi um | ayer 2 networks such as Internet exchange
points (I XPs). \Were |abel ed packets need to be exchanged, it is
strongly recomended to use private connections.

7. Summary and Concl usi ons

BGP/ MPLS I P VPNs provide full address and traffic separation as in
traditional layer-2 VPN services. It hides addressing structures of
the core and other VPNs, and it is not possible to intrude into other
VPNs abusi ng the BGP/ MPLS nmechanisnms. It is also inmpossible to
intrude into the MPLS core if this is properly secured. However,
there is a significant difference between BGP/ MPLS-based | P VPNs and,
for exanple, FR- or ATM based VPNs: The control structure of the core
is layer 3 in the case of MPLS. This caused significant skepticism
in the industry towards MPLS, since this might open the architecture
to DoS attacks fromother VPNs or the Internet (if connected).

As shown in this docunent, it is possible to secure a BGP/ MPLS | P VPN
infrastructure to the sanme | evel of security as a conparable ATM or
FR service. It is also possible to offer Internet connectivity to
MPLS VPNs in a secure manner, and to interconnect different VPNs via
firewalls. Al though ATM and FR services have a strong reputation
with regard to security, it has been shown that also in these
networ ks security problenms can exist [14].

As far as attacks fromwithin the MPLS core are concerned, all VPN

cl asses (BGP/ MPLS, FR, ATM have the sane problem I|f an attacker can
install a sniffer, he can read information in all VPNs, and if the
attacker has access to the core devices, he can execute a |arge
nunber of attacks, from packet spoofing to introduci ng new peer
routers. There are a nunber of precautionary neasures outlined above
that a service provider can use to tighten security of the core, but
the security of the BGP/ MPLS | P VPN architecture depends on the
security of the service provider. |If the service provider is not
trusted, the only way to fully secure a VPN agai nst attacks fromthe
"inside" of the VPN service is to run IPsec on top, fromthe CE

devi ces or beyond.

Thi s docunent di scussed nany aspects of BG/ MPLS | P VPN security. It
has to be noted that the overall security of this architecture
depends on all conponents and is determined by the security of the
weakest part of the solution. For exanple, a perfectly secured
static BG?/ MPLS I P VPN network with secured Internet access and
secure managenent is still open to nany attacks if there is a weak
renote access solution in place.
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8.

10.

11.

Security Considerations

The entire docunent is discussing security considerations of the RFC
4364 [1] architecture.
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