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Abstract

Sone i nplenentations of |IP Security (IPsec) nay want to use a
pseudo-random functi on derived fromthe Advanced Encryption Standard
(AES). This docunent describes such an algorithm called

AES- XCBC- PRF- 128.

1. Introduction

[ AES- XCBC- MAC] describes a method to use the Advanced Encryption
Standard (AES) as a nessage authentication code (MAC) whose output is
96 bits long. While 96 bits is considered appropriate for a MAC, it
is too short to be useful as a long-lived pseudo-random function
(PRF) in either IKE version 1 or version 2. Both versions of |KE use
the PRF to create keys in a fashion that is dependent on the length
of the output of the PRF. Using a PRF that has 96 bits of output
creates keys that are easier to attack with brute force than a PRF
that uses 128 bits of output.

Fortunately, there is a very sinple nethod to use nmuch of

[ AES- XCBC- MAC] as a PRF whose output is 128 bits: onmit the step that
truncates the 128-bit value to 96 bits.
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1.1. D fferences from RFC 3664

Thi s docunent specifies the sane al gorithmas RFC 3664 except that
the restriction that keys be exactly 128 bits from [ AES- XCBC- MAC] is

renoved. | nplenmentations of RFC 3664 will have the sane
bits-on-the-wire results as this algorithm the only difference is
that keys that were not equal in length to 128 bits will no | onger be
rejected but instead will be nade 128 bits.

| KEv2 [I KEv2] uses PRFs for nultiple purposes, nost notably for
generating keying naterial and authentication of the |KE_SA.  The

| KEv2 specification differentiates between PRFs with fixed key sizes
and those with variabl e key si zes.

When the PRF described in this docunent is used with I KEv2, the PRF
is considered fixed-length for generating keying material but

vari abl e-length for authentication. That is, when generating keying
material, "half the bits nust come fromN and half from N, taking
the first bits of each" as described in | KEv2, section 2.14; but for
authenticating with shared secrets (I KEv2, section 2.16), the shared
secret does not have to be 128 bits long. This sonewhat tortured
logic allows | KEv2 inplenmentations that use the fixed-Iength-key
semantics from RFC 3664 to interoperate with inplenentations that use
the vari abl e-1 engt h-key senantics of this docunent.

2. The AES- XCBC- PRF-128 Al gorithm

The AES- XCBC- PRF-128 algorithmis identical to [ AES- XCBC- MAC] except
for two changes. First, the key length restriction of exactly 128
bits in [ AES-XCBC-MAC] is elimnated, as described below, this brings
AES- XCBC- PRF- 128 in alignment wi th HVAC SHA1 and HVAC- MD5 when t hey
are used as PRFs in IKE. Second, the truncation step in section 4.3
of [ AES- XCBC-MAC] is *not* perforned; that is, there is no processing
after section 4.2 of [AES- XCBC MAC].

The key for AES- XCBC-PRF-128 is created as follows:
o If the key is exactly 128 bits long, use it as-is.

o If the key has fewer than 128 bits, lengthen it to exactly 128
bits by padding it on the right with zero bits.

o If the key is 129 bits or longer, shorten it to exactly 128 bits
by performng the steps in AES- XCBC-PRF-128 (that is, the
al gorithm described in this docunent). |In that re-application of
this algorithm the key is 128 zero bits; the nessage is the
too-long current key.
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2. 1. Test Vectors

Test Case AES- XCBC- PRF-128 with 20-byte input

Key : 000102030405060708090a0b0c0d0eOf
Key Length : 16
Message : 000102030405060708090a0b0c0d0e0f 10111213

PRF CQut put : 47f51b4564966215b8985c63055ed308

Test Case AES- XCBC- PRF-128 with 20-byte input

Key : 00010203040506070809
Key Length : 10
Message : 000102030405060708090a0b0c0d0e0f 10111213

PRF Qut put : Of a087af 7d866e7653434e602f dde835

Test Case AES- XCBC- PRF-128 with 20-byte input

Key : 000102030405060708090a0b0c0d0e0f edcb
Key Length : 18
Message : 000102030405060708090a0b0c0d0e0f 10111213

PRF Qutput : 8cd3c93ae598a9803006f f b67c40e9e4
3. Security Considerations

The security provided by AES- XCBC- MAC- PRF is based on the strengths
of AES and HVAC. At the tine of this witing, there are no known
practical cryptographic attacks agai nst AES, AES- XCBC- MAC- PRF, or
HVACs.

As is true with any cryptographic algorithm part of its strength
lies in the security of the key managenent mechani sm the strength of
t he associ ated secret key, and the correctness of the inplenentations
in all the participating systenms. [AES- XCBC-MAC] contains test
vectors to assist in verifying the correctness of the

AES- XCBC- MAC- PRF code. The test vectors all show the full MAC val ue
before it is truncated to 96 bits. The PRF nakes use of the full MAC
val ue, not the truncated one.

4. | ANA Consi derati ons

Any reference to RFC 3664 needs to be updated to refer to this
docunent when it is published.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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