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Abstract
Thi s docunent describes the conventions for using the cryptographic
al gorithnms GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001, and
GOST R 34.11-94 with the Cryptographi c Message Syntax (CvB). The CMs

is used for digital signature, digest, authentication, and encryption
of arbitrary nmessage contents.
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1. Introduction

The Cryptographic Message Syntax [CMS] is used for digital signature,
di gest, authentication, and encryption of arbitrary nessage contents.
Thi s conpani on specification describes the use of cryptographic

al gorithnms GOST 28147-89 [ G0OST28147], GOST R 34.10-94 [ GOST3431095,
GOSTR341094], GOST R 34.10-2001 [ GOST3431004, GOSTR341001], and GOST
R 34.11-94 [ GOST3431195, GOSTR341194] in CMS, as proposed by the
CRYPTO- PRO Conpany for the "Russian Cryptographic Software
Conpatibility Agreenment" conmunity. This docunent does not describe
these cryptographic algorithns; they are defined in corresponding
nati onal standards.

The CMS val ues are generated using ASN. 1 [ X 208-88], using BER
encodi ng [ X. 209-88]. This docunent specifies the algorithm
identifiers for each algorithm including ASN. 1 for object
identifiers and any associ ated paraneters.

The fields in the CVB enpl oyed by each algorithmare identified.
1.1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Message Digest Al gorithns

This section specifies the conventions for using the digest algorithm
GOST R 34.11-94 enpl oyed by CMS.

Di gest values are located in the DigestedData digest field and the
Message Di gest authenticated attribute. |In addition, digest values
are input to signature algorithns.

2.1. Message Digest Al gorithm GOST R 34.11-94

The hash function GOST R 34.11-94 has been devel oped by "GUBS of
Federal Agency Governnent Conmunication and Infornmation” and "All -
Russian Scientific and Research Institute of Standardi zation". The
al gorithm GOST R 34. 11-94 produces a 256-bit hash value of the
arbitrary finite bit-length input. This docunment does not contain
the full GOST R 34.11-94 specification, which can be found in

[ GOSTR341194] in Russian. [Schneier95], ch. 18.11, p. 454, contains
a brief technical description in English.
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3.

1.

The hash al gorithm GOST R 34.11-94 has the following identifier:

i d- Gost R3411-94 OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) ru(643) rans(2) cryptopro(2)
gostr3411(9) }

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contain NULL. |nplenentations MAY accept the
GOST R 34.11-94 Algorithmdentifiers with absent paraneters as well
as NULL paraneters.

This function is always used with default paraneters id-Gost R3411-
94- Crypt oProPar anSet (see Section 8.2 of [CPALGS]).

When t he Message Digest authenticated attribute is present, the
Di gest edDat a di gest contains a 32-byte digest in little-endian
representation:

Gost R3411-94-Di gest ::= OCTET STRING (S| ZE (32))
Si gnature Al gorithns

This section specifies the CM5 procedures for the GOST R 34.10-94 and
GOST R 34.10-2001 signature algorithmns.

Signature algorithmidentifiers are located in the Signerlnfo
signhatureAlgorithmfield of SignedData. Al so, signhature algorithm
identifiers are located in the Signerinfo signatureAlgorithmfield of
countersignature attributes.

Signature values are located in the Signerinfo signature field of
Si gnedData. Al so, signature values are located in the Signerlnfo
signature field of countersignature attributes.

Signature Al gorithm GOST R 34.10-94

GOST R 34.10-94 has been devel oped by "GUBS of Federal Agency

Gover nment Communi cati on and I nformation” and "All-Russian Scientific
and Research Institute of Standardization". This signature algorithm
MUST be used conjointly with the GOST R 34.11-94 nessage di gest
algorithm This docunment does not contain the full GOST R 34.10-94
specification, which is fully described in [ GOSTR341094] in Russi an;
and a brief description in English can be found in [Schneier95], ch.
20. 3, p. 495.

The GOST R 34.10-94 signature algorithmhas the follow ng public key
algorithmidentifier:
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i d- Gost R3410- 94-si gnature OBJECT | DENTI FI ER :: = id- Gost R3410- 94
i d- Gost R3410-94 is defined in Section 2.3.1 of [CPPK].

The signature algorithm GOST R 34.10-94 generates a digital signature
in the formof tw 256-bit nunbers, r’ and s. Its octet string
representation consists of 64 octets, where the first 32 octets
contain the big-endian representation of s and the second 32 octets
contain the big-endian representation of r’

Gost R3410- 94- Si gnature ::= OCTET STRING (S| ZE (64))
3.2. Signature Algorithm GOST R 34.10-2001

GOST R 34.10-2001 has been devel oped by "GUBS of Federal Agency

Gover nment Communi cati on and Information” and "All-Russian Scientific
and Research Institute of Standardization". This signature algorithm
MUST be used conjointly with GOST R 34.11-94. This docunent does not
contain the full GOST R 34.10-2001 specification, which is fully
described in [ GOSTR341001].

The signature algorithm GOST R 34. 10-2001 has the foll ow ng public
key algorithmidentifier:

i d- Gost R3410- 2001-si gnat ure OBJECT | DENTIFIER :: = id- Gost R3410- 2001
i d- Gost R3410-2001 is defined in Section 2.3.2 of [CPPK].

The signature al gorithm GOST R 34. 10- 2001 generates a digital
signature in the formof two 256-bit nunbers, r and s. |Its octet
string representation consists of 64 octets, where the first 32
octets contain the big-endian representation of s and the second 32
octets contain the big-endian representation of r.

Gost R3410- 2001- Si gnature ::= OCTET STRI NG (SI ZE (64))
4. Key Management Al gorithns

This chapter describes the key agreenent and key transport

al gorithms, based on the VKO GOST R 34.10-94 and VKO GOST R 34. 10-
2001 key derivation algorithns, and the CryptoPro and GOST 28147-89
key wrap al gorithms, described in [CPALGS]. They MJUST be used only
with the content encryption algorithm GOST 28147-89, defined in
Section 5 of this docunent.
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4.1. Key Agreenent Al gorithns

This section specifies the conventions enpl oyed by CVS
i npl ement ations that support key agreenent using both the VKO GOST R
34.10-94 and VKO GOST R 34.10-2001 al gorithms, described in [CPALGS].

Key agreenent algorithmidentifiers are |located in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi entlnfo keyEncrypti onAl gorithm and

Aut hent i cat edDat a Reci pi ent| nf os KeyAgreeReci pi entlnfo
keyEncrypti onAl gorithmfields.

W apped content-encryption keys are located in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi entl nfo Reci pi ent Encrypt edKeys
encryptedKey field. Wapped nessage-authentication keys are | ocated
in the Authenticat edData Reci pi entlnfos KeyAgreeReci pi entlnfo

Reci pi ent Encrypt edKeys encrypt edKey fi el d.

4.1.1. Key Agreement Al gorithns Based on GOST R 34.10-94/2001 Public
Keys

The Envel opedDat a Reci pi ent| nfos KeyAgreeRecipientinfo field is used
as foll ows:

The versi on MJUST be 3.

The origi nator MJIST be the origi natorKey alternative. The

ori ginatorKey algorithmfield MJST contain the object identifier

i d- Gost R3410-94 or id-CostR3410-2001 and correspondi ng paraneters
(defined in Sections 2.3.1, 2.3.2 of [CPPK]).

The origi natorKey publicKey field MIUST contain the sender’s public
key.

keyEncrypti onAl gorithm MJUST be the id-Gost R3410-94- Crypt oPr o- ESDH
or the id-Gost R3410-2001- Crypt oPro-ESDH al gorithmidentifier,
dependi ng on the recipient public key algorithm The al gorithm
identifier parameter field for these algorithnms is

KeyW apAl gorithm and this paranmeter MJST be present. The

KeyW apAl gorithm denotes the al gorithm and paraneters used to
encrypt the content-encryption key with the pairw se key-
encryption key generated using the VKO GOST R 34.10-94 or the VKO
GOST R 34. 10-2001 key agreenent al gorithns.

The algorithmidentifiers and parameter syntax is:
i d- Gost R3410- 94- Crypt oPro- ESDH OBJECT | DENTI FIER :: =

{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)
gost R3410- 94- Cr ypt oPr o- ESDH( 97) }
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i d- Gost R3410- 2001- Crypt oPro- ESDH OBJECT | DENTI FIER :: =
{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)
gost R3410- 2001- Cr ypt oPr o- ESDH( 96) }

KeyW apAl gorithm::= Al gorithmdentifier

When keyEncryptionAl gorithmis id-Gost R3410-94- Crypt oPr o- ESDH,
KeyW apAl gorithm al gorithm MUST be the id-Gost28147-89-CryptoPro-
KeyWap al gorithmidentifier.

i d- Gost 28147-89- Crypt oPro- KeyW ap OBJECT | DENTI FIER :: =
{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)
keyWap(13) cryptoPro(1) }

The CryptoPro Key Wap algorithmis described in Sections 6.3 and
6.4 of [CPALGS].

When keyEncrypti onAl gorithmis id-Gost R3410-2001- Crypt oPr o- ESDH,
KeyW apAl gorithm al gorithm MUST be either the id-Cost28147-89-
Crypt oPro- KeyWap or id-CGost28147-89- None- KeyWap al gorithm
identifier.

i d- Gost 28147- 89- None- KeyW ap OBJECT | DENTI FIER :: =
{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)
keyWap(13) none(0) }

The GOST 28147-89 Key Wap algorithmis described in Sections 6.1
and 6.2 of [CPALGS].

KeyW apAl gorithm al gorithm paranmeters MJUST be present. The syntax
for KeyWapAl gorithm al gorithm paraneters is

Gost 28147- 89- KeyW apPar aneters :: =

SEQUENCE {

encrypti onParanSet Gost 28147- 89- Par antet ,

ukm OCTET STRING (SI ZE (8)) OPTI ONAL
}
Gost 28147- 89- Par anSet : . = OBJECT | DENTI FI ER

Gost 28147- 89- KeyW apPar anet ers ukm MJUST be absent.

KeyAgr eeReci pi ent I nfo ukm MJUST be present and contain eight
octets.

encrypt edkey MJUST encapsul at e Gost 28147- 89- Encrypt edKey, where
maskKey MUST be absent.
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Gost 28147- 89- Encrypt edKey :: = SEQUENCE {
encrypt edKey Gost 28147- 89- Key,
maskKey [0] IMPLICIT Gost28147-89- Key
OPTI ONAL,
macKey Gost 28147- 89- MAC
}

Usi ng the secret key corresponding to the originatorKey publicKey and
the recipient’s public key, the algorithm VKO GOST R 34.10-94 or VKO
GOST R 34.10-2001 (described in [CPALGS]) is applied to produce the
KEK.

Then the key wrap algorithm specified by KeyWapAl gorithm is
applied to produce CEK ENC, CEK MAC, and UKM Cost 28147-89-
KeyW apPar anet ers encrypti onParantSet is used for all encryption
operati ons.

The resulting encrypted key (CEK ENC) is placed in the Gost28147-89-
Encrypt edKey encryptedKey field, its mac (CEK_MAC) is placed in the
CGost 28147- 89- Encrypt edKey macKey field, and UKMis placed in the
KeyAgr eeReci pi entInfo ukm fi el d.

4.2. Key Transport Al gorithns
This section specifies the conventions enpl oyed by CVS
i npl emrent ations that support key transport using both the VKO GOST R
34.10-94 and VKO GOST R 34.10-2001 al gorithms, described in [CPALGS].

Key transport algorithmidentifiers are |located in the Envel opedDat a
Reci pi ent I nf os KeyTransReci pi entlnfo keyEncryptionAl gorithmfield.

Key transport encrypted content-encryption keys are located in the
Envel opedDat a Reci pi ent| nfos KeyTransReci pi entlnfo encrypt edKey
field.

4.2.1. Key Transport Al gorithm Based on GOST R 34. 10-94/ 2001 Public
Keys

The Envel opedDat a Reci pi entlnfos KeyTransRecipientinfo field is used
as follows:

The versi on MJUST be 0 or 3.

keyEncrypti onAl gorithm and paraneters MJST be identical to the
reci pient public key algorithmand paraneters.
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encrypt edkey encapsul at es Gost R3410- KeyTransport, which consists
of encrypted content-encryption key, its MAC, GOST 28147-89

al gorithm paraneters used for key encryption, the sender’s
epheneral public key, and UKM (User Keyi nghvaterial; see [CM9],
Section 10. 2. 6).

transport Paranmeters MJST be present.

ephener al Publ i cKey MJST be present and its paraneters, if present,
MUST be equal to the recipient public key paraneters;

CGost R3410- KeyTransport ::= SEQUENCE ({
sessi onEncr ypt edKey CGost 28147- 89- Encr ypt edKey,
transport Paraneters
[0] IMPLICIT GostR3410- Transport Paranet ers OPTI ONAL

Gost R3410- Transport Paraneters ::= SEQUENCE {
encrypti onPar antSet OBJECT | DENTI FI ER,
ephener al Publ i cKey [0] IMPLICIT SubjectPublicKeyl nfo OPTI ONAL,
ukm OCTET STRI NG

}

Usi ng the secret key corresponding to the Gost R3410-

Transport Par anet ers epheneral Publi cKey and the recipient’s public
key, the algorithm VKO GOST R 34.10-94 or VKO GOST R 34.10-2001
(described in [CPALGS]) is applied to produce the KEK

Then the CryptoPro key wap algorithmis applied to produce CEK ENC,
CEK_MAC, and UKM Gost R3410- Transport Paranet ers encrypti onPar anfSet
is used for all encryption operations.

The resulting encrypted key (CEK ENC) is placed in the Gost28147-89-
Encrypt edKey encryptedKey field, its mac (CEK_MAC) is placed in the
CGost 28147- 89- Encrypt edKey macKey field, and UKMis placed in the
CGost R3410- Transport Par anet ers ukm fi el d.

5. Content Encryption Al gorithns

This section specifies the conventions enpl oyed by CVS
i npl erent ati ons that support content encryption using GOST 28147- 89.

Content encryption algorithmidentifiers are located in the

Envel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm and the
Encrypt edDat a Encrypt edCont entl nfo content Encrypti onAl gorithm fields.
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Content encryption algorithnms are used to enci pher the content

| ocated in the Envel opedData EncryptedContentlnfo encryptedContent
field and the EncryptedData EncryptedContentlnfo encryptedContent
field.

5.1. Content Encryption Al gorithm GOST 28147-89

This section specifies the use of GOST 28147-89 algorithmfor data
enci pher nent .

GOST 28147-89 is fully described in [GOST28147] (in Russian).

Thi s docunent specifies the followi ng object identifier (OD) for
this algorithm

i d- Gost 28147-89 OBJECT | DENTI FIER :: =
{ iso(1) nmenber-body(2) ru(643) rans(2) cryptopro(2)
gost 28147-89(21) }

Al gorithm parameters MJST be present and have the foll ow ng
structure:

Gost 28147- 89- Par aneters ;.=
SEQUENCE ({
iv Gost 28147-89- 1V,
encr ypti onPar anSet OBJECT | DENTI FI ER
Gost 28147-89-1V ::= OCTET STRING (SI ZE (8))

encrypti onParanSet specifies the set of correspondi ng Gost 28147-89-
Par anSet Paraneters (see Section 8.1 of [CPALGS])

6. MAC Al gorithns
This section specifies the conventions enpl oyed by CVS
i npl erent ati ons that support the nessage authentication code (MAC
based on GOST R 34. 11-94.

MAC algorithmidentifiers are located in the AuthenticatedData
macAl gorithm fiel d.

MAC val ues are located in the AuthenticatedData nmac field.
6. 1. HVAC with GOST R 34.11-94

HVAC GOSTR3411 (K,text) function is based on hash function GOST R
34.11-94, as defined in Section 3 of [CPALGS].
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Thi s docunent specifies the following OD for this algorithm

i d- HVACGost R3411-94 OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)
hmacgostr3411(10) }

This algorithm has the sanme paraneters as the GOST R 34. 11-94 di gest
al gorithmand uses the sane O Ds for their identification (see
[ CPPK] ) .

7. Use with S/MME

This section defines the use of the algorithnms defined in this
docunment with S/M ME [ RFC3851] .

7.1. Paraneter mcalg

When using the algorithns defined in this docunment, mcalg paraneter
SHOULD be set to "gostr3411-94"; otherwise, it MJST be set to
"unknown" .

7.2. Attribute SM MECapabilities

The SM MECapability val ue that indicates support for the GOST R
34.11-94 digest algorithmis the SEQUENCE with the capabilitylD field
containing the object identifier id-CGostR3411-94 and no paraneters.
The DER encoding is:

30 08 06 06 2A 85 03 02 02 09

The SM MECapability val ue that indicates support for the GOST
28147-89 encryption algorithmis the SEQUENCE with the capabilitylD
field containing the object identifier id-GCost28147-89 and no
paraneters. The DER encoding is:

30 08 06 06 2A 85 03 02 02 15

If the sender wi shes to indicate support for a specific paraneter
set, SM MECapability parameters MJST contain the Gost28147-89-
Paraneters structure. Recipients MJIST ignore the CGost28147-89-
Paraneters iv field and assune that the sender supports the
paraneters specified in the Gost28147-89-Paraneters

encrypti onParantet field.

The DER encoding for the SM MECapability, indicating support for GOST

28147-89 with id-Gost28147-89- Crypt oPro- A- ParanBSet (see [ CPALGS]),
is:
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8.

9.

30 1D 06 06 2A 85 03 02 02 15 30 13 04 08 00 00
00 00 00O OO 00 00 06 07 2A 85 03 02 02 1F 01

Security Considerations

Conforni ng applicati ons MJST use uni que val ues for ukm and iv.
Reci pients MAY verify that ukmand iv, specified by the sender, are
uni que.

It is RECOMVENDED t hat software applications verify that signhature
val ues, subject public keys, and algorithm paraneters conformto
[ GOSTR341001] and [ GOSTR341094] standards prior to their use.

Crypt ographi c al gorithm paranmeters affect algorithmstrength. The
use of paranmeters not listed in [CPALGS] is NOT RECOVMENDED (see the
Security Considerations section of [CPALGS]).

Use of the sane key for signature and key derivation is NOT
RECOVMENDED. When signed CVB docunents are used as an anal ogue to a
manual signing, in the context of Russian Federal Electronic Digital
Signature Law [ RFEDSL], signer certificate MJIST contain the keyUsage
extension, it MJST be critical, and keyUsage MJST NOT i ncl ude

keyEnci pherment or keyAgreenent (see [PROFILE], Section 4.2.1.3).
Appl i cati on SHOULD be submitted for exam nation by an authorized
agency in appropriate levels of target_of _evaluation (TOE), according
to [RFEDSL], [RFLLIC], and [ CRYPTOLIC]

Exanpl es

Exanpl es here are stored in the sane format as the exanples in
[ RFC4134] and can be extracted using the same program

If you want to extract without the program copy all the lines
between the "|>" and "|<" markers, renobve any page breaks, and renobve
the "|" in the first colum of each line. The result is a valid
Base64 bl ob that can be processed by any Base64 decoder.

1. Signed Message

This message is signed using the sanple certificate from Section 4.2
of [CPPK]. The public key (x,y) fromthe sane section can be used to
verify the nessage signature.

0 296: SEQUENCE ({

4 9: OBJECT | DENTI FI ER si gnedDat a
15 281: [0] {

19 277: SEQUENCE {

23 1: | NTEGER 1
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26 12: SET {
28 10: SEQUENCE {
30 6: OBJECT | DENTI FI ER i d- Gost R3411- 94
38 0: NULL
40 27: SEQUENCE {
42 9: OBJECT | DENTI FI ER dat a
53 14: [ 0]
55 12: OCTET STRING 73 61 6D 70 6C 65 20 74 65 78 74 0OA
; }
; }
69 228: SET {
72 225: SEQUENCE {
75 1 | NTEGER 1
78 129: SEQUENCE {
81 109: SEQUENCE {
83 31: SET {
85 29: SEQUENCE {
87 3: OBJECT | DENTI FI ER commonNane
92 22: UTF8Stri ng ' Gost R3410- 2001 exanpl e’
; }
; }
116 18: SET {
118 16: SEQUENCE {
120 3: OBJECT | DENTI FI ER or gani zat i onNamne
125 9: UTF8String ' CryptoPro’
; }
; }
136 11: SET {
138 9: SEQUENCE {
140 3: OBJECT | DENTI FI ER count r yName
145 2: Printabl eString 'RU
}
; }
149 41: SET {
151 39: SEQUENCE {
153 9: OBJECT | DENTI FI ER enmi | Addr ess
164 26: | A5String ' Gost R3410- 2001@xanpl e. com
; }
}
; }
192 16: | NTEGER
: 2B F5 C6 1E C2 11 BD 17 C7 DC D4 62 66 B4 2E 21
; }
210 10: SEQUENCE {
212 6: OBJECT | DENTI FI ER i d- Gost R3411-94
220 0: NULL
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}
222 10 SEQUENCE {
224  6: OBJECT | DENTI FI ER i d- Gost R3410- 2001
232 0: NULL
1 }
234 64: OCTET STRI NG

G0 C3 42 D9 3F 8F FE 25 11 11 88 77 BF 89 C3 DB
83 42 04 D6 20 F9 68 2A 99 F6 FE 30 3B E4 F4 C8
F8 D5 B4 DA FB E1 C6 91 67 34 1F BC A6 7A 0D 12
7B FD 10 25 C6 51 DB 8D B2 F4 8C 71 7E ED 72 A9

| >Gost R3410- 2001- si gned. bi n

| M | BKAYJKoZI hvcNAQe Col | BGTCCARUCAQEX DDAKBg YqhQVCAgk FADAbBgk ghki G
| 9W0BBWGyDgQVE 2Ft cGx| | HRI e HOKMYHKM HhAgEBM GBM30x Hz Ad BgNVBAMVFk dv
| c3RSMz Qx MO0y MDAX | Gv4 YWLwbh GUX Ej AQBgNVBA0MCUNy e XBOb 1By bz EL MAK GA1UE
| BhMCUI UxKTAnBgkghki GOWOBCQEWEK dv c 3RSMz Qx MO0y MDAX QGV4 YWLwh GUu Y29t
| AhAr 9cYewh@F8f c1GInmt CAhMAOGBI gFAW CCQUAMAOGBI gFAWM CEWMUABEDAWOLZ
| P4/ +JRERi He/ i cPbgOl E1li D5aCgqZ9v4wO+TOyPj Vit Nr 74caRZz (¥ vKZ6DRI7/ RAI
| xI Hbj bLOj HF+7XKp

| <Gost R3410- 2001- si gned. bi n

9.2. Envel oped Message Usi ng Key Agreenent

This message is encrypted using the sanple certificate from Section
4.2 of [CPPK] as a recipient certificate. The private key "d from
the same section can be used to decrypt this nessage.

0 420: SEQUENCE ({

4 9: OBJECT | DENTI FI ER envel opedDat a
15 405: [0] {

19 401: SEQUENCE {

23 1: | NTEGER 2
26 336: SET {
30 332: [1] {
34 1: | NTEGER 3
37 101: [0] {
39 99 1] {
41  28: SEQUENCE {
43 6: OBJECT | DENTI FI ER i d- Gost R3410- 2001
51 18: SEQUENCE {
53 7. OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr 0- XchA- Par antset
62 7. OBJECT | DENTI FI ER
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i d- Gost R3411- 94- Cr ypt oPr oPar antSet
}

: }
71 67: BIT STRING encapsul ates {
74 64: OCTET STRI NG
B3 55 39 F4 67 81 97 2B A5 C4 D9 84 1F 27 FB 81
ED 08 32 E6 9A D4 F2 00 78 B8 FF 83 64 EA D2 1D
BO 78 3C 7D FE 03 C1 F4 06 E4 3B CC 16 B9 C5 F6
F6 19 37 1C 17 B8 A0 AA C7 D1 Al 94 B3 A5 36 20

=

}
}
}

140 [1] {
142 OCTET STRING 2F FO F6 D1 86 4B 32 8A

; }
152 30: SEQUENCE {
154 6: OBJECT | DENTI FI ER i d- Gost R3410- 2001- Cr ypt oPr o- ESDH
162 20: SEQUENCE {
164 7: OBJECT | DENTI FI ER i d- Gost 28147- 89- None- KeyW ap
173 9: SEQUENCE {
175 7: OBJECT | DENTI FI ER

: i d- Gost 28147- 89- Cr ypt oPr 0- A- Par antSet

}
}}

184 179: SEQUENCE {
187 176: SEQUENCE {
190 129: SEQUENCE {
193 1009: SEQUENCE {
195 31: SET {
197 29: SEQUENCE {
199 3: OBJECT | DENTI FI ER commonNane
204 22: UTF8Stri ng ' Gost R3410- 2001 exanpl e’

; }

; }
228 18: SET {
230 16: SEQUENCE {
232 3: OBJECT | DENTI FI ER or gani zat i onName
237 9: UTF8String ' CryptoPro’

; }

; }
248 11: SET {
250 9: SEQUENCE {
252 3: OBJECT | DENTI FI ER count ryNane
257 2: Printabl eString 'RU

; }

; }
261  41: SET {

Leonti ev & Chudov St andar ds Track [ Page 15]



RFC 4490
263  30:
265 O
276 26
304 16
322 42
324 40
326 32
360 4
366  56:
368 O
379  29:
381 6:
389  19:
391 8:
401 7
410

12:

Usi ng GOST with CVB May 2006

SEQUENCE {
OBJECT | DENTI FI ER enmi | Addr ess
| A5String ' Gost R3410- 2001 @xanpl e. com

}
}

}
| NTEGER
2B F5 C6 1E C2 11 BD 17 C7 DC D4 62 66 B4 2E 21

}

OCTET STRING encapsul ates {

SEQUENCE ({
OCTET STRI NG
16 A3 1C E7 CE 4E E9 OD F1 EC 74 69 04 68 1E C7
9F 3A ED B8 3B 1F 1D 4A 7E F9 A5 D9 CB 19 D5 E8
OCTET STRI NG

93 FD 86 7E
}
}
}
}
}
}
SEQUENCE {
OBJECT | DENTI FI ER dat a
SEQUENCE {
OBJECT | DENTI FI ER i d- Gost 28147- 89
SEQUENCE {

OCTET STRING B7 35 E1 7A 07 35 A2 1D
OBJECT | DENTI FI ER i d- Gost 28147- 89- Cr ypt oPr o- A- Par antSet

}

}
[0] 39 BL 8A F4 BF A9 E2 65 25 B6 55 C9

}
}

>Cost R3410- 2001- keyagr ee. bi n
M | BpAYJKoZIl hveNAQcDol | Bl TCCAZECAQ xggFQoYIl BTAI BA6BI o WMWVHAYGKo UD
Agl TiVBI GBBygFAW CJAAGBY gFAWM CHgEDQNVAEQLNVOE RngZcr pc TZhB8n+4Ht CDLm

/ D20YZLNMbowHg YGKoUDAGJ g VBQGBY g FAW CDQAWCQYHKoUDAg! f ATCBs z CBs DCB

I
|
| mt TyAHi 4/ 4Nk 6t | dsHg8f f 4Dwf QG DV MFr nFIV YZNXWXUKCgx9Ghl LA Ni ChCgQl
I
I
I

L

g TBt MR8WHQYDVQQDDBZH0o3NOUj MOMIAt M AWMVEBI eGFt ¢ Gkl MRl WEAYDVQQKDAI D

cnl wd@QmBx Cz AJBgNVBAYTAI JVIVBKWIWYJKoZI hvec NAQkBFhpHb3NOU; MDMT At
| M AMVUBI eGFt cGxI Lm\vbQ QK/ XGHs| RvRf H3NRI Zr QuI QQqMCgE! Baj HOf OTukN
| 8ex0aQRoHsef Qu240x8dSn75pdnLGdXoBAST/ YZ+MDgGCSqGS| h3DQEHATAJBgYq
| hQMCAhUWEWQ t zXhegc1oh0GBy qFAW CHWGADDNKI vS/ gedl JbZWy Q==
| <Gost R3410- 2001- keyagr ee. bin
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9. 3.

Usi ng GOST with CVB

Envel oped Message Usi ng Key Transport

May 2006

This nessage is encrypted using the sanple certificate from Section

4.2 of [CPPK] as a recipient certificate.

the same section can be used to decrypt this nessage.

The private key "d from

0 423: SEQUENCE ({
4 9: OBJECT | DENTI FI ER envel opedDat a
15 408: [0]
19 404:  SEQUENCE {
23 1: | NTEGER O
26 3309: SET {
30 335: SEQUENCE ({
34 1: | NTEGER O
37 129: SEQUENCE {
40 109: SEQUENCE {
42 31: SET {
44 29: SEQUENCE ({
46 3: OBJECT | DENTI FI ER conmbnNane
51 22: UTF8Stri ng ' Gost R3410- 2001 exanpl e’
: }
: }
75 18: SET {
77 16: SEQUENCE {
79 3: OBJECT | DENTI FI ER or gani zat i onName
84 9: UTF8String ' CryptoPro’
: }
: }
95 11: SET {
97 9: SEQUENCE {
99 3: OBJECT | DENTI FI ER count r yName
104 2: Printabl eString 'RU
: }
: }
108  41: SET {
110 309: SEQUENCE {
112 9: OBJECT | DENTI FI ER enmi | Addr ess
123 26: | A5String ' Gost R3410- 2001@xanpl e. com
: }
}
: }
151 16: | NTEGER
: 2B F5 C6 1E C2 11 BD 17 C7 DC D4 62 66 B4 2E 21
: }
169 28: SEQUENCE {
171 6: OBJECT | DENTI FI ER i d- Gost R3410- 2001
179  18: SEQUENCE {
181 7 OBJECT | DENTI FI ER
Leonti ev & Chudov St andards Track
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: i d- Gost R3410- 2001- Cr ypt oPr 0- XchA- Par anfset
190 7. OBJECT | DENTI FI ER
: i d- Gost R3411- 94- Cr ypt oPr oPar antSet

}

; }
199 167: OCTET STRING encapsul ates {
202 164: SEQUENCE {
205  40: SEQUENCE {

207 32: OCTET STRI NG
: 6A 2F A8 21 06 95 68 9F 9F E4 47 AA 9E CB 61 15
2B 7E 41 60 BC 5D 8D FB F5 3D 28 1B 18 9A F9 75

241 4: OCTET STRI NG
: 36 6D 98 B7
; }
247 120: [0] {
249 7. OBJECT | DENTI FI ER
: i d- Gost 28147- 89- Cr ypt oPr 0- A- Par anSet
258  99: [0] {
260 28: SEQUENCE {
262 6: OBJECT | DENTI FI ER i d- Gost R3410- 2001
270 18: SEQUENCE {
272 7. OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr 0- XchA- Par antset
281 7. OBJECT | DENTI FI ER
: i d- Gost R3411- 94- Cr ypt oPr oPar antSet
}}
290 67: BI T STRI NG encapsul ates {

293 64: OCTET STRI NG
: 4D 2B 2F 33 90 E6 DC A3 DD 55 2A CD DF EO EF FB
31 F7 73 7E 4E FF BF 78 89 8A 2B C3 CD 31 94 04
4B OE 60 48 96 1F DB C7 5D 12 6F DA B2 40 8A 77
BS BD EA F2 EC 34 CB 23 9F 9B 8B DD 9E 12 CO F6

}}
359 8 OCTET STRI NG
: 97 95 E3 2C 2B AD 2B 0C
}
}
}
}}
369 56 SEQUENCE {
371 9 OBJECT | DENTI FI ER dat a
382 29 SEQUENCE {
384 6 OBJECT | DENTI FI ER i d- Gost 28147- 89
392 19 SEQUENCE {
304 8 OCTET STRING BC 10 8B 1F OB FF 34 29
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404 7: OBJECT | DENTI FI ER i d- Gost 28147- 89- Cr ypt oPr o- A- Par antSet
I }}
413 12: [0] AA BE 72 1D EE 4F B3 2E E3 OF Al 37
: }
}
}
}

| >Gost R3410- 2001- keytrans. bin

| M | BpwYJKoZI hvcNAQc Dol | Br'DCCAZQCAQAXggFTM | BTwi BADCBg TBt MR8WHQYD
| VQQDDBZHb3NOU] MOMTAt M AWVEBI eGFt ¢ GxI MRI WEAYDVQKDAI Denl wd& Qe nBx
| CzAJBgNVBAYTAI JVVBkwIwYJKoZl hve NAQKBFhpHb3NOUj MOMTAt M AWMUBI e GFt
| cGxl Lm\vbQ QK/ XGHs| RvRf H3NRi Zr Qul TAcBg YqhQVCAhMMEG YHKOoUDAG! k AAYH
| KoUDAg! e AQSBpz CBpDA0BCBgL6ghBpVon5/ kR6gey 2EVK35BYLxdj f v1PSghGIr 5
| dQQENNRYt 6B4BgcghQVCAh8Bo GMMHAYGKoUDAg! TVBI GBy gFAW CIAAGBY gFAWM C
| HHEDQWAEQEOr Lz OBt yj 3VUQgzd/ g7/ sx93N+Tv+/ el nKK8PNVZQESWSgSJ YT 28dd
| Em askCKd7WB6vLSNMsj n5uL3Z4SWPYECIeV4ywr r SsMVDg GCSqGSI b3DQEHATA
| Bg YghQVCAhUWEWQ vBCLHwW/ NCk GBy gFAWM CHWGADKqOch3uT7Midw+hNw==

| <Gost R3410- 2001- keytrans. bin

10. ASN.1 Modul es
Addi ti onal ASN.1 nodul es, referenced here, can be found in [ CPALGS].
10.1. CGostR3410- Encrypti onSynt ax

Gost R3410- Encr ypti onSynt ax

{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)

ot her (1) nodul es(1) gost R3410-Encrypti onSyntax(5) 2 }

DEFINITIONS :: =
BEA N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nopdul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use

-- of other applications which will use themto access Russian
-- COryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and

-- nodifications needed to nmaintain or inprove the Russian
-- COryptography service.
| MPORTS

i d- CryptoPro-al gorithns,

gost 28147- 89- Encr ypti onSynt ax,

gost R3410- 94- PKI Synt ax,

gost R3410- 2001- PKI Synt ax,

ALGORI THMWH | DENTI FI ER,

crypt ogr aphi c- Gost - Usef ul - Defi nitions
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FROM Crypt ographi c- Gost - Usef ul -Definitions -- in [ CPALGS]
{ iso(1) nenber-body(2) ru(643) rans(2)
cryptopro(2) other(1l) nodul es(1)
crypt ographi c- Gost - Usef ul -Definitions(0) 1 }
i d- Gost R3410- 94
FROM Cost R3410- 94- PKI Syntax -- in [ CPALGS]
gost R3410- 94- PKI Synt ax
i d- Gost R3410- 2001
FROM Gost R3410- 2001- PKI Syntax -- in [ CPALGS]
gost R3410- 2001- PKI Synt ax
Gost 28147- 89- Par anfet ,
Gost 28147- 89- Encr ypt edKey
FROM Cost 28147-89- Encrypti onSyntax -- in [ CPALGS]
gost 28147- 89- Encrypti onSynt ax
Subj ect Publ i cKeyl nf o
FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nod(0) id-pkixl-explicit-88(1)}

. CVB/ PKCS#7 key agreenent algorithns & paraneters
CGost 28147- 89- KeyW apPar aneters :: =

SEQUENCE {
encrypti onParanSet Gost 28147- 89- Par antet ,
ukm OCTET STRING (SI ZE (8)) OPTI ONAL

}
i d- Gost 28147-89- Crypt oPro- KeyWap OBJECT I DENTIFIER :: =
{ id-CryptoPro-algorithnms keyWap(13) cryptoPro(1l) }
i d- Gost 28147- 89- None- KeyW ap OBJECT | DENTI FIER :: =
{ id-CryptoPro-algorithnms keyWap(13) none(0) }
CGost 28147- 89- KeyW apAl gorithns ALGORI THM | DENTI FI ER :: = {
{ CGost 28147-89- KeyW apPar anet ers | DENTI FI ED BY
i d- Gost 28147-89- Crypt oPro-KeyWap } |
{ CGost 28147-89- KeyW apPar anet ers | DENTI FI ED BY
i d- Gost 28147- 89- None- KeyW ap }

}
i d- Gost R3410- 2001- Crypt oPro- ESDH OBJECT | DENTI FIER :: =
{ id-CryptoPro-al gorithns
gost R3410- 2001- Cr ypt oPr o- ESDH( 96) }
i d- Gost R3410- 94- Crypt oPro- ESDH OBJECT | DENTI FIER :: =
{ id-CryptoPro-al gorithns
gost R3410- 94- Cr ypt oPr o- ESDH( 97) }
-- CMS/ PKCS#7 key transport algorithnms & paraneters
-- OD for CVS/ PKCS#7 Key transport is id-GostR3410-94 from
-- Gost R3410- 94- PKI Synt ax or id- Gost R3410-2001 from
-- Gost R3410- 2001- PKI Synt ax
-- Algorithnms for CMS/ PKCS#7 Key transport are
-- Gost R3410- 94- Publ i cKeyAl gorithms from
- - Gost R3410- 94- PKI Synt ax or
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-- Gost R3410- 2001- Publ i cKeyAl gorithms from

-- Gost R3410- 2001- PKI Synt ax

-- SM MECapabi lity for CMS/ PKCS#7 Key transport are

-- i d- Gost R3410-94 from Gost R3410- 94- PKI Synt ax or
-- i d- Gost R3410- 2001 from Gost R3410- 2001- PKI Synt ax
i d- Gost R3410- 94- KeyTr ansport SM MECapabi l ity

OBJECT | DENTI FI ER :: = id-Gost R3410- 94
i d- Gost R3410- 2001- KeyTr ansport SM MECapabi lity
OBJECT | DENTI FI ER :: = id-Gost R3410- 2001
CGost R3410- KeyTransport ::=
SEQUENCE {

sessi onEncrypt edKey Gost 28147-89- Encrypt edKey,
transport Paraneters [O0]
| MPLI CI' T Gost R3410- Transport Paranet ers OPTI ONAL

CGost R3410- Transport Paraneters :: =
SEQUENCE {
encrypti onParanSet Gost 28147- 89- Par antet ,
ephener al Publ i cKey [ 0]
| MPLI CI' T Subj ect Publ i cKeyl nfo OPTI ONAL,
ukm OCTET STRING ( SIZE(8) )

}
END -- Gost R3410- Encrypti onSynt ax
10. 2. CGost R3410- 94- Si gnat ur eSynt ax

Gost R3410- 94- Si gnat ur eSynt ax

{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)

ot her (1) nodul es(1l) gostRR3410-94-Si gnatureSyntax(3) 1 }

DEFINITIONS :: =
BEA N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use

-- of other applications which will use themto access Russian
-- COryptography services. Oher applications nay use them for
-- their own purposes, but this will not constrain extensions and

-- nodifications needed to nmaintain or inprove the Russian
-- COryptography service.
| MPORTS
gost R3410- 94- PKI Synt ax, ALGORI THM | DENTI FI ER,
crypt ogr aphi c- Gost - Usef ul - Defi nitions
FROM Crypt ographi c- Gost - Usef ul -Definitions -- in [ CPALGS]
{ iso(1) nenber-body(2) ru(643) rans(2)
cryptopro(2) other(1l) nodul es(1)
crypt ographi c- Gost - Usef ul -Definitions(0) 1 }
i d- Gost R3410- 94,
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Gost R3410- 94- Publ i cKeyPar anet er s
FROM Cost R3410- 94- PKI Syntax -- in [ CPALGS]
gost R3410- 94- PKI Synt ax

-- GOST R 34.10-94 signature data type
CGost R3410- 94- Si ghature :: =
OCTET STRING (Sl ZE (64))
-- GOST R 34.10-94 signature algorithm & paraneters
Gost R3410- 94- CVsSi gnat ur eAl gorithns  ALGORI THM | DENTI FI ER :: = {
{ CGost R3410- 94- Publ i cKeyPar anet ers | DENTI FI ED BY
i d- Gost R3410-94 }
}

END - - Gost R3410-94- Si gnat ur eSynt ax
10. 3. CGost R3410- 2001- Si ghat ur eSynt ax

Gost R3410- 2001- Si gnat ur eSynt ax
{ iso(1) nenber-body(2) ru(643) rans(2) cryptopro(2)

ot her (1) nodul es(1) gost R3410-2001- Si gnat ureSyntax(10) 1 }
DEFINITIONS :: =
BEGA N
-- EXPORTS Al --
-- The types and val ues defined in this nodule are exported for
-- use in the other ASN. 1 nodul es contained within the Russian
-- Cryptography "GOST" & "GOST R' Specifications, and for the use

-- of other applications which will use themto access Russian
-- COryptography services. Qther applications may use them for
-- their own purposes, but this will not constrain extensions and

-- nodifications needed to maintain or inprove the Russian
-- COryptography service.
| MPORTS
gost R3410- 2001- PKI Synt ax, ALGORI THW | DENTI FI ER,
crypt ographi c- Gost - Usef ul - Defi ni ti ons
FROM Crypt ographi c- Gost - Usef ul -Definitions -- in [ CPALGS]
{ iso(1) nenber-body(2) ru(643) rans(2)
cryptopro(2) other(1l) nodul es(1)
crypt ographi c- Gost - Usef ul -Definitions(0) 1 }
i d- Gost R3410- 2001,
Gost R3410- 2001- Publ i cKeyPar aneters -- in [ CPALGS]
FROM Gost R3410- 2001- PKI Synt ax
gost R3410- 2001- PKI Synt ax

-- GOST R 34.10-2001 signature data type
CGost R3410- 2001- Si ghature :: =
OCTET STRING (SI ZE (64))
-- GOST R 34.10-2001 signature algorithms and paraneters
Gost R3410- 2001- CMSSi gnat ur eAl gori t hirs
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ALGORI THM | DENTI FI ER : : = {
{ CGost R3410- 2001- Publ i cKeyPar anet ers | DENTI FI ED BY
i d- Gost R3410- 2001 }

}
END - - Gost R3410-2001- Si gnat ur eSynt ax
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