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Abstract

Thi s docunent defines Multi-Protocol BGP (MP-BGP) procedures that

al | ow BGP speakers to exchange Route Target reachability information.
This information can be used to build a route distribution graph in
order to limt the propagation of Virtual Private Network (VPN

Net wor k Layer Reachability Information (NLRI) between different

aut ononmous systens or distinct clusters of the same aut ononobus
system This docunent updates RFC 4364.
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1. Introduction

In BGP/ MPLS | P VPNs, PE routers use Route Target (RT) extended
comunities to control the distribution of routes into VRFs. Wthin
a given i BGP nesh, PE routers need only hold routes marked with Route
Targets pertaining to VRFs that have |ocal CE attachnents.

It is cormobn, however, for an autononpus systemto use route
reflection [2] in order to sinplify the process of bringing up a new
PE router in the network and to linit the size of the i BGP peering
nmesh.

In such a scenario, as well as when VPNs may have nenbers in nore
t han one aut ononous system the nunber of routes carried by the
inter-cluster or inter-as distribution routers is an inportant
consi derati on

In order to linmt the VPN routing infornation that is naintained at a
given route reflector, RFC 4364 [3] suggests, in Section 4.3.3, the
use of "Cooperative Route Filtering" [7] between route reflectors.
Thi s docunent extends the RFC 4364 [3] Qutbound Route Filtering (ORF)
work to include support for nultiple autononous systens and
asymretri c VPN topol ogi es such as hub-and- spoke.

Al though it would be possible to extend the encoding currently
defined for the extended-community ORF in order to achieve this
purpose, BGP itself already has all the necessary nachinery for

di ssem nation of arbitrary information in a | oop-free fashion, both
within a single autononous system as well as across nultiple

aut ononous syst ens.
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Thi s docunent builds on the nodel described in RFC 4364 [3] and on
the concept of cooperative route filtering by adding the ability to
propagate Route Target nenbership information between i BGP neshes.
It is designed to supersede "cooperative route filtering" for VPN
rel ated applications.

By usi ng MP-BGP UPDATE nessages to propagate Route Target nenbership
information, it is possible to reuse all of this machinery, including
route reflection, confederations, and inter-as information | oop

det ecti on.

Recei ved Route Target nenbership information can then be used to
restrict advertisenment of VPN NLRI to peers that have adverti sed
their respective Route Targets, effectively building a route
distribution graph. 1In this nodel, VPN NLRI routing informtion
flows in the inverse direction of Route Target nenbership

i nformati on.

This mechanismis applicable to any BGP NLRI that controls the
distribution of routing information by using Route Targets, such as
VPLS [9].

Thr oughout this docunment, the term NLRI, which expands to " Network

Layer Reachability Information”, is used to describe routing

i nformation carried via MP-BGP updates wi thout any assunption of
semanti cs.

An NLRI consisting of {origin-as#, route-target} will be referred to

as RT menbership information for the purpose of the explanation in
this docunent.

1.1. Terminol ogy
Thi s docunent uses a nunber of terns and acronyns specific to
Provi der - Provi si oned VPNs, including those specific to L2VPNs, L3VPNs
and BGP. Definitions for many of these ternms may be found in the VPN
term nol ogy docunent [10]. This section also includes sonme brief
acronym expansi on and term nology to aid the reader.
AFI Address Fanmily Identifier (a BGP address type)
BGP Bor der Gat eway Protoco
BGP/ MPLS VPN A Layer 3 VPN i npl enentati on based upon BGP and MPLS

CE Cust oner Edge (router)
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3.

3.

i BGP Internal BGP (i.e., a BGP peering session that
connects two routers within an autononmous systemn

L2VPN Layer 2 Virtual Private Network

L3VPN Layer 3 Virtual Private Network

VP- BGP Mul ti Prot ocol - Border Gateway Protocol

MPLS Mul ti Protocol Label Swi tching

NLRI Net wor k Layer Reachability |nformation

ORF Qut bound Route Filtering

PE Provi der Edge (router)

RT Route Target (i.e., a BGP extended community that

conditions network |ayer reachability information with
VPN nenber shi p)

SAFI Subsequence Address Family Identifier (a BGP address
sub-type)

VPLS Virtual Private LAN Service

VPN Virtual Private Network

Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

NLRI Distri bution
1. Inter-AS VPN Route Distribution

In order to better understand the problemat hand, it is helpful to
divide it into its inter-Autononous System (AS) and intra-AS
conponents. Figure 1 represents an arbitrary graph of autononous
systens (a through j) interconnected in an ad hoc fashion. The
follow ng discussion ignores the conplexity of intra-AS route

di stribution.
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Figure 1. Topology of autononmous systens

Let’'s consider the sinple case of a VPN with CE attachnments in ASes a
and i that uses a single Route Target to control VPN route
distribution. Ildeally we would like to build a flooding graph for
the respective VPN routes that woul d not include nodes (c, g, h, j).
Nodes (c, j) are leafs ASes that do not require this information
whereas nodes (g, h) are not in the shortest inter-as path between
(e) and (i) and thus shoul d be excluded via standard BGP path

sel ecti on.

In order to achieve this, we will rely on ASa and ASi, generating a
NLRI consisting of {origin-as#, route-target} (RT nmenbership

i nformation). Receipt of such an advertisenent by one of the ASes in
the network will signal the need to distribute VPN routes containing
this Route Target conmunity to the peer that advertised this route.

Usi ng RT nenbership information that includes both route-target and
ori gi nator AS nunber all ows BGP speakers to use standard path

sel ection rules concerning as-path | ength (and ot her policy

nmechani sns) to prune duplicate paths in the RT nmenbership infornmation
fl oodi ng graph, while maintaining the information required to reach
al | autononpbus systens advertising the Route Target.

In the exanpl e above, AS e needs to maintain a path to AS a in order
to flood VPN routing information originating fromAS i and vice-
versa. It should, however, as default policy, prune less preferred
pat hs such as the |longer path to ASi with as-path (g hi).
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Ext endi ng the exanpl e above to include ASj as a nenber of the VPN
di stribution graph would cause AS f to advertise 2 RT Menbership
NLRIs to AS e, one containing origin ASi and one containing origin
AS j. Although advertising a single path would be sufficient to
guarantee that VPN information flows to all VPN nenber ASes, this is
not enough for the desired path selection choices. In the exanple
above, assune that (f j) is selected and advertised. Wre that the
case, the information concerning the path (f i), which is necessary
to prune the arc (e g hi) fromthe route distribution graph, would
be m ssing.

As with other approaches for building distribution graphs, the
benefits of this mechanismare directly proportional to how "sparse"
the VPN menbership is. Standard RFC2547 inter-AS behavi or can be
seen as a dense-node approach, to rmake the anal ogy with nulticast
routi ng protocols.

3.2. Intra-AS VPN Route Distribution

As indicated above, the inter-AS VPN route distribution graph, for a
given route-target, is constructed by creating a directed arc on the
i nverse direction of received Route Target mnenbershi p UPDATEs
containing an NLRI of the form {origin-as#, route-target}.

I nsi de the BGP topol ogy of a given autononpus-system as far as
external RT nenbership information is concerned (route-targets where
the as# is not the local as), it is easy to see that standard BGP
route selection and advertisenment rules [4] will allow a transit AS
to create the necessary flooding state.

Consider a I Pv4 NLRI prefix, sourced by a single AS, which is
distributed via BGP within a given transit AS. BGP protocol rules
guarantee that a BGP speaker has a valid route that can be used for
forwardi ng of data packets for that destination prefix, in the

i nverse path of received routing updates.

By the same token, and given that an {origin-as#, route-target} key
provi des uni queness between several ASes that may be sourcing this
route-target, BGP route selection and adverti senent procedures
guarantee that a valid VPN route distribution path exists to the
origin of the Route Target nenbership information advertisenent.
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Rout e Target nenbership information that is originated within the

aut ononpus- system however, requires nore careful exami nation

Several PE routers within a given autononpus-system may source the
same NLRI {origin-as#, route-target}, and thus default route
advertisenent rules are no |onger sufficient to guarantee that within
the given AS each node in the distribution graph has selected a
feasible path to each of the PEs that inport the given route-target.

When processing RT nenbership NLRIs received frominternal iBGP
peers, it is necessary to consider all available i BGP paths for a
given RT prefix, for building the outbound route filter, and not just
t he best path.

In addition, when advertising Route Target nenbership information
sourced by the local autononpbus systemto an i BGP peer, a BGP speaker
shall nodify its procedure to calculate the BGP attributes such that
the foll ow ng apply:

i When advertising RT nmenbership NLRI to a route-reflector client,
the Originator attribute shall be set to the router-id of the
advertiser, and the Next-hop attribute shall be set of the |oca
address for that session.

ii. Wien advertising an RT nenbership NLRI to a non-client peer, if
the best path as selected by the path selection procedure
described in Section 9.1 of the base BGP specification [4] is a
route received froma non-client peer, and if there is an
alternative path to the sanme destination froma client, the
attributes of the client path are advertised to the peer.

The first of these route advertisenent rules is designed such that
the originator of an RT nenbership NLRI does not drop an RT
menbership NLRI that is reflected back to it, thus allowing the route
reflector to use this RT nmenbership NLRI in order to signal the
client that it should distribute VPN routes with the specific target
towards the reflector.

The second rule allows any BGP speaker present in an i BGP nesh to
signal the interest of its route reflection clients in receiving VPN
routes for that target.

These procedures assune that the autononpus-systemroute reflection
topol ogy is configured such that |IPv4 unicast routing woul d work
correctly. For instance, route reflection clusters nust be

conti guous.
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An alternative solution to the procedure given above woul d have been
to source different routes per PE, such as NLRI of the form
{originator-id, route-target}, and to aggregate them at the edge of
the network. The solution adopted is considered advant ageous over
the fornmer in that it requires less routing-information within a

gi ven AS.

4. Route Target Menbership NLRI Advertisenents

Rout e Target menbership NLRI is advertised in BGP UPDATE nessages
usi ng the MP_REACH NLRI and MP_UNREACH NLRI attributes [5]. The
[AFI, SAFI] value pair used to identify this NLRl is (AFI=1

SAFI =132) .

The Next Hop field of MP_REACH NLRI attribute shall be interpreted as
an | Pv4 address whenever the length of NextHop address is 4 octets,
and as a | Pv6 address whenever the | ength of the NextHop address is
16 octets.

The NLRI field in the MP_REACH NLRI and MP_UNREACH NLRI is a prefix
of O to 96 bits, encoded as defined in Section 4 of [5].

This prefix is structured as follows:

o m e e o e e e e e e e e eao - +
| origin as (4 octets)

o m e e o e e e e e e e e eao - +
| route target (8 octets)

+ +
I I
o m e e o e e e e e e e e eao - +

Except for the default route target, which is encoded as a zero-
length prefix, the mininmumprefix length is 32 bits. As the origin-
as field cannot be interpreted as a prefix.

Route targets can then be expressed as prefixes, where, for instance,
a prefix would enconpass all route target extended comunities
assigned by a given dobal Administrator [6].

The default route target can be used to indicate to a peer the
willingness to receive all VPN route advertisenents such as, for

i nstance, the case of a route reflector speaking to one of its PE
router clients.
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5.

Capability Adverti senent

A BGP speaker that wi shes to exchange Route Target nenbership

i nformati on nust use the Multiprotocol Extensions Capability Code, as
defined in RFC 2858 [5], to advertise the corresponding (AFl, SAFI)
pair.

A BCP speaker MAY participate in the distribution of Route Target
i nformati on without using the | earned information for purposes of VPN
NLRI output route filtering, although this is discouraged.

Operation

A VPN NLRI route should be advertised to a peer that participates in
t he exchange of Route Target nenmbership information if that peer has
advertised either the default Route Target nmenbership NLRI or a Route
Target nenbership NLRI containing any of the targets contained in the
extended conmunities attribute of the VPN route in question

When a BGP speaker receives a BGP UPDATE that advertises or withdraws
a given Route Target nmenbership NLRI, it should exami ne the RIB-QUTs
of VPN NLRI's and re-evaluate the advertisenent status of routes that
mat ch the Route Target in question

A BCP speaker shoul d generate the m ni mum set of BGP VPN route
updat es (advertisenments and/or withdrawl s) necessary to transition
bet ween the previous and current state of the route distribution
graph that is derived from Route Target nenbership information

As a hint that initial RT nenbership exchange is conplete,

i npl ement ati ons SHOULD generate an End-of -RI B narker, as defined in
[8], for the Route Target nenbership (afi, safi), regardless of

whet her graceful -restart is enabled on the BGP session. This allows
the receiver to know when it has received the full contents of the
peer’s menbership informati on. The exchange of VPN NLRI shoul d
follow the receipt of the End-of-RI B nmarkers.

I f a BGP speaker chooses to delay the advertisenent of BGP VPN route
updates until it receives this End-of -RIB narker, it MJST linmit that
delay to an upper bound. By default, a 60 second val ue shoul d be
used.
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7.

Depl oynent Consi der ati ons

Thi s nechani smreduces the scaling requirenments that are inposed on
route reflectors by limting the nunber of VPN routes and events that
a reflector has to process to the VPN routes used by its direct
clients. By default, a reflector nust scale in terns of the tota
nunber of VPN routes present on the network.

This also nmeans that it is now possible to reduce the | oad inposed on
a given reflector by dividing the PE routers present on its cluster
into a new set of clusters. This is a localized configuration change
that need not affect any systemoutside this cluster.

The effectiveness of RT-based filtering depends on how sparse the VPN
menbership is.

The same policy mechani sns applicable to other NLRIs are al so
applicable to RT nmenbership information. This gives a network
operator the option of controlling which VPN routes get advertised in
an inter-domain border by filtering the acceptabl e RT nenbership
adverti senents inbound.

For instance, in the inter-as case, it is likely that a given VPN is
connected only to a subset of all participating ASes. The only
current mechanismto limt the scope of VPN route flooding is through
manual filtering on the external BGP border routers. Wth the
current proposal, such filtering can be perfornmed according to the
dynami ¢ Route Target menbership infornmation

In sone inter-as deploynents, not all RTs used for a given VPN have
external significance. For exanple, a VPN can use a hub RT and a
spoke RT internally to an autononmous-system The spoke RT does not
have neaning outside this AS, so it may be stripped at an external
border router. The sanme policy rules that result in extended
comunity filtering can be applied to RT nenbership information in
order to avoid advertising an RT nmenbership NLRI for the spoke-RT in
t he exanpl e above.

Throughout this docunent, we assune that autononopus-systens agree on
an RT assignment convention. RT translation at the external border
router boundary is considered a | ocal inplenmentation decision, as it
shoul d not affect inter-operability.
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8.

10.

10.

Security Considerations

Thi s docunent does not alter the security properties of BGP-based
VPNs. However, note that output route filters built fromRT
menbership information NLRIs are not intended for security purposes.
When exchanging routing informati on between separate administrative
domains, it is a good practice to filter all incom ng and outgoi ng
NLRI s by sone other neans in addition to RT nmenbership information.
| mpl enent ati ons SHOULD al so provide nmeans to filter RT menbership

i nformati on.
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