Net wor k Wor ki ng Group M Nystroem
Request for Comments: 4793 RSA Security
Cat egory: I nfornmational February 2007

The EAP Protected One-Ti ne Password Protocol (EAP-POTP)

Status of This Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C The I ETF Trust (2007).

Abstract
Thi s docunent describes a general Extensible Authentication Protocol
(EAP) nmethod suitable for use with One-Time Password (OTP) tokens,
and offers particul ar advantages for tokens with direct electronic
interfaces to their associated clients. The nmethod can be used to
provide unilateral or nutual authentication, and key nmaterial, in

protocols utilizing EAP, such as PPP, |EEE 802.1X, and Internet Key
Exchange Protocol Version 2 (IKEv2).
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1.

1.

1.

1.

1.

2.

3.

| nt roducti on
Scope

Thi s docunment describes an Extensi bl e Authentication Protocol (EAP)
[1] method suitable for use with One-Time Password (OTP) tokens, and
offers particul ar advantages for tokens that are electronically
connected to a user’s conputer, e.g., through a USB interface. The
nmet hod can be used to provide unilateral or nutual authentication,
and key material, in protocols utilizing EAP, such as PPP [10], |EEE
802.1X [11], and I KEv2 [12].

Backgr ound

A One-Tinme Password (OTP) token may be a handhel d hardware device, a
har dwar e devi ce connected to a personal conputer through an

el ectronic interface such as USB, or a software nodul e resident on a
personal conputer, which generates one-tinme passwords that nay be
used to authenticate a user towards some service. This docunent
descri bes an EAP nmethod intended to neet the needs of organizations
wi shing to use OTP tokens in an interoperable manner to authenticate
users over EAP. The nethod is designed to be independent of
particular OTP algorithns and to neet the requirenments on nodern EAP
nmet hods (see [13]).

The basic variant of this nmethod provides client authentication only.
This node is only to be used within a secured tunnel. A nore
advanced variant provides nutual authentication, integrity protection
of the exchange, protection agai nst eavesdroppers, and establi shnent
of authenticated keying material. Both variants allow for fast

sessi on resunption

Wil e this docunent also includes a profile of the general nethod for
the RSA Securl D{TM nechanism it is described in terns of genera
constructions. It is therefore intended that the docunent will also
serve as a framework for use with other OIP al gorithns.

Not e: The term "OIP" as used herein shall not be confused with the
EAP OTP net hod defined in [1].

Rati onal e behi nd the Design

EAP- POTP has been designed with the intent that its nessages and data
el enents be easily parsed by EAP inplenentations. This nakes it
easier to progranmatically use the EAP nethod in the peer and the

aut henti cator, reducing the need for user interactions and allow ng
for local generation of user pronpts, when needed. 1In contrast, the
Generic Token Card (GIC) nethod from[1l], which uses text strings
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generated by the EAP server, is intended to be interpreted and acted
upon by humans. Furthernore, EAP-POTP allows for nutua

aut hentication and establishment of keying material, which GIC does
not. To retain the generic nature of GIC, the EAP-POTP net hod has
been designed to support a wi de range of OTP algorithns, with
profiling expected for specific such algorithms. This docunent
provides a profile of EAP-POTP for RSA SecurlD tokens.

1.4. Relationship with EAP Methods in RFC 3748

The EAP OTP nethod defined in [1], which builds on [14], is an
exanple of a particular OTP algorithmand is not related to the EAP
nmet hod defined in this docunent, other than that a profile of EAP-
POTP may be created for the OTP algorithmfrom[14].

The Ceneric Token Card EAP nethod defined in [1] is intended to work
with a variety of OIP algorithnms. The sane is true for EAP-POTP, the
EAP net hod defined herein. Advantages of profiling a particular OIP
al gorithm for use with EAP-POTP, conpared to using EAP GIC, are
described in Section 1.3.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMVENDED', and "MAY", in this docunent are to be
interpreted as described in RFC 2119 [2].

3. Authentication Mdel
The EAP-POTP net hod provi des user authentication as defined bel ow
Additionally, it may provide nmutual authentication (authenticating
the EAP server to the EAP client) and establish keying materi al

There are basically three entities in the authentication method
descri bed here:

o Aclient, or "peer", using EAP term nol ogy, acting on behalf of a
user possessing an OIP token;

o A server, or "authenticator", using EAP term nol ogy, to which the
user needs to authenticate; and

0 A backend authentication server, providing an authentication
service to the authenticator.

The term "EAP server"” is used here with the same nmeaning as in [1].

Any protocol used between the authenticator and the backend
aut henti cation server is outside the scope of this docunent, although
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4.

4.

RADI US [15] is a typical choice. It is assuned that the EAP client
and the peer are |ocated on the sane host, and hence only the term
"peer" is used in the following for these entities.

The EAP-POTP net hod assunes the use of a shared secret key, or
"seed", which is known both by the user and the backend

aut hentication server. The secret seed is stored on an OTP token
that the user possesses, as well as on the authentication server.

In its nobst basic variant, the EAP-POTP net hod provides only one
Service (nanely, user authentication) where the user provides
information to the authentication server so that the server can

aut henticate the user. A nore advanced variant provides nutual

aut henti cation, protection agai nst eavesdroppi ng, and establi shment
of authenticated keying material.

1

Description of the EAP-POTP Mt hod

Overvi ew

Note: Since the EAP-POTP nethod is general in nature, the term
"POTP- X" is used bel ow as a pl acehol der for an EAP nethod type
identifier, identifying the use of a particular OTP algorithmwth
EAP- POTP. As an exanple, in the case of using RSA Securl D tokens
wi t hi n EAP- POTP, the EAP nethod type shall be 32 (see Appendi x A).

A typi cal EAP-POTP authentication is perfornmed as follows (Appendix B
provi des nmore detail ed exanpl es):

a.

The optional EAP ldentity Request/Response is exchanged, as per
RFC 3748 [1]. An identity provided here may alleviate the need
for a "User ldentifier" or a "Token Key ldentifier" triplet
(TLV), defined below, later in the exchange.

The EAP server sends an EAP- Request of type POTP-X with a Version
TLV. The Version TLV indicates the highest and | owest version of
this method supported by the server. The EAP server typically

al so includes an OTP TLV in the EAP-Request. The OTP TLV
instructs the peer to respond with the current OIP (possibly in
protected form, and nmay contain a challenge and sone ot her
information, like server policies. The EAP server should also
include a Server-Info TLV in the request, and nust do so if it
supports session resunption. The Server-Info TLV identifies the
aut henti cation server, contains an identifier for this (new)
session, and may be used by the peer to find an already existing
session with the EAP server.

Nystroem I nf or mat i onal [ Page 6]



RFC 4793 EAP- POTP February 2007

c. The peer responds with an EAP-Response of type Nak (3) if it does
not support POTP-X or if it does not support a version of this
nmet hod that is al so supported by the server, as indicated in the
server’s Version TLV.

| f the peer supports a version of this method that is al so
supported by the EAP server, the peer generates an EAP-Response
of type POTP-X as follows:

* First, it generates a Version TLV, which indicates the peer’s
hi ghest supported version within the range of versions offered
by the server. This Version TLV will be part of the EAP-
Response to the EAP server.

* Next, if the peer’s highest supported version equals that of
the EAP server, and the EAP server sent a Server-Info TLV, the
peer checks if it has a saved session with the EAP server. |If
an existing session with the server is found, and session
resunption is possible (the Server-Info TLV may explicitly
disallow it), the peer cal cul ates new session keys (if the
session is a protected-node session) and responds with a
Resunme TLV and the Version TLV.

* Oherwise, if the peer’s highest supported version equal s that
of the EAP server, and the received EAP-Request nessage
contains an OTP TLV, the peer requests (possibly through user
interaction) the OTP token to calculate a one-tinme password
based on the information in the recei ved EAP- Request nessage
(which could, for exanple, carry a challenge), the current
token state (e.g., token tine), a shared secret (the "seed"),
and a user-provided PIN (note that, depending on the OIP token
type, sonme of the information in the EAP-Request nay not be
used in the OIP cal cul ation, and the PIN may be optional too).
If the received OTP TLV has the P bit set (see below), the
peer then conbi nes the token-provided OTP with other
i nformati on, and provides the conbined data to a key
derivation function. The key derivation function generates
several keys, of which one is used to cal cul ate a Message
Aut henti cati on Code (MAC) on the received nmessage, together
with sone other information. The resulting MAC, together with
sonme additional information, is then placed in an OTP TLV
(with the P bit set) that is sent in a response to the EAP
server, together with the Version TLV. |If the P bit is not
set in the received OIP TLV, the peer instead inserts the
cal cul ated OTP value directly in an OTP TLV, which then is
sent to the EAP server together with the Version TLV.
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* Finally, if the peer’s highest supported version differs from
the server’s, or if the server did not provide any TLVs
besides the Version TLV in its initial request, the peer just
sends back the generated Version TLV as an EAP- Response to the
EAP server.

d. |If the EAP server receives an EAP- Response of type Nak (3), the
session negotiation failed and the EAP server may try with
anot her EAP net hod. Oherwi se, the EAP server checks the peer’s
supported version. |If the peer did not support the highest
version supported by the server, the server will send a new EAP-
Request with TLVs adjusted for that version. Oherw se, assum ng
the EAP server did send additional TLVs in its initial EAP-
Request, the EAP server will attenpt to authenticate the peer
based on the response provided in c). Depending on the result of
this authentication, the EAP server nmay do one of the foll ow ng:

* send a new EAP- Request of type POTP-X to the peer indicating
that session resunption was not possible, and ask for a new
OTP (this would be the case when the peer responded with a
Resune TLV, and the session indicated in the Resune TLV was
not valid),

* send a new EAP- Request of type POTP-X to the peer (e.g., to
ask for the next OTP),

* accept the authentication (and send an EAP- Request nessage
containing a ConfirmTLV to the peer if the received response
has the P bit set or was a successful attenpt at a protected-
node session resunption; otherw se, send an EAP- Success
nessage to the peer), or

* fail the authentication (and send an EAP-Fail ure nessage --
possi bly preceded by an EAP- Request nessage of type

Notification (2) -- to the peer).
e. |If the peer receives an EAP-Success or an EAP-Failure nmessage the
protocol run is finished. |If the peer receives an EAP- Request of

type Notification, it responds as specified by RFC 3748 [1]. |If
t he peer receives an EAP-Request of type POTP-X with a Confirm
TLV, it attenpts to authenticate the EAP server using the
provided data. |If the authentication is successful, the peer
responds with an EAP-Response of type POTP-X with a Confirm TLV.
If it is unsuccessful, the peer responds with an enpty EAP-
Response of type POTP-X. |If the peer receives an EAP- Request of
type POTP-X containing some other TLVs, it continues as specified
in c) above (though no version negotiation will take place in
this case) or as described for those TLVs.
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f. \Wen an EAP server, which has sent an EAP-Request of type POTP-X
with a Confirm TLV, receives an EAP-Response of type POTP-X with
a Confirm TLV present, it can proceed in one of two ways: If it
has detected that there is a need to send additional EAP-Requests
of type POTP-X, it shall enter a "protected state", where, from
then on, all POTP-X TLVs nust be encrypted and integrity-
protected before being sent (at this point, the parties shal
have cal cul ated a master session key as described in Section
4.5). One reason to continue the POTP-X conversation after
exchange of the Confirm TLV could be that the user needs to
updat e her OTP PIN;, hence, the EAP server needs to send a New PIN
TLV. At that point, the handshake is back at step c) above
(except for the version negotiation and the protection of al
TLVs). If there is no need to send additional EAP-Request
packets, the EAP server shall instead send an EAP- Success met hod
to the peer to indicate successful protocol conpletion. The EAP
server may not continue the conversation unless it indicates its
intent to do so in the Confirm TLV.

An EAP server, which has sent an EAP- Request of type POTP-X with
a Confirm TLV and receives an EAP- Response of type POIP-X, which
is enpty (i.e., does not contain any TLVs), shall respond with an
EAP- Fai l ure and term nate the handshake.

As inplied by the description, steps c) through f) may be carried out
a nunber of times before conpletion of the exchange. One exanpl e of
this is when the authentication server initially requests an OTP
accepts the response fromthe peer, perforns an (internediary)
Confirm TLV exchange, requests the peer to select a new PIN, and
finally asks the peer to authenticate with an OTP based on the new
PIN (which again will be followed with a final Confirm TLV exchange).

4.2. Version Negotiation

The EAP-POTP net hod provides a version negotiation nmechani smt hat
enabl es i npl enentations to be backward conpatible with previous
versions of the protocol. This specification docunents the EAP-POTP
protocol version 1. Version negotiation proceeds as foll ows:

a. In the first EAP-Request of type POIP-X, the EAP server MJST send
a Version TLV in which it sets the "Hi ghest" field to its highest
supported version nunber, and the "Lowest" field to its | owest
supported version nunber. The EAP server MAY include other TLV
triplets, as described below, that are conpatible with the
"Hi ghest" supported version nunber to optim ze the nunber of
round-trips in the case of a peer supporting the server’s
"Hi ghest" version nunber.
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b. If the peer supports a version of the protocol that falls within
t he range of versions indicated by the EAP server, it MJST
respond with an EAP- Response of type POTP-X that contains a
Version TLV with the "Highest" field set to the highest version
supported by the peer. The peer MJST al so respond to any TLV
triplets included in the EAP-Request, if it supported the
"Hi ghest" supported version indicated in the server’s Version
TLV.

The EAP peer MUST respond with an EAP- Response of type Nak (3) if
it does not support a version that falls within the range of
versions indicated by the EAP server. This will allow the EAP
server to use another EAP nmethod for peer authentication.

c. \Wen the EAP server receives an EAP-Response containing a Version
TLV fromthe peer, but the "Hi ghest" supported version field in
the TLV differs fromthe "Hi ghest" supported version field sent
by the EAP server, or when the version is the sane as the one
originally proposed by the EAP server, but the EAP server did not
include any TLV triplets in the initial request, the EAP server
sends a new EAP- Request of type POTP-X with the negoti ated
version and TLV triplets as desired and described herein.

The version negotiation procedure guarantees that the EAP peer and

server will agree to the highest version supported by both parti es.
I f version negotiation fails, use of EAP-POTP will not be possi bl e,
and anot her nutually acceptable EAP nethod will need to be negotiated

if authentication is to proceed.

The EAP-POTP version field may be nodified in transit by an attacker.
It is therefore inportant that EAP entities only accept EAP-POTP
versions according to an explicit policy.

4.3. Cryptographic Al gorithm Negotiation

Cryptographic algorithnms are negotiated through the use of the Crypto
Al gorithm TLV. EAP-POTP provides a default digest algorithm
(SHA-256) [3], a default encryption algorithm (AES-CBC) [4] , and a
default MAC algorithm (HVAC) [5], and these al gorithns MJST be
supported by all EAP-POTP inpl enentations. An EAP server that does
not want to nake use of any other algorithns than the default ones
need not send a Crypto Algorithm TLV. An EAP server that does want
to negotiate use of sone other algorithnms MJST send the Crypto
Algorithm TLV in the initial EAP-Request of type POIP-X that also
contains an OTP TLV with the P bit set. The TLV MJST NOT be present
in any other EAP-Request in the session. (The two exceptions to this
are 1) if the client attenpted a session resunption that failed and
therefore did not evaluate a sent Crypto Algorithm TLV, or 2) if the
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Crypto Algorithm TLV was part of the initial nmessage fromthe EAP
server, and the client negotiated anot her EAP-POTP version than the
hi ghest one supported by the EAP server. \Wen either of these cases
apply, the server MJST include the Crypto Algorithm T TLV in the first
EAP- Request that also contains an OTP TLV with the P bit set
subsequent to the failed session resunption / protocol version
negotiation.) In the Crypto Al gorithm TLV, the EAP server suggests
some conbi nation of digest, encryption, and MAC algorithnms. (If the
server only wants to negotiate a particular class of algorithns, then
suggestions for the other classes need not be present, since the
default applies.)

The peer MUST include a Crypto Algorithm TLV in an EAP-Response if
and only if an EAP-Request of type POTP-X has been received
containing a Crypto AlgorithmTLV, it was |egal for that EAP-Request
to contain a Crypto Algorithm TLV, the peer does not try to resune an
exi sting session, and the peer and the EAP server agree on at | east
one algorithmnot being the default one. |If the peer does not supply
a value for a particular class of algorithns in a responding Crypto
Al gorithm TLV, then the default algorithmapplies for that class.
When resum ng an exi sting session (see the next section), there is no
need for the peer to negotiate since the session already is
associated with a set of algorithns. Servers MJST fail a session
(i.e., send an EAP-Failure) if they receive an EAP- Response TLV
contai ning both a Resune TLV and a Crypto Al gorithm TLV.

Clearly, EAP servers and peers MJUST NOT suggest any other al gorithns
than the ones their policy allows themto use. Policies may al so
restrict what conbinations of cryptographic algorithns are
accept abl e.

4.4. Session Resunption

Thi s met hod makes use of session identifiers and server identifiers
to allow for inproved efficiency in the case where a peer repeatedly
attenpts to authenticate to an EAP server within a short period of
time. This capability is particularly useful for support of wreless
roam ng.

In order to help the peer find a session associated with the EAP
server, an EAP server that supports session resunption MJST send a
Server-Info TLV containing a server identifier inits initial EAP-
Request of type POIP-X that also contains an OTP TLV. The identifier
may then be used by the peer for |ookup purposes.

It is left to the peer whether or not to attenpt to continue a

previ ous session, thus shortening the negotiation. Typically, the
peer’s decision will be rmade based on the tine el apsed since the
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previ ous authentication attenpt to that EAP server. |If the peer
decides to attenpt to resune a session with the EAP server, it sends
a Resume TLV identifying the chosen session and other contents, as
descri bed below, to the EAP server

Based on the session identifier chosen by the peer, and the tine

el apsed since the previous authentication, the EAP server will decide
whether to allow the session resunption, or continue with a new

sessi on.

o If the EAP server is willing to resune a previously established
session, it MJST authenticate the peer based on the contents of
the Resune TLV. |If the authentication succeeds, the handshake
will continue in one of two ways:

* |f the session is a protected-npbde session, then the server
MUST respond with a request containing a Confirm TLV. |[If the
Confirm TLV authenticates the EAP server, then the peer
responds with an enpty Confirm TLV, to which the EAP server
responds with an EAP-Success message. |f the Confirm TLV does
not aut henticate the EAP server, the peer responds with an
enpty EAP- Response of type POTP- X

* |f the session is not a protected-node session, i.e., it is a
session created froma basi c-nbde peer authentication, then the
server MJUST respond with an EAP- Success nessage.

If the authentication of the peer fails, the EAP server SHOULD
send anot her EAP- Request containing an OTP TLV and a Server-Info
TLV with the N bit set to indicate that no session resunption is
possi bl e. The EAP server MAY al so send an EAP-Fail ure nessage,
possi bly preceded by an EAP- Request of type Notification (2), in
whi ch case, the EAP run will term nate.

o If the EAP server is not willing or able to resune a previously
establ i shed session, it will respond with another EAP-Request
containing an OTP TLV and a Server-Info TLV with the N bit set
(i ndicating no session resunption).

Sessi ons SHOULD NOT be maintained | onger than the security of the
exchange which created the session pernits. For exanple, if it is
estimated that an attacker could be successful in brute-force
searching for the OIP in 24 hours, then EAP-POTP session lifetines
shoul d be clearly less than this val ue.
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4.5. Key Derivation and Session ldentifiers

The EAP-POTP net hod descri bed herein nmakes use of a key derivation
functi on denoted "PBKDF2". PBKDF2 is described in [6], Section 5.2.
The PBKDF2 PRF SHALL be set to the negotiated MAC al gorithm The
default MAC al gorithm which MJST be supported, is HVAC- SHA256. HVAC
is defined in [5], and SHA-256 is defined in [3]. HMAC SHA256 is the
HVAC construct from|[5] with SHA-256 as the hash function H  The

out put | ength of HMAC- SHA256, when used as a PRF for PBKDF2, shall be
32 octets (i.e., the full output |ength).

The output from PBKDF2 as described here will consist of five keys
(see Section 4.11.3 for details on how to cal cul ate these keys):

o K MAC, a MAC key used for mnutual authentication and integrity
protection,

o K ENC, an encryption key used to protect certain data during the
aut henti cati on,

0 SRK, a session resunption key only used for session resunption
pur poses,

o MSK, a Master Session Key, as defined in [1], and
o EMSK, an Extended Master Session Key, also as defined in [1].

For the default algorithms, K MAC, K ENC, and SRK SHALL be 16
octets. For other cases, the key lengths will be as determ ned by
the negotiated algorithms. The MSK and the EMSK SHALL each be 64
octets, in conformance with [1]. Therefore, in the case of
default algorithns, the "dkLen" parameter from Section 5.2 of [6]
SHALL be set to 176 (the conbined I ength of K MAC, K ENC, SRK

MBK, and EMSK).

[1] and [16] define usage of the MSK and the EMSK . For a particul ar
use case, see also Appendix C

4.6. FError Handling and Result |ndications

EAP does not allow for the sending of an EAP-Response of type Nak (3)
within a nethod after the initial EAP-Request and EAP-Response pair
of that particular nethod has been exchanged (see [1l], Section 2.1).
| nst ead, when a peer is unable to continue an EAP- POTP session, the
peer MAY respond to an outstandi ng EAP- Request by sending an enpty
EAP- Response of type POTP-X rather than imediately term nating the
conversation. This allows the EAP server to |og the cause of the
error.
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4.7.

To ensure that the EAP server receives the enpty EAP-Response, the
peer SHOULD wait for the EAP server to reply before termnating the
conversation. The EAP server MIST reply with an EAP-Fail ure.

When EAP-POTP is run in protected node, the exchange of the Confirm
TLV (Section 4.11.6) serves as a success result indication; when the
peer receives a ConfirmTLV, it knows that the EAP server has
successfully authenticated it. Similarly, when the EAP server
receives the Confirm TLV response fromthe peer, it knows that the
peer has authenticated it. |In protected node, the peer will not
accept an EAP-Success packet unless it has received and validated a
Confirm TLV. The Confirm TLV sent fromthe EAP server to the peer is
a "protected result indication" as defined in [1], as it is integrity
protected and cannot be replayed. The Confirm TLV sent fromthe peer
to the EAP server is, however, not a protected result indication. An
enpty EAP-POTP response sent fromthe peer to the EAP server serves
as a failure result indication.

Use of the EAP Notification Method

Except where explicitly allowed in the follow ng, the EAP

Noti fication nmethod MUST NOT be used within an EAP- POTP session. The
EAP Notification method MAY be used within an EAP-POTP session in the
foll ow ng situations:

o The EAP server MAY send an EAP-Request of type Notification (2)
when it has received an EAP-Response containing an OTP TLV and is
unabl e to authenticate the user. |In this case, once the EAP-
Response of type Notification is received, the EAP server MAY
retry the authentication and send a new EAP- Request containing an
OrP TLV, or it MAY fail the session and send an EAP-Failure
nmessage.

o The EAP server MAY send an EAP-Request of type Notification (2)
when it has received an unacceptable New PIN TLV. In this case,
once the EAP-Response of type Notification is received, the EAP
server MAY retry the PIN update and send a new EAP- Request with a
New PIN TLV, or it MAY fail the session and send an EAP-Fail ure
nmessage.

Prot ecti on agai nst Brute-Force Attacks

Since OTPs may be relatively short, it is inportant to slow down an
attacker sufficiently so that it is economcally unattractive to
brute-force search for an OTP, given an observed EAP-POTP handshake
in protected node. One way to do this is to do a high nunber of
iterated hashes in the PBKDF2 function. Another is for the client to
i nclude a val ue ("pepper"”) unknown to the attacker in the hash
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conputation. Wereas a traditional "salt" value normally is sent in
the clear, this "pepper” value will not be sent in the clear, but may
instead be transferred to the EAP server in encrypted form In
practice, the procedure is as foll ows:

a. The EAP server indicates in its OIP TLV whether it supports
pepper searching. Additionally, it may indicate to the peer that
a new pepper shall be chosen

b. If the peer supports the use of pepper, the peer checks whether
it already has established a shared pepper with this server:

If it does have a pepper stored for this server, and the server
did not indicate that a new pepper shall be generated, then it
uses the existing pepper value, as specified in Section 4.11.3
bel ow, to calculate an OIP TLV response. In this case, the
iteration count shall be kept to a mininmum as the security of
the schene is provided through the pepper, and efficiency
otherwi se is |lost.

If the peer does not have a pepper stored for this server, but
the server indicated support for pepper searching, or the server

i ndi cated that a new pepper shall be generated, then the peer
generates a random and uniformy distributed pepper of sufficient
I ength (the maxi mum | ength supported by the server is provided in
the server’s OIP TLV), and includes the new pepper in the PBKDF2
comput ati on.

If the peer does not have a pepper stored for this server, and
the server did not indicate support for pepper searching, then a
pepper will not be used in the response conputation

Clearly, if the peer itself does not support the use of pepper,
then a pepper will not be used in the response conputation

c. The EAP server may, in its subsequent Confirm TLV, provide a
pepper to the peer for later use. |In this case, the pepper will
be substantially I onger than a peer-chosen pepper, and encrypted
with a key derived fromthe PBKDF2 comnputation

The above procedure allows for pepper updates to be initiated by
either side, e.g., based on policy. Since the pepper can be seen as
a MAC key, its lifetime should be linited.

An EAP server that is not capable of storing pepper values for each

user it is authenticating may still support the use of pepper; the
cost for this will be the extra conputation tinme to do pepper
searches. This cost is still substantially | ower than the cost for
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an attacker, however, since the server already knows the underlying
OrTP.

4.9. MAC Cal cul ations in EAP-POTP
4.9.1. Introduction

In protected node, EAP-POTP uses MACs for authentication purposes, as
well as to ensure the integrity of protocol sessions. This section
defines how the MACs are calculated and the rationale for the design

4.9.2. MAC Cal cul ati on

In protected node, and when resunming a previous session, rather than
sendi ng authenticating credentials (such as one-tine passwords or
shared keys) directly, evidence of know edge of the credentials is
sent. This evidence is a MAC on the hash of (certain parts of) EAP-
POTP nessages exchanged so far in a session using a key K _MAC

mac = MAC(K_MAC, neg_hash(nmsg_1, nmsg_2, ..., neg_n))

wher e

"MAC' is the negotiated MAC algorithm "K MAC' is a key derived as
specified in Section 4.5, and "nsg_hash(nmsg_1, msg_2, ..., nmeg_n)" is
t he nessage hash defined bel ow of nmessages nsg_1, nsg_2, ..., nsg_n.

4.9.3. Message Hash Al gorithm

To conpute a nessage hash for the MAC, given a sequence of EAP
nmessages nmsg_1, nsg 2, ..., nmsg_n, the follow ng operations shall be
carried out:

a. Re-transnitted nmessages are renoved fromthe sequence of
nessages.

Not e: The resulting sequence of nessages nmust be an alternating
sequence of EAP Request and EAP Response nessages.

b. The contents (i.e., starting with the EAP "Type" field and
excl udi ng the EAP "Code", "ldentifier", and "Length" fields) of
each nessage, nsg_1, nmsg_2, ..., heg_n, is concatenated together

c. User identifier TLVs MJST NOT be included in the hash (this is to
all ow for a backend service that does not know about i ndividua
user nanes), i.e., any such TLV is renoved fromthe nessage in
which it appeared.
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d. The resulting string is hashed using the negotiated hash
al gorithm

4.9.4. Design Rationale

The reason for excluding the "ldentifier" field is that the actual
transnitted "lIdentifier" field is not always known to the EAP net hod
| ayer. The reason for excluding the "Length" field is to allow the
possibility for an intermediary to renove or replace a Username TLV
(e.g., for anonymity or service reasons) before passing a received
response on to an authentication server. Wile this on the surface
may appear as bad security practice, it nmay in practice only result
in denial of service, sonething which always may be achi eved by an
attacker able to nodify nessages in transit. By excluding the "Code"
field, the hash is sinply calcul ated on applicable sent and received
nmessage contents. Excluding the "Code" field is regarded as harmnl ess
since the hash is to be made on the sequence of POTP-X nmessages, al
having alternati ng (known) Code values, nanely 1 (Request) and 2
(Response).

4.9.5. Inplenentation Considerations

To save on storage space, each EAP entity may partially hash nmessages
as they are sent and received (e.g., Hashlnit(); HashUpdate(nmessage
1); ...; HashUpdate(nessage n-1); HashFi nal (message n)). This
reduces the ampbunt of state needed for this purpose to the interna
state required for the negotiated hash al gorithm

4.10. EAP-POTP Packet For mat

A sunmary of the EAP-POTP packet format is shown below. The fields
are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Code | Identifier | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Reserved | TLV-based EAP-POTP nessage ...
il s T T S S S S S i N T i ST S S S S S e e L T 2

Code
1 - Request

2 - Response
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| dentifier

The ldentifier field is 1 octet and aids in matching responses
with requests. For a nore detailed description of this field and
how to use it, see [1].

Lengt h

The Length field is 2 octets and indicates the | ength of the EAP
packet including the Code, ldentifier, Length, Type, Version,
Fl ags, and TLV-based EAP-POTP nessage fi el ds.

Type
Identifies use of a particular OTP al gorithmw th EAP-POTP.
Reserved

This octet is reserved for future use. |t SHALL be set to zero
for this version. Recipients SHALL ignore this octet for this
ver si on of EAP- POTP.

TLV- based EAP- POTP nessage

This field will contain 0, 1, or nmore Type-Length-Value triplets
defined as follows (this is simlar to the EAP-TLV TLVs defined in
PEAPv2 [17], and the explanation of the generic fields is borrowed
fromthat docunent).

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Val ue . ..
il s T T S S S S S i N T i ST S S S S S e e L T 2

M
0 - Non-mandatory TLV
1 - Mandatory TLV
The TLVs within EAP POTP-X are used to carry paraneters between
the EAP peer and the EAP server. An EAP peer may not necessarily
i mplement all the TLVs supported by an EAP server, and to all ow

for interoperability, a special TLV allows an EAP server to
di scover if a TLV is supported by the EAP peer.
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The mandatory bit in a TLV indicates that if the peer or server
does not support the TLV, it MJIST send a NAK TLV in response; al
other TLVs in the nessage MJST be ignored. |If an EAP peer or
server finds an unsupported TLV that is marked as non- mandatory
(i.e., optional), it MJST NOT send a NAK TLV on this ground only.

The mandatory bit does not inply that the peer or server is
required to understand the contents of the TLV. The appropriate
response to a supported TLV with content that is not understood is
defined by the specification of the particular TLV.

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of the EAP-POTP.
TLV Type
The followi ng TLV types are defined for use w th EAP-POIP
0O - Reserved for future use
1 - Version
2 - Server-Info
3 - OrP
4 - NAK
5 - New PIN
6 - Confirm
7 - Vendor - Specific
8 - Resune
9 - User ldentifier
10 - Token Key ldentifier
11 - Time Stanp
12 - Counter
13 - Keep-Aive
14 - Protected
15 - Crypto Algorithm
16 - Chall enge
These TLVs are defined in the following. Wth the exception of
the NAK TLV, a particular TLV type MJST NOT appear nore than once
in a nmessage of type POTP-X.
Lengt h

The length of the Value field in octets.
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Val ue
The val ue of the TLV.
4.11. EAP-POTP TLV bjects
4.11.1. Version TLV

The Version TLV carries information about the supported EAP-POTP
met hod versi on.

This TLV MJUST be present in the initial EAP-Request of type POTP-X
fromthe EAP server and in the initial response of type POIP-X from
the peer. It MJST NOT be present in any subsequent EAP-Request or
EAP- Response in the session. The Version TLV MJST be supported by
all peers, and all EAP servers conformng to this specification and
MUST NOT be responded to with a NAK TLV. The version negotiation
procedure is described in detail in Section 4. 2.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Reserved | H ghest | Lowest |
s s T S il s i T S

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
1

Lengt h

3 in EAP-Requests, 2 in EAP-Responses
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Reserved

Reserved for future use. This octet MJUST be set to zero for this
version. Recipients SHALL ignore this octet for this version of
EAP- POTP.

H ghest

This field contains an unsigned integer representing the highest
protocol version supported by the sender. |[If a value provided by
a peer to an EAP server falls between the server’s "Hi ghest" and
"Lowest" supported version (inclusive), then that value will be
the negotiated version for the authentication session

Lowest

This field contains an unsigned integer representing the |owest
version acceptable by the EAP server. The field MJST be present
in an EAP-Request. The field MJUST NOT be present in an EAP-
Response. A peer SHALL respond to an EAP-Request of type POTP-X
wi th an EAP-Response of type Nak (3) if the peer’s highest
supported version is lower than the value of this field.

Thi s docunent defines version 1 of the protocol. Therefore, EAP
server inplenmentations conformng to this docunment SHALL set the
"Hi ghest" field to 1. Peer inplenentations conforning to this
docunment SHALL set the "Highest"” field to 1.

4.11. 2. Server-Info TLV

The Server-Info TLV carries information about the EAP server and the
sessi on (when applicable). It provides one piece in the franmework
for fast session resunption

This TLV SHOULD al ways be present in an EAP-Request of type POTP-X
that also carries an OTP TLV, as long as the peer has not been

aut henti cated, and MJST be present in such a request if the server
supports session resunption. |t MJST NOT be present in any other
EAP- Request of type POIP-X or in any EAP-Response packets. This TLV
type MJST be supported by all peers conforming to this specification
and MJUST NOT be responded to with a NAK TLV (this is not to say that
all peers need to support session resunption, only that they cannot
respond to this TLV with a NAK TLV).
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| MR TLV Type | Length |
i T i i e S I ih s o S S ™
Reserved |N| Session Ildentifier |

!I-- i SR T T o s ot T S S e S S S e iy SIS S Y S 5
| Session ldentifier (continued) |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Sess.Id (cont.)] Nonce ... (16 octets)

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Server ldentifier

il s T T S S S S S i N T i ST S S S S S e e L T 2

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
2

Lengt h
25 + length of Server Identifier field

Reserved
Reserved for future use. Al 7 bits MIST be set to zero for this
version. Recipients SHALL ignore this bit for this version of
EAP- POTP.

N

The N bit signals that the peer MJUST NOT attenpt to resune any
session it has stored associated with this server.
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Session ldentifier

An 8-octet identifier for the session about to be negoti ated.
Note that, in the case of session resunption, this session

identifier will not be used (the session identifier for the
resumed session will continue to be used).
Nonce

A 16-octet nonce chosen by the server. During session resunption
this nonce is used when cal cul ati ng new K ENC, K MAC, SRK, MK
and EMBK keys as specified bel ow

Server ldentifier

An identifier for the authentication server. The peer NAY use
this identifier to search for a stored session associated with
this server, or to associate the session to be negotiated with the
server. The value of the identifier SHOULD be chosen so as to
reduce the risk of collisions with other EAP server identifiers as
much as possible. One possibility is to use the DNS nane of the
EAP server. The identifier MAY al so be used by the peer to sel ect
a suitable key on the OTP token (when there are nultiple keys
avai l abl e).

The identifier MJUST NOT be | onger than 128 octets. The identifier
SHALL be a UTF-8 [7] encoded string of printable characters
(without any term nating NULL character).

4.11.3. OIP TLV

In an EAP-Request, the OTP TLV is used to request an OTP (or a val ue
derived froman OIP) fromthe peer. In an EAP-Response, the OIP TLV
carries an OTP or a value derived froman OTP.

This TLV type MJST be supported by all peers and all EAP servers
conformng to this specification and MUST NOT be responded to with a
NAK TLV. The OTP TLV MJST NOT be present in an EAP-Request of type
POTP- X that contains a New PIN TLV. Further, the OTP TLV MJST NOT be
present in an EAP-Response of type POIP-X unless the precedi ng EAP-
Request of type POTP-X contained an OTP TLV and it was valid for it
to do so. Finally, an OTP TLV MJST NOT be present in an EAP-
Response of type POTP-X that al so contains a Resune TLV. The OIP TLV
is defined as foll ows:

Nystroem | nf or mat i onal [ Page 23]



RFC 4793 EAP- POTP February 2007

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Reserved | AJPICI N T|E| S| Pepper Length |lteration Count|
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Iteration Count (cont.) | Auth. Data |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Aut henti cation Data (cont.)
il s T T S S S S S i N T i ST S S S S S e e L T 2

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
3

Lengt h
7 + length of Authentication Data field

Reserved
Reserved for future use. Al 9 bits SHALL be set to zero (0) for
this version. Recipients SHALL ignore these bits for this version
of EAP- POTP.

A

The A bit MJST be set in an EAP-Request if and only if the request
i Mmedi ately foll ows an EAP- Response of type POTP-X containing a
New PIN TLV (see Section 4.11.5), and the new PIN in the response
was accepted by the EAP server. 1|In this case, the A bit signals
that the EAP-server has accepted the PIN, and that the peer SHALL
use the newWy established PIN when cal cul ati ng the response (when
applicable). The A bit MJST NOT be set if the Sbit is set. If a
request has both the S bit and the A bit set, the peer SHALL
regard the request as invalid, and return an enpty POTP-X EAP-
Response nessage.
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In an EAP-Response, the A bit, when set, indicates that the OTP
was calculated with the use of the newy selected user PIN. The A
bit MJUST be set in a response if and only if the EAP-Request which
triggered the response contained an OTP TLV with the A bit set.

P
In an EAP-Request, the P bit indicates that the OIP in the
response MUST be protected. Use of this bit also indicates that
mut ual aut hentication will take place, as well as generation of
keying material. It is RECOMWENDED to al ways set the P bit. If a
peer receives an EAP-Request with an OTP TLV that does not have
the P bit set, and the peer’s policy dictates protected node, the
peer MJST respond with an enpty POTP-X EAP- Response nessage. Al
peers MJST support protected node.
In an EAP-Response, this bit indicates that the provided OTP has
been protected (see below). The P bit MJST be set in a response
(and hence the OTP MJST be protected) if and only if the EAP-
Request that triggered the response contained an OTP TLV with the
P bit set.
In an 802. 1x EAP over LAN (EAPOL) environnent (this includes
wirel ess LAN environnents), the P bit MJST be set, or,
alternatively, the EAP-POTP net hod MJUST be carried out inside an
aut henticated tunnel that provides a cryptographic binding with
i nner EAP net hods such as the one provided by PEAPv2 [17].

C

The C bit carries neaning only when the OTP algorithmin question
makes use of server challenges. For other OTP algorithnms, the C
bit SHALL al ways be set to zero.

In an EAP-Request, the C bit ("Conbine") indicates that the OIP
SHALL be cal cul ated using both the provided chall enge and internal
state (e.g., current token tinme). The OIP SHALL be cal cul ated
based only on the provided challenge (and the shared secret) if
the C bit is not set, and a challenge is present. The returned
OTP SHALL al ways be cal cul ated based on the peer’'s current state
(and the shared secret) if no challenge is present. |If the C bit
is set but no challenge is provided, the peer SHALL regard the
request as invalid, and return an enpty POTP-X EAP- Response
nmessage.
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In an EAP response, this bit indicates that the provided OTP has
been cal cul ated using a provided chall enge and the token state.
The C bit MJST be set in a response if and only if the EAP-Request
that triggered the response contained an OTP TLV with the C bit
set and a chal |l enge.

In an EAP-Request, the N bit, when set, indicates that the OIP to
cal cul ate SHALL be based on the next token "state", and not the
current one. As an exanple, for a tine-based token, this neans
the next tine slot. For an event-based token, this could nean the
next counter value, if counter values are used. This bit wll
normal |y not be set in initial EAP-Request nessages, but nmay be
set in subsequent ones. Further, the N bit carries no nmeaning in
an EAP-Request if a challenge is present and the C bit is not set,
and SHALL be set to O, in this case. If a request that has the N
bit set also contains a challenge, but does not have the C bit

set, the peer SHALL regard the request as invalid, and return an
enpty POTP- X EAP- Response nessage. Note that setting the N bit in
an EAP-Request will normally advance the internal state of the

t oken.

In an EAP-Response, the N bit, when set, indicates that the OTP
was cal cul ated based on the next token "state" (as expl ained
above), and not the current one. The N bit MJST be set in a
response if and only if the EAP-Request that triggered the
response contained an OTP TLV with the N bit set.

The T bit only carries meaning for OTP nethods normally
incorporating a user PIN in the OIP conputation.

In an EAP-Request, the T bit, when set, indicates that the OIP to
cal cul ate MJUST NOT include a user PIN.

In an EAP-Response, the T bit, when set, indicates that the OTP
was cal cul ated wi thout the use of a user PIN. The T bit MJST be
set in a response if and only if the EAP-Request that triggered
t he response contained an OTP TLV with the T bit set. Note that
client policy may prohibit PIN-less calculations; in these cases,
the client MAY respond with an enpty POTP- X EAP response nessage.
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In an EAP-Request, the E bit, when set, indicates that the peer
MUST NOT use any stored pepper val ue associated with this server
in the PBKDF2 conputation. Rather, it MJST generate a new pepper
(if supported by the peer) and/or use the iteration count
parameter to protect the OIP (if the server’s Max Pepper Length is
0, then the peer MJST rely on the iteration count only to protect
the OTP). This bit will usually not be set in initial EAP-Request
nessages, but may be set in subsequent ones, e.g., if the server,
upon receipt of an OTP TLV with a pepper identifier, detects that
it does not have a pepper with that identifier in storage. This
bit carries no neaning, and MJST be set to zero, when the P bit is
not set. |If a request has the E bit set but not the P bit, a peer
SHALL regard the request as invalid, and return an enpty POTP-X
EAP- Response nessage.

In an EAP-Response, the E bit indicates that the response has been
cal cul ated wi thout use of any stored pepper val ue.

In an EAP-Request, the S bit ("Same"), when set, indicates that

t he peer SHOULD cal culate its response based on the same OIP val ue
as was used for the preceding response. This bit MAY be set when
the EAP server has received an OTP TLV from the peer protected
with a pepper, of which the server is no |onger in possession.
Since the server has not attenpted validation of the provided
data, there is no need for the EAP peer to retrieve a new OTP
value. This bit carries no neaning, and MJST be set to zero, when
the E bit is not set. A peer SHALL regard a request where the S
bit is set, but not the E bit, as invalid, and return an enpty
POTP- X EAP- Response nmessage. Further, the S bit MJST NOT be set
when the A bit also is set; see above.

In an EAP-Response, the S bit is never set.
Pepper Length

This octet SHALL be present if and only if the P bit is set. Wen
present, it contains an unsigned integer, having a val ue between 0
and 255 (inclusive). In an EAP-Request, the integer represents
the maximumlength (in bits) of a client-generated pepper the
server is prepared to search for. Peers MJST NOT generate peppers
| onger than this value. |If the value is set to zero, it neans the
peer MJST NOT generate a pepper for the PBKDF2 cal culation. In an
EAP- Response, it indicates the length of the used pepper.
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| teration Count

These 4 octets SHALL be present if and only if the P bit is set.
When present, they contain an unsigned, 4-octet integer in network
byte order. In an EAP-Request, the integer represents the maxi mum
iteration count the peer may use in the PBKDF2 conputation. Peers
MUST NOT use iteration counts higher than this value. |In an EAP-
Response, it indicates the actual iteration count used.

Not e regardi ng the Pepper Length and Iteration Count paraneters: A
peer MJUST conpare these policy paranmeters provided by the EAP server
with local policy and MJUST NOT continue the handshake if use of the
EAP server’s suggested paranmeters would result in a | ower security
than the client’s acceptable policy. |If the security given by the
EAP server’s provided policy paranmeters surpasses the security |eve
given by the peer’s local policy, the client SHOULD use the server’s
paraneters (subject to reason - active attackers could ot herw se
mount sinpl e denial -of-service attacks agai nst peers or servers,
e.g., by providing unreasonably high values for the iteration count).
Note that the server-provided paraneters only apply to the case where
the peer cannot use or does not have a previously provided server-
provi ded pepper. |If a peer cannot continue the handshake due to the
server’s policy being unacceptable, it MJUST return an enpty POTP-X
EAP- Response nessage.

Aut henti cati on Dat a

EAP- Request: | n an EAP- Request, the Authentication Data field, when
present, contains an optional "challenge". The challenge is an
octet string that SHOULD be uni quely generated for each request in
which it is present (i.e., it is a "nonce"), and SHOULD be 8
octets or longer. To avoid fragnmentation (i.e., EAP nessages
| onger than the m ni num EAP MIU si ze; see [1]), the challenge MJST
NOT be | onger than 64 octets. Wen the challenge is not present,
the OTP will be calculated on the current token state only. The
peer MAY ignore a provided challenge if and only if the OIP token
the peer is interacting with is not capable of including a

challenge in the OIP calculation. |In this case, EAP server
policies will deternine whether or not to accept a provided OTP
val ue.

EAP- Response: The followi ng applies to the Authentication Data field
i n an EAP- Response:

* When the P bit is not set, the peer SHALL directly place the

OTP val ue cal cul ated by the token in the Authentication Data
field. In this case, the EAP server MJST NOT send a Confirm
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TLV upon successful authentication of the peer (instead, it
sends an EAP- Success nessage).

When the P bit is set, the peer SHALL populate this field as
follows. After the token has calculated the OIP val ue, the
peer SHALL comput e:

K MAC| KENC| MSK | EMSK | SRK = PBKDF2(otp, salt | pepper
| auth_id, iteration_count, key_Iength)

wher e

"|" denotes concatenation

"otp" is the already conputed OTP val ue,
"salt" is a 16-octet nonce,

"pepper" is an optional nonce (at nost, 255 bits long, and,
if necessary, padded to be a nultiple of 8 bits |long; see
bel ow) included to conplicate the task of finding a matching
"otp" value for an attacker

"auth_id" is an identifier (at nobst, 255 octets in length)
for the authenticator (i.e., the network access server) as
reported by lower layers and as specified bel ow,

"iteration_count” is an iteration count chosen such that the
computation tine on the peer is acceptable (based on the
server’s indicated policy and the peer’s local policy),
whil e an attacker, having observed the response and
initiating a search for a matching OTP, will be sufficiently
sl owed down. The "iteration_count" value MJST be chosen to
provide a suitable |evel of protection (e.g., at |east

100, 000) unl ess a server-provi ded pepper is being used, in
whi ch case, it SHOULD be 1.

"key_length" is the conbined | ength of the desired key
material, in octets. Wen the default algorithnms are used,
key length is 176.

The "pepper" values are only included in PBKDF2 cal cul ati ons
and are never sent to EAP servers (though the peers do send
their length, in bits). The purpose of the pepper val ues
are, as nentioned above, to sl ow down an attacker’s search
for a matching OTP, while not slow ng down the peer (which
iterated hashes do). |f the pepper has been generated by
the peer, and the chosen pepper length in bits is not a
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multiple of 8 then the pepper value SHALL be padded to the
left, with "0 bits to the nearest multiple of 8 before
bei ng used in the PBKDF2 calculation. This is to ensure the
input to the cal culation consists only of whole octets. As
an example, if the chosen pepper length is 4, the pepper
value will be padded to the left, with 4 "0 bits to form an
octet before being used in the PBKDF2 cal cul ati on.

When pepper is used, it is RECOMWENDED that the |ength of
the pepper and the iteration count are chosen in such a way
that it is conputationally infeasible/unattractive for an
attacker to brute-force search for the given OTP within the
lifetinme of that OTP.

As nentioned previously, a peer MJUST NOT include a newy
gener at ed pepper value in the PBKDF2 conputation if the
server did not indicate its support for pepper searching in
this session. |If the server did not indicate support for
pepper searching, then the PBKDF2 conputation MJST be
carried out with a sufficiently higher nunber of iterations
so as to conpensate for the | ack of pepper (see further

Appendi x D).

A server may, in an earlier session, have transferred a
pepper value to the peer in a ConfirmTLV (see below). When
this is the case, and the peer still has that pepper val ue
stored for this server, the peer MIST NOT generate a new
pepper but MJUST, instead, use this transferred pepper val ue
in the PBKDF2 cal cul ations. The only exception to this is
when a local policy (e.g., timer) dictates that the peer
nmust switch to a new pepper (and the server indicated
support for pepper searching).

The follow ng applies to the auth_id conponent:

- For dial-up, "auth_id" SHALL be either the enpty string
or the phone nunber called by the peer. The phone nunber
SHALL be specified in the formof a URL conformant with
RFC 3966 [8], e.g., "tel:+16175550101". Processing of
recei ved phone nunbers SHALL be conformant wi th RFC 3966
(this assunes that "tel" URIs will be shorter than 256
octets, which would normally be the case).

- For use with I EEE 802. 1X, "auth_id" SHALL be either the

enpty string or the MAC address of the authenticator in
canoni cal binary fornat (6 octets).
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-  For |P-based EAP, "auth_id" SHALL be either the enpty
string or the IPv4 or | Pv6 address of the authenticator
as seen by the peer and in binary format (4 or 16 octets,
respectively). As an exanple, the |IPv4 address
"192.0.2.5" would be represented as (in hex) CO 00 02 05,
whereas the | Pv6 address "2001: DB8:: 101" woul d be
represented as (in hex) 20 01 OD B8 00 00 00 00 00 00 0O
00 00 00 01 01

Note: Use of the authenticator’s identifying information
within the conputation aids in protection against man-in-
the-m ddl e attacks, where a rogue authenticator seeks to
intercept and forward the Authentication Data in order to

i npersonate the peer at a legitinmate authenticator (but see
al so the discussion around spoofed authenticator addresses
in Section 6). For these reasons, a peer SHOULD NOT set the
auth_id conponent to the enpty string unless it is unable to
learn the identifying informati on of the authenticator. |In
these cases, the EAP server’s policy will determ ne whet her
or not the session nmay conti nue.

As an exanple, when otp = "12345678", salt =
0x54434534543445435465768789099880, pepper is not used,
auth_id = "192.0.2.5", iteration_count = 2000 (decimal), and
key length = 176 (decinmal), the input to the PBKDF2
calculation will be (first two paranmeters in hex, line wap
for readability):

(3132333435363738, 54434534543445435465768789099880 |
c0000205, 2000, 176)

As described, when the default algorithnms are used, K MACis
the first 16 octets of the output from PBKDF2, K ENC the
next 16 octets, MSK the followi ng 64 octets, EMSK the next
64 octets, and SRK the final 16 octets. Using K MAC the
peer cal cul ates:

mac = MAC(K_MAC, nsg_hash(msg_1, msg_2, ..., neg_n))

as specified in Section 4.9 and where nsg_1, nsg_2, ...,
neg_n is a sequence of all EAP nmessages of type POTP-X
exchanged so far in this session, as sent and received by
the peer (for the peer’s initial MAC, it will typically be
just one nessage: the EAP server’s initial EAP-Request of
type POTP-X).
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The peer then places the first 16 octets of "mac" in the
Aut hentication Data field, followed by the "salt" val ue,
foll owed by one octet representing the Iength of the
"auth_id" value in octets, followed by the actual "auth_id"
value in binary form and optionally followed by a pepper
identifier (only when the peer made use of a pepper val ue
previously provided by the EAP server). Pepper identifiers,
when present, are always 4 octets. Al variables SHALL be
present in the formthey were input to the PBKDF2 al gorithm
This will result in the Authentication Data field being 33 +
(length of auth_id in octets) + (4, for pepper identifier,
when present) octets in | ength.

Continuing the previous exanple, the Authentication Data
field will be populated with (in hex, line wap for
readability):

< 16 octets of mac > | 54434534543445435465768789099880
04 | c0000205

Note: Since in this case (i.e., when the P bit is set)
successful authentication of the peer by the EAP server wil|
be foll owed by the transmi ssion of an EAP- Request of type
POTP- X containing a Confirm TLV for nutual authentication
the peer MJST save either all the input paranmeters to the
PBKDF2 conputation or the keys K MAC, K ENC, SRK, MsK, and
EMSK (recommended, since they will be used later). This is
because the peer cannot be guaranteed to be able to generate
the sane OTP val ue again. For the sanme reason (the Confirm
TLV fromthe EAP server), the peer MJST al so store either
the hash of the contents of the sent EAP-Response or the
EAP- Response itself (but see the note above about not

i ncluding any User ldentifier TLVs in the hash conputation).

G ven a set of possible OTP val ues, the authentication
server verifies an authentication request fromthe peer by
conput i ng

K MAC | KENC | MSK | EMSK | SRK = PBKDF2 (otp’,
salt | pepper’ | auth_id, iteration_count, key | ength)

for each possible OTP value otp’ and each possi bl e pepper
val ue pepper’ , and the provided values for salt,
authenticator identity, and iteration count, as well as the
applicable key length (default: 176). Note: Doing the
comput ation for each possible pepper value inplenents the
pepper search nentioned el sewhere in this docunent. Note
al so that the EAP server nay accept nore than one OTP val ue
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at a given tinme, e.g., due to clock drift in the token. |If
the given pepper length is not a nultiple of 8, each tested
pepper value will be padded to the left to the nearest

multiple of 8 in the same manner as was done by the peer

If the server already shares a secret pepper value with this
peer, then obviously there will only be one possible pepper
val ue, and the server will find it based on the

pepper _identifier provided by the peer. The server SHALL
send a new EAP- Request of type POTP-X with an OTP TLV with
the E bit set if the peer provided a pepper identifier
unknown to the server

For each K_MAC , the EAP server conputes

mac’ = MAC(K_MAC , nsg_hash(msg_1', nsg_2', ..., nsg_n’))

where MAC is the negotiated MAC algorithm nsg_hash is the
nmessage hash al gorithmdefined in Section 4.9, and nsg_1",

nseg 2, ... neg_n' are the sane nessages on which the peer
cal culated its nmessage hash, but this tinme, as sent and
received by the EAP server. |If the first 16 octets of mac’

mat ches the first 16 octets in the Authentication Data field
of the EAP-Response in question, and the provided
authenticator identity is acceptable (e.g., nmatches the EAP
server’'s view of the authenticator’s identity), then the
peer is authenticated.

If the authentication is successful, the authentication
server then attenpts to authenticate itself to the peer by
use of the Confirm TLV (see below). |If the authentication
fails, the EAP server MAY send anot her EAP- Request of type
POTP- X containing an OTP TLV to the peer, or it MAY send an
EAP- Fai | ure nmessage (in both cases, possibly preceded by an
EAP- Request of type Notification).

4.11.4. NAK TLV

Presence of this TLV indicates that the peer did not support a
received TLV with the Mbit set. This TLV may occur 0, 1, or nore
times in an EAP- Response of type POTP-X. Each occurrence flags the
non- support of a particular received TLV.

The NAK TLV MJST be supported by all peers and all EAP servers
conformng to this specification and MUST NOT be responded to with a
NAK TLV. Receipt of a NAK TLV by an EAP server NAY cause an

aut hentication to fail, and the EAP server to send an EAP-Failure
nmessage to the peer.
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Note: The definition of the NAK TLV herein nmatches the definition
made in [17], and has the sanme type nunber. Field descriptions are
copied fromthat docunment, with some nminor nodifications.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

MR TLV Type | Lengt h |

il s T T S S S S S i N T i ST S S S S S e e L T 2

| Vendor-1d |

il s T T S S S S S i N T i ST S S S S S e e L T 2

| NAK- Type | TLVs ...

il s T T S S S S S i N T i ST S S S S S e e L T 2

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
4

Lengt h
6 + cunulative total length of enbedded TLVs

Vendor-1d
The Vendor-1d field is 4 octets, and contains the Vendor-1d of the
TLV that was not supported. The high-order octet is 0 and the
| ow-order 3 octets are the Structure of Managenent |nformation
(SM) Network Managenent Private Enterprise Code of the Vendor in
network byte order. The Vendor-1d field MJST be zero for TLVs
that are not Vendor-Specific TLVs. For Vendor-Specific TLVs, the
Vendor -1 D MUST be set to the SM code.

NAK- Type

The type of the unsupported TLV. The TLV MJST have been included in
the nost recently received EAP nessage.
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TLVs

This field contains a list of TLVs, each of which MJUST NOT have the
mandatory bit set. These optional TLVs can be used in the future to
comuni cate why the offending TLV was determ ned to be unsupport ed.

4.11.5. New PIN TLV

I n an EAP-Request, the New PIN TLV is used to request a new user PIN
fromthe peer. The EAP server MAY provide a new PIN, as described
bel ow. In an EAP-Response, the New PIN TLV carries a chosen new user
PIN. This TLV nay be used by an EAP server when policy dictates that
the peer (user) needs to change a PIN associated with the OIP Token.

This TLV type SHOULD be supported by peers and EAP servers conformn ng
to this specification. The New PIN TLV MJUST NOT be sent by an EAP
server unl ess the peer has been authenticated. |If the peer was
authenticated in protected node, then the New PIN TLV MJST NOT be
present in an EAP-Request until after the exchange of the Confirm TLV
(i.e., until after nutual authentication has occurred and keys are in
pl ace to protect the TLV). The New PIN TLV MJST be sent by a peer if
and only if the EAP-Request that triggered the response contained a
New PIN TLV, it was valid for the EAP server to send such a TLV in
that request, and the TLV is supported by the peer.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Reserved |QA] PIN Length | PIN ...

i T i i e S I ih s o S S ™
| Mn. PIN Length| Max. PIN Lengt h|
I I i s S I S S

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
5
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Lengt h

2 + length of the PINfield (as specified in the PIN Length field)
+ (0, 1, or 2

Note: The final term above is

- 0 if none of the optional Mn. / Max. PIN Length fields is
present in the TLV,

- 1if only the Mn. PIN Length field is present in the TLV,

- 2 if both of these optional fields are present in the TLV.

Reserved

Reserved for future use. Al six bits SHALL be set to zero for
this version. Recipients SHALL ignore these bits for this version
of EAP- POTP.

The Q bit, when set in an EAP-Request, indicates that an
acconmpanying PINis required, i.e., the peer (user) is not free to
choose another PIN. Wen the Qbit is set, there MIST be an
acconpanying PIN and the provided PIN MJST be used in subsequent
OTP generations. A peer SHALL respond with an enpty POTP- X EAP-
Response nessage if the Qbit is set but there is not any
acconmpanying PIN. Wen the Qbit is not set, any provided PINis
suggested only, and the peer is free to choose another PIN,

subject to I ocal policy.

The Q bit carries no nmeani ng, and SHALL be set to zero, in an EAP-
Response.

This bit allows nethods that distinguish between two different PIN
types (e.g., decimal vs. al phanuneric) to designhate whether the
augnented set is to be used (when set) or not (when not set). The
A bit carries no neaning, and SHALL be set to zero, in an EAP-
Response.

PIN Length
This field contains an unsigned integer representing the length of

the provided PIN (this inplies that the maxi mumlength of a PIN
will be 255 octets).

Nystroem I nf or mat i onal [ Page 36]



RFC 4793 EAP- POTP February 2007

PI' N

In an EAP-Request, subject to the setting of the Qbit, the PIN
field MAY be enpty. |If enpty, the peer (user) will need to choose
a PIN subject to I ocal and (any) provided policy. Wen the PIN
field is not enpty, it MJST consist of UTF-8 encoded printable
characters without a term nating NULL character

In an EAP-Response, the PIN value SHALL consist of a UTF-8 encoded
string of printable characters without a terminating NULL
character.

The peer accepts a PIN suggested by the EAP server by replying
with the same PIN, but MAY replace it with another one, depending
on the server’s setting of the Qbit. The Iength of the PINis
appl i cati on-dependent, as are any other requirenments for the PIN
e.g., allowed characters. The peer MJST be prepared to receive a
repeated request for a new PIN, as described above, if the EAP
server, for sonme reason does not accept the received PIN. Such a
request MAY be preceded by an EAP- Request of type Notification (2)
providing information to the user about the reason for the
rejection. Mechanisnms for transferring know edge about PIN
requirements fromthe EAP server to the peer (beyond those
specified for this TLV, such as maxi mal and m nimal PIN | ength)
are outside the scope of this docunment. However, sone information
MAY be provided in notification nessages transferred fromthe EAP
server to the peer, as per above.

Mn. PIN Length

This field MAY be present in an EAP-Request. This field MJUST NOT
be present in an EAP-Response. It SHALL be interpreted as an
unsigned integer in network byte order representing the m ninmm
length allowed for a new PI N

Max. PIN Length

This field MUST NOT be present in an EAP-Request unless the Mn
PIN Length field is present, in which case it MAY be present. The
field MUST NOT be present in an EAP-Response. It SHALL be
interpreted as an unsigned integer in network byte order
representing the nmaxi numlength allowed for a new PIN. The val ue
of this field, when present, MJST be equal to, or larger than, the
value of the Mn. PIN Length field.

Nystroem I nf or mat i onal [ Page 37]



RFC 4793 EAP- POTP February 2007

4.11. 6. Confirm TLV

Presence of this TLV in a request indicates that the EAP server has
successfully authenticated the peer and now attenpts to authenticate
itself to the peer. Presence of this TLV in a response indicates
that the peer successfully authenticated the EAP server, and that
cal cul ated keys (K_MAC, K_ENC, MK, EMSK, and SRK) now becone

avai |l abl e for use.

The Confirm TLV MUST NOT appear together with any other TLV in an
EAP- Request nmessage of type POTP-X and MJST NOT be sent unless the
peer has been authenticated through an OTP TLV with the P bit set or
through a Resunme TLV for which the underlying session was established
in protected node. The Confirm TLV MJST be present in an EAP-
Response if and only if the request that triggered the response
contained a Confirm T TLV, it was legal for it to do so, and the
Confirm TLV authenticated the EAP server to the peer. |If the peer
was not able to authenticate the server, then it MJST send an enpty
(i.e., no TLVs present) EAP-Response of type POTP-X

An EAP server MJST send an EAP-Success nessage after receiving an
EAP- Response of type POTP-X containing a valid ConfirmTLV, sent in
response to an EAP- Request containing a Confirm TLV where the C bit
was not set. A peer MJUST NOT accept an EAP- Success nessage when it
has sent an OTP TLV with the P bit set unless it has received an
acceptabl e Confirm TLV from the EAP server.

This TLV type MJIST be supported by all peers and EAP servers
conformng to this specification and MUST NOT be responded to with a
NAK TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
Reserved |(C Aut hentication Data ... (16 octets)
i i S I S I i S S S S il s ot i S
Pepper ldentifier
i i S I S I i S S S S il s ot i S
v ...
i i S I S I i S S S S il s ot i S
Encrypted Pepper ... (16 octets)

L
L
L
!4-- I S S T T < S S e e il o S B

M

1 - Mandatory TLV
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R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
6

Lengt h
17 or 37 + length of IV in requests, 1 in responses.

Reserved
Reserved for future use. These 7 bits SHALL be set to zero (0)
for this version. Recipients SHALL ignore these bits for this
ver si on of EAP-POTP.

C

The C bit, when set in an EAP-Request, indicates that the EAP
server intends to send nore EAP-Requests of type POTP-X in this
session, after receipt of a ConfirmTLV fromthe peer.

The C bit carries no nmeaning i n EAP- Responses, and MJST NOT be set
within them

Not e: An EAP- Response containing a Confirm TLV, sent in response
to an EAP-Request containing a Confirm TLV that did not have the C
bit set, MJST be followed by an EAP-Success nessage fromthe EAP
server concludi ng the handshake. However, when the C bit was set
in an EAP-Request, the EAP server MAY send anot her EAP- Request
(containing, for exanple, a New PIN TLV wrapped in a Protected
TLV) rather than an EAP-Success nessage. Therefore, peers MJST
NOT assune that the only EAP nessage follow ng an EAP-Response of
type POTP-X containing a Confirm TLV is EAP-Success. The C bit
gives EAP servers a way to indicate their intent to follow the
Confirm TLV with nore requests, and allows the peer’s state

nmachi ne to adapt to this.

Aut henti cati on Dat a
EAP- Request :

In a request, this field consists of the first 16 octets of
(see also Section 4.11.3):
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mac_a = MAC(K_MAC , nsg_hash(trig_nsg))
wher e
MAC i s the negotiated MAC al gorithm

"K_MAC " has been cal cul ated as described in Section 4.11.3 or
(in the case of session resunption) Section 4.11.8, and

"meg_hash" is the nessage hash al gorithm defined in Section
4.9, and "trig_nsg" the | atest EAP-Response of type POTP-X
received fromthe peer (the one which triggered this request).

G ven a saved or reconputed value for K MAC, the peer
aut henti cates the EAP server by conputing

nmac = MAC(K_MAC, nsg_hash(trig _nsg'))

where "nmeg_hash(trig nsg’ )" is the peer’s hash of the EAP-
Response nmessage that it sent to the server (and that the
server calculated its nessage hash on). |If the first 16 octets
of mac’’ matches the first 16 octets in the Authentication Data
field of the EAP-Request in question, then the EAP server is
aut henti cat ed.

EAP- Response:

Not used in this version, and SHALL NOT be present in EAP-
Responses.

Pepper ldentifier

In an EAP-Request, the truncated MAC MAY optionally be followed by
an encrypted pepper and its identifier. This initial, 4-octet
field identifies a pepper generated by the server

For this version of EAP-POTP, this field SHALL NOT be present in
EAP- Responses.

(I'nitialization Vector)

An initialization vector for the encryption. The Iength of the
vector is dependent on the negotiated encryption algorithm For
example, for AES-CBC, it SHALL be 16 octets. The IVis only
present if a pepper is present, and the negotiated encryption

al gorithm makes use of an IV. This field SHALL NOT be present in
EAP- Response nessages for this version of EAP-POTP.
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Encrypt ed Pepper

When present in an EAP-Request, this will be a uniformy

di stributed and random y chosen 16-octet pepper generated by the
EAP server and encrypted with the negotiated encryption algorithm
using K ENC as the encryption key and possi bly (depending on the
encryption algorithm using an IV (stored in the IV field). This
field MIST be present if and only if the Pepper ldentifier field
is present.

EAP servers are RECOMMENDED to include a freshly generated
encrypt ed pepper (and a correspondi ng Pepper ldentifier) in every
Confirm TLV.

This field SHALL NOT be present in EAP-Response nessages for this
ver si on of EAP-POTP.

When a new pepper is generated by the server and transferred in
encrypted formto the peer, then this new pepper value will be stored
in the EAP server upon receipt of the ConfirmTLV fromthe peer, and
SHOULD be stored with its identifier and associated with the EAP
server and the current user in the peer upon receipt of the EAP-
Success nessage. |f the peer already had a pepper stored for the EAP
server, it SHALL replace it with the newly received one.

4.11.7. Vendor-Specific TLV

The Vendor-Specific TLV is available to allow vendors to support
their own extended attributes not suitable for general usage. A
Vendor - Speci fic TLV can contain one or nore inner TLVs, referred to
as Vendor TLVs. The TLV-type of a Vendor TLV will be defined by the
vendor. All the Vendor TLVs inside a single Vendor-Specific TLV
SHALL belong to the sanme vendor.

This TLV type MAY be sent by EAP servers, as well as by peers, and
MUST be supported by all entities conformng to this specification
Conforning inplenentations nay not support specific Vendor TLVs

i nside a Vendor-Specific TLV, however. They MAY, in this case,
respond to the Vendor TLVs with a NAK TLV contai ning the appropriate
Vendor -1 D and Vendor TLV type.

The presence of a Vendor-Specific TLV in an EAP- Request or EAP-
Response of type POTP-X MJST NOT violate any existing rules for

coexi stence of TLVs in such requests or responses. |If it does, then
it will result in an EAP-Failure (when the peer nade the violation)
or an enpty EAP-POTP response (when the EAP-server nade the
violation). It is left to the definition of specific Vendor-Specific
TLVs to further constrain when they are allowed to appear. In
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particul ar, EAP-POTP inpl enmentati ons may have policies that

conpl etely disallow use of the Vendor-Specific TLV before protected
node rnutual authentication has occurred (since the Protected TLV,
Section 4.11.15, then can be used to protect all TLVS).

Note: This TLV type has the same definition and TLV type number as
t he Vendor-Specific TLV in [17], and the description of it is largely
borrowed from that docunent.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Vendor-1d |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Vendor TLVs ..
il s T T S S S S S i N T i ST S S S S S e e L T 2

M
1 - Mandatory TLV

R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
7

Lengt h
4 + cunul ative total |length of inner Vendor TLVs

Vendor-1D

The Vendor-1d field is 4 octets. The high-order octet SHALL be
set to 0, and the |loworder 3 octets SHALL be set to the SM

Net wor K Managenent Private Enterprise Code (see [18]) of the
Vendor in network byte order.
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Vendor TLVs

This field shall contain vendor-specific TLVs, in a format defined
by the vendor. To avoid fragnentation (i.e., EAP nessages | onger
than the m ni rum EAP MIU si ze), the field SHOULD NOT be | onger
than 256 octets.

To ensure interoperability when an EAP entity (peer or server) from
vendor A sends a vendor-specific TLV that is not understood by the
reci pient EAP entity fromvendor B, the vendor A entity SHALL, upon
recei pt of the NAK TLV fromthe recipient, refrain fromusage of the
vendor -specific TLV in question for the rest of the handshake, and
MUST NOT fail the session due to the receipt of the NAK TLV for the
Vendor TLV (i.e., it SHALL continue as if the vendor-specific TLV had
not been sent). Additionally, all inplenentations confornant with
this docunent SHOULD al | ow use of vendor-specific extensions to be
turned off via configuration.

4.11. 8. Resune TLV

The Resunme TLV MAY be sent by a peer to an authentication server to
attenpt session resunption

This TLV type MJST only be sent in response to an EAP- Request of type
POTP- X containing a Server-Info TLV all owi ng session resunption. The
Resune TLV MJST be supported by all EAP servers that send a Server-
Info TLV all owi ng sessi on resunption

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Reserved | Session ldentifier |
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Session ldentifier (continued) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Sess.|d (cont.)] Aut henti cati on Dat a |
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Aut henti cation Data (cont.)

|
|
|
!I- T S S S T o S S S e e S T S S S S e S

M

0 - Non-mandatory TLV
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R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
8

Lengt h
45

Reserved

Reserved for future use. This octet SHALL be set to zero (0) for
this version. Recipients SHALL ignore this octet for this version
of EAP- POTP.

Session ldentifier

An 8-octet identifier for the session the peer is trying to
resune.

Aut henti cati on Data
Upon recei pt of the Server-Info TLV, and if the N bit is not set,
the peer searches for any stored sessions associated with the
server identified by the Server Name field. |If a stored session
is found, the peer generates a random 16-octet nonce, "c_nonce",
and cal cul ates:

K MAC| KENC| MSK | EMSK | SRK = PBKDF2(base_key, c_nonce
s_nonce, iteration_count, key_I|ength)

wher e

"|" denotes concatenation

"base_key" is either the current SRK for the session (if the
session was created in protected node) or the OIP used when the
session was created (if the session was created in basic node),

"c_nonce" is the generated 16-octet nonce,

"s_nonce" is the server nonce fromthe Server-Info TLV,
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"iteration_count” is the iteration count as determ ned by |oca
policy, and

"key_length" is the conbined I ength of the desired key material,
in octets. Wien the default algorithms are used, key length is
176.

The iteration count need only be 1 (one) when resuning a session
established in protected node, but MJST be chosen to provide a
suitable | evel of protection when resuming a session established
i n basic node (see also Section 4.11.3).

Not e: Session resunption for basic node MJUST only be carried out
in a server-authenticated and protected tunnel that al so provides
a cryptographic binding for inner EAP nethods.

The peer then cal cul ates:

mac = MAC(K_MAC, nsg_hash(resunme_req))

wher e

"MAC' is the negotiated MAC al gorithm and

"meg_hash(resune_req) is the nessage hash algorithmdefined in
Section 4.9 applied on resune_req, the EAP server’s EAP-Request of

type POTP-X containing the Server-Info TLV that allowed session
resunpti on.

The peer then places the first 16 octets of the MAC val ue

foll owed by the c_nonce value, followed by the iteration count
value (as a 4-byte unsigned integer in network byte order), in the
Aut hentication Data field. As an exanple, when c_nonce =
0x2b3blbl2babdebebf b43bd7bdf beb8df and iteration_count = 1, the
Aut hentication Data field will be populated with (in hex):

< 16 octets of mac > | 2b3blbl2babdebebf b43bd7bdf beb8df | 00000001

The server authenticates the peer by performng the corresponding

calculations. |If the authentication is successful, the server
MUST send an EAP- Request of type POTP-X containing a Confirm TLV
to the peer. |If the authentication fails, the server MJST either

send an EAP- Request of type POIP-X containing an OTP TLV and a
Server-Info TLV, where the Server-Info TLV indicates that session
resunption is not possible, or send an EAP-Fail ure.
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When resuning in basic nmode, all cal cul ated keys SHALL be

di scarded after the MAC has been cal cul ated and verified. Wen
resunming in protected node, the new SRK will replace the stored
SRK, and the new MSK and EMSK wi Il be exported upon successf ul
conmpl etion of the nethod.

4.11.9. User ldentifier TLV

The User ldentifier TLV carries an identifier, typically the
usernane, for the holder of the OIP token used to generate the OTP

At | east one of the User ldentifier TLV and the Token Key ldentifier
TLV SHOULD be present in the session’s first EAP-Response of type
POTP- X that also carries an OTP TLV unless a suitable identity has
been provided in a precedi ng EAP- Response of type ldentity (1) or is
determ ned by sone other means (see [1], Section 2). Use of the User
I dentifier TLV and/or the Token Key ldentifier TLV i s RECOMVENDED
even when an EAP- Response of type ldentity (1) has been sent. If a
peer sends both a User ldentifier TLV and a Token Key ldentifier TLV,
then the EAP server SHALL interpret the Token Key ldentifier TLV as
specifying a particular token key for the given user. The EAP server
MUST respond with an EAP-Failure if it cannot find a token key for
the provi ded user.

This TLV type is sent by peers and MJST be supported by all EAP
servers confornming to this specification. The User Identifier TLV
MUST NOT be present in a response that does not also carry an OIP
TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| User ldentifier
il s T T S S S S S i N T i ST S S S S S e e L T 2

M

1 - Mandatory TLV

Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.
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TLV Type

9
Lengt h

Length of User Identifier, >=1
User Identifier

The val ue SHALL be an UTF-8 encoded string representing the hol der
of the token (MJUST NOT be NULL-terminated). The string MJST be
| ess than 128 octets in |ength.

4.11.10. Token Key ldentifier TLV

The Token Key ldentifier TLV carries an identifier for the token key
used to generate the OIP

At | east one of the User ldentifier TLV and the Token Key ldentifier
TLV SHOULD be present in the session’s first EAP-Response of type
POTP- X, which also carries the OTP TLV unless a suitable identity has
been provided in a precedi ng EAP- Response of type ldentity (1) or is
determ ned by sone other means (see [1], Section 2). Use of the User
I dentifier TLV and/or the Token Key ldentifier TLV i s RECOMVENDED
even when an EAP- Response of type ldentity (1) has been sent. If a
peer sends both a User Identifier TLV and a Token Key ldentifier TLV,
then the EAP server SHALL interpret the Token Key ldentifier TLV as
specifying a particular token key for the given user. The EAP server
MUST respond with an EAP-Failure if it cannot find a token key
corresponding to the provi ded token key identifier.

This TLV type is sent by peers and MJST be supported by all EAP
servers confornming to this specification. The Token Key ldentifier
TLV MUST NOT be present in a response that does not also carry an OTP
TLV.

0 1 2 3
01234567890123456789012345678901
T S S T I S S T S e SR S S
MR TLV Type | Lengt h |
T S S T I S S T S e SR S S

| Token Key ldentifier
T S S T I S S T S e SR S S

M

1 - Mandatory TLV
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R
Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
10

Lengt h

Length of Token Key ldentifier, >= 1
Token Key ldentifier

An identifier for the OTP token key used to generate the OTP. The
field MIST be | ess than 128 octets in |ength.

4.11.11. Tinme Stanmp TLV

The Time Stanp TLV MAY be sent by peers to sinplify authentications.
When present, it carries the tinme as reported by the OTP Token

An EAP server conformant with this specification SHOULD support

(i.e., recognize) this TLV, but need not be able to process or act on
it. An EAP server that does not support this TLV, but receives an
EAP- Response with the TLV present, MAY ignore the value. The Tine
Stanmp TLV MUST NOT be present in any EAP-Responses of type POTP-X
other than those that also carries an OTP TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Time Stamp ...
il s T T S S S S S i N T i ST S S S S S e e L T 2

M

0 - Non-mandatory TLV

Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.
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TLV Type

11
Lengt h

Length of Tine Stanp field, >= 20 (depending on precision)
Time Stanp

The time, as reported by the OIP token, at which the OTP used for
the acconpanyi ng OTP TLV was cal cul ated. The field SHALL contain
a UTF-8 encoded value of the XML sinple type "dateTine", with tine
zone information and precision down to at |east seconds, e.g.
"2004- 06- 16T15: 20: 022".

4.11.12. Counter TLV

The Counter TLV MAY be sent by peers to sinplify authentications.
When present, it carries the token counter value, as reported by the
OTP Token.

An EAP server conformant with this specification SHOULD support

(i.e., recognize) this TLV, but need not be able to process or act on
it. An EAP server that does not support this TLV, but receives an
EAP- Response with the TLV present, MAY ignore the value. The Counter
TLV MUST NOT be present in any EAP-Responses of type POIP-X ot her
than those that also carries an OTP TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Count er
il s T T S S S S S i N T i ST S S S S S e e L T 2

M

0 - Non-mandatory TLV

Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

Nystroem I nf or mat i onal [ Page 49]



RFC 4793 EAP- POTP February 2007

TLV Type

12
Lengt h

Length of Counter field, >= 1 (depending on precision)
Count er

The counter value, as reported by the OTP token, at which the OTP
used for the acconpanying OTP TLV was cal cul ated. The counter

val ue SHALL be represented as an unsigned integer in network-byte
order, e.g., a counter value of 1030 may be sent as the 2 octets
(in hex) 04 06.

4.11.13. Challenge TLV

The Challenge TLV carries the challenge used by the token to
calculate the OIP, as reported by the token to the peer. The
Chal | enge TLV MUST be sent by a peer if and only if the challenge

ot herwi se woul d be unknown to the EAP server (e.g., the token or peer
nodi fied a received challenge or generated its own chall enge).

An EAP server conformant with this specification SHOULD support

(i.e., recognize) this TLV, but need not be able to process or act on
it. An EAP server that does not support this TLV, but receives an
EAP- Response with the TLV present, MAY ignore the value. The
Chal | enge TLV MUST NOT be present in any EAP-Responses of type POTP-X
ot her than those that also carry an OTP TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Chal | enge ..
il s T T S S S S S i N T i ST S S S S S e e L T 2

M

0 - Non-mandatory TLV

Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.
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TLV Type

16
Lengt h

Length of Challenge field, >=1
Chal | enge

The chal | enge value that was used to cal culate the OIP used for
the acconpanyi ng OTP TLV.

4.11.14. Keep-Aive TLV
The Keep-Alive is used to avoid EAP-POTP ti nmeouts.

The Keep-Alive TLV MAY be sent by a peer to avoid tineouts when the
peer has received an EAP- Request containing an OTP TLV or a New PIN
TLV and is waiting for a response fromthe user.

An EAP- Request containing a Keep-Alive TLV MIST be sent by an EAP
server when the server receives an EAP- Response contai ning a Keep-
Alive TLV, and the server has an outstandi ng request that did not
contain a Keep-Alive TLV. In this situation, the server does not
need to re-transmt its |latest outstanding request, but, due to the
synchronous nature of EAP, it needs to send another request. Re-
transni ssion of the | atest outstandi ng request could be confusing for
the peer since the request would get a new Identifier value. The
Keep- Al'ive TLV MAY al so be sent by an EAP server when the server
detects that its processing tinme will exceed sone |ocally configured
threshold and may cause a network tineout. |In this case, the peer
MUST respond wi th an EAP- Response containing a Keep-Alive TLV.

This TLV type MJST be supported by all peers and all EAP servers
conformng to this specification and MUST NOT be responded to with a
NAK TLV. The Keep-Alive TLV MJUST NOT be sent in any other situations
than the ones described above. The Keep-Alive TLV MJST NOT be sent
together with any other TLVs defined herein. |nplenentations SHOULD
al so foll ow reconmmendati ons nmade in Section 4.3 of [1].

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
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M
1 - Mandatory TLV
R
Reserved for future use. This bit SHALL be set to zero (0) for this
version. Recipients SHALL ignore this bit for this version of EAP-
POTP.
TLV Type
13
Lengt h
0
4.11.15. Protected TLV
The Protected TLV SHALL be used to encrypt individual or multiple
TLVs after successful exchange of the Confirm TLV (i.e., as soon as
cal cul ated keys have been confirmed). The Protected TLV therefore

wraps "ordinary" TLVs.

This TLV type may be sent by EAP servers as well as by peers and MJST

be supported by all peers confornming to this specification. It
SHOULD be supported by all EAP servers conforming to this
specification (it need not be supported if a server never will have a

need to continue a POTP-X conversation after exchange of the Confirm

TLV) .

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
MR TLV Type | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Message Aut hentication Code ... (16 octets)

il s T T S S S S S i N T i ST S S S S S e e L T 2
v ...
I-|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Encrypted TLVs ...
il s T T S S S S S i N T i ST S S S S S e e L T 2

M

1 - Mandatory TLV
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Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.

TLV Type
14
Lengt h
>32
Message Aut hentication Code (MAC)

This field integrity-protects the TLV. The MAC SHALL be
cal cul ated over the 1V and the Encrypted TLVs field in the
foll owm ng manner:

mac = MAC(K MAC, iv | encrypted_tlvs)
wher e

MAC is the negotiated MAC algorithm "iv" is the IV field s val ue
and "encrypted_tlvs" is the value of the Encrypted TLVs field.
The first 16 octets of the MACis placed in the Message

Aut henti cati on Code fi el d.

Reci pi ents MJUST verify the MAC. If the verification fails, the
conversation SHALL be term nated (i.e., peers send an enpty POTP-X
EAP- Response nessage, and EAP servers send an EAP-Fail ure nessage
possi bly preceded by an EAP- Request of type Notification).

An initialization vector for the encryption; see below The

I ength of the vector is dependent on the negotiated encryption
algorithm e.g., for AES-CBC, it shall be 16 octets. For sone
encryption algorithnms, there nay not be any initialization vector
An 1V, when present, shall be randomy chosen and non- predictabl e.

Encrypted TLVs
This field SHALL contain one or nore encrypted POTP-X TLVs. The

encryption al gorithm SHALL be as negoti ated; use K ENC as the
encryption key, and use the IV field as the initialization vector
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(when applicable), to encrypt the concatenation of all the TLVs to
be protected.

4.11.16. Crypto AlgorithmTLV

The Crypto Algorithm TLV all ows for negotiation of cryptographic
al gorithms. Cryptographic Al gorithmnegotiation is described in
detail in Section 4.3.

This TLV MJST be present in the initial EAP-Request of type POTP-X
that also carries an OTP TLV indicating protected node, assuning the
EAP server wants to negotiate use of any other algorithns than the
default ones. It MAY also be present in an EAP-Request of type
POTP-X that carries an OTP TLV that is sent as a result of a failed
session resunption (in this case, the peer has not yet responded to
this TLV), or when the Crypto Algorithm TLV was part of the initial
nmessage fromthe EAP server, and the client negotiated another EAP-
POTP version than the highest one supported by the EAP server. The
Crypto Al gorithm TLV MJST NOT be present in any other EAP-Requests.
Further, the Crypto Algorithm TLV MJUST NOT be present in an EAP-
Response of type POTP-X unl ess the precedi ng EAP- Request al so
contained it, and it was legal for it to do so. This TLV MJST be
supported by all peers and all EAP servers conforming to this

speci fication and MJUST NOT be responded to with a NAK TLV.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| MR TLV Type | Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Reserved | Hash Al g. Lengt h| Hash Al gorithns ...
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Encr. Al g. Lengt h| Encryption Algorithns ...

il s T T S S S S S i N T i ST S S S S S e e L T 2
| MAC Al g. Length| MAC Al gorithms ...

il s T T S S S S S i N T i ST S S S S S e e L T 2

M

1 - Mandatory TLV

Reserved for future use. This bit SHALL be set to zero (0) for
this version. Recipients SHALL ignore this bit for this version
of EAP- POTP.
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TLV Type
15
Lengt h

>=4 (at |east one class of algorithns and one al gorithmfor that
cl ass needs to be present)

Reserved

Reserved for future use. This octet MJUST be set to zero for this
version. Recipients SHALL ignore this octet for this version of
EAP- POTP.

Hash Al g. Length
The |l ength of the Hash Al gorithnms field in octets.
Hash Al gorithns

Each octet pair of this field represents a hash algorithm as

foll ows. An EAP server MAY supply several suggestions for hash
algorithns. Each al gorithm MJST appear only once. The al gorithns
SHALL be supplied in order of priority. Peers MJST supply, at
nost, one algorithm (if none is present, the default applies).

The defined val ues are:

Val ue
Octet 1 Cctet 2 Hash al gorithm

0x00 0x00 Reserved

0x00 0x01 SHA- 1

0x00 0x02 SHA- 224

0x00 0x03 SHA- 256 (default)

0x00 0x04 SHA- 384

0x00 0x05 SHA- 512

0x80 - Vendor -specific (or experinental)

As indicated, values 0x8000 and higher are for proprietary
vendor -specific algorithns. Values in the range 0x0006 - Ox7fff
are to be assigned through I ANA; see Section 7.

Encr Alg. Length

The |l ength of the Encryption Algorithnms field in octets.
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Encryption Al gorithns

Each octet pair of this field represents an encryption al gorithm
as follows. An EAP server MAY supply several suggestions for
encryption algorithnms. Each al gorithm MJUST appear only once. The
algorithnms SHALL be supplied in order of priority. Peers MJST
supply, at nost, one algorithm (if none is present, the default
applies). The defined val ues are:

Val ue
Octet 1 Cctet 2 Encryption algorithm

0x00 0x00 Reserved

0x00 0x01 AES- CBC (default) with 128-bit keys and 16-octet |Vs
0x00 0x02 3DES-CBC with 112-bit keys and 8-octet |Vs

0x80 - Vendor - speci fic

As indicated, values 0x8000 and hi gher are for vendor-specific
proprietary algorithms. Values in the range 0x0003 - Ox7fff are
to be assigned through | ANA;, see Section 7.

MAC Al g. Length
The length of the MAC Algorithns field in octets
MAC Al gorit hms

Each octet pair of this field represents a MAC al gorithm as

foll ows. An EAP server MAY supply several suggestions for MAC
algorithns. Each al gorithm MJST appear only once. The al gorithns
SHALL be supplied in order of priority. Peers MJST supply, at
nost, one algorithm (if none is present, the default applies).

The defined val ues are:

Val ue
Octet 1 Cctet 2 MAC al gorithm

0x00 0x00 Reser ved
0x00 0x01 HVAC (defaul t)
0x80 - Vendor - speci fic

As indicated, values 0x8000 and hi gher are for vendor-specific
proprietary algorithms. Values in the range 0x0002 - Ox7fff are
to be assigned through | ANA, see Section 7.

When HVAC i s negotiated, the hash algorithmused for HVAC SHALL be
t he negoti ated hash al gorithm
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5. EAP Key Managenent Franmewor k Consi derations

In line with recomendati ons nmade in [16], EAP-POTP defines the
following identifiers to be associated with generated key naterial:

Peer-1D: The conbi ned contents of the User ldentifier TLV and the
Token Key ldentifier TLV.

Server-I1D: The contents of the Server ldentifier field of the
Server-Info TLV.

Met hod-1D: The identifier of the established session (i.e., the
contents of the Session ldentifier field of the Server-Info TLV
that defined the session).

6. Security Considerations

6.1. Security dains

In conformance with RFC 3748 [1], the follow ng security clainms are
made for the EAP-POTP net hod:

Generic OTP
Yes (No in basic variant)

Aut henti cati on nechani sm
Ci phersuite negoti ation:

Mut ual aut henti cati on:
Integrity protection:
Repl ay protection:
Confidentiality:

Key derivati on:
Key strength:

Dictionary attack prot.:

Fast reconnect:

Crypt. binding:

Sessi on i ndependence:
Fragnent ati on:

Channel bi ndi ng:
Acknow edged S/ F:
State Synchroni zati on:

Nystroem

Yes (No in basic variant)

Yes (No in basic variant)

Yes (see bel ow)

Only in the OIP protection variant, and
then only OIP val ues and any information
sent after exchange of the Confirm TLV
Yes (No in basic variant)

Depends on size of OIP val ue, strength of
under|lyi ng shared secret, strength and
characteristics of OTP algorithm pepper
length, iteration count, and whether the
nmethod is used within a tunnel such as

PEAPv2. For sone illustrative exanples,
and a further discussion of this, see
Appendi x D.

N A (Human- sel ect ed passwords not used)
Yes

N A (EAP-POTP is not a tunnel nethod)

Yes

N A (Packets shall not exceed MIU of 1020)
Yes (No in basic variant)

Yes

Yes (No in basic variant)
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6.2. Passive and Active Attacks

The basic variant (i.e., when the protection of OIPs and mnut ual
aut hentication is not used) of this EAP nethod does not provide
session privacy, session integrity, server authentication, or
protection fromactive attacks. |In particular, man-in-the-mddle
attacks, where an attacker acts as an authenticator in order to
acquire a valid OIP, are possible.

Simlarly, the basic variant of this EAP nmethod does not protect

agai nst session hijacking taking place after authentication. Nor
does it, in itself, protect against replay attacks, where the
attacker gains access by replaying a previous valid request, but see
al so the next subsection. Wen PIN codes are transnmitted, they are
sent without protection and are al so subject to replay attacks.

In order to protect against these attacks, the peer MJST only use the
basic variant of this nmethod over a server-authenticated and
confidentiality-protected connection. This can be achieved via use
of , PEAPv2 [17], for exanple.

When the OTP protection variant is used, however, the EAP nethod
provi des privacy for OIPs and new PINs, negotiation of cryptographic
al gorithms, nutual authentication, and protection against replay
attacks and protocol version downgrades. It also provides protection
agai nst man-in-the-m ddl e attacks, not due to the infeasibility for a
man-in-the-nmiddle to solve for a valid OTP given an OTP TLV, but due
to the conputational expense of finding the OTP in the limted tine
period during which it is valid (this is mainly true for tokens,
including the current time in their OTP cal cul ati ons, or when a sent
chall enge has a certain lifetine). It should be noted, however, that
a retrieved OIP, even if "old" and invalid, still nmay divul ge sone

i nformati on about the user’s PIN. Cearly, this is also true for the
basic variant. Inplenmentations of this EAP nmethod, where user PINs
are sent with OIPs, are therefore RECOMVENDED to ensure regul ar user
PI' N changes, regardl ess of whether the protected variant or the basic
variant is enpl oyed.

It should also be noted that, while it is possible for a rogue access
point, e.g., to clone MAC addresses, and hence nount a man-in-the-
m ddl e attack, such an access point will not be able to calculate the
session keys MSK and EMSK. This denonstrates the inportance of using
the derived key material properly to protect a subsequent session

Prot ect ed node protects agai nst version downgrade attacks due to the
HVAC both parties transmt in this node. As described, each party

cal cul ates the HVAC on sent and recei ved EAP- POTP handshake nessages.
If an attacker were to nodify a Version TLV, this would be reflected
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in a difference between the cal cul ated MACs (since the recipient of
the Version TLV received a different value than the sender sent).

Unl ess the attacker knows K MAC, he cannot cal culate the correct MAC,
and hence the difference will be detected.

The OTP protection variant al so protects agai nst session hijacking,
if the derived key material is used (directly or indirectly) to
protect a subsequent session. For these reasons, use of the OIP
protection variant is RECOVWENDED

However, it should be noted that not even the OTP protection variant
provi des privacy for user names and/or token key identifiers. EAP-
POTP MUST be used within a secure tunnel such as the one provided by
PEAPv2 [17] if privacy for these parameters is required.

When resum ng sessions created in the basic variant (which MJUST only
take place within a protected tunnel), the peer is authenticated by
denmonstrating know edge of not just a valid session identifier, but

al so the OTP used when the session was created. Server nonces
prevent replay attacks, but there still remains sonme |ikelihood of an
attacker guessing the correct conbination of session identifier and
OTP value. Assuning OTPs with entropy about 32 bits, this neans that
the likelihood of succeeding with such an attack is about 1/2748 due
to the birthday paradox. Servers allow ng session resunption for the
basi ¢ variant MJST protect agai nst such attacks, e.g., by keeping
track of the rate of failed resunption attenpts.

6.3. Denial -of-Service Attacks

An active attacker may replace the iteration count value in OIP TLVs
sent by the peer to sl ow down an authentication server

Aut henti cation servers SHOULD protect against this, e.g., by

di sregarding OTP TLVs with an iteration count value higher than sone
nunber that is preset or dynanmically set (depending on | oad).

6.4. The Use of Pepper

As described in Section 4.8, the use of pepper will slow down an
attacker’s search for a matching OTP. The ability to transfer a
pepper value in encrypted formfromthe EAP server to the peer neans
that, even though there nay be an initial conputational cost for the
EAP server to authenticate the peer, subsequent authentications wll
be efficient, while at the sane tine nore secure, since a pre-shared,
128-bit-1ong pepper value will not be easily found by an attacker.

An attacker, observing an EAP- Request containing an OTP TLV
cal cul ated using a pepper chosen by the peer, nay, however, dependi ng
on avail abl e resources, be able to successfully attack that
particul ar EAP-POTP session, since it nost likely will be based on a
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rel atively short pepper value or only an iteration count. Once the
correct OIP has been found, eavesdropping on the EAP server’'s Confirm
TLV wi Il | potentially give the attacker access to the |onger, server-
provi ded pepper for the remaining lifetine of that pepper value. For
this reason, initial exchanges with EAP servers SHOULD occur in a
secure environment (e.g., in a PEAPv2 tunnel offering cryptographic
binding with inner EAP nethods). |If initial exchanges do not occur
in a secure environnent, the iteration count MJST be significantly

hi gher than for nessages where a pre-shared pepper is used. The
lifetinme of the shared pepper nust also be calculated with this in
mnd. Finally, the peer and the EAP server MJST store the pepper

val ue securely and associated with the user.

6.5. The Race Attack

In the case of fragmentati on of EAP nessages, it is possible (in the
basic variant of this method) for an attacker to listen to nbst of an
OTP, guess the remainder, and then race the legitinate user to

conpl ete the authentication. Conformning backend authentication
server inplenentations MJST protect against this race condition. One
def ense against this attack is outlined bel ow and borrowed from [ 14];
i npl emrent ati ons MAY use this approach or MAY select an alternative
defense. Note that the described defense relies on the user
providing the identity in response to an initial ldentity EAP-
Request .

One possible defense is to prevent a user fromstarting nultiple
si mul t aneous aut henti cation sessions. This nmeans that once the
legitimate user has initiated authentication, an attacker would be

bl ocked until the first authentication process has conpleted. In
this approach, a tinmeout is necessary to thwart a denial -of -service
att ack.

7. | ANA Consi derati ons
7.1. GCenera

This docunent is a description of a general EAP nethod for OTP
tokens. It also defines EAP nethod 32 as a profile of the general
nmet hod. Extending the set of EAP-POTP TLVs or the set of EAP-POTP
cryptographic algorithns shall be seen as revisions of the protocol
and hence shall require an RFC that updates or obsoletes this
docunent .
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7.2. Cryptographic Algorithmldentifier Octets

A new registry for EAP-POTP cryptographic algorithmidentifier octets
has been created. The initial contents of this registry are as
specified in Section 4.11.16.

Assi gnment of new val ues for hash algorithns, encryption algorithns,
and MAC algorithns in the Crypto Algorithm TLV MJUST be done through
| ANA with "Specification Required" and "I ESG Approval" (see [9] for
t he neani ng of these terns).

8. Intellectual Property Considerations

RSA, RSA Security, and SecurlD are either registered trademarks or
tradenmarks of RSA Security Inc. in the United States and/or other
countries. The nanes of other products and services nmentioned nay be
the trademarks of their respective owners.
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Appendi x A.  Profile of EAP-POTP for RSA Securl D

Note: The RSA Securl D product is a hardware token card (or software
enul ati on thereof) produced by RSA Security Inc., which is used for
end- user aut henticati on.

The EAP nethod type identifier for the RSA SecurlD profile of EAP-
POTP is 32.

Peers and EAP servers inplenenting the SecurlD profile of EAP-POTP
SHALL conformto all EAP-POIP normative requirenents in this
Docunment. In addition, the New PIN TLV and the Protected TLV MJST be
supported by peers.
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Appendi x B. Exanpl es of EAP-POTP Exchanges

This appendi x i s non-nornmative. In the exanples, "V1", "WV2", "V3",
etc., stand for arbitrary values of the correct type.

B.1. Basic Mde, Unilateral Authentication

This node should only be used within a secured tunnel. The peer
identifies itself with a User ldentifier TLV.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OTP TLV:
P=0, C=0, N=0, T=0, E=0, R=0

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

OTP TLV:
P=0, C=0, N=0, T=0, E=0, R=0
Aut henti cati on Dat a=V1

User ldentifier TLV:
User ldentifier=Vv2

<- EAP- Success
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B.2. Basic Mde, Session Resunption

This exanple illustrates successful resunption of a basic node
session. It nust be carried out only in a protected tunnel
Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:
P=0, C=0, N=0, T=0, E=0, R=0

Server-Info TLV:
N=0
Session ldentifier=Vvl
Server ldentifier=Vv2
Nonce=V3

EAP- Response ->

Type=0TP- X

Ver sion TLV:
H ghest =0

Resunme TLV:
Session Identifier=V4 (indicating earlier, basic node, session)
Aut henti cati on Dat a=V5

<- EAP- Success
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B.3. Mitual Authentication wthout Session Resunption

In this case, the peer uses the token key identifier, in addition to
the user identifier. The initial EAP-ldentity exchange nay al so
provi de user information, or nmay be restricted to only general donain
informati on. Pepper is not used, but will be used in a subsequent
sessi on since the server provides the peer with an encrypted pepper
inits ConfirmTLV. Absence of the Crypto Al gorithm TLV indi cates
use of default cryptographic algorithns.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

Server-Info TLV:

N=0

Session ldentifier=Vi
Server ldentifier=Vv2
Nonce=V3

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=0
|teration Count=V4

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=0
|teration Count=V4

Aut henti cati on Dat a=V5

Nystroem I nf or mat i onal [ Page 67]



RFC 4793 EAP- POTP February 2007

User ldentifier TLV:
User ldentifier=V6

Token Key ldentifier TLV:
Token Key ldentifier=V7

<- EAP- Request
Type=0TP- X

Confirm TLV:

C=0

Aut henti cati on Data=V8
Pepper ldentifier=V9
Encrypt ed Pepper=V10

EAP- Response ->
Type=0TP- X

Confirm TLV:
(no data)

<- EAP- Success
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B.4. Miutual Authentication with Transfer of Pepper

The difference between this exanple and the previous one is that the
peer makes use of an existing pepper in the PBKDF2 conmputation. The
EAP server provides a new pepper to the peer in the Confirm TLV.

Note that the peer had not been able to use a pepper in the response
calculation unless it had found the existing pepper, since the server
speci fied a nmaxi nrum (new) pepper |ength of zero.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

Server-Info TLV:

N=0

Session ldentifier=Vi
Server ldentifier=Vv2
Nonce=V3

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=0
|teration Count=V4

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0

Pepper Lengt h=V5

Iteration Count=V6

Aut henti cati on Dat a=V7
(includes a pepper identifier)
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User ldentifier TLV:
User ldentifier=Vv8

Token Key ldentifier TLV:
Token Key ldentifier=Vv9

<- EAP- Request
Type=0TP- X

Confirm TLV:

Cc=0

Aut henti cati on Dat a=V10
Pepper ldentifier=v1i1
Encrypt ed Pepper=V12

EAP- Response ->
Type=0TP- X

Confirm TLV:
(no data)

<- EAP-Success
B.5. Failed Mutual Authentication

This exanple differs fromthe previous one in that the peer is not
able to authenticate the server. Therefore, it sends an enpty EAP-
Response of type POTP-X, which the EAP server acknow edges by
responding with an EAP-Failure. Pepper is not used.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1

Iterati on Count=V2

Nystroem I nf or mat i onal [ Page 70]



RFC 4793 EAP- POTP February 2007

Server-Info TLV:

N=0

Session ldentifier=V3
Server ldentifier=v4
Nonce=V5

EAP- Response ->
Type=0TP- X

Version TLV:

H ghest =0

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1
|teration Count=V2

Aut henti cati on Dat a=V6

User ldentifier TLV:
User ldentifier=Vv7

Token Key ldentifier TLV:
Token Key ldentifier=v8

<- EAP- Request
Type=0TP- X

Confirm TLV:
Cc=0
Aut henti cati on Dat a=V9

EAP- Response ->
Type=0TP- X

(no data)
<- EAP-Failure
B.6. Session Resunption
This exanple illustrates successful session resunption.
Peer EAP server

<- EAP- Request
Type=ldentity
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EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1

Iterati on Count=V2

Server-Info TLV:

N=0

Session ldentifier=V3
Server ldentifier=v4
Nonce=V5

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

Resune TLV:
Session Identifier=V6 (indicating earlier, protected node, session)
Aut henti cati on Data=V7

<- EAP- Request
Type=0TP- X

Confirm TLV:
Cc=0
Aut henti cati on Dat a=V8

EAP- Response ->
Type=0TP- X
Confirm TLV:
(no data)

<- EAP- Success
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B.7. Failed Session Resunption
This exanple illustrates a failed session resunption, followed by a

conpl ete nutual authentication. The user is identified through the

User ldentifier TLV.

The client is able to reuse an ol der pepper.

The server sends a new pepper for subsequent use in its Confirm TLV.
The server suggests sone non-default cryptographic algorithms, but
the client only supports the default ones.

Peer

EAP- Response ->
Type=ldentity

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

Nystroem

EAP server

<- EAP- Request
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1
Iterati on Count=V2

Server-Info TLV:

N=0

Session ldentifier=V3
Server ldentifier=V4
Nonce=V5

Crypto Al gorithm TLV:
Hash Al g. Lengt h=V6
Hash Al gorithns=V7
Encr. Al g. Length=V8
Encr. Al gorithnms=V9
MAC Al g. Length=V10
MAC Al gorithms=V1l
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Resune TLV:
Session Identifier=V12 (indicating earlier session)
Aut henti cati on Data=V13

<- EAP- Request
Type=0TP- X

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V14
Iteration Count=V15

Server-Info TLV:

N=1 (no resunption)
Session ldentifier=Vv3
Server ldentifier=v4
Nonce=V16

EAP- Response ->
Type=0TP- X

OTP TLV:

P=1, C=0, N=1, T=1, E=0, R=0

Pepper Lengt h=V17

Iteration Count=V18

Aut henti cati on Data=V19 (w th pepper identifier)

User ldentifier TLV:
User ldentifier=v20

<- EAP- Request
Type=0TP- X

Confirm TLV:
C=0
Aut henti cati on Data=V21
Pepper ldentifier=v22
Encrypt ed Pepper=V23
EAP- Response ->
Type=0TP- X

Confirm TLV:
(no data)

<- EAP- Success
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B. 8. Miutual Authentication, and New PI N Request ed.

In this exanple, the user is also requested to select a new PIN. The
new PIN is allowed to be al phanuneric, and nust be at |east 6
characters long. The user selects another PIN than the one suggested
by the server. The token key is identified through a conbination of
the user identifier and the token key identifier. Wile waiting for
the user input, to avoid network tinmeouts, the peer sends an EAP-
Response containing a Keep-Alive TLV to the EAP server. The EAP
server responds by sendi ng an EAP-Request containing a Keep-Alive TLV
back to the peer. Note that all TLVs exchanged after the Confirm TLV
exchange are wapped in the Protected TLV. Absence of the Crypto

Al gorithm TLV i ndi cates use of default cryptographic al gorithmns.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1
Iterati on Count=V2

Server-Info TLV:

N=0

Session ldentifier=V3
Server ldentifier=V4
Nonce=V5

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V6
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I teration Count=V7
Aut hentication Data=V8 (wi th pepper identifier)

User ldentifier TLV:
User ldentifier=V9

Token Key ldentifier TLV:
Token Key ldentifier=VvV10

<- EAP- Request
Type=0TP- X

Confirm TLV:
cC=1
Aut henti cati on Data=V11

EAP- Response ->
Type=0TP- X

Confirm TLV:
(no data)

<- EAP- Request
Type=0TP- X

Protected TLV:
MAC=V12

| V=V13

Encrypted TLVs=V14
( Cont ai ns:

New PI N TLV:

Q0, A=1

Pl N=V15

M n. PIN Lengt h=6)

EAP- Response ->
Type=0TP- X

Protected TLV:
MAC=V16

| V=V17

Encrypted TLVs=V18
( Cont ai ns:
Keep-Alive TLV:
(no data))

<- EAP- Request
Type=0TP- X
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Protected TLV:

MAC=V19
| V=V20
Encrypted TLVs=V21
( Cont ai ns:
Keep-Alive TLV:
(no data))

EAP- Response ->

Type=0TP- X

Protected TLV:

MAC=V22

| V=V23

Encrypted TLVs=V24

( Cont ai ns:

New PI N TLV:

Q0, A=0

Pl N=V25)

<- EAP- Request

Type=0TP- X
Protected TLV:
MAC=V26
| V=V27
Encrypted TLVs=V28
( Cont ai ns:
OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1
I terati on Count=V2)

EAP- Response ->
Type=0TP- X

Protected TLV

MAC=V29

| V=V30

Encrypted TLVs=V31l

( Cont ai ns:

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V6
Iteration Count=V7

Aut henti cati on Dat a=V31)
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<- EAP- Request
Type=0TP- X

Protected TLV

MAC=V32

| V=V33

Encrypted TLVs=V34

( Cont ai ns:

Confirm TLV:

C=0

Aut henti cati on Dat a=V35)

EAP- Response ->
Type=0TP- X

Protected TLV
MAC=V36

| V=V37

Encrypted TLVs=V38
( Cont ai ns:

Confirm TLV:

(no data))

<- EAP-Success
B.9. Use of Next OTP Mode

In this exanple, the peer is requested to provide a second OTP to the
EAP server.

Peer EAP server

<- EAP- Request
Type=ldentity

EAP- Response ->
Type=ldentity

<- EAP- Request
Type=0TP- X

Ver si on TLV:
H ghest =0, Lowest =0

OrP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V1

Iterati on Count=V2
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Server-Info TLV:

N=0

Session ldentifier=V3
Server ldentifier=v4
Nonce=V5

EAP- Response ->
Type=0TP- X

Ver sion TLV:
H ghest =0

OTP TLV:

P=1, C=0, N=0, T=0, E=0, R=0
Pepper Lengt h=V6
|teration Count=V7

Aut henti cati on Dat a=V8

User ldentifier TLV:
User ldentifier=V9

<- EAP- Request
Type=0TP- X

OrP TLV:

P=1, C=0, N=1, T=1, E=0, R=0
Pepper Lengt h=V1
|teration Count=V2

EAP- Response ->
Type=0TP- X

OTP TLV:

P=1, C=0, N=1, T=1, E=0, R=0
Pepper Lengt h=V6
|teration Count=V7

Aut henti cati on Dat a=V10

<- EAP- Request
Type=0TP- X

Confirm TLV:
Cc=0
Aut henti cati on Dat a=V11

EAP- Response ->
Type=0TP- X
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Confirm TLV:
(no data)

<- EAP-Success
Appendi x C. Use of the MPPE-Send/ Recei ve-Key RADI US Attri butes
C. 1. Introduction

This section describes how to popul ate the MPPE-Send-Key and the
MPPE- Recei ve- Key RADI US attributes defined in [19], using an MsK
establ i shed i n EAP-POTP.

C. 2. MPPE Key Attribute Popul ation

Once the EAP-POTP MSK has been generated, it is used as follows to
popul at e the MPPE- Send-Key and t he MPPE- Recei ve-Key attri butes:

Use the initial 32 octets of the MSK as the value for the "Key" sub-
field in the plaintext "String" field of the MPPE-Send-Key attribute,
and use the final 32 octets of the MSK as the "Key" sub-field in the
plaintext "String" field of the MPPE-Receive-Key attribute (Note:
"Send" and "Receive" here refer to the Authenticator; for the peer
they are reversed).

Appendi x D. Key Strength Considerations
D.1. Introduction

As described in Section 6, the strength of keys generated in EAP- POTP
prot ected node depends on a nunber of factors. This appendix

provi des exanpl es of actual key strengths achi eved under various
assunpti ons.

It should be noted that, while some of the exanples indicate that the
strength of generated keys is relatively weak, the strength applies
only to those EAP-POTP sessions between a peer and an EAP server that
do not share a pepper. Once a pepper, provided by an EAP server to a
peer, has been established, future sessions using this pepper wll
provide full-strength keys.
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D.2. Exanple 1: 6-Digit One-Tinme Passwords

In this exanple we assune the foll ow ng:
OTPs are six decimal digits |ong;
4-digit PINs are added to generated OTPs; and
OTP hardening (iteration count and pepper searching conbi ned)
effectively adds 10 bits of entropy. One way of achieving this
wi t hout use of pepper searching is to have the iteration count in
PBKDF2 set to 1,000, 000.

The effective key strength then becones roughly:

log_2(10**6) + log_2(10**4) + log_2(2**10) = 43 bits

The above assunes that the entropy of the underlying shared secret is
>43 bits and that there are no ot her weaknesses in the OIP al gorithm

D.3. Exanple 2: 8-Digit One-Tinme Passwords
In this exanple we assune the follow ng:
OTPs are eight decimal digits |ong;
4-character al phanuneric PINs are added to generated OTPs; and

OTP hardening (iteration count and pepper searching conbi ned)
effectively adds 10 bits of entropy.

The effective key strength then becones roughly:
log_2(10**8) + log_2(26**4) + log_2(2**10) = 55 bits

The above assunes that the entropy of the underlying shared secret is
>55 bits and that there are no ot her weaknesses in the OIP al gorithm
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