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Abstract

Thi s docunent describes the frame fornmat for transm ssion of |Pv6
packets and the nethod of form ng IPv6 |ink-local addresses and
statel essly autoconfigured addresses on | EEE 802. 15. 4 net wor ks.

Addi tional specifications include a sinple header conpression schene
usi ng shared context and provisions for packet delivery in | EEE

802. 15. 4 neshes.
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1. Introduction

The | EEE 802. 15. 4 standard [ieee802.15.4] targets | ow power persona
area networks. This docunent defines the frane format for

transni ssion of |1 Pv6 [ RFC2460] packets as well as the formation of

| Pv6 Iink-1ocal addresses and statel essly autoconfigured addresses on
top of | EEE 802.15.4 networks. Since |Pv6 requires support of packet
sizes much larger than the |argest | EEE 802.15.4 frame size, an
adaptation layer is defined. This docunent al so defines mechani sns
for header conpression required to nake | Pv6 practical on | EEE

802. 15. 4 networks, and the provisions required for packet delivery in
| EEE 802. 15. 4 nmeshes. However, a full specification of nesh routing
(the specific protocol used, the interactions w th nei ghbor

di scovery, etc) is out of the scope of this docunent.
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1.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Ternms Used
AES. Advanced Encryption Schene
CSMA/ CA: Carrier Sense Miultiple Access / Collision Avoi dance
FFD:  Full Function Device
GIS: GQuaranteed Tine Service
MIU:  Maxi mum Transm ssion Unit
MAC. Media Access Control
PAN:  Personal Area Network
RFD:  Reduced Function Device
2. | EEE 802.15.4 Mode for IP

| EEE 802. 15. 4 defines four types of franes: beacon franes, MAC
command frames, acknow edgenent franes, and data franes. |Pv6
packets MUST be carried on data frames. Data frames nmay optionally
request that they be acknow edged. |In keeping with [RFC3819], it is
reconmended that |1Pv6 packets be carried in frames for which

acknow edgenents are requested so as to aid |link-layer recovery.

| EEE 802. 15. 4 networks can either be nonbeacon-enabl ed or beacon-
enabl ed [ieee802.15.4]. The latter is an optional node in which

devi ces are synchroni zed by a so-called coordinator’s beacons. This
all ows the use of superframes within which a contention-free
Guaranteed Tinme Service (GIS) is possible. This docunent does not
require that | EEE networks run in beacon-enabl ed node. |n nonbeacon-
enabl ed networks, data frames (including those carrying |Pv6 packets)
are sent via the contention-based channel access nethod of unslotted
CSMA/ CA

I n nonbeacon- enabl ed networ ks, beacons are not used for
synchroni zati on. However, they are still useful for |ink-Iayer

devi ce discovery to aid in association and di sassoci ati on events.
Thi s docunent reconmends that beacons be configured so as to aid
these functions. A further recomendation is for these events to be
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avail able at the IPv6 layer to aid in detecting network attachnent, a
probl em bei ng worked on at the IETF at the time of this witing.

The specification allows for frames in which either the source or
destinati on addresses (or both) are elided. The nmechani sns defined
in this docunent require that both source and destination addresses
be included in the | EEE 802.15.4 frame header. The source or
destination PAN ID fields may al so be incl uded.

3. Addressi ng Mddes

| EEE 802. 15. 4 defines several addressing nodes: it allows the use of
either | EEE 64-bit extended addresses or (after an association event)
16-bit addresses unique within the PAN [ieee802.15.4]. This docunent
supports both 64-bit extended addresses, and 16-bit short addresses.
For use within 6LOWPANs, this docunent inposes additional constraints
(beyond t hose inmposed by | EEE 802.15.4) on the format of the 16-bit
short addresses, as specified in Section 12. Short addresses being
transient in nature, a word of caution is in order: since they are
dol ed out by the PAN coordi nator function during an associ ation
event, their validity and uniqueness is linmted by the lifetinme of
that association. This can be cut short by the expiration of the
associ ation or sinply by any nishap occurring to the PAN coordi nator
Because of the scalability issues posed by such a centralized

all ocation and single point of failure at the PAN coordi nator,

depl oyers should carefully weigh the tradeoffs (and inplenment the
necessary nechani sms) of grow ng such networks based on short
addresses. O course, |EEE 64-bit extended addresses may not suffer
fromthese drawbacks, but still share the remaining scalability

i ssues concerning routing, discovery, configuration, etc.

Thi s docunment assunes that a PAN nmaps to a specific IPv6 link. This
conplies with the reconmendati on that shared networks support |ink-

| ayer subnet [RFC3819] broadcast. Strictly speaking, it is nulticast
not broadcast that exists in IPv6. However, nulticast is not
supported natively in | EEE 802. 15.4. Hence, |Pv6 |evel nulticast
packets MJST be carried as |ink-layer broadcast frames in | EEE

802. 15. 4 networks. This MJST be done such that the broadcast franes
are only heeded by devices within the specific PAN of the link in
guestion. As per Section 7.5.6.2 in [ieee802.15.4], this is
acconpl i shed as foll ows:

1. A destination PAN identifier is included in the frane, and it
MUST match the PAN ID of the link in question.

2. A short destination address is included in the frane, and it MJST
mat ch the broadcast address (Oxffff).
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Additionally, support for napping of IPv6 nmulticast addresses per
Section 9 MJUST only be used in a nmesh configuration. A ful

speci fication of such functionality is out of the scope of this
docunent .

As usual, hosts learn IPv6 prefixes via router advertisenents as per
[ RFC4861] .

4. Maxi mum Transm ssion Unit

The MIU size for | Pv6 packets over |EEE 802.15.4 is 1280 octets.
However, a full |Pv6 packet does not fit in an | EEE 802.15.4 frane.
802. 15.4 protocol data units have different sizes depending on how
much overhead is present [ieee802.15.4]. Starting froma maxi mum
physi cal |ayer packet size of 127 octets (aMaxPHYPacket Size) and a
maxi num f rame overhead of 25 (aMaxFranmeOverhead), the resultant
maxi num frame size at the nmedia access control layer is 102 octets.
Li nk-1ayer security inposes further overhead, which in the maxi num
case (21 octets of overhead in the AES-CCM 128 case, versus 9 and 13
for AES-CCM 32 and AES- CCM 64, respectively) |eaves only 81 octets
available. This is obviously far below the mninumI|Pv6 packet size
of 1280 octets, and in keeping with Section 5 of the |IPv6

speci fication [ RFC2460], a fragnention and reassenbly adaptation

| ayer nust be provided at the |layer below IP. Such a layer is

defi ned below in Section 5.

Furthernore, since the IPv6 header is 40 octets long, this | eaves
only 41 octets for upper-layer protocols, like UDP. The latter uses
8 octets in the header which | eaves only 33 octets for application
data. Additionally, as pointed out above, there is a need for a
fragnentation and reassenbly layer, which will use even nore octets.

The above considerations lead to the followi ng two observati ons:

1. The adaptation |ayer nust be provided to conply with the |Pv6
requi rements of a mninmum MIU. However, it is expected that (a)

nost applications of |IEEE 802.15.4 will not use such |arge
packets, and (b) small application payloads in conjunction with
the proper header conpression will produce packets that fit

within a single | EEE 802.15.4 frame. The justification for this
adaptation layer is not just for IPv6 conpliance, as it is quite
likely that the packet sizes produced by certain application
exchanges (e.g., configuration or provisioning) nay require a
smal | nunber of fragments.

2. Even though the above space cal cul ati on shows the worst-case

scenario, it does point out the fact that header conpression is
conmpelling to the point of alnbst bei ng unavoi dable. Since we
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5.

expect that nost (if not all) applications of IP over |EEE
802.15.4 will nmke use of header conpression, it is defined bel ow
in Section 10.

LoWPAN Adapt ati on Layer and Franme For mat

The encapsul ation formats defined in this section (subsequently
referred to as the "LoWPAN encapsul ation") are the payload in the
| EEE 802. 15.4 MAC protocol data unit (PDU). The LoWPAN payl oad
(e.g., an I Pv6 packet) follows this encapsul ati on header.

Al'l LoWPAN encapsul at ed datagrans transported over |EEE 802.15.4 are
prefixed by an encapsul ati on header stack. Each header in the header
stack contains a header type followed by zero or nore header fields.
Whereas in an | Pv6 header the stack would contain, in the follow ng
order, addressing, hop-by-hop options, routing, fragnentation,
destination options, and finally payl oad [ RFC2460]; in a LoWPAN
header, the anal ogous header sequence is nmesh (L2) addressing, hop-
by-hop options (including L2 broadcast/multicast), fragnentation, and
finally payload. These exanpl es show typical header stacks that may
be used in a LoWPAN net wor k.

A LoWPAN encapsul ated |1 Pv6 dat agr am

A LoWPAN encapsul at ed LOAPAN_HC1 conpressed | Pv6 datagramt hat
requi res mesh addressing:

A LoWPAN encapsul at ed LOAPAN_HC1 conpressed | Pv6 datagramt hat
requires fragnmentation:
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A LoWPAN encapsul at ed LOAPAN_HC1 conpressed | Pv6 datagramt hat
requires both nesh addressi ng and fragnentation:

A LoWPAN encapsul at ed LOAPAN_HC1 conpressed | Pv6 datagramt hat
requi res both nesh addressing and a broadcast header to support nesh
br oadcast/mul ti cast:

When nore than one LoWPAN header is used in the sanme packet, they
MUST appear in the foll owi ng order:

Mesh Addressi ng Header
Br oadcast Header
Fragnment ati on Header

Al'l protocol datagrans (e.g., |Pv6, conpressed |Pv6 headers, etc.)
SHALL be preceded by one of the valid LoWPAN encapsul ati on headers,
exanpl es of which are given above. This pernits uniformsoftware
treatnent of datagrans without regard to the node of their
transni ssi on.

The definition of LoWPAN headers, other than nesh addressi ng and
fragmentation, consists of the dispatch value, the definition of the
header fields that follow, and their ordering constraints relative to
all other headers. Although the header stack structure provides a
mechani smto address future demands on the LoWPAN adaptation |ayer,

it is not intended to provided general purpose extensibility. This
format document specifies a small set of header types using the
header stack for clarity, conpactness, and orthogonality.
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5.1. Dispatch Type and Header

The dispatch type is defined by a zero bit as the first bit and a one
bit as the second bit. The dispatch type and header are shown here:

1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™

|0 1] Dispatch | type-specific header
i T i i e S I ih s o S S ™

Di spatch 6-bit selector. ldentifies the type of header
i medi ately foll owing the Di spatch Header

type- speci fic header A header determnined by the Di spatch Header
Figure 1: Dispatch Type and Header

The dispatch value may be treated as an unstructured namespace. Only

a few synbols are required to represent current LOWPAN functionality.

Al t hough sonme additional savings could be achieved by encoding

addi tional functionality into the dispatch byte, these nmeasures woul d
tend to constrain the ability to address future alternatives.
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Pattern Header Type

Fomm oo oo - o m o m o e o e e e e e e e e e e e e e e e e—ao o +
| 00 xxxxxx | NALP - Not a LOWPAN frane |
| 01 000001 | IPv6 - Unconpressed | Pv6 Addresses |
| 01 000010 | LOWPAN HCl - LOWPAN HC1l conpressed | Pv6 |
| 01 000011 | reserved - Reserved for future use |
| C | reserved - Reserved for future use |
| 01 001111 | reserved - Reserved for future use |
| 01 010000 | LOWPAN BCO - LOWPAN BCO broadcast |
| 01 010001 | reserved - Reserved for future use |
| C | reserved - Reserved for future use |
| 01 111110 | reserved - Reserved for future use |
| 01 111111 | ESC - Additional Dispatch byte follows |
| 10 xxxxxx | MESH - Mesh Header |
| 11 000xxx | FRAGL - Fragnent ati on Header (first) |
| 11 001000 | reserved - Reserved for future use |
| C | reserved - Reserved for future use |
| 11 011111 | reserved - Reserved for future use |
| 11 100xxx | FRAGN - Fragnent ati on Header (subsequent)|
| 11 101000 | reserved - Reserved for future use |
| C | reserved - Reserved for future use |
| 11 111111 | reserved - Reserved for future use |
Fomm oo oo - o m o m o e o e e e e e e e e e e e e e e e e—ao o +

Figure 2: Dispatch Value Bit Pattern

NALP: Specifies that the following bits are not a part of the LoWPAN
encapsul ati on, and any LOWPAN node that encounters a di spatch
val ue of 00xxxxxx shall discard the packet. O her non- LOWPAN
protocols that wish to coexist with LoWPAN nodes shoul d include a
byte matching this pattern i mediately follow ng the 802. 15. 4.
header .

| Pv6: Specifies that the foll owing header is an unconpressed | Pv6
header [RFC2460].

LOAPAN_HCl: Specifies that the foll ow ng header is a LOAPAN_HC1
conpressed | Pv6 header. This header format is defined in
Fi gure 9.

LOAPAN _BCO: Specifies that the followi ng header is a LOAPAN_BCO
header for mesh broadcast/multicast support and is described in
Section 11.1.

ESC. Specifies that the following header is a single 8-bit field for

the Dispatch value. It allows support for Dispatch val ues |arger
than 127.
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5.2.

Mesh Addressing Type and Header

The nesh type is defined by a one bit and zero bit as the first two
bits. The nmesh type and header are shown here:

1 2 3
01234567890123456789012345678901

T S o T s T T o S T il sl S T R S i i
| 1 O] V| F| HopsLft| originator address, final address
T S o T s T T o S T il sl S T R S i i

Figure 3: Mesh Addressing Type and Header

Field definitions are as foll ows:

V:

This 1-bit field SHALL be zero if the Originator (or "Very first")
Address is an | EEE extended 64-bit address (EU-64), or 1 if it is
a short 16-bit addresses.

This 1-bit field SHALL be zero if the Final Destination Address is
an | EEE extended 64-bit address (EU-64), or 1 if it is a short
16-bit addresses.

Hops Left: This 4-bit field SHALL be decrenented by each forwarding

node before sending this packet towards its next hop. The packet
is not forwarded any further if Hops Left is decrenmented to zero.
The value OxF is reserved and signifies an 8-bit Deep Hops Left
field inmediately followi ng, and all ows a source node to specify a
hop limt greater than 14 hops.

Oiginator Address: This is the |link-layer address of the

Origi nat or.

Final Destination Address: This is the link-layer address of the

Fi nal Desti nati on.

Note that the 'V and 'F bits allow for a mx of 16 and 64-bit
addresses. This is useful at least to allow for nmesh | ayer
"broadcast", as 802.15.4 broadcast addresses are defined as 16-bit
short addresses.

A further discussion of frane delivery within a mesh is in
Section 11.
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5.3. Fragnentation Type and Header

If an entire payload (e.g., IPv6) datagramfits within a single
802.15.4 frane, it is unfragmented and the LoWPAN encapsul ati on
shoul d not contain a fragnentation header. |f the datagram does not
fit within a single | EEE 802.15.4 frame, it SHALL be broken into |ink
fragments. As the fragment offset can only express nultiples of

ei ght bytes, all link fragments for a datagram except the |ast one
MUST be nmultiples of eight bytes in length. The first |ink fragnent
SHALL contain the first fragment header as defined bel ow

1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
[1 10 0 O dat agram si ze | dat agram t ag |
T S o T s T T o S T il sl S T R S i i

Figure 4: First Fragnment

The second and subsequent link fragments (up to and including the
last) SHALL contain a fragnentation header that confornms to the
format shown bel ow.

1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
[1 110 0 dat agram si ze | dat agram t ag |
T S o T s T T o S T il sl S T R S i i
| dat agr am of f set |
T S S S SR S R S

Fi gure 5: Subsequent Fragnents

datagram size: This 11-bit field encodes the size of the entire IP
packet before link-layer fragnmentation (but after IP | ayer
fragnentation). The value of datagram size SHALL be the same for
all link-1ayer fragnents of an |IP packet. For IPv6, this SHALL be
40 octets (the size of the unconpressed | Pv6 header) nore than the
val ue of Payload Length in the | Pv6 header [ RFC2460] of the
packet. Note that this packet may already be fragnented by hosts
i nvol ved in the communication, i.e., this field needs to encode a
maxi mum | engt h of 1280 octets (the |IEEE 802.15.4 |ink MIU, as
defined in this docunent).

NOTE: This field does not need to be in every packet, as one could
send it with the first fragnent and elide it subsequently.

However, including it in every link fragnment eases the task of
reassenbly in the event that a second (or subsequent) |ink
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fragnent arrives before the first. 1In this case, the guarantee of
| earni ng the datagram size as soon as any of the fragments arrives
tells the receiver how much buffer space to set aside as it waits
for the rest of the fragnents. The format above trades off
sinmplicity for efficiency.

datagramtag: The value of datagramtag (datagramtag) SHALL be the
same for all link fragnents of a payload (e.g., |Pv6) datagram
The sender SHALL increnent datagramtag for successive, fragnented
datagranms. The increnmented val ue of datagramtag SHALL wap from
65535 back to zero. This field is 16 bits long, and its initial
val ue i s not defined.

datagram offset: This field is present only in the second and
subsequent link fragnents and SHALL specify the offset, in
increments of 8 octets, of the fragment from the beginning of the
payl oad datagram The first octet of the datagram (e.g., the
start of the IPv6 header) has an offset of zero; the inplicit
val ue of datagramoffset in the first link fragnent is zero. This
field is 8 bits |ong.

The recipient of link fragments SHALL use (1) the sender’s 802.15.4
source address (or the Oiginator Address if a Mesh Addressing field
is present), (2) the destination’s 802.15.4 address (or the Fina
Destination address if a Mesh Addressing field is present), (3)

dat agram si ze, and (4) datagramtag to identify all the link
fragments that belong to a given datagram

Upon receipt of a link fragment, the recipient starts constructing
the original unfragnmented packet whose size is datagramsize. It
uses the datagramoffset field to determine the |ocation of the

i ndi vidual fragments within the original unfragmented packet. For
exanple, it nmay place the data payl oad (except the encapsul ation
header) within a payl oad datagramreassenbly buffer at the | ocation
specified by datagram offset. The size of the reassenbly buffer
SHALL be determnm ned from dat agram si ze.

If a link fragment that overlaps another fragment is received, as
identified above, and differs in either the size or datagram offset
of the overlapped fragnent, the fragment(s) already accunul ated in
the reassenbly buffer SHALL be discarded. A fresh reassenbly may be
conmenced with the nost recently received |link fragnent. Fragnent
overlap is determ ned by the conbinati on of datagramoffset fromthe
encapsul ati on header and "Frane Length" fromthe 802.15.4 Physi cal
Layer Protocol Data Unit (PPDU) packet header.

Upon detection of a | EEE 802. 15. 4 Di sassoci ati on event, fragnment
reci pients MIUST discard all link fragnents of all partially
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reassenbl ed payl oad datagrans, and fragment senders MJST di scard al
not yet transmitted link fragnents of all partially transnitted

payl oad (e.g., IPv6) datagranms. Similarly, when a node first
receives a fragment with a given datagramtag, it starts a reassenbly
timer. Wen this tinme expires, if the entire packet has not been
reassenbl ed, the existing fragnments MJST be di scarded and the
reassenbly state MJST be flushed. The reassenbly tinmeout MJST be set
to a nmaxi num of 60 seconds (this is also the tinmeout in the |IPv6
reassenbly procedure [ RFC2460]).

6. Statel ess Address Autoconfiguration
This section defines howto obtain an IPv6 interface identifier.

The Interface ldentifier [RFC4291] for an | EEE 802.15.4 interface may
be based on the EU -64 identifier [EU 64] assigned to the | EEE
802.15.4 device. |In this case, the Interface ldentifier is forned
fromthe EU -64 according to the "I Pv6 over Ethernet"” specification

[ RFC2464] .

Al'l 802.15.4 devices have an | EEE EUl - 64 address, but 16-bit short
addresses (Section 3 and Section 12) are also possible. 1In these
cases, a "pseudo 48-bit address" is forned as follows. First, the
left-nost 32 bits are forned by concatenating 16 zero bits to the 16-
bit PANID (alternatively, if no PANID is known, 16 zero bits may be
used). This produces a 32-bit field as follows:

16_bit _PAN: 16_zero_bits

Then, these 32 bits are concatenated with the 16-bit short address.
This produces a 48-bit address as foll ows:

32_bits_as_specified_previously:16_bit_short_address

The interface identifier is formed fromthis 48-bit address as per
the "1 Pv6 over Ethernet" specification [RFC2464]. However, in the
resultant interface identifier, the "Universal/Local" (UL) bit SHALL
be set to zero in keeping with the fact that this is not a globally
uni que value. For either address format, all zero addresses MJST NOT
be used.

A different MAC address set nmanually or by software MAY be used to
derive the Interface Identifier. |If such a MAC address is used, its
gl obal uni queness property should be reflected in the value of the
UL bit.

An |1 Pv6 address prefix used for stateless autoconfiguration [ RFC4862]
of an | EEE 802.15.4 interface MJST have a length of 64 bits.

Mont enegro, et al. St andards Track [ Page 13]



RFC 4944 | Pv6 over | EEE 802.15.4 Sept ember 2007

7. 1Pv6 Link Local Address
The 1 Pv6 |ink-1ocal address [RFC4291] for an | EEE 802.15.4 interface
is formed by appending the Interface Identifier, as defined above, to
the prefix FE8O0::/64.

10 bits 54 bits 64 bits

Figure 6
8. Uni cast Address Mapping
The address resolution procedure for mapping | Pv6 non-nulticast
addresses into | EEE 802.15.4 |ink-layer addresses follows the genera
description in Section 7.2 of [RFC4861], unless otherw se specified.
The Source/ Target Link-1ayer Address option has the follow ng forns

when the link layer is | EEE 802.15.4 and the addresses are EU -64 or
16-bit short addresses, respectively.
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Option fields:

Type:

| Pv6 over | EEE 802. 15. 4

0 1
0123456789012345
T S S R T i s ST Y S S
| Type | Lengt h=2 |
T S S R T i s ST Y S S
I I
+- | EEE 802.15. 4 -+
| EU - 64 |
+- -+
I I
+- Addr ess -+
I I
T S S R T i s ST Y S S
I I
+- Paddi ng -+
I I
+- (all zeros) -+
I I
T S S R T i s ST Y S S

0 1
0123456789012345
T S S R T i s ST Y S S
| Type | Lengt h=1 |
T S S R T i s ST Y S S
| 16-bit short Address |
T S S R T i s ST Y S S
I I
+- Paddi ng -+
| (all zeros) |
T S S R T i s ST Y S S

Figure 7

1. for Source Link-layer address.

2: for Target Link-layer address.

Lengt h:

l ength fields)

Sept ember 2007

This is the length of this option (including the type and

in units of 8 octets.

The value of this fieldis 2

if using EU -64 addresses, or 1 if using 16-bit short addresses.

| EEE 802. 15.4 Address: The 64-bit | EEE 802.15.4 address, or the 16-
bit short address (as per the format in Section 9),

Mont enegr o,
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9.

10.

bit order. This is the address the interface currently responds
to. This address may be different fromthe built-in address used
to derive the Interface ldentifier, because of privacy or security
(e.g., of neighbor discovery) considerations.

Mul ti cast Address Mapping

The functionality in this section MJUST only be used in a mesh-enabl ed
LoOWPAN. An | Pv6 packet with a nmulticast destination address (DST),
consisting of the sixteen octets DST[1l] through DST[16], is
transnitted to the followi ng 802.15.4 16-bit nulticast address:

0 1
0123456789012345
T T S S S i S S S S
|1 0 O] DST[ 15] * | DST[ 16] |
s T i S S S STl S U S &

Fi gure 8

Here, DST[15]* refers to the last 5 bits in octet DST[15], that is,
bits 3-7 within DST[15]. The initial 3-bit pattern of "100" foll ows
the 16-bit address format for nulticast addresses (Section 12).

This allows for multicast support within 6LOWPAN networks, but the
full specification of such support is out of the scope of this
docunent. Exanple nechanisnms are: flooding, controlled flooding,
uni casting to the PAN coordinator, etc. It is expected that this
woul d be specified by the different nesh routing nechani sns.

Header Conpression

There is nuch published and in-progress standardi zati on work on
header compression. Neverthel ess, header conpression for |Pv6 over
| EEE 802.15.4 has differing constraints sunmarized as foll ows:

Exi sting work assumes that there are many fl ows between any two
devices. Here, we assune a very sinple and | ow context flavor of
header conpression. Wereas this works independently of flows
(potentially several), it does not use any context specific to any
flow. Thus, it cannot achieve as much conpression as schenes that
build a separate context for each flow to be conpressed.

Gven the very limted packet sizes, it is highly desirable to
integrate layer 2 with |ayer 3 conpression, sonething
traditionally not done (although now changi ng due to the ROHC
(RObust Header Conpression) working group).
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10.

It is expected that | EEE 802. 15.4 devices will be deployed in

nmul ti-hop networks. However, header conpression in a nmesh departs
fromthe usual point-to-point |ink scenario in which the
conpressor and deconpressor are in direct and excl usive

conmuni cation with each other. In an | EEE 802.15.4 network, it is
hi ghly desirable for a device to be able to send header conpressed
packets via any of its neighbors, with as little prelimnary

cont ext - bui | di ng as possi bl e.

Any new packet formats required by header conpression reuse the basic
packet formats defined in Section 5 by using different dispatch
val ues.

Header conpression may result in alignnent not falling on an octet
boundary. Since hardware typically cannot transmit data in units

| ess than an octet, padding nust be used. Padding is done as
follows: First, the entire series of contiguous conpressed headers is
laid out (this docunent only defines |Pv6 and UDP header conpression
schenmes, but others may be defined el sewhere). Then, zero bits
SHOULD be added as appropriate to align to an octet boundary. This
counteracts any potential msalignment caused by header conpression
so subsequent fields (e.g., non-conpressed headers or data payl oads)
start on an octet boundary and foll ow as usual .

1. Encoding of |Pv6 Header Fields

By virtue of having joined the same 6LOWPAN network, devices share
some state. This nakes it possible to conpress headers without
explicitly building any conpression context state. Therefore,
6LoWPAN header conpression does not keep any flow state; instead, it
relies on information pertaining to the entire link. The follow ng

| Pv6 header val ues are expected to be common on 6LoOWPAN net wor ks, so
the HC1 header has been constructed to efficiently conpress them from
the onset: Version is IPv6; both |IPv6 source and destination
addresses are link local; the IPv6 interface identifiers (bottom 64
bits) for the source or destination addresses can be inferred from
the layer two source and destinati on addresses (of course, this is
only possible for interface identifiers derived froman underlying
802. 15.4 MAC address); the packet length can be inferred either from
| ayer two ("Frame Length" in the | EEE 802.15.4 PPDU) or fromthe
"datagramsi ze" field in the fragnment header (if present); both the
Traffic Cass and the Flow Label are zero; and the Next Header is
UbP, ICWP or TCP. The only field in the I Pv6 header that always
needs to be carried in full is the Hop Limt (8 bits). Depending on
how cl osely the packet nmatches this conmon case, different fields may
not be conpressible thus needing to be carried "in-line" as well
(Section 10.3.1). This comopn | Pv6 header (as nentioned above) can
be conpressed to 2 octets (1 octet for the HCl encoding and 1 octet

Mont enegro, et al. St andards Track [ Page 17]



RFC 4944 | Pv6 over | EEE 802.15.4 Sept ember 2007

for the Hop Linmit), instead of 40 octets. Such a packet is
conpressible via the LONPAN HC1 fornmat by using a Dispatch val ue of
LOANPAN_HC1 foll omed by a LOAPAN HC1 header "HCl encoding” field (8
bits) to encode the different conbinati ons as shown below. This
header may be preceded by a fragnmentation header, which may be
preceded by a nesh header.

1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| HC1 encoding | Non- Conpressed fields follow..
T S o T s T T o S T il sl S T R S i i

Figure 9: LOAPAN HC1l (common conpressed header encodi ng)
As can be seen below (bit 7), an HC2 encoding may foll ow an HCl
octet. In this case, the non-conpressed fields follow the HC2
encoding field (Section 10. 3).

The address fields encoded by "HCL encoding" are interpreted as
foll ows:

Pl: Prefix carried in-line (Section 10.3.1).

PC. Prefix conpressed (link-local prefix assuned).

I1: Interface identifier carried in-line (Section 10.3.1).

IC. Interface identifier elided (derivable fromthe correspondi ng
link-layer address). |If applied to the interface identifier of
either the source or destination address when routing in a nmesh
(Section 11), the corresponding link-layer address is that
found in the "Mesh Addressing” field (Section 5.2).

The "HCLl encoding" is shown below (starting with bit 0 and endi ng at
bit 7):

| Pv6 source address (bits 0 and 1):

00: PI, I
01: PI, IC
10:  PC, 11
11: PC, IC
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10.

| Pv6 destination address (bits 2 and 3):

00: PI, I
01: PI, IC
10:  PC, 11
11: PC, IC

Traffic Cass and Fl ow Label (bit 4):

0: not conpressed; full 8 bits for Traffic Cass and 20 bits
for Flow Label are sent

1: Traffic Class and Fl ow Label are zero
Next Header (bits 5 and 6):

00: not conpressed; full 8 bits are sent

01: UDP
10: 1Qw
11: TCP

HC2 encodi ng(bit 7):
0: No nore header conpression bits

1. HCl encoding inmediately followed by nore header conpression
bits per HC2 encoding format. Bits 5 and 6 determni ne which
of the possible HC2 encodings apply (e.g., UDP, ICWP, or TCP
encodi ngs) .

2. Encoding of UDP Header Fields

Bits 5 and 6 of the LOAPAN HCl1 al |l ows conpressing the Next Header
field in the |1 Pv6 header (for UDP, TCP, and |ICWP). Further
conpressi on of each of these protocol headers is also possible. This
section explains how the UDP header itself may be conpressed. The
HC2 encoding in this section is the HC UDP encoding, and it only
applies if bits 5 and 6 in HCL indicate that the protocol that
follows the IPv6 header is UDP. The HC UDP encoding (Figure 10)

all ows conpressing the following fields in the UDP header: source
port, destination port, and length. The UDP header’s checksumfield
is not conpressed and is therefore carried in full. The schene
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defined bel ow all ows conpressing the UDP header to 4 octets instead
of the original 8 octets.

The only UDP header field whose value may be deduced frominformation
avail abl e el sewhere is the Length. The other fields nust be carried
in-line either in full or in a partially conpressed manner

(Section 10.3.2).

1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| HC_UDP encodi ng| Fields carried in-line follow. ..
T S o T s T T o S T il sl S T R S i i

Figure 10: HC UDP (UDP common conpressed header encodi ng)

The "HC_UDP encodi ng" for UDP is shown below (starting with bit 0 and
ending at bit 7):

UDP source port (bit 0):

0: Not conpressed, carried "in-line" (Section 10.3.2)

1. Conpressed to 4 bits. The actual 16-bit source port is
obt ai ned by calculating: P + short_port value. The val ue of
P is the nunber 61616 (OxFOBO). The short_port is expressed
as a 4-bit value which is carried "in-line" (Section 10. 3. 2)

UDP destination port (bit 1):

0: Not conpressed, carried "in-line" (Section 10.3.2)

1. Conpressed to 4 bits. The actual 16-bit destination port is
obt ai ned by calculating: P + short_port value. The val ue of
P is the nunber 61616 (OxFOBO). The short_port is expressed
as a 4-bit value which is carried "in-line" (Section 10. 3. 2)

Length (bit 2):

0: not conpressed, carried "in-line" (Section 10.3.2)

1. conpressed, length conmputed fromI|Pv6 header |ength
information. The value of the UDP length field is equal to
the Payl oad Length fromthe | Pv6 header, minus the | ength of
any extensi on headers present between the | Pv6 header and
t he UDP header.

Reserved (bit 3 through 7)
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10.

10.

10.

11.

3.  Non- Conpressed Fiel ds
3.1. Non-Conpressed | Pv6 Fields

This schene allows the | Pv6 header to be conpressed to different
degrees. Hence, instead of the entire (standard) |Pv6 header, only
non- conpressed fields need to be sent. The subsequent header (as
specified by the Next Header field in the original |IPv6 header)

i medi ately foll ows the | Pv6 non-conpressed fi el ds.

Unconpressed | Pv6 addressing is described by a dispatch type
containing an | Pv6 dispatch value followed by the unconpressed |Pv6
header. This dispatch type may be preceded by additional LoWPAN
headers.

The non-conpressed IPv6 field that MJST be al ways present is the Hop
Limt (8 bits). This field MIST always follow the encoding fields
(e.g., "HCl1 encoding"” as shown in Figure 9), perhaps including other
future encoding fields). Qher non-conpressed fields MJST follow the
Hop Limit as inplied by the "HC1 encoding"” in the exact sane order as
shown above (Section 10.1): source address prefix (64 bits) and/or
interface identifier (64 bits), destination address prefix (64 bits)
and/or interface identifier (64 bits), Traffic Cass (8 bits), Flow
Label (20 bits) and Next Header (8 bits). The actual next header
(e.g., UDP, TCP, ICWP, etc) follows the non-conpressed fields.

3.2. Non-Conpressed and Partially Conpressed UDP Fiel ds

This schene all ows the UDP header to be conpressed to different
degrees. Hence, instead of the entire (standard) UDP header, only
non- conpressed or partially conpressed fields need to be sent.

The non-conpressed or partially conpressed fields in the UDP header
MUST al ways follow the | Pv6 header and any of its associated in-Iline
fields. Any UDP header in-line fields present MJUST appear in the
sane order as the corresponding fields appear in a normal UDP header
[ RFCO768], e.g., source port, destination port, length, and checksum
If either the source or destination ports are in "short_port"
notation (as indicated in the conpressed UDP header), then instead of
taking 16 bits, the inline port nunbers take 4 bits.

Franme Delivery in a Link-Layer Mesh

Even though 802.15.4 networks are expected to commonly use nesh
routing, the | EEE 802. 15. 4- 2003 specification [ieee802.15.4] does not

define such capability. |In such cases, Full Function Devices (FFDs)
run an ad hoc or nmesh routing protocol to populate their routing
tabl es (outside the scope of this docunent). |In such nesh scenari o0s,
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two devices do not require direct reachability in order to

conmuni cate. O these devices, the sender is known as the
"Originator", and the receiver is known as the "Final Destination".
An originator device may use other internedi ate devices as forwarders
towards the final destination. |In order to achieve such frame
delivery using unicast, it is necessary to include the |ink-Iayer
addresses of the originator and final destinations, in addition to

t he hop-by-hop source and destination

This section defines howto effect delivery of layer 2 franes in a
mesh, given a target "Final Destination" |ink-Ilayer address.

Mesh delivery is enabled by including a Mesh Addressi ng header prior
to any other headers of the LoWPAN encapsul ation (Section 5), an
unfragnmented and fragnmented header; a full-blown |IPv6 header; or a
conpressed | Pv6 header as per Section 10 or any others defined

el sewhere.

If a node wishes to use a default nesh forwarder to deliver a packet
(i.e., because it does not have direct reachability to the
destination), it MJST include a Mesh Addressing header with the
originator’s link-layer address set to its own, and the fina
destination’ s link-layer address set to the packet’s ultimate
destination. It sets the source address in the 802.15.4 header to
its own |ink-layer address, and puts the forwarder’s |ink-Iayer
address in the 802.15.4 header’s destination address field. Finally,
it transnits the packet.

Simlarly, if a node receives a frame with a Mesh Addressi ng header,
it nmust | ook at the Mesh Addressing header’s "Final Destination”
field to determne the real destination. |If the node is itself the
final destination, it consunmes the packet as per nornal delivery. |If
it is not the final destination, the device then reduces the "Hops
Left" field, and if the result is zero, discards the packet.

O herwi se, the node consults its link-layer routing table, determnes
what the next hop towards the final destination should be, and puts
that address in the destination address field of the 802.15.4 header.
Finally, the node changes the source address in the 802.15.4 header
toits own |link-layer address and transnits the packet.

Whereas a node nust participate in a nesh routing protocol to be a
forwarder, no such requirenent exists for sinply using nmesh
forwarding. Only "Full Function Devices" (FFDs) are expected to
participate as routers in a nesh. "Reduced Function Devices" (RFDs)
limt thenselves to discovering FFDs and using themfor all their
forwarding, in a manner sinmlar to how IP hosts typically use default
routers to forward all their off-link traffic. For an RFD using nesh
delivery, the "forwarder" is always the appropriate FFD
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11.

12.

1. LoWPAN Broadcast

Addi ti onal mesh routing functionality is encoded using a routing
header inmmediately followi ng the Mesh header. |In particular, a
broadcast header consists of a LOANPAN BCO di spatch followed by a
sequence nunber field. The sequence nunber is used to detect
dupli cate packets (and hopefully suppress them

1
0123456789012345
T S S T i (e ST Y S S
| O] 1| LOAPAN_BCO | Sequence Nunber |
T S S T i (e ST Y S S

Fi gure 11: Broadcast Header
Field definitions are as foll ows:

Sequence Nunber: This 8-bit field SHALL be increnented by the
ori gi nator whenever it sends a new nmesh broadcast or multicast
packet. Full specification of howto handle this field is out of
the scope of this docunent.

Further inplications of such nmesh-layer broadcast, e.g., whether it
maps to a controlled flooding mechanismor its role in, say, topol ogy
di scovery, is out of the scope of this docunent.

Addi tional nesh routing capabilities, such as specifying the nmesh
routing protocol, source routing, and so on nay be expressed by
defining additional routing headers that precede the fragnentation or
addressi ng header in the header stack. The full specification of
such nmesh routing capabilities are out of the scope of this docunent.

| ANA Consi der ati ons

This docunent creates two new | ANA registries, as discussed bel ow
Future assignnents in these registries are to be coordinated via | ANA
under the policy of "Specification Required" [RFC2434]. It is
expected that this policy will allow for other (non-IETF)

organi zations to nore easily obtain assignhnents.

This docunent creates a new | ANA registry for the Dispatch type field
shown in the header definitions in Section 5. This docunent defines
the val ues | Pv6, LOANPAN HCl header conpression, BCO broadcast and two
escape patterns (NALP to indicate not a LOAPAN frane and ESC to al | ow
addi ti onal dispatch bytes). This docunent defines this field to be 8
bits long. The val ues 00xxxxxx being reserved and not used, allows
for a total of 192 different val ues, which should be nore than
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enough. |If header conpression formats in addition to HClL are defined
or if additional TCP, ICWMP HC2 formats are defined, it is expected
that these will use reserved dispatch values foll owi ng LONPAN _HC1.

If additional mesh delivery formats are defined these will use
reserved val ues foll ow ng LOAPAN_BCO.

This docunent creates a new | ANA registry for the 16-bit short
address fields as used in 6LOWPAN packets.

0 1
0123456789012345
T S S R T i s ST Y S S
| 16-bit short Address |
T S S R T i s ST Y S S

Fi gure 12

This registry MJST include the addresses Oxffff (16-bit broadcast
address accepted by all devices currently listening to the channel)
and Oxfffe as defined in [ieee802.15.4]. Additionally, within
6LOoWPAN net wor ks, 16-bit short addresses MJST foll ow this format
(referring to bit fields in the order fromO to 7), where "x" is a
pl ace hol der for an unspecified bit val ue:

Range 1, OXXXXXXXXXXXXXXX: The first bit (bit 0) SHALL be zero if
the 16-bit address is a unicast address. This |eaves 15 bits for
t he actual address.

Range 2, 100XXXXXXXXXXXxX: Bits 0, 1, and 2 SHALL follow this
pattern if the 16-bit address is a nulticast address (see
Section 9). This leaves 13 bits for the actual nulticast address.

Range 3, 101xXXXXXXXXXXXXX: This pattern for bits 0, 1, and 2 is
reserved. Any future assignnent shall follow the policy nentioned
above.

Range 4, 110XXXXXXXXXXXXX: This pattern for bits 0, 1, and 2 is
reserved. Any future assignnent shall follow the policy nentioned
above.

Range 5, 11IXXXXXXXXXXXXX: This pattern for bits 0, 1, and 2 is

reserved. Any future assignnent shall follow the policy nentioned
above.
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13.

14.

Security Considerations

The nethod of derivation of Interface Identifiers fromEU -64 MAC
addresses is intended to preserve gl obal uni queness when possi bl e.
However, there is no protection fromduplication through accident or
forgery.

Nei ghbor Di scovery in | EEE 802.15.4 |inks nmay be susceptible to
threats as detailed in [RFC3756]. Mesh routing is expected to be
conmon in | EEE 802.15.4 networks. This inplies additional threats

due to ad hoc routing as per [KW3]. |EEE 802.15.4 provides sone
capability for link-layer security. Users are urged to nake use of
such provisions if at all possible and practical. Doing so wll

alleviate the threats stated above.

A si zeabl e portion of |EEE 802.15.4 devices is expected to al ways
comuni cate within their PAN (i.e., within their link, in IPv6
terms). |In response to cost and power consunption considerations,
and in keeping with the | EEE 802. 15. 4 nodel of "Reduced Function
Devi ces" (RFDs), these devices will typically inplenent the mninum
set of features necessary. Accordingly, security for such devices
may rely quite strongly on the nechani snms defined at the |ink |ayer
by | EEE 802.15.4. The latter, however, only defines the Advanced
Encryption Standard (AES) nodes for authentication or encryption of
| EEE 802. 15.4 franes, and does not, in particular, specify key
managenent (presumably group oriented). Qher issues to address in
real deploynments relate to secure configuration and managenent.
Whereas such a conplete picture is out of the scope of this docunent,
it is inperative that | EEE 802. 15.4 networks be depl oyed with such
considerations in nmind. O course, it is also expected that some

| EEE 802. 15. 4 devices (the so-called "Full Function Devices", or
"FFDs") will inplenent coordination or integration functions. These
may conmuni cate regularly with off-link 1Pv6 peers (in addition to
the nmore common on-1ink exchanges). Such |Pv6 devices are expected
to secure their end-to-end comunications with the usual mechani sns
(e.g., IPsec, TLS, etc).
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Appendix A.  Alternatives for Delivery of Franes in a Mesh

Before settling on the nechanismfinally adopted for delivery in a
mesh (Section 11), several alternatives were considered. |In addition
to the hop-by-hop source and destination |ink-layer addresses,
delivering a packet in a LoWPAN nmesh requires the end-to-end
originator and destination addresses. These could be expressed
either as layer 2 or as layer 3 (i.e., IP ) addresses. |In the latter
case, there would be no need to provide any additional header support
in this docunment (i.e., within the LoOWPAN header itself). The |ink-
| ayer destination address would point to the next hop destination
address while the | P header destination address would point to the
final destination (IP) address (possibly nultiple hops away fromthe
source), and simlarly for the source addresses. Thus, while
forwardi ng data, the single-hop source and destination addresses
woul d change at each hop (al ways pointing to the node doing the
forwardi ng and the "best" next |ink-layer hop, respectively), while
the source and destination |IP addresses woul d remai n unchanged.
Notice that if an I P packet is fragnented, the individual fragnments
may arrive at any node out of order. |If the initial fragnent (which
contains the I P header) is delayed for sone reason, a node that
receives a subsequent fragment would lack the required information

It would be forced to wait until it receives the |IP header (within
the first fragnment) before being able to forward the fragnment any
further. This inposes sonme additional buffering requirenents on

i nternmedi ate nodes. Additionally, such a specification would only
work for one type of LOWPAN payload: IPv6. 1In general, it would have
to be adapted for any other payl oad, and would require that payl oad
to provide its own end-to-end addressing information.

On the other hand, the approach finally followed (Section 11) creates
a nesh at the LoWPAN | ayer (below | ayer 3). Accordingly, the |ink-

| ayer originator and final destination address are included wthin
the LoWPAN header. This enabl es nmesh delivery for any protocol or
application | ayered on the LoWPAN adaptation |ayer (Section 5). For

| Pv6 as supported in this docunent, another advantage of expressing
the originator and final destinations as |ayer 2 addresses is that
the | Pv6 addresses can be conpressed as per the header conpression
specified in Section 10. Furthernore, the nunber of octets needed to
mai ntain routing tables is reduced due to the smaller size of

802. 15. 4 addresses (either 64 bits or 16 bits) as conpared to | Pv6
addresses (128 bits). A disadvantage is that applications on top of

| P do not address packets to |link-1ayer destination addresses, but to
| P (layer 3) destination addresses. Thus, given an |IP address, there
is a need to resolve the corresponding |ink-layer address.
Accordingly, a nmesh routing specification needs to clarify the

Nei ghbor Di scovery inplications, although in sone special cases, it
may be possible to derive a device's address at layer 2 fromits
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address at layer 3 (and vice versa). Such conplete specification is
outsi de the scope of this docunent.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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