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Abstract
Thi s docunent defines a Sinple Mail Transport Protocol (SMIP)
ext ensi on whereby an SMIP client may indicate an authentication
mechanismto the server, perform an authentication protocol exchange,
and optionally negotiate a security layer for subsequent protocol
interactions during this session. This extension includes a profile
of the Sinple Authentication and Security Layer (SASL) for SMIP.

Thi s docunment obsol etes RFC 2554.
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1. Introduction

Thi s docunent defines a Sinple Mail Transport Protocol (SMIP)

ext ensi on whereby an SMIP client may indicate an authentication
mechanismto the server, perform an authentication protocol exchange,
optionally negotiate a security layer for subsequent protocol
interactions during this session and, during a mail transaction,
optionally specify a muail box associated with the identity that
submtted the nessage to the nail delivery system

This extension includes a profile of the Sinple Authentication and
Security Layer (SASL) for SMIP

When conpared to RFC 2554, this docunment deprecates use of the 538
response code, adds a new Enhanced Status Code, adds a requirenment to
support SASLprep profile for preparing authorization identities,
reconmends use of RFC 3848 transmnission types in the Received trace
header field, and clarifies interaction with SMIP Pl PELI NI NG

[ PI PELI NI NG ext ensi on.

2. How to Read This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

In exanples, "C:" and "S:" indicate |ines sent by the client and
server, respectively.
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3. The Authentication Service Extension

1. The nane of this [ SMIP] service extension is "Authentication".

2. The EHLO keyword val ue associated with this extension is "AUTH'.

3. The AUTH EHLO keyword contai ns as a paraneter a space-separated
list of the nanes of available [SASL] nechanisns. The list of
avai |l abl e nmechani sns MAY change after a successful STARTTLS
comand [ SMIP-TLS] .

4. A new [ SMIP] verb "AUTH' is defined.

5. An optional parameter using the keyword "AUTH' is added to the
MAI L FROM conmand, and extends the maxi mumline length of the
MAI L FROM command by 500 characters.

6. This extension is appropriate for the subm ssion protocol
[ SUBM T] .

4. The AUTH Conmmand

AUTH nechani sm [initial -response]

Argunent s:
mechani sm A string identifying a [ SASL] authentication
mechani sm
initial-response: An optional initial client response. |If

present, this response MJUST be encoded as described in Section
4 of [BASE64] or contain a single character "=".

Restrictions:
After an AUTH command has been successfully conpl eted, no nore
AUTH conmands may be issued in the sane session. After a
successful AUTH command conpl etes, a server MJST reject any
further AUTH conmands with a 503 reply.

The AUTH command is not pernmitted during a mail transaction.
An AUTH comand i ssued during a nail transaction MJUST be
rejected with a 503 reply.

Di scussi on:
The AUTH command initiates a [ SASL] authenticati on exchange
between the client and the server. The client identifies the
SASL nechanismto use with the first paranmeter of the AUTH
command. |If the server supports the requested authentication
mechanism it perforns the SASL exchange to authenticate the
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user. Optionally, it also negotiates a security layer for
subsequent protocol interactions during this session. |If the
request ed aut henticati on mechanismis invalid (e.g., is not
supported or requires an encryption layer), the server rejects
the AUTH command with a 504 reply. |If the server supports the
[ ESMIP- CODES] extension, it SHOULD return a 5.5.4 enhanced
response code.

The SASL aut hentication exchange consists of a series of
server challenges and client responses that are specific to
the chosen [ SASL] mechani sm

A server challenge is sent as a 334 reply with the text part
contai ning the [ BASE64] encoded string supplied by the SASL
mechani sm This chall enge MUST NOT contain any text other
than the BASE64 encoded chal | enge.

A client response consists of a line containing a [ BASE64]
encoded string. |If the client wishes to cancel the

aut henti cation exchange, it issues a line with a single "*".
If the server receives such a response, it MJST reject the
AUTH command by sending a 501 reply.

The optional initial response argunment to the AUTH command i s
used to save a round-trip when using authentication nmechani sns
that support an initial client response. |If the initial
response argunent is omitted and the chosen nechani smrequires
an initial client response, the server MJST proceed as defined

in Section 5.1 of [SASL]. |In SMIP, a server challenge that
contains no data is defined as a 334 reply with no text part.
Note that there is still a space followi ng the reply code, so

the conplete response line is "334 ".

Note that the AUTH conmand is still subject to the line length
l[imtations defined in [SMIP]. If use of the initial response
argunment woul d cause the AUTH command to exceed this |ength,
the client MJUST NOT use the initial response paraneter (and

i nstead proceed as defined in Section 5.1 of [SASL]).

If the client is transnmitting an initial response of zero
length, it MJST instead transmt the response as a single
equals sign ("="). This indicates that the response is
present, but contains no data.

If the client uses an initial-response argunent to the AUTH

command with a SASL nechani smin which the client does not
begin the authentication exchange, the server MJST reject the
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AUTH conmand with a 501 reply. Servers using the enhanced
stat us codes extension [ ESMIP- CODES] SHOULD return an enhanced
status code of 5.7.0 in this case.

If the server cannot [ BASE64] decode any client response, it
MUST reject the AUTH command with a 501 reply (and an enhanced

status code of 5.5.2). |If the client cannot BASE64 decode any
of the server’s challenges, it MJST cancel the authentication
using the "*" response. |In particular, servers and clients

MUST reject (and not ignore) any character not explicitly

al | oned by the BASE64 al phabet, and MJST reject any sequence
of BASE64 characters that contains the pad character ('=")
anywhere other than the end of the string (e.g., "=AAA" and
"AAA=BBB" are not all owed).

Note that these [BASE64] strings can be rmuch | onger than
normal SMIP conmands. Cients and servers MJST be able to
handl e the maxi nrum encoded si ze of chall enges and responses
generated by their supported authentication nechanisns. This
requi rement i s independent of any line length limtations the
client or server may have in other parts of its protocol

i mpl enentation. (At the time of witing of this docunent,
12288 octets is considered to be a sufficient line I ength
linmt for handling of deployed authentication nechani sns.)

If, during an authentication exchange, the server receives a
line that is longer than the server’s authentication buffer
the server fails the AUTH command with the 500 reply. Servers
usi ng the enhanced status codes extension [ ESMIP- CODES] SHOULD
return an enhanced status code of 5.5.6 in this case.

The authorization identity generated by this [ SASL] exchange
is a "sinple usernane” (in the sense defined in [ SASLprep]),
and both client and server SHOULD (*) use the [ SASLprep]
profile of the [StringPrep] algorithmto prepare these nanes
for transm ssion or conparison. |f preparation of the

aut hori zation identity fails or results in an enpty string
(unless it was transmitted as the enpty string), the server
MUST fail the authentication

(*) Note: Future revision of this specification may change this
requirement to MUST. Currently, the SHOULD is used in order to
avoi d breaking the majority of existing inplenmentations.

If the server is unable to authenticate the client, it SHOULD reject
the AUTH command with a 535 reply unless a nore specific error code
is appropriate. Should the client successfully conplete the
exchange, the SMIP server issues a 235 reply. (Note that the SMIP
protocol doesn’t support the SASL feature of returning additional
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data with a successful outcone.) These status codes, along with
others defined by this extension, are discussed in Section 6 of this
docunent .

If a security layer is negotiated during the SASL exchange, it takes
effect for the client on the octet imediately follow ng the CRLF
that concludes the | ast response generated by the client. For the
server, it takes effect immediately followi ng the CRLF of its success

reply.

Wien a security layer takes effect, the SMIP protocol is reset to the
initial state (the state in SMIP after a server issues a 220 service
ready greeting). The server MJST di scard any know edge obtained from
the client, such as the EHLO argument, which was not obtained from
the SASL negotiation itself. Likew se, the client MJUST discard any
know edge obtained fromthe server, such as the |list of SMIP service
ext ensi ons, which was not obtained fromthe SASL negotiation itself.
(Note that a client MAY conpare the adverti sed SASL mechani sns before
and after authentication in order to detect an active down-
negoti ati on attack).

The client SHOULD send an EHLO conmmand as the first command after a
successful SASL negotiation that results in the enabling of a
security |ayer

When an entity (whether it is the client or the server end) is
sendi ng data, and both [TLS] and SASL security layers are in effect,
the TLS encodi ng MJUST be applied after the SASL encodi ng, regardl ess
of the order in which the layers were negoti ated.

The service nanme specified by this protocol’s profile of SASL is
"smp". This service nane is also to be used for the [ SUBM T]
pr ot ocol .

If an AUTH conmand fails, the client MAY proceed wi thout

aut hentication. Alternatively, the client MAY try another

aut henti cati on nmechani smor present different credentials by issuing
anot her AUTH

Note: A server inplenentation MIUST inplenment a configuration in which
it does NOT permit any plaintext password nechani snms, unless either
the STARTTLS [ SMIP-TLS] conmand has been negoti ated or sone ot her
mechani smthat protects the session from password snoopi ng has been
provided. Server sites SHOULD NOT use any configuration which
permits a plaintext password nechani sm wi thout such a protection
mechani sm agai nst password snoopi ng.
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To ensure interoperability, client and server inplenentations of this
extensi on MJST inplenment the [PLAIN] SASL nechani smrunning over TLS
[TLS] [SMIP-TLS]. See also Section 15 for additional requirenments on
i npl enentati ons of [PLAIN] over [TLS]

Note that many existing client and server inplenentations inplenent
CRAM MD5 [ CRAM MD5] SASL nechanism In order to ensure
interoperability with depl oyed software, new inpl enentati ons MAY

i npl enent it; however, inplenentations should be aware that this SASL
nmechani sm doesn’t provi de any server authentication. Note that at
the time of witing of this docunent the SASL Wrking Goup is
wor ki ng on several replacenent SASL nechani sns that provide server
aut henti cati on and ot her features.

When the AUTH conmand is used together with the [Pl PELI NI NG
extension, it MJST be the |last conmmand in a pipelined group of
commands. The only exception to this rule is when the AUTH comrand
contains an initial response for a SASL nechanismthat allows the
client to send data first, the SASL nechanismis known to conplete in
one round-trip, and a security layer is not negotiated by the client.
Two exanpl es of such SASL nmechani sms are PLAIN [ PLAIN] and EXTERNAL

[ SASL] .

4.1. Exanpl es

Here is an exanple of a client attenpting AUTH using the [ PLAIN] SASL
mechani sm under a TLS | ayer, and making use of the initial client
response:

220-snt p. exanpl e. com ESMIP Ser ver

EHLO cl i ent. exanpl e. com

250-sm p. exanpl e.com Hel l o client. exanpl e. com

250- AUTH GSSAPI DI GEST- MD5

250- ENHANCEDSTATUSCODES

250 STARTTLS

STARTTLS

220 Ready to start TLS
TLS negoti ati on proceeds, further conmands
protected by TLS | ayer

EHLO cl i ent. exanpl e. com

250-sm p. exanpl e.com Hel l o client. exanpl e. com

250 AUTH GSSAPI DI GEST- MD5 PLAI N

AUTH PLAI N dGvzdABOZXNOADEY Mz Q=

235 2.7.0 Authentication successfu

WONLLOLNLOW

WONWwo

Here is another client that is attenpting AUTH PLAI N under a TLS
layer, this tine without the initial response. Parts of the
negoti ati on before the TLS | ayer was established have been om tted:
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TLS negoti ati on proceeds, further conmmands
protected by TLS | ayer
EHLO cl i ent. exanpl e. com
250- sm p. exanpl e.com Hel l o client. exanpl e.com
250 AUTH GSSAPI DI GEST- MD5 PLAIN
. AUTH PLAI N
(note: there is a single space following the 334
on the follow ng |ine)
S: 334
C. dGvzdABOZXNOADEy Mz Q=
S: 235 2.7.0 Authentication successful

OO

Here is an exanpl e using CRAM MD5 [ CRAM MD5], a mechani smin which
the client does not begin the authentication exchange, and includes a
server chall enge:

220- sm p. exanpl e. com ESMIP Ser ver

EHLO cli ent. exanpl e. com

250- sm p. exanpl e.com Hel l o client. exanpl e.com

250- AUTH DI GEST- MD5 CRAM MD5

250- ENHANCEDSTATUSCODES

250 STARTTLS

AUTH CRAM NMD5

334 PDQxOTI 5NDI zNDEUMTIT 4M gONzJAc291cmNl ZmBlci 5hbnmRyZXcuY211Lnvk
dT4=

cnpzMyBl YzNhNTI nZWQz OTVh YEx ZWWR Mz Y3 Yz RrNGE OMAFj VA==
235 2.7.0 Authentication successful

Here is an exanple of a client attenpting AUTH EXTERNAL under TLS,
using the derived authorization ID (and thus a zero-length initial
client response).

220-snt p. exanpl e. com ESMIP Ser ver
EHLO cl i ent. exanpl e. com
250- sm p. exanpl e.com Hel l o client. exanpl e.com
250- AUTH GSSAPI DI GEST- MD5
250- ENHANCEDSTATUSCODES
250 STARTTLS
STARTTLS
220 Ready to start TLS
TLS negoti ati on proceeds, further conmands
protected by TLS | ayer
EHLO cl i ent. exanpl e. com
250- sm p. exanpl e.com Hel l o client. exanpl e.com
250 AUTH EXTERNAL GSSAPI DI GEST-MD5 PLAIN
AUTH EXTERNAL =
235 2.7.0 Authentication successful
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5. The AUTH Parameter to the MAIL FROM command
AUTH=mai | box

Argunent s:
A <mai | box> (see Section 4.1.2 of [SMIP]) that is associated
with the identity that subnitted the nmessage to the delivery
system or the two character sequence "<>" indicating such an
identity is unknown or insufficiently authenticated. To conply
with restrictions inposed on ESMIP paraneters, the <mail box> is
encoded inside an xtext. The syntax of an xtext is described in
Section 4 of [ESMIP-DSN|

Not e:
For the purposes of this discussion, "authenticated identity"
refers to the identity (if any) derived fromthe authorization
identity of previous AUTH comuand, while the terns "authorized
identity" and "supplied <nail box>" refer to the sender identity
that is being associated with a particul ar nessage. Note that
one authenticated identity nay be able to identify nessages as
bei ng sent by any nunber of authorized identities within a
single session. For exanple, this nay be the case when an SMIP
server (one authenticated identity) is processing its queue
(many nessages with distinct authorized identities).

Di scussi on:
The optional AUTH paraneter to the MAIL FROM command al | ows
cooperating agents in a trusted environnent to comuni cate the
aut hori zation identity associated wi th individual nessages.

If the server trusts the authenticated identity of the client to
assert that the nessage was originally subnitted by the supplied
<mai | box>, then the server SHOULD supply the same <mail box> in
an AUTH paraneter when relaying the nessage to any ot her server
whi ch supports the AUTH extensi on.

For this reason, servers that advertise support for this

ext ensi on MJUST support the AUTH parameter to the MAIL FROM
command even when the client has not authenticated itself to the
server.

A MAI L FROM paraneter of AUTH=<> indicates that the original
subnitter of the message is not known. The server MJST NOT
treat the nmessage as having been originally subnitted by the
authenticated identity that resulted fromthe AUTH command.
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If the AUTH paraneter to the MAIL FROM conmmand is not supplied,
the client has authenticated, and the server believes the
nessage i s an original submission, the server MAY generate a
<mai | box> fromthe user’s authenticated identity for use in an
AUTH par anet er when relaying the nessage to any server which
supports the AUTH extension. The generated <mail box> is

i mpl ementation specific, but it MUST conformto the syntax of
[SMIP]. If the inplenmentation cannot generate a valid
<mai | box>, it MJST transmit AUTH=<> when rel aying this nessage.

If the server does not sufficiently trust the authenticated
identity of the client, or if the client is not authenticated,
then the server MJST behave as if the AUTH=<> paraneter was
supplied. The server MAY, however, wite the value of any
supplied AUTH paraneter to a log file.

I f an AUTH=<> paraneter was supplied, either explicitly or due
to the requirenent in the previous paragraph, then the server
MUST supply the AUTH=<> paraneter when relaying the nmessage to
any server which it has authenticated to using the AUTH

ext ensi on.

A server MAY treat expansion of a mailing list as a new

subni ssion, setting the AUTH paraneter to the mailing |ist
address or mailing |list adm nistration address when rel aying the
nessage to list subscribers.

Note that an inplenmentation which is hard-coded to treat al
clients as being insufficiently trusted is conpliant with this
specification. 1In that case, the inplenentati on does nothing
nore than parse and discard syntactically valid AUTH paraneters
to the MAIL FROM commrand, and supply AUTH=<> paraneters to any
servers that it authenticates to.

5.1. Exanples

An exanpl e where the original identity of the sender is trusted and
known:

C. MAIL FROM <e=nt2@xanpl e. con> AUTH=e+3Dnt2@xanpl e. com
S: 250 K

One exanpl e where the identity of the sender is not trusted or is
ot herwi se bei ng suppressed by the client:

C. MAIL FROM <j ohn+@xanpl e. or g> AUTH=<>
S: 250 X
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6.

St at us Codes

The followi ng error codes may be used to indicate various success or
failure conditions. Servers that return enhanced status codes
[ ESMIP- CODES] SHOULD use the enhanced codes suggested here.

235 2.7.0 Authentication Succeeded

This response to the AUTH command i ndi cates that the authentication
was successful

432 4.7.12 A password transition is needed

This response to the AUTH command i ndi cates that the user needs to
transition to the selected authentication mechanism This is
typically done by authenticating once using the [ PLAIN

aut henti cati on mechanism The sel ected nmechani sm SHOULD t hen work
for authentications in subsequent sessions.

454 4.7.0 Tenporary authentication failure

This response to the AUTH command i ndi cates that the authentication
failed due to a tenporary server failure. The client SHOULD NOT
pronpt the user for another password in this case, and should instead
notify the user of server failure.

534 5.7.9 Authentication nechanismis too weak

This response to the AUTH command i ndi cates that the sel ected

aut henti cati on nmechani smis weaker than server policy permts for
that user. The client SHOULD retry with a new authentication
mechani sm

535 5.7.8 Authentication credentials invalid

This response to the AUTH command i ndicates that the authentication
failed due to invalid or insufficient authentication credentials. 1In
this case, the client SHOULD ask the user to supply new credentials
(such as by presenting a password di al og box).

500 5.5.6 Authentication Exchange line is too |ong

This response to the AUTH command i ndi cates that the authentication
failed due to the client sending a [ BASE64] response that is |onger
than the nmaxi mum buffer size available for the currently sel ected
SASL nechani sm
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530 5.7.0 Authentication required

This response SHOULD be returned by any comand ot her than AUTH
EHLO, HELO NOOP, RSET, or QUI T when server policy requires

aut hentication in order to performthe requested action and

aut hentication is not currently in force.

538 5.7.11 Encryption required for requested authentication
nmechani sm

This response to the AUTH command i ndi cates that the sel ected

aut henti cati on nmechani sm may only be used when the underlying SMIP
connection is encrypted. Note that this response code is docunented
here for historical purposes only. Modern inplenentati ons SHOULD NOT
adverti se nechanisns that are not permtted due to |lack of

encryption, unless an encryption |ayer of sufficient strength is
currently being enpl oyed.

Thi s docunent adds several new enhanced status codes to the |i st
defined i n [ ENHANCED :

The followi ng 3 Enhanced Status Codes were defined above:

5.7.8 Authentication credentials invalid
5.7.9 Authentication nechanismis too weak
5.7.11 Encryption required for requested authentication mechani sm

X. 5.6 Aut henti cati on Exchange line is too |ong

Thi s enhanced status code SHOULD be returned when the server fails

t he AUTH command due to the client sending a [ BASE64] response which
is longer than the maxi mum buffer size available for the currently
sel ected SASL nechanism This is useful for both permanent and
persistent transient errors.

7. Additional Requirenents on Servers

As described in Section 4.4 of [SMIP], an SMIP server that receives a
nmessage for delivery or further processing MJST insert the

"Recei ved: " header field at the begi nning of the nmessage content.
Thi s docunent places additional requirenents on the content of a
generated "Received:" header field. Upon successful authentication

a server SHOULD use the "ESMIPA" or the "ESMIPSA" [ SMIP-TT] (when
appropriate) keyword in the "with" clause of the Received header
field.
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Synt ax

The followi ng syntax specification uses the Augnented Backus- Naur
ation as specified in [ABNF]. Non-terminals referenced but
ned bel ow are as defined by [ABNF] or [SASL]. The non-

not defi
t er m nal

<mai | box> is defined in [ SMIP]

Except as noted otherw se, all al phabetic characters are case-

i nsensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.
hexchar = "+" HEXDI G HEXDI G
xchar = %&21-2A | %2C-3C/ W%3E-T7TE
7, US-ASCIlI except for "+", "=", SP, and CTL
Xt ext = *(xchar / hexchar)
7, non-US-ASCIl is only allowed as hexchar
aut h- command = "AUTH' SP sasl-mech [SP initial-response]
*(CRLF [ base64]) [CRLF cancel -response]
CRLF
;; <sasl-nech> is defined in [ SASL]
aut h- par am = "AUTH=" xt ext
;; Paranmeter to the MAIL FROM conmand.
;7 This non-terminal conplies with
7, syntax defined by esntp-param [ SMIP] .
:: The decoded form of the xtext MJST be
;; either a <nmail box> or the two
;; characters "<>"
base64 = base64-terninal /

base64- char

conti

( 1*(4base64-char) [base64-termnminal] )

ALPHA / DQET / "+" [ "I"
;; Case-sensitive

base64-term nal = (2base64-char "==") / (3base64-char "=")
nue-req = "334" SP [base64] CRLF
7, Internmediate response to the AUTH
;; conmmand.
;7 This non-terminal conplies with
;; syntax defined by Reply-line [ SMIP].
& Mel ni kov St andar ds Track
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9.

initial-response= base64 / "=

cancel -response = "*"
Security Considerations
Security issues are discussed throughout this neno.

If a client uses this extension to get an encrypted tunnel through an
i nsecure network to a cooperating server, it needs to be configured
to never send mail to that server when the connection is not nutually
aut henticated and encrypted. Oherw se, an attacker could steal the
client’s mail by hijacking the [ SMIP] connection and either
pretendi ng the server does not support the Authentication extension
or causing all AUTH comrands to fail.

Bef ore the [ SASL] negoti ati on has begun, any protocol interactions
are perfornmed in the clear and nmay be nodified by an active attacker.
For this reason, clients and servers MJST di scard any know edge
obtained prior to the start of the SASL negotiation upon the
establishment of a security |ayer.

Thi s nechani sm does not protect the TCP port, so an active attacker
may redirect a relay connection attenpt (i.e., a connection between
two Mail Transfer Agents (MIAs)) to the subnission port [SUBM T].
The AUTH=<> paraneter prevents such an attack from causing a rel ayed
nmessage and, in the absence of other envel ope authentication, from
pi cking up the authentication of the relay client.

A message subm ssion client may require the user to authenticate
whenever a suitable [SASL] nmechanismis advertised. Therefore, it
may not be desirable for a submnission server [SUBMT] to advertise a
SASL nmechani sm when use of that mechanismgrants the clients no
benefits over anonynous subni ssion.

Servers MAY inpl enent a policy whereby the connection is dropped
after a nunber of failed authentication attenpts. |f they do so,
t hey SHOULD NOT drop the connection until at least 3 attenpts to
aut henti cate have fail ed.

If an inplenmentati on supports SASL nechani sns that are vulnerable to
passi ve eavesdroppi ng attacks (such as [PLAIN]), then the

i npl erent ati on MJST support at |east one configurati on where these
SASL nmechani snms are not advertised or used wi thout the presence of an
external security layer such as [TLS]
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10.

11.

This extension is not intended to replace or be used instead of end-
to-end nessage signature and encryption systens such as [S/M Mg or
[PGP]. This extension addresses a different problemthan end-to-end
systens; it has the foll owi ng key differences:

1. It is generally useful only within a trusted encl ave.

2. 1t protects the entire envel ope of a nmessage, not just the
nmessage’ s body.

3. It authenticates the nessage subm ssion, not authorship of the
nessage content.

4. \Wen nutual authentication is used along with a security |ayer
it can give the sender sone assurance that the nessage was
successfully delivered to the next hop

Addi ti onal security considerations are nmentioned in the [ SASL]
specification. Additional security considerations specific to a
particul ar SASL nechani sm are described in the rel evant
specification. Additional security considerations for [PLAIN] over
[TLS] are nentioned in Section 15 of this docunent.

| ANA Consi der ati ons

| ANA updated the entry for the "smtp" SASL protocol name to point at
this docunent.

| ANA updated the registration of the Authentication SMIP service
extension as defined in Section 3 of this docunment. This registry is
currently located at <http://ww.iana.org/assi gnnents/mail -

par anet er s>
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Addi ti onal Requirenents Wien Using SASL PLAIN over TLS

This section is normative for SMIP inplenmentations that support SASL
[ PLAIN] over [TLS].

If an SMIP client is willing to use SASL PLAIN over TLS to
authenticate to the SMIP server, the client verifies the server
certificate according to the rules of [X509]. |If the server has not
provi ded any certificate, or if the certificate verification fails,
the client MUST NOT attenpt to authenticate using the SASL PLAI N
mechani sm

After a successful [TLS] negotiation, the client MJUST check its
under st andi ng of the server hostnanme agai nst the server’s identity as
presented in the server Certificate nessage, in order to prevent
man-in-the-nmiddle attacks. |If the match fails, the client MJST NOT
attenpt to authenticate using the SASL PLAIN nmechanism Matching is
perfornmed according to the foll owing rules:

The client MJST use the server hostnane it used to open the
connection as the value to conpare agai nst the server nane as
expressed in the server certificate. The client MUST NOT use
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any formof the server hostnanme derived froman insecure renote
source (e.g., insecure DNS | ookup). CNAME canonicalization is
not done.

If a subject AltNane extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

Mat ching i s case-insensitive.

A "*" wldcard character MAY be used as the |eftnost nane
conponent in the certificate. For exanple, *.exanple.com would
mat ch a. exanpl e. com foo. exanple.com etc., but would not match
exanpl e. com

If the certificate contains nultiple nanmes (e.g., nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

15. Changes since RFC 2554
1. darified that servers MJST support the use of the AUTH=nmi | box
paraneter to MAIL FROM even when the client is not
aut henti cat ed.

2. Carified the initial-client-send requirenments, and give
addi ti onal exanpl es.

3. Updated references to newer versions of various specifications.
4. Required SASL PLAIN (over TLS) as mandatory-to-inpl enent.

5. darified that the nmechanismlist can change.

6. Deprecated the use of the 538 response code.

7. Added the use of the SASLprep profile for preparing authorization
identities.

8. Substantial cleanup of response codes and indi cated suggested
enhanced response codes. Al so indicated what response codes
should result in a client pronpting the user for new credential s.

9. Updated ABNF section to use RFC 4234.

10. darified interaction with SMIP Pl PELI Nl NG ext ensi on

11. Added a reference to RFC 3848.

Si embor ski & Mel ni kov St andards Track [ Page 18]



RFC 4954 SMIP Service Extension for Authentication July 2007
12. Added a new Enhanced Status Code for "authentication line too
| ong" case.
13. O her general editorial clarifications.
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