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Abstract

Thi s docunent describes a nethodol ogy for deploying alternate, non-
backwar ds- conpati bl e, DNS Security (DNSSEC) nethodol ogies in an
experinmental fashion w thout disrupting the deploynent of standard
DNSSEC.
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1. Overview

Hi storically, experinmentation with DNSSEC al ternatives has been a
probl enati c endeavor. There has typically been a desire to both

i nt roduce non-backwar ds-conpati bl e changes to DNSSEC and to try these
changes on real zones in the public DNS. This creates a problem when
the change to DNSSEC woul d make all or part of the zone using those
changes appear bogus (bad) or otherw se broken to existing security-
awar e resol vers.

Thi s docunent describes a standard net hodol ogy for setting up DNSSEC
experinments. This methodol ogy addresses the issue of coexistence

wi th standard DNSSEC and DNS by using unknown algorithmidentifiers
to hide the experinental DNSSEC protocol nodifications from standard
security-aware resol vers.

2. Definitions and Terni nol ogy

Throughout this docunent, famliarity with the DNS system (RFC 1035
[5]) and the DNS security extensions (RFC 4033 [2], RFC 4034 [3], and
RFC 4035 [4]) is assuned.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

3. Experinents

When di scussi ng DNSSEC experinments, it is necessary to classify these
experiments into two broad categories:

Backwar ds- Conpati bl e: descri bes experinmental changes that, while not
strictly adhering to the DNSSEC st andard, are nonethel ess
interoperable with clients and servers that do inplenent the
DNSSEC st andar d.

Non- Backwar ds- Conpati bl e: descri bes experinments that woul d cause a
standard security-aware resolver to (incorrectly) determ ne that
all or part of a zone is bogus, or to otherw se not interoperate
with standard DNSSEC clients and servers.

Not included in these terns are experinents with the core DNS
protocol itself.

The met hodol ogy described in this docunment is not necessary for

backwar ds- conpati bl e experinents, although it certainly may be used
i f desired.
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4.

Met hod

The core of the nethodology is the use of strictly unknown al gorithm
identifiers when signing the experinental zone, and nore inportantly,
havi ng only unknown algorithmidentifiers in the DS records for the
del egation to the zone at the parent.

Thi s techni que works because of the way DNSSEC-conpliant validators
are expected to work in the presence of a DS set with only unknown
algorithmidentifiers. From RFC 4035 [4], Section 5.2:

If the validator does not support any of the algorithns listed in
an authenticated DS RRset, then the resolver has no supported

aut hentication path leading fromthe parent to the child. The
resol ver should treat this case as it would the case of an

aut henti cated NSEC RRset proving that no DS RRset exists, as
descri bed above.

And further:
If the resolver does not support any of the algorithnms listed in
an authenticated DS RRset, then the resolver will not be able to
verify the authentication path to the child zone. 1In this case,

the resolver SHOULD treat the child zone as if it were unsigned.

Al t hough this behavior isn't strictly mandatory (as marked by MJST),
it isunlikely for a validator to inplenment a substantially different
behavior. Essentially, if the validator does not have a usable chain
of trust to a child zone, then it can only do one of two things:
treat responses fromthe zone as insecure (the recomended behavior),
or treat the responses as bogus. |If the validator chooses the
latter, this will both violate the expectation of the zone owner and
def eat the purpose of the above rule. However, with local policy, it
is within the right of a validator to refuse to trust certain zones
based on any criteria, including the use of unknown signing

al gori thms.

Because we are tal ki ng about experinents, it is RECOMVENDED t hat
private al gorithm nunbers be used (see RFC 4034 [3], Appendix A 1.1.
Note that secure handling of private algorithnms requires special
handi ng by the validator logic. See "Clarifications and

| npl ement ati on Notes for DNSSEChis" [6] for further details.)

Normal |y, instead of actually inventing new signing algorithnms, the
recommended path is to create alternate algorithmidentifiers that
are aliases for the existing, known algorithnms. Wile, strictly
speaking, it is only necessary to create an alternate identifier for
the mandatory algorithns, it is suggested that all optional defined
al gorithnms be aliased as well.
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It is RECOWENDED that for a particular DNSSEC experinment, a
particul ar domai n nane base is chosen for all new al gorithms, then
the al gorithm nunber (or nane) is prepended to it. For exanple, for
experinment A, the base name of "dnssec-experinment-a.exanple.com is
chosen. Then, aliases for algorithns 3 (DSA) and 5 (RSASHAl) are
defined to be "3.dnssec-experinment-a. exanpl e. com' and
"5.dnssec- experi nent - a. exanpl e. conf. However, any uni que identifier
will suffice.

Using this nmethod, resolvers (or, nore specifically, DNSSEC
validators) essentially indicate their ability to understand the
DNSSEC experinment’s semanti cs by understandi ng what the new al gorithm
identifiers signify.

This nethod creates two classes of security-aware servers and
resolvers: servers and resolvers that are aware of the experinent
(and thus recogni ze the experinment’s algorithmidentifiers and
experimental semantics), and servers and resolvers that are unaware
of the experinent.

This nethod al so precludes any zone from being both in an experi nent
and in a classic DNSSEC i sl and of security. That is, a zone is
either in an experinment and only possible to validate experinentally,
or it is not.

5. Defining an Experi nent

The DNSSEC experinment MJST define the particular set of (previously
unknown) algorithmidentifiers that identify the experinment and

defi ne what each unknown al gorithmidentifier nmeans. Typically,

unl ess the experinent is actually experinenting with a new DNSSEC
algorithm this will be a mapping of private algorithmidentifiers to
exi sting, known al gorithns.

Normal |y the experinent will choose a DNS nane as the al gorithm
identifier base. This DNS nane SHOULD be under the control of the
aut hors of the experinment. Then the experiment will define a mapping

bet ween known nmandat ory and optional algorithms into this private
algorithmidentifier space. Alternately, the experinment MAY use the
bj ect Identifier (OD) private algorithm space instead (using

al gorithm nunber 254), or MAY choose non-private al gorithm nunbers,
al though this would require an |1 ANA al |l ocati on

For exampl e, an experinment mght specify in its description the DNS
nane "dnssec-experinment-a.exanpl e.com as the base name, and decl are
that "3.dnssec-experinment-a.exanple.com' is an alias of DNSSEC
algorithm 3 (DSA), and that "5.dnssec-experinent-a.exanple.conl is an
alias of DNSSEC al gorithm5 (RSASHAL).
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Resol vers MJST only recogni ze the experinment’s semantics when present
in a zone signed by one or nore of these algorithmidentifiers. This
is necessary to isolate the semantics of one experinment from any
others that the resol ver m ght understand.

In general, resolvers involved in the experinment are expected to
understand both standard DNSSEC and the defined experinmental DNSSEC
protocol, although this isn't required.

6. Considerations
There are a nunber of considerations with using this nethodol ogy.

1. If an unaware validator does not correctly followthe rules laid
out in RFC 4035 (e.g., the validator interprets a DNSSEC record
prior to validating it), or if the experinment is broader in scope
that just nodifying the DNSSEC semantics, the experinent may not
be sufficiently masked by this technique. This nay cause
uni nt ended resolution fail ures.

2. It will not be possible for security-aware resol vers unaware of
the experinent to build a chain of trust through an experinental
zone.

7. Use in Non-Experinents

Thi s general nethodol ogy MAY be used for non-backwards conpati bl e
DNSSEC protocol changes that start out as or becone standards. In
this case

0 The protocol change SHOULD use public | ANA allocated al gorithm
identifiers instead of private algorithmidentifiers. This wll
help identify the protocol change as a standard, rather than an
experi nent.

0 Resol vers MAY recogni ze the protocol change in zones not signed
(or not solely signed) using the new algorithmidentifiers.

8. Security Considerations

Zones using this methodol ogy will be considered insecure by al

resol vers except those aware of the experinment. It is not generally
possible to create a secure del egation froman experinental zone that
will be followed by resolvers unaware of the experinment.

| mpl enenters should take into account any security issues that may
result fromenvironnents being configured to trust both experinental
and non-experinmental zones. |If the experinental zone is nore
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vul nerable to attacks, it could, for exanple, be used to pronote
trust in zones not part of the experinent, possibly under the control
of an attacker.
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
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Intell ectual Property
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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