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Abstract

Thi s docunent discusses issues with the specific formof |Pv6-I1Pv4
protocol translation nechani sminplenented by the Network Address
Transl ator - Protocol Translator (NAT-PT) defined in RFC 2766. These
i ssues are sufficiently serious that recommendi ng RFC 2766 as a
general purpose transition nmechanismis no |onger desirable, and this
docunent reconmends that the | ETF should reclassify RFC 2766 from
Proposed Standard to Hi storic status.
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1. Introduction

The Network Address Translator - Protocol Transl ator (NAT-PT)
docunment [RFC2766] defines a set of network-Ilayer translation
nmechani sns desi gned to all ow nodes that only support I1Pv4 to

comuni cate with nodes that only support IPv6, during the transition
to the use of IPv6 in the Internet.

[ RFC2766] specifies the basic NAT-PT, in which only addresses are
transl ated, and the Network Address Port Translator - Protocol
Transl ator (NAPT-PT), which also translates transport identifiers,
allowing for greater econonmy of scarce |Pv4 addresses. Protocol
translation is perforned using the Stateless IP/1CVP Transl ation
Algorithm (SI1T) defined in [RFC2765]. In the follow ng di scussion
where the term "NAT-PT" is used unqualified, the discussion applies
to both basic NAT-PT and NAPT-PT. "Basic NAT-PT" will be used if
points apply to the basic address-only transl ator.

A nunber of previous docunments have raised issues with NAT-PT. This
docunment will summarize these issues, note several other issues
carried over fromtraditional |Pv4d NATs, and identify sone additional
i ssues that have not been di scussed el sewhere. Proposed solutions to
the issues are nentioned and any resulting need for changes to the
specification is identified.

Whereas NAT is seen as an ongoi ng capability that is needed to work
around the limted availability of globally unique |Pv4 addresses,
NAT- PT has a different status as a transition nechanismfor |Pv6. As
such, NAT-PT should not be allowed to constrain the devel opnent of

| Pv6 applications or inpose limtations on future devel opnents of

| Pv6.

Thi s docunent draws the conclusion that the technical and operational
difficulties resulting fromthese issues, especially the possible
future constraints on the devel opnment of |IPv6 networks (see

Section 5), nake it undesirable to recommend NAT-PT as described in

[ RFC2766] as a general purpose transition mechani smfor

i nt ercomuni cati on between | Pv6 networks and | Pv4 networ ks.

Al t hough the [ RFC2766] form of packet translation is not generally
applicable, it is likely that in sone circunstances a node that can
only support IPv4 will need to conmunicate with a node that can only
support 1 Pv6; this needs a translation nechani smof sone kind.

Al though this may be better carried out by an application-|evel proxy
or transport-layer translator, there nmay still be scenarios in which
a revised, possibly restricted version of NAT-PT can be a suitable
sol ution; accordingly, this docunment recomrends that the | ETF should
reclassify RFC 2766 from Proposed Standard to Historic status to
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avoid it frombeing used in inappropriate scenarios while any
repl acenment is devel oped.

The followi ng docunents relating directly to NAT-PT have been
reviewed while drafting this docunent:

0 Network Address Translation - Protocol Translation (NAT-PT)
[ RFC2766]

0o Stateless IP/ICVWP Translation Algorithm (SII1T) [ RFC2765]
0 NAT-PT Applicability Statenment [ NATP-APP]

0 |Issues with NAT-PT DNS ALG (Application Layer Gateway) in RFC 2766
[ DNS- ALG | SSUES]

0 NAT-PT DNS ALG Sol utions [DNS- ALG SCOL]
0 NAT-PT Security Considerations [ NATPT- SEC]
0 |Issues when Transl ating between | Pv4 and | Pv6 [ TRANS- | SSUES]

o I|Pv6-1Pv4 Transl ati on Mechanism for S| P-Based Services in Third
Generation Partnership Project (3GPP) Networks [3GPP- TRANS]

0 Analysis on IPv6 Transition in 3GPP Networks [ RFC4215]

o Considerations for Mbile I P Support in NAT-PT [ NATPT- MOB]

0o An IPv6-1Pv4 Milticast Translator based on Internet G oup
Managenent Protocol / Milticast Listener Discovery (IGW/ M.D)
Proxying (ntp) [ MIP]

0 An IPv4-1Pv6 Milticast Gateway [ MCASTGW

0 Scal abl e mMNAT-PT Sol ution [ MJL- NATPT]

Because the majority of the docunents containing discussions of the

i ssues are docunents that are unlikely to becone RFCs, the issues are

sunmari zed here to avoid the need for normative references.

Sone additional issues can be inferred from corresponding i ssues

known to exist in 'traditional’ |1Pv4 NATs. The follow ng docunents
are rel evant:
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0 Protocol Conplications with the I P Network Address Transl ator
[ RFC3027]

0 | P Network Address Transl ator (NAT) Terninol ogy and Consi derati ons
[ RFC2663]

There is sone anbiguity in [RFC2766] about whether the Application
Layer Gateway (ALG for DNS (referred to as DNS-ALG in this docunent)
is an integral and nmandatory part of the specification. The
anbiguity arises mainly fromthe first section of the applicability
section (Section 8), which appears to inply that 'sinple’ use of

NAT- PT coul d avoid the use of the DNS-ALG

This is inmportant because a nunber of the major issues arise fromthe
i nteractions between DNS and NAT-PT. However, detailed inspection of
[ RFC2766] shows that the 'sinple case has not been worked out and it
i s unclear how i nformati on about the address translation could be
passed to the hosts in the absence of the DNS-ALG  Therefore, this
docunment assunes that the DNS-ALG is an integral part of NAT-PT;
accordingly, issues with the DNS-ALG nust be considered as issues for
t he whol e specification

Note that issues not specifically related to the use of the DNS-ALG
will apply to any network-layer translation scheme, including any
based on the SIIT algorithm [RFC2765]. In the event that new forns
of a translator are developed as alternatives to NAT-PT, the generic
i ssues relevant to all 1Pv6-1Pv4 translators should be borne in m nd.

| ssues raised with IPv6-1Pv4 translators in general and NAT-PT in
particul ar can be categorized as foll ows:

0 |Issues that are independent of the use of a DNS-ALG and are,
therefore, applicable to any formof an |Pv6-1Pv4 translator:

* Disruption of all protocols that enbed I P addresses (and/or
ports) in packet payloads or apply integrity mechani sns using
| P addresses (and ports).

* |lnability to redirect traffic for protocols that |ack
demul ti pl exing capabilities or are not built on top of specific
transport-1layer protocols in situations where one NAPT-PT is
translating for nmultiple | Pv6 hosts.

* Requirenent for applications to use keepalive nmechanisns to

wor karound connectivity issues caused by premature NAT-PT state
ti meout.
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* Loss of information due to inconpatible semantics between | Pv4
and | Pv6 versions of headers and protocols.

* Need for additional state and/or packet reconstruction in
NAPT- PT transl ators dealing with packet fragmentation

* Interaction with SCTP and mnul ti hom ng

* Need for NAT-PT to act as proxy for correspondent node when
| Pv6 node is nobile, with consequent restrictions on nobility.

* NAT-PT not being able to handle nulticast traffic.

0 |Issues that are exacerbated by the use of a DNS-ALG and are,
therefore, also applicable to any formof an | Pv6-1Pv4 transl ator:

* Constraints on network topol ogy.

* Scalability concerns together with introduction of a single
point of failure and a security attack nexus.

* Lack of address mappi hg persistence: Some applications require
address retention between sessions. The user traffic will be
disrupted if a different mapping is used. The use of the DNS-
ALG to create address nappings with limted lifetines neans
that applications nust start using the address shortly after
the mapping is created, as well as keep it alive once they
start using it.

* Creation of a DoS (Denial of Service) threat relating to
exhaustion of nenory and address/port pool resources on the
transl ator.

0o Issues that result fromthe use of a DNS-ALG and are, therefore,
specific to NAT-PT as defined in [ RFC2766] :

* Address selection issues when either the internal or externa
hosts inplenment both |IPv4 and | Pv6.

* Restricted validity of translated DNS records: a transl ated
record may be forwarded to an application that cannot use it.

* | nappropriate translation of responses to A queries fromlPv6
nodes.
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2.

2.

* Address selection issues and resource consunption in a DNS-ALG
with nmulti-addressed nodes.

* Limtations on DNS security capabilities when using a DNS-ALG

Section 2, Section 3 and Section 4 discuss these groups of issues.
Section 5 exami nes the consequences of deployi ng NAT-PT for
application devel opers and the long termeffects of NAT-PT (or any
formof generally deployed | Pv6-1Pv4 translator) on the further
devel opnent of | Pve6.

The term nol ogy used in this docunent is defined in [ RFC2663],
[ RFC2766] , and [ RFC3314].

| ssues Unrelated to an DNS-ALG
1. Issues with Protocols Enbedding | P Addresses

It is well known fromwork on | Pv4d NATs (see Section 8 of [ RFC2663]
and [ RFC3027]) that the large class of protocols that enbed nuneric
| P addresses in their payloads either cannot work through NATs or
require specific ALGs as helpers to translate the payloads in line
with the address and port translations. The sane set of protocols
cannot pass through NAT-PT. The problemis exacerbated because the
| Pv6 and | Pv4 addresses are of different Iengths, so that packet

I engths as well as packet contents are altered. [RFC2766] describes
the consequences as part of the description of the FTP ALG  Sinilar
wor kar ounds are needed for all protocols with enbedded | P addresses
that run over TCP transports.

The issues raised in Sections 2 and 3 of [RFC2663], relating to the
aut hentication and encryption with NAT, are also applicable to
NAT- PT.

I mpl enenting a suite of ALGs requires that NAT-PT equi prent includes
the logic for each of the relevant protocols. Mst of these
protocols are continuously evolving, requiring continual and

coordi nated updates of the ALGs to keep themin step

Assumi ng that the NAT-PT contains a colocated ALG for one of the
rel evant protocols, the ALG could replace the enbedded | P addresses
and ports. However, this replacenent can only happen if no
cryptographic integrity mechanismis used and the protocol nessages
are sent in the clear (i.e., not encrypted).

A possi bl e workaround relies on the NAT-PT being party to the
security association used to provide authentication and/or
encryption. NAT-PT would then be aware of the cryptographic
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al gorithnms and keys used to secure the traffic. It could then nodify
and re-secure the packets; this would certainly conplicate network
operations and provide additional points of security vulnerability.

Unl ess UDP encapsul ation is used for |Psec [RFC3498], traffic using
| Psec AH (Aut hentication Header), in transport and tunnel node, and
| Psec ESP (Encapsul ating Security Payload), in transport node, is
unable to be carried through NAT-PT without termnminating the security
associ ations on the NAT-PT, due to their usage of cryptographic
integrity protection.

A related issue with DNS security is discussed in Section 4.5.
2.2. NAPT-PT Redirection |Issues

Section 4.2 of [RFC3027] discusses problens specific to RSVP and
NATs, one of which is actually a nore generic problemfor all port
translators. Wen several end-hosts are using a single NAPT-PT box,
protocols that do not have a denultiplexing capability sinlar to
transport-1layer port nunbers may be unable to work through NAPT-PT
(and any other port translator) because there is nothing for NAPT-PT
to use to identify the correct binding.

This type of issue affects | Psec encrypted packets where the
transport port is not visible (although it mght be possible to use
the Security Paraneter Index (SPlI) as an alternative denultiplexer),
and protocols, such as RSVP, which are carried directly in IP
datagrans rather than using a standard transport-Ilayer protocol such
as TCP or UDP. In the case of RSVP, packets going fromthe |Pv4
domain to the I Pv6 domain do not necessarily carry a suitable

demul tiplexing field, because the port fields in the flow identifier
and traffic specifications are optional

Several ad hoc workarounds could be used to solve the demultipl exing
i ssues, however in nobst cases these solutions are not docunented
anywhere, which could lead to non-determ ni stic and undesirabl e
behavi or (for exanple, such workarounds often assume particul ar
network topol ogies, etc., in order to function correctly; if the
assunptions are not net in a deploynent, the workaround nay not work
as expected).

This issue is closely related to the fragnentation issue described in
Section 2.5.

2.3. NAT-PT Binding State Decay

NAT- PT will generally use dynanically created bindings to reduce the
need for | Pv4 addresses both for basic NAT-PT and NAPT-PT. Both
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basi ¢ NAT- PT and NAPT-PT use soft state nechanisns to manage the
address and, in the case of NAPT-PT, port pools are used for
dynamically created address bindings. This allows all types of

NAT- PT boxes to operate autononously w thout requiring clients to
signal, either inplicitly or explicitly, that a binding is no |onger
required. In any case, wthout soft state tinmeouts, network and
application unreliability would inevitably lead to | eaks, eventually
causi ng address or port pool exhausti on.

For a dynami c binding to persist for |longer than the soft state
ti meout, packets nmust be sent periodically fromone side of the
NAT-PT to the other (the direction is not specified by the NAT-PT

specification). |If no packets are sent in the proper direction, the
NAT- PT binding will not be refreshed and the application connection
will be broken. Hence, all applications need to naintain their

NAT- PT bi ndings during long idle periods by incorporating a keepalive
mechani sm whi ch may not be possible for |egacy systens.

Al so, [RFC2766] does not specify how to choose tinmeouts for bindings.
As discussed in [RFC2663] for traditional NATs, selecting suitable
values is a matter of heuristics, and coordinating with application
expectations may be inpossible.

2.4. Loss of Information through Inconpatible Semantics

NAT- PT reuses the SII T header and protocol translations defined in
[ RFC2765]. M snatches in semantics between | Pv4 and | Pv6 versions
can lead to loss of informati on when packets are translated. Three
i ssues arising fromthis are:

0 There is no equivalent in IPv4d for the flow | abel field of the
| Pv6 header. Hence, any special treatnent of packets based on
fl ow | abel patterns cannot be propagated into the | Pv4 domain.

0 |Pv6 extension headers provide flexibility for future inprovenents
in the I P protocol suite and new headers that do not have
equi valents in I Pv4 may be defined. In practice, some existing
extensi ons such as routing headers and nobility extensions are not
transl at abl e.

0 As described in Section 2.2 of [NATP-APP], there are no
equivalents in IPv6 for sonme | CMP(v4) nessages, while for others
(notably the ' Parameter Probleni nessages) the semantics are not
equi val ent. Transl ation of such nessages nmay lead to the |oss of
i nformati on. However, this issue nmay not be very severe because
the error nessages relate to packets that have been transl ated by
NAT- PT rather than by arbitrary packets. |If the NAT-PT is
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functioning correctly, there is, for exanple, no reason why |IPv6
packets wi th unusual extension headers or options should be
gener at ed.

Loss of information in any of these cases could be a constraint to
certain applications.

A related matter concerns the propagation of the Differentiated
Servi ces Code Point (DSCP). NAT-PT and SIIT sinply copy the DSCP
field when translating packets. Accordingly, the IPv4 and | Pv6
domai ns nmust have equi val ent Per-Hop Behaviors for the same code
point, or alternative neans nust be in place to translate the DSCP
bet ween donai ns.

2.5. NAT-PT and Fragnentation

As nentioned in [RFC3027], sinple port translators are unable to
transl ate packet fragnents, other than the first, froma fragnmented
packet, because subsequent fragnents do not contain the port nunber
i nformati on.

This neans that, in general, fragnentation cannot be allowed for any
traffic that traverses a NAPT-PT. One attenpted workaround requires
the NAPT-PT to maintain state information derived fromthe first
fragnent until all fragnments of the packet have transited the
NAPT-PT. This is not a conplete solution because fragment

m sordering could lead to the first fragnent appearing at the NAPT-PT
after later fragnents. Consequently, the NAPT-PT woul d not have the
i nformati on needed to translate the fragnents recei ved before the
first.

Al though it would not be expected in normal operation, NAPT-PT needs
to be proofed against receiving short first fragnents that don’t
contain the transport port nunbers. Note that such packets are a
probl em for nmany forms of stateful packet inspection applied to |IPv6
packets. The current specifications of I1Pv6 do not mandate (1) any
m ni nrum packet size beyond the need to carry the unfragnentabl e part
(which doesn’t include the transport port nunbers) or (2) reassenbly
rules to mnimze the effects of overlapping fragnments. Thus, |Pv6
is open to the sort of attacks described in [RFC1858] and [ RFC3128].

An additi onal concern arises when a fragnmented | Pv4 UDP packet, which
does not have a transport-|layer checksum traverses any type of

NAT- PT box. As described in [RFC2766], the NAT-PT has to reconstruct
the whol e packet so that it can cal culate the checksum needed for the
transl ated | Pv6 packet. This can result in a significant delay to
the packet, especially if it has to be re-fragnmented before

transm ssion on the | Pv6 side.
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I f NAT- PT boxes reassenbled all incom ng fragnented packets (both
fromthe IPv4 and I Pv6 directions) in the sanme way they have to for
unchecksumed | Pv4 UDP packets, this would be a solution to the first
problem The resource cost would be considerable apart fromthe
potential delay problemif the outgoing packet has to be re-
fragmented. In any case, fragnentation would nmean that the NAT-PT
woul d consunme extra nmenory and CPU resources, making the NAT-PT even
| ess scal abl e (see Section 3.2).

Packet reassenbly in a NAT-PT box al so opens up the possibility of
various fragnent-related security attacks. Sonme of these are

anal ogous to attacks identified for IPv4. O particular concernis a
DoS attack based on sending | arge nunbers of small fragnents without
a termnating |ast fragment, which would potentially overload the
reconstruction buffers and consune | arge anounts of CPU resources.

2.6. NAT-PT Interaction with SCTP and Ml ti hom ng

The Stream Control Transnission Protocol (SCTP) [RFC2960] is a
transport protocol, which has been standardi zed since SIIT was
specified. SIIT does not explicitly cover the translation of SCTP,
but SCTP uses transport port nunbers in the sane way that UDP and TCP
do, so simlar techniques can be used when translating SCTP packets.

However, SCTP al so supports mnultihom ng. During connection setup,
SCTP control packets carry enbedded addresses that would have to be
translated. This would also require that the types of the options
fields in the SCTP control packets be changed with consequent changes
to packet length; the transport checksum would al so have to be

recal culated. The ranifications of nultihoming as it mght interact
wi th NAT- PT have not been fully explored. Because of the ’'chunked
nature of data transfer, it does not appear that that state would
have to be nmaintained to relate packets transmitted using the
different I P addresses associated with the connecti on.

Even if these technical issues can be overcone, using SCIP in a

NAT- PT environment may effectively nullify the nultihoni ng advant ages
of SCTP if all the connections run through the same NAT-PT. The
consequences of running a nmultihoned network with separate NAT-PT
boxes associated with each of the 'hones’ have not been fully

expl ored, but one issue that will arise is described in Section 4.4,
SCTP wi |l need an associated "ALG' -- actually a Transport Layer
Gateway -- to handl e the packet payload nodifications. |If it turns

out that that state is required, the state would have to be
di stributed and synchroni zed across several NAT-PT boxes in a
mul ti homed environnent.
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SCTP runni ng through NAT-PT in a nultihoned environnment is al so
i nconpatible with | Psec as described in Section 2. 1.

2.7. NAT-PT as a Proxy Correspondent Node for M Pv6

As discussed in [ NATPT-MOB], it is not possible to propagate Mbile

| Pv6 (M Pv6) control nessages into the |IPv4 domain. According to the
| Pv6 Node Requirenents [RFC4294], |Pv6 nodes should normally be
prepared to support the route optimnization mechani sns needed in a
correspondent node. |f communications froman | Pv6 nobile node are
traversing a NAT-PT, the destination |IPv4 node will certainly not be
abl e to support the correspondent node features needed for route
opti m zati on.

This can be resolved in two ways:

0 The NAT-PT can discard nessages and headers relating to changes of
care-of addresses, including reverse routing checks.
Conmuni cations with the nobile node will continue through the hone
agent without route optimization. This is clearly sub-optinal
but conmuni cation shoul d renain possi bl e.

0 Additional functionality could be inplenmented in the NAT-PT to
allowit to function as a proxy correspondent node for all |Pv4
nodes for which it has bindings. This schenme adds considerably to
the conplexity of NAT-PT. Depending on the routability of the
| Pv6 PREFI X used for translated | Pv4 addresses, it nay also lint
the extent of nobility of the nobile node: all comunications to
the I Pv4 destination have to go through the same NAT-PT, even if
the nobile node noves to a network that does not have direct |Pv6
connectivity with the NAT-PT.

In both cases, the existing NAT-PT specification would need to be
extended to deal with I Pv6 nobile nodes, and neither is a fully
satisfactory sol ution

2.8. NAT-PT and Mul ti cast

SIIT [RFC2765] cannot handle the translation of nulticast packets and
NAT- PT does not discuss a way to map multi cast addresses between | Pv4
and | Pv6. Sone separate work has been done to provide an alternative
mechanismto handle nmulticast. This work uses a separate gateway

t hat understands sonme or all of the relevant nmulticast control and
routing protocols in each domain. It has not yet been carried

t hrough i nto standards.
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3.

3.

A basi ¢ nmechani sm which involves only I1GvwW on the | Pv4 side and MLD
on the IPv6 side, is described in ' An IPv6-1Pv4 Milticast Transl ator
based on | GW/ M.D Proxying (mtp)’ [MIP]. A nore conprehensive
approach, which includes proxying of the nmulticast routing protocols,
is described in "An IPv4 - IPv6 nmulticast gateway’ [MCASTGWN. Both
approaches have several of the issues described in this section,
notably issues with enbedded addresses.

[ NATPT-SEC] identifies the possibility of a multiplicative reflection
attack if the NAT-PT can be spoofed into creating a binding for a
mul ti cast address. This attack would be very hard to nount because
routers should not forward packets with nulticast addresses in the
source address field. However, it highlights the possibility that a
nai vely i mpl emented DNS-ALG coul d create such bindi ngs from spoof ed
DNS responses since [ RFC2766] does not nention the need for checks on
the types of addresses in these responses.

The issues for NAT-PT and nulticast reflect the fact that NAT-PT is
at best a partial solution. Conpleting the translation solution to
cater for nulticast traffic is likely to carry a simlar set of
issues to the current unicast NAT-PT and may open up significant
addi ti onal security risks.

| ssues Exacerbated by the Use of DNS-ALG
1. Network Topol ogy Constraints |Inplied by NAT-PT

Traffic flowinitiators in a NAT-PT environnent are dependent on the
DNS- ALG in the NAT-PT to provide the mapped address needed to

comuni cate with the flow destination on the other side of the

NAT- PT. Whether used for flows initiated in the |1 Pv4 donmain or the

| Pv6 donmin, the NAT-PT has to be on the path taken by the DNS query
sent by the flowinitiator to the rel evant DNS server; otherw se, the
DNS query will not be nodified and the response type will not be
appropri at e.

The inmplication is that the NAT-PT box al so has to be the default

| Pv6 router for the site so that the DNS-ALG is able to exam ne al
DNS requests nade over IPv6. On sites with both IPv6 and dual -stack
nodes, this will result in all traffic flowi ng through the NAT-PT

wi th consequent scal ability concerns.

These constraints are described in nore detail in [DNS-ALG | SSUES].

[ DNS- ALG SOL] proposes a solution for flows initiated fromthe |Pv6
domai n, but it appears that this solution still has issues.
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For 1 Pv6-only clients, the solution requires the use of a DNS server
in the | Pv4 domain, accessed via an | Pv6 address which uses the

NAT- PT PREFI X (see [ RFC2766]). Queries to this server would
necessarily pass through the NAT-PT. Dual-stack hosts woul d use a
separate DNS server accessed through a normal |1Pv6 address. This
renoves the need for the NAT-PT box to be the default |Pv6 gateway
for the domain.

The primary proposal suggests that the IPv6-only clients should use
this DNS server for all queries. This is expensive on NAT-PT
resources because requests relating to hosts with native |IPv6
addresses woul d al so use the NAT-PT DNS-ALG

The alternate suggestion to reduce this burden appears to be fl awed:
if IPv6-only clients are provided with a |list of DNS servers

i ncludi ng both the server accessed via NAT-PT and server(s) accessed
natively via | Pv6, the proposal suggests that the client could avoid
usi ng NAT-PT for hosts that have native |Pv6 addresses.

Unfortunately, for the alternate suggestion, there is no a priori way
in which the initiator can deci de which DNS server to use for a
particular query. 1In the event that the initiator nakes the wong
choice, the DNS query will return an enpty list rather than failing
to respond. Wth standard DNS logic, the initiator will not try
alternative DNS servers because it has received a response. This
means that the solution would consist of always using DNS servers
havi ng the NAT-PT PREFI X. This inposes the burden of always
requiring the DNS RR (Resource Record) [RFC1035] translation

For flows initiated fromthe | Pv4 network, the proposal recommends
that the advertised DNS servers for the | Pv6 network woul d have the
| Pv4 address of the NAT-PT. Again there is no deternministic way to
choose the correct DNS server for each query resulting in the sane
i ssues as were raised for flows initiated fromthe |IPv6 domai n.

Al t hough the engi neering workaround, just described, provides a
partial solution to the topol ogy constraints issue, it nmandates that
DNS queries and responses should still go through a NAT-PT even if
there would normally be no reason to do so. This nmandatory passage
t hrough the NAT-PT for all DNS requests w || exacerbate the other
DNS-rel ated i ssues discussed in Section 3.4 and Section 4.1

3.2. Scalability and Single Point of Failure Concerns
As with traditional NAT, NAT-PT is a bottleneck in the network with

significant scalability concerns. Furthernore, the anchoring of
flows to a particular NAT-PT makes the NAT-PT a potential single
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point of failure in the network. The addition of the DNS-ALG in
NAT- PT further increases the scalability concerns.

Solutions to both problenms have been envi saged using collections of
cooperati ng NAT-PT boxes, but such solutions require coordination and
state synchroni zation, which has not yet been standardi zed and again
adds to the functional and operational conplexity of NAT-PT. One
such solution is described in [ MJL-NATPT].

As with traditional NAT, the concentration of flows through NAT-PT
and the legitimte nodification of packets in the NAT-PT nmake NAT-PTs
enticing targets for security attacks.

3.3. Issues with Lack of Address Persistence

Using the DNS-ALG to create address bindings requires that the

transl ated address returned by the DNS query is used for
conmuni cati ons before the NAT-PT binding state is timed out (see
Section 2.3). Applications will not nornally be aware of this
constraint, which may be different fromthe existing lifetinme of DNS
query responses. This could lead to "difficult to diagnose" problens
wi th applications.

Additionally, the DNS-ALG needs to determine the initial lifetinme of
bindings that it creates. As noted in Section 2.3, this may need to
be deternined heuristically. The DNS-ALG does not know whi ch
protocol the mapping is to be used for, and so needs another way to
determine the initial lifetime. This could be tied to the DNS
response lifetime, but that mnmight open up additional DoS attack
possibilities if very long binding lifetinmes are allowed. Also, the
lifetinme should be adjusted once the NAT-PT deterni nes which protocol
i s being used with the binding.

As with traditional NATs (see Section 2.5 of [RFC3027]), NAT-PT will
nmost likely break applications that require address mapping to be
retai ned across contiguous sessions. These applications require the
I Pv4 to | Pv6 address mapping to be retained between sessions so the
same nmapped address nay be reused for subsequent session

i nteractions. NAT-PT cannot know this requirenent and nmay reassign
the previously used mapped address to different hosts between

sessi ons.

Trying to keep NAT-PT from di scardi ng an address mappi ng woul d
require either a NAT-PT extension protocol that would allow the
application to request the NAT-PT device to retain the mappings, or
an extended ALG (which has all the issues discussed in Section 2.1)
that can interact with NAT-PT to keep the address mappi ng from bei ng
di scarded after a session
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3.4. DoS Attacks on Menory and Address/Port Pools

4.

4.

As discussed in Section 2.3, a NAT-PT may create dynam c NAT

bi ndi ngs, each of which consunmes nmenory resources as well as an
address (or port if NAPT-PT is used) froman address (or port) pool
A nunber of docunents, including [RFC2766] and [ NATPT- SEC] discuss
the possible denial of service (DoS) attacks on basic NAT-PT and
NAPT- PT that would result in a resource depletion associated with
address and port pools. NAT-PT does not specify any authentication
nmechani sns; thus, an attacker nmay be able to create spurious bindings
by spoofing addresses in packets sent through NAT-PT. The attack is
nmore damaging if the attacker is able to spoof protocols with |ong
bi nding tineouts (typically used for TCP).

The use of the DNS-ALG i n NAT-PT introduces another vulnerability
that can result in resource depletion. The attack identified in

[ DNS- ALG | SSUES] exploits the use of DNS queries traversing NAT-PT to
create dynami c bindings. Every time a DNS query is sent through the
NAT- PT, the NAT-PT may create a new basi c NAT-PT or NAPT-PT binding
wi t hout any end-host authentication or authorization nechani sns.

Thi s behavior could lead to a serious DoS attack on both nmenory and
address or port pools. Address spoofing is not required for this
attack to be successful

[ DNS- ALG SOL] proposes to nmitigate the DoS attack by using Access
Control Lists (ACLs) and static binds, which increases the
operational cost and may not al ways be practi cal

The ideal mitigation solution would be to disallow dynamically
created binds until authentication and authorization of the end-host
needi ng the protocol translation has been carried out. This would
require that the proper security infrastructure be in place to
support the authentication and authorization, which increases the
net wor k operational conplexity.

Issues Directly Related to Use of DNS-ALG

1. Address Selection |Issues when Conmunicating with Dual - Stack End-
Host s

[ DNS- ALG | SSUES] di scusses NAT-PT DNS-ALG i ssues with regard to
address selection. As specified in [RFC2766], the DNS-ALG returns
AAAA Resource Records (RRs) fromtwo possible sources, to the | Pv6
host that has nade an AAAA DNS query.

If the query relates to a dual -stack host, the query will return both
the native I Pv6 address(es) and the translated | Pv4 address(es) in
AAAA RRs. Wthout additional information, the |IPv6 host address
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sel ection may pick a translated | Pv4 address instead of selecting the
nore appropriate native | Pv6 address. Under some circunstances, the
address selection algorithms [ RFC3484] will always prefer the

transl ated address over the native |Pv6 address; this is obviously
undesi rabl e.

[ DNS- ALG SOL] proposes a solution that involves nodification to the
NAT- PT specification intended to return only the nost appropriate
address(es) to an | Pv6 capabl e host as described bel ow

0 When a DNS AAAA query traverses the NAT-PT DNS-ALG the NAT-PT
will forward the query to the DNS server in the | Pv4 donain
unchanged, but using |IPv4 transport. The following two results
can occur:

* |If the authoritative DNS server has one or nore AAAA records,
it returns them The DNS-ALG then forwards this response to
the | Pv6 host and does not send an A query as the standard
NAT- PT woul d do.

* OQherwise, if the DNS server does not understand the AAAA query

or has no AAAA entry for the host, it will return an error
The NAT-PT DNS-ALG will intercept the error or enpty return and
send an A query for the same host. |If this query returns an

| Pv4 address, the ALG creates a binding and synthesizes a
correspondi ng AAAA record, which it sends back to the | Pv6
host .

0 The NAT-PT thus forwards the result of the first successful DNS
response back to the end-host or an error if neither succeeds.
Consequently, only AAAA RRs from one source will be provided
instead of two as specified in [RFC2766], and it will contain the
nost appropriate address for a dual -stack or |Pv6-only querier.

There is, however, still an issue with the proposed sol ution

0 The DNS client nmay tinmeout the query if it doesn't receive a
response in tine. This is nore likely than for queries not
passi ng through a DNS ALG because the NAT-PT may have to nake two
separate, sequential queries of which the client is not aware. It
may be possible to reduce the response tinme by sending the two
gueries in parallel and ignoring the result of the A query if the
AAAA returns one or nore addresses. However, it is still
necessary to delay after receiving the first response to determ ne
if a second is coning, which may still trigger the DNS client
ti meout .
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Unfortunately, the two queries cannot be conmbined in a single DNS
request (all known DNS servers only process a single DNS query per
request nessage because of difficulties expressing authoritativeness
for arbitrary conbi nati ons of requests).

An alternative solution would be to allow the | Pv6 host to use the
NAT- PT PREFI X [ RFC2766] within its address selection policies and to
assign it a low selection priority. This solution requires an
automatic configuration of the NAT-PT PREFI X as well as its
integration within the address selection policies. The sinplest way
to integrate this autonmatic configuration would be through a
configuration file downl oad (in case the host or Dynamic Host
Configuration Protocol for IPv6 (DHCPv6) server did not support
vendor options and to avoid a standardi zation effort on the NAT-PT
PREFI X option). This solution does not require any nodification to
t he NAT-PT specification

Nei t her of these solutions resolves a second issue related to address
selection that is identified in [DNS-ALG | SSUES]. Applications have
no way of knowing that the I Pv6 address returned fromthe DNS-ALG i s
not a 'real’ 1Pv6 address, but a translated | Pv4 address. The
application may therefore, be led to believe that it has end-to-end

| Pv6 connectivity with the destination. As a result, the application
may use | Pv6-specific options that are not supported by NAT-PT. This
issue is closely related to the issue described in Section 4.2 and
the discussion in Section 5.

4.2. Non-d obal Validity of Translated RR Records

Sone applications propagate information records retrieved fromDNS to
ot her applications. The published senantics of DNS inply that the
results will be consistent to any user for the duration of the
attached lifetime. RR records translated by NAT-PT violate these
semanti cs because the retrieved addresses are only usable for
conmuni cati ons through the translating NAT-PT.

Applications that pass on retrieved DNS records to other applications
will generally assune that they can rely on the passed on addresses
to be usable by the receiving application. This may not be the case
if the receiving application is on another node, especially if it is
not in the domain served by the NAT-PT that generated the
transl ati on.
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4.3. Inappropriate Translation of Responses to A Queries

Sone applications running on dual -stack nodes nay wi sh to query the
| Pv4 address of a destination. |If the resulting A query passes

t hrough the NAT-PT DNS-ALG the DNS-ALG will translate the response
i nappropriately into a AAAA record using a translated address. This
happens because the DNS-ALG specified in [RFC2766] operates

statel essly and hence has no nenory of the IPv6 query that induced
the A request on the IPv4 side. The default action is to translate
t he response.

The specification of NAT-PT could be nodified to maintain a nininal
state about queries passed through the DNS-ALG and hence to respond
correctly to A queries as well as AAAA queri es.

4.4. DNS-ALG and Mul ti-Addressed Nodes
Many | Pv6 nodes, especially in multihoned situations but also in

singl e homed depl oynents, can expect to have multiple gl oba
addresses. The sane may be true for nmultihonmed | Pv4 nodes.

Responses to DNS queries for these nodes will nornally contain al
these addresses. Since the DNS-ALG in the NAT-PT has no know edge
whi ch of the addresses can or will be used by the application issuing

the query, it is obliged to translate all of them

This could be a significant drain on resources in both basic NAT-PT
and NAPT-PT, as bindings will have to be created for each address.

When using SCTP in a nultihomed network, the problemis exacerbated
if multiple NAT-PTs translate nmultiple addresses. Also, it is not

clear that SCTP will actually look up all the destination IP
addresses via DNS, so that bindings may not be in place when packets
arrive.

4.5. Limtations on Deploynent of DNS Security Capabilities

Secure DNS (DNSSEC) [ RFC4033] uses public key cryptographic signing
to authenticate DNS responses. The DNS-ALG nodifies DNS query
responses traversing the NAT-PT in both directions, which would
invalidate the signatures as (partially) described in Section 7.5 of
[ RFC2766] .

Wor kar ounds have been proposed, such as maki ng the DNS- ALG behave
like a secure DNS server. This would need to be done separately for
both the I1Pv6 and | Pv4 domains. This is operationally very conpl ex
and there is a risk that the server could be mistaken for a
conventional DNS server. The NAT-PT specification would have to be
altered to i npl enent any such wor karound.
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Hence, DNSSEC is not depl oyable in domai ns that use NAT-PT as
currently specified. Wdespread depl oynent of NAT-PT woul d becone a
serious obstacle to the |large scal e depl oynent of DNSSEC

5. Inpact on I Pv6 Application Devel opnent

One of the major design goals for IPv6 is to restore the end-to-end
transparency of the Internet. Therefore, because |IPv6 may be
expected to renove the need for NATs and simlar inpedinments to
transparency, devel opers creating applications to work with | Pv6 may
be tenpted to assune that the conpl ex expedi ents that m ght have been
needed to nake the application work in a 'NATted' |Pv4 environment
are not required.

Consequently, sone classes of applications (e.g., peer-to-peer) that
woul d need special neasures to manage NAT traversal, including
speci al encapsul ations, attention to binding lifetine, and provision
of keepalives, may build in assunptions on whether |IPv6 is being used
or not. Developers would also |ike to exploit additional
capabilities of IPv6 not available in |Pv4.

NAT- PT as specified in [ RFC2766] is intended to work autononously and
be transparent to applications. Therefore, there is no way for
application devel opers to discover that a path contains a NAT-PT.

I f NAT-PT is depl oyed, applications that have assuned a NAT-free | Pv6
envi ronnent nmay break when the traffic passes through a NAT-PT. This
i s bad enough, but requiring devel opers to include speci al
capabilities to work around what is supposed to be a tenporary
transition "aid is even worse. Finally, deploynment of NAT-PT is
likely to inhibit the devel opnent and use of additional |Pv6
capabilities enabled by the flexible extension header systemin | Pv6
packet s.

Sone of these deleterious effects could possibly be alleviated if
applications could discover the presence of NAT-PT boxes on paths in
use, allowi ng the applications to take steps to workaround the

probl ems. However, requiring applications to incorporate extra code
to workaround problenms with a transition aid still seens to be a very
bad i dea: the behavior of the application in native |IPv6 and NAT-PT
environnents would be likely to be significantly different.

6. Security Considerations
Thi s docunent sunmmari zes security issues related to the NAT-PT

[ RFC2766] specification. Security issues are discussed in various
sections:
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0 Section 2.1 discusses how I Psec AH (transport and tunnel node) and
| Psec ESP transport node are broken by NAT-PT (when | Psec UDP
encapsul ation is not used [ RFC3498]) and aut henticati on and
encryption are generally inconpatible w th NAT-PT.

0 Section 2.5 discusses possible fragnentation related security
attacks on NAT- PT.

0 Section 2.8 discusses security issues related to nulticast
addresses and NAT- PT.

0 Section 3.3 highlights that NAT-PT is an enticing nexus for
security attacks.

0 Section 3.4 discusses possible NAT-PT DoS attacks on both nmenory
and address/port pools.

0 Section 4.5 discusses why NAT-PT is inconpatible w th DNSSEC
[ RFC4033] and how depl oynment of NAT-PT may i nhi bit depl oynent of
DNSSEC.

7. Concl usion

Thi s docunent has di scussed a nunber of significant issues with

NAT- PT as defined in [ RFC2766]. From a depl oynent perspective, 3GPP
networks are currently the only ’'standardi sed” scenari o where NAT-PT
is envisaged as a potential nechanismto allow conmuni cation between
an | Pv6-only host and an | Pv4-only host as discussed in the 3GPP | Pv6
transition analysis [RFC4215]. But RFC 4215 recomends that the
generic form of NAT-PT should not be used and that nodified forns
shoul d only be used under strict conditions. Moreover, it documents
a nunber of caveats and security issues specific to 3GPP. In
addi ti on, NAT-PT has seen sone |imted usage for other purposes.

Al t hough sone of the issues identified with NAT-PT appear to have

sol utions, many of the solutions proposed require significant
alterations to the existing specification and would |Iikely increase
operational conplexity. Even if these solutions were applied, we
have shown that NAT-PT still has significant, irresol vable issues and
appears to have linited applicability. The potential constraints on
the devel opnent of |Pv6 applications described in Section 5 are
particularly undesirable. |t appears that alternatives to NAT-PT
exi st to cover the circunstances where NAT-PT has been suggested as a
sol ution, such as the use of application proxies in 3GPP scenario0s

[ RFC4215]

However, it is clear that in some circunstances an | Pv6-1Pv4 protoco
translation solution may be a useful transitional solution,
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particularly in nore constrained situations where the translator is
not required to deal with traffic for a wide variety of protocols
that are not deternmined in advance. Therefore, it is possible that a
nore limted formof NAT-PT could be defined for use in specific

si tuati ons.

Accordi ngly,

we reconmmend that:

o the I ETF no longer suggest its usage as a general |Pv4-1Pv6
transition nechanismin the Internet, and

0o RFC 2766 is noved to Historic status to limt the possibility of
it being deployed i nappropriately.
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