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Abstract
Thi s docunent defines a new optional Internediate Systemto
Intermedi ate System (1S-1S) TLV named CAPABILITY, forned of mnultiple
sub-TLVs, which allows a router to announce its capabilities within
an 1S-1S level or the entire routing donain.
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1. Introduction

There are several situations where it is useful for the IS IS [IS1S]
[IS1S1P] routers to learn the capabilities of the other routers of
their 1S-1S level, area, or routing domain. For the sake of
illustration, three exanples related to MPLS Traffic Engi neering (TE)
are described here:

1. Mesh-group: the setting up of a nesh of TE Label Sw tched Paths
(LSPs) [IS1S-TE] requires sone significant configuration effort.
[ AUTOVESH] proposes an auto-di scovery nechani sm wher eby every
Label Switching Router (LSR) of a nesh advertises its nesh-group
nmenber ship by neans of |1S-1S extensions.

2. Point to Multipoint TE LSP (P2MP LSP). A specific sub-TLV
([ TE-NODE- CAP]) allows an LSR to advertise its Point To Milti point
capabilities ([P2MP] and [ P2MP- REQS]) .

3. Inter-area traffic engineering: Advertisenent of the |IPv4 and/or
the 1Pv6 Traffic Engineering Router |Ds.

The use of IS 1S for Path Conputation El enent (PCE) di scovery nay
al so be considered and will be discussed in the PCE W&

The capabilities nmentioned above require the specification of new
sub-TLVs carried within the CAPABILITY TLV defined in this docunent.

Not e that the exanpl es above are provided for the sake of
illustration. This docunment proposes a generic capability
advertising nechanismthat is not limted to MPLS Traffic
Engi neeri ng.

Thi s docunent defines a new optional 1S 1S TLV naned CAPABI LI TY,
formed of nultiple sub-TLVs, which allows a router to announce its
capabilities within an 1S-1S level or the entire routing domain. The
applications nmentioned above require the specification of new sub-
TLVs carried within the CAPABILITY TLV defined in this docunent.

Definition of these sub-TLVs is outside the scope of this docunent.
1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC 2119].

Vasseur, et al. St andards Track [ Page 2]



RFC 4971 I S-1S Extensions for Advertising Router Info July 2007

2. 1S-1S Router CAPABILITY TLV

The 1S-1S Router CAPABILITY TLV is conposed of 1 octet for the type,
1 octet that specifies the nunber of bytes in the value field, and a
variable length value field that starts with 4 octets of Router |D,
i ndicating the source of the TLV, and followed by 1 octet of flags.

A set of optional sub-TLVs may follow the flag field. Sub-TLVs are
formatted as described in RFC 3784 [IS- 1S TE].

TYPE: 242
LENGTH: from5 to 255
VALUE:

Router 1D (4 octets)
Flags (1 octet)
Set of optional sub-TLVs (0-250 octets)

Fl ags
01234567
N ik St S S
| Reserved |DIS
N ik St S S

Currently two bit flags are defined.

S bit (0x01): If the S bit is set(1l), the 1S 1S Router CAPABILITY TLV
MUST be fl ooded across the entire routing domain. |If the S bit is
not set(0), the TLV MJUST NOT be | eaked between levels. This bit MJST
NOT be altered during the TLV | eaki ng.

D bit (0x02): When the IS 1S Router CAPABILITY TLV is | eaked from
level -2 to level-1, the D bit MIJST be set. Oherwise, this bit MJST
be clear. 1S-1S Router capability TLVs with the D bit set MJST NOT
be | eaked fromlevel-1to level-2. This is to prevent TLV | ooping.

The Router CAPABILITY TLV is OPTIONAL. As specified in Section 3,
nmore than one Router CAPABILITY TLV fromthe sane source MAY be
present.

Thi s docunent does not specify how an application may use the Router

Capability TLV and such specification is outside the scope of this
docunent .
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3.

El enents of Procedure

A router that generates a CAPABILITY TLV MJST have a Router |ID that
is a 32-bit nunber. The ID MIST be unique within the IS IS area. |If
the router generates any capability TLVs with domai n fl oodi ng scope,
then the ID MIST al so be unique within the IS-1S routing donain.

When advertising capabilities with different floodi ng scopes, a
router MJUST originate a mni mumof two Router CAPABILITY TLVs, each
TLV carrying the set of sub-TLVs with the sane fl oodi ng scope. For
instance, if a router advertises two sets of capabilities, Cl and C2,
with an areal/level scope and routing domai n scope respectively, Cl
and C2 being specified by their respective sub-TLV(s), the router
will originate two Router CAPABILITY TLVs:

- One Router CAPABILITY TLV with the S flag cleared, carrying the
sub-TLV(s) relative to Cl. This Router CAPABILITY TLV will not be
| eaked i nto another |evel.

- One Router CAPABILITY TLV with the S flag set, carrying the sub-
TLV(s) relative to C2. This Router CAPABILITY TLV will be | eaked
into other 1S-1S levels. Wen the TLV is leaked fromlevel-2 to
level-1, the Dbit will be set in the |level-1 LSP advertisenment.

In order to prevent the use of stale capabilities, a system MJUST NOT
use a Capability TLV present in an LSP of a systemthat is not
currently reachable via Level-x paths, where "x" is the level (1 or
2) in which the sending system advertised the TLV. This requirenent
applies regardl ess of whether or not the sending systemis the
originator of the Capabilities TLV. Note that |eaking a Capabilities
TLV is one of the uses that is prohibited under these conditions.

Exanple: If Level-1 router A generates a Capability TLV and fl oods
it totwo L1/L2 routers, Sand T, they will flood it into the
Level -2 domain. Now suppose the Level-1 area partitions, such
that A and S are in one partition and T is in another. |P routing
will still continue to work, but if A now issues a revised version
of the CAP TLV, or decides to stop advertising it, Swll follow
suit, but T will continue to advertise the old version until the
LSP tines out.

Routers in other areas have to choose whether to trust T's copy of
A's capabilities or S s copy of A's information and, they have no
reliable way to choose. By making sure that T stops |eaking A's
information, this renoves the possibility that other routers will use
stale information from A
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In 1S-1S, the atomic unit of the update process is a TLV -- or nore
precisely, in the case of TLVs that allow nultiple entries to appear
in the value field (e.g., |IS-neighbors), the atomc unit is an entry
inthe value field of a TLV. |If an update to an entry in a TLV is
advertised in an LSP fragnent different fromthe LSP fragnent
associated with the old advertisenent, the possibility exists that

ot her systenms can tenporarily have either O copies of a particular
advertisenent or 2 copies of a particular advertisenent, depending on
the order in which new copies of the LSP fragnment that had the old
advertisenment and the fragment that has the new adverti senent arrive
at ot her systens.

Wher ever possible, an inplenentation SHOULD adverti se the update to a
capabilities TLV in the same LSP fragment as the advertisenent that

it replaces. Were this is not possible, the two affected LSP
fragments shoul d be flooded as an atonic action.

Systens that receive an update to an existing capability TLV can
mninize the potential disruption associated with the update by
enpl oyi ng a hol ddown time prior to processing the update so as to
allow for the receipt of multiple LSP fragnents associated with the
sane update prior to begi nning processing.

Where a receiving system has two copies of a capabilities TLV from
the sanme systemthat have different settings for a given attribute,
the procedure used to choose which copy shall be used is undefi ned.

4. Interoperability with Routers Not Supporting the Capability TLV

Routers that do not support the Router CAPABILITY TLV MJST silently
ignore the TLV(s) and continue processing other TLVs in the sanme LSP
Routers that do not support specific sub-TLVs carried within a Router
CAPABI LI TY TLV MJST silently ignore the unsupported sub-TLVs and
conti nue processing those sub-TLVs that are supported in the Router
CAPABI LI TY TLV. How partial support may inpact the operation of the
capabilities advertised within the Router CAPABILITY TLV is outside
the scope of this docunent.

In order for Router CAPABILITY TLVs with donai n-w de scope origi nated
by L1 Routers to be flooded across the entire domain, at |east one
L1/L2 Router in every area of the donmain MJST support the Router
CAPABI LI TY TLV.

If leaking of the CAPABILITY TLV is required, the entire CAPABILITY
TLV MJUST be | eaked into another |evel even though it may contain some
of the unsupported sub- TLVs.
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5. Security Considerations

Any new security issues raised by the procedures in this docunent
depend upon the opportunity for LSPs to be snooped and nodified, the
ease/difficulty of which has not been altered. As the LSPs may now
contain additional information regarding router capabilities, this
new i nformati on woul d al so becone avail able to an attacker
Specifications based on this mechani smneed to describe the security
consi derations around the disclosure and nodification of their
information. Note that an integrity mechanism such as the one
defined in [RFC-3567] or [IS-1S-HVAC], should be applied if there is
high risk resulting fromnodification of capability information

6. | ANA Consi derati ons

| ANA assigned a new I S-1S TLV code-point for the newy defined IS-IS
TLV type nanmed the 1S-1S Router CAPABILITY TLV and defined in this
docunent. The assigned value is 242.
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contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
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THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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