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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.

In particular, it describes objects for configuring Synthetic Sources
for Performance Monitoring (SSPM al gorithns.
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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.

In particular, it defines a nethod of describing Synthetic Sources
for Performance Monitoring (SSPM. This is useful within the Renote
Monitoring (RMON) framework [RFC3577] for performance nonitoring in
the cases where it is desirable to inject packets into the network
for the purpose of nonitoring their performance with the other M Bs
in that frameworKk.

This nmenmp al so i ncludes a M B nodul e.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. The Internet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current

I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .
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Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview

Thi s docunent defines a MB nodule for the purpose of renotely
controlling synthetic sources (or 'active’' probes) and sinks in order
to enhance renote performance nonitoring capabilities within IP

net wor ks and services. Mich work within the | ETF exists related to
performance nonitoring. One interesting aspect of this body of work
is that it does not explicitly define an ’active probe capability.
An active probe capability is conplinmentary to existing capabilities,
and this MB nodule is developed to fill this void.

3.1. Terns
The followi ng definitions apply throughout this docunent:

0 'Performance nonitoring’ is the act of nmonitoring traffic for
t he purpose of evaluating a statistic of a netric related to the
perfornmance of the system A perfornmance nonitoring systemis
conmprised of a) traffic generators, b) neasurenent, c) data
reduction, and d) reporting. The traffic generators nmay be
natural sources, synthetic sources, or intrusive sources.

0 A ’'synthetic source’ is a device or an enbedded software
programthat generates a data packet (or packets) and injects it
(or them) onto the path to a correspondi ng probe or existing
server solely in support of a performance nonitoring function

A synthetic source may talk intrusively to existing application
servers.

The design goals for this MB nodul e are:

o Compl enenting the overall performance nanagenent architecture
bei ng defined within the RMONMB WG refer to the RMONM B
framewor k docunment [RFC3577]. This MB nodule is defined within
the context of the APM M B [ RFC3729] .

0 Extensibility: the MB nodul e shoul d be easily extended to

include a greater set of protocols and applications for
perfornmance nonitoring purposes.
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o Flexibility: the nodul e should support both round-trip and one-
way measurenents.

0 Security: the control of the source and sink of traffic is
handl ed by a managenent application, and conmmuni cation is
reconmended via SNWPv3.

Thi s docunment is organized as follows. The next section discusses
the relationship of this MB nodule to others fromthe RMONM B and
Di stributed Managenent (DI SMAN) wor ki ng groups. Then the structure
of the MB nmodule is discussed. Finally, the MB nodule definitions
are given.

4. Relationship to Gher MB nodul es

This MB nodule is designed to be used in conjunction with the RVON
M B Wrking Goup’s two other M B nodul es for application perfornmance
nmeasur enent: Application Performance Measurenent M B [ RFC3729] and
Transport Performance Metrics MB [ RFC4150]. These M B nodul es
define reporting capabilities for that franework. The intent of this
M B nodule is to define a nethod for injecting packets into the
network utilizing probe capabilities defined in the base M B nodul es
and neasured with the reporting MB nodules. Oher reporting MB
nmodul es nay be used as well.

Specifically, this MB nodul e uses the AppLocal I ndex as defined in
the APMM B to map neasurenent configuration information to
definition and reporting structures defined in the APM M B.

5. Relationship to O her Wrk

Mich work has al ready been done within the | ETF that has a direct
bearing on the devel oprment of active performance probe definitions.
Thi s body of work has been addressed in various working groups over
the years. In this section, we focus on the work of a) the IP
Performance Metrics (I PPM working group, b) the D SMAN wor ki ng
group, c¢) the RMON working group, d) the Application MB (Appl M B)
wor ki ng group, and e) the Realtine Traffic Fl ow Measurenent (RTFM
wor ki ng group.

5.1. | PPM

The | PPM wor ki ng group has defined in detail a set of performance
metrics, sanpling techniques, and associated statistics for
transport-1level or connectivity-level measurenents. The | PPM
framewor k document [ RFC2330] di scusses nunerous i ssues concerning
sanpl i ng techni ques, clock accuracy, resolution and skew, wire tine
versus host time, error analysis, etc. Mny of these are
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consi derations for configuration and inplenentation issues discussed
bel ow. The I PPM working group has defined several netrics and their
associ ated statistics, including

+ a connectivity metric [ RFC2678],

+ one-way delay netric [ RFC2679],

+ one-way loss netric [ RFC2680],

+ round-trip delay and | oss netrics [ RFC2681],

+ delay variation netric [ RFC3393],

+ a stream ng nedia netric [ RFC3432],

+ a throughput netric [EBT] and [TBT], and

+ others are under devel opment.
These (or a subset) could formthe basis for a set of active,
connectivity-level, probe types designed for nonitoring the quality
of transport services. A consideration of sone of these netrics may
forma set of work activities and a set of early deliverables for a
group devel opi ng an active probe capability.
During the early devel opnent of the SSPMMB, it becane apparent that
a one-way neasurenent protocol was required in order for the SSPM M B
to control a one-way neasurenent. This led to the current work with
the | PPM WG on the devel opnent of the One-WAay Measurenent Protoco
(ONDP) [ODP]. This work includes both the measurenent protocol
itself, as well as the devel opnent of a separate control protocol
This later control protocol is redundant with the current work on the
SSPM M B. The SSPM M B could be used as an alternative to the one-
way del ay control protocol

5.2. DI SVMAN

The DI SMAN wor ki ng group has defined a set of 'active' tools for
renot e managenent. O relevance to this docunment are:

+ the pingM B [ RFC2925],
+ the DNS Lookup M B [ RFC2925],

+ the tracerouteM B [ RFC2925],

Kal bf | ei sch, et al. St andar ds Track [ Page 5]



RFC 4149 SSPM M B August 2005

+ the scriptMB [ RFC3165], and
+ the expressi onM B [ RFC2982] .

The pingM B and tracerouteM B define an active probe capability,
primarily for the renote determnination of path and path connectivity.
There are sonme performance-related nmetrics collected fromthe

pi ngM B, and one coul d concei vably use these neasurenments for the
evaluation of a linited set of performance statistics. But there is
a fundanental difference between determ ning connectivity and

determ ning the quality of that connectivity. However, in the
context of performance nonitoring, a fault can be viewed as not
performng at all. Therefore, both should be nonitored with the same
probes to reduce network traffic.

The DNS Lookup M B al so includes sone probe-like capabilities and
performance tine neasurenments for the DNS | ookup. This could be used
to suggest details of a related session-level, active probe.

The scriptMB all ows a network managenent application to distribute
and manage scripts to renote devices. Conceivably, these scripts
could be designed to run a set of active probe nonitors on renpote
devi ces.

5.3. RMON

The RMON wor ki ng group has devel oped an extensive, passive nonitoring
capability defined in RFC 2819 [ RFC2819] and RFC 2021 [ RFC2021] as
well as additional MB nodules. Initially, the nonitors collected
statistics at the MAC | ayer, but the capability has now been extended
to higher-layer statistics. Higher-layer statistics are identified
through the definition of a Protocol Directory [ RFC2021]. See the
RMONM B framewor k docunment [RFC3577] for an overview of the RVONM B
capabilities.

Wthin this context, the devel opnent of an active traffic source for
performance nonitoring fits well within the overall performance
nmonitoring architecture being defined within the RMON W5

5.4. Appl MB

The Appl M B working group defined a series of MB nodul es that
nmoni tor various aspects of applications, processes, and services.

The System Application M B [ RFC2287] describes a basic set of nanaged
objects for fault, configuration, and performance managenent of
applications froma systens perspective. Mrre specifically, the
managed objects it defines are restricted to information that can be
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determ ned fromthe systemitself and that does not require special
instrunentation within the applications to make the infornmation
avai |l abl e.

The Application MB [ RFC2564] conpl enments the System Applicati on M B,
providing for the managenent of applications’ comon attributes,

whi ch could not typically be observed wi thout the cooperation of the
sof tware bei ng managed. There are attributes that provide

i nformati on on application and comruni cati on performance.

The WAV M B [ RFC2594] describes a set of objects for managing

net worked services in the Internet Cormunity, particularly Wrld Wde
Wb (WMWY services. Performance attributes are available for the

i nformati on about each WAV service, each type of request, each type
of response, and top-accessed docunents.

In the devel opnment of synthetic application-Ilevel probes,

consi deration should be given to the relationship of the application
M B nodul es to the neasurenents being perfornmed through a synthetic
application-level probe. Simlar, cross-indexing issues arise within
the context of the RMON nonitoring and synthetic application-|eve
active probes.

5.5. SNWVPCONF

The Configurati on Managenent with SNMP ( SNMPCONF) wor ki ng group has
created the informational RFC 3512 [ RFC3512], which outlines the nopst
ef fective nethods for using the SNMP Franmework to acconplish
configuration managenment. This work includes recomendations for

devi ce-specific as well as network-w de (Policy) configuration. The
group is also chartered to wite any M B nodul es necessary to
facilitate configuration managenent. Specifically, they will wite a
M B nodul e that describes a network entity’'s capabilities and
capacities, which can be used by nanagenent entities making policy
decisions at a network | evel or device-specific |evel.

Currently, the SNMPCONF working group is focused on the SNWP
Configuration MB for policy [RFC4011]. It is conceivable that one
woul d want to nonitor the perfornance of newy configured policies as
they are inplemented within networks. This would require correlation
of the inplenented policy and a rel ated perfornance nonitoring policy
that woul d specify synthetic probe definitions. For synthetic
probes, there would be a need for a configuration of a) a single
probe, b) several probes, c) source and destination probes, and d)
internmediate probes. In addition, it nmay be necessary to configure
any or all of these conbinations sinultaneously. It is hoped that
the work of SNMPCONF will suffice. The scripting | anguage defined by
the SNMP Configuration MB could allow for active nonitoring to be
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activated and configured froma policy managenent script. Further
the results of active nonitoring could become argunents in further
policy decisions. This notion is reflected in the decision flow
outlined in Figure 1 bel ow

5.6. RTFM

The Realtime Traffic Fl ow Measurenment (RTFM working group is
concerned with issues relating to traffic flow nmeasurenents and usage
reporting for network traffic and Internet accounting. Various
docunents exist that describe requirements [RFC1272], traffic flow
nmeasurenment architectures [RFC2722], and a traffic flow M B

[ RFC2720]. The work in this group is focused on passive neasurenents
of user traffic. As such, its work is related to the nonitoring work
within the RMON Wa.  Fundanental ly, their attention has not been
concerned with nethods of active traffic generation.

5.7. Relationship to Gher Wrk: Summary

In sunmary, the devel opnent of an active traffic generation
capability (primarily for the purpose of performance nonitoring)
shoul d draw upon various activities, both past and present, within
the IETF. Figure 1 shows the relationship of the various work
activities briefly touched upon in this section.

Hori zontal ly, across the top of the figure are overall control
functions, which would coordinate the various aspects of the
performance nonitoring systens. Vertically at the bottom of the
figure are the functions which conprise the mnini num perfornance
nmonitoring capability; i.e., traffic generation, nonitoring and
nmeasurenents, and data reduction. Traffic generation is addressed in
this MB nodule. Monitoring and neasurenment is addressed in the
APM M B [ RFC3729] and TPM M B [ RFC4150] nodul es. Data reduction is
not yet addressed within the IETF. But data reduction could include
both spatial and tenporal aggregations at different |evels of
reduction. This is indicated in the figure by the arrow | abel ed
"Various | evels and span".
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Figure 1: Coverage for an overall performance nonitoring system
6. MB Structure

This section presents the structure of the MB nodule. The objects
are arranged into the follow ng groups:

o general information
0 source configuration

0 sink configuration
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6.1. GCeneral Information

Thi s section provides general information about the capabilities of
the probe. Currently, this information is related to the resolution
of the probe clock and its source.

6.2. Source Configuration

The source is configured with a pair of tables. The first,

sspnSour ceProfil eTabl e, defines a set of profiles for nonitoring.
These profiles are then used by the second table,

sspnSourceControl Table, to instantiate a specific neasurenment. This
M B nodul e takes an | P-centric view of the configuration of the
neasur enment .

6.3. Sink Configuration

Configures the sink for nmeasurenents. |If the test is round-trip,
then this table is on the sane probe as the source configuration. |If
the test is one-way, then the table is on a different probe. The
sspnBi nkl nstance is a unique identifier for the entry per probe.
Additional attributes are provided for test type and test source to
identify entries in the table uniquely.

7. Definitions
SSPM M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Counter 32, Integer32, Unsigned32
FROM SNMPv2- SM - - [ RFC2578]

TEXTUAL- CONVENTI ON, St or ageType,
Trut hVal ue, RowSt at us
FROM SNMPv2- TC --[ RFC2579]

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWPv2- CONF - - [ RFC2578,
-- RFC2579,
- - RFC2580]
Omner String, rnon
FROM RMON-M B - -[ RFC2819]

I net Addr essType, | net Address
FROM | NET- ADDRESS-M B - -[ RFC3291]

Kal bf | ei sch, et al. St andar ds Track [ Page 10]



RFC 4149 SSPM M B August 2005

I nt erf acel ndexOr Zer o
FROM | F-M B --[ RFC2863]

AppLocal | ndex
FROM APM-M B - - [ RFC3729]

Ut f8String
FROM SYSAPPL- M B; --[ RFC2287]

sspnM B MODULE- | DENTI TY
LAST- UPDATED "200507280000Z" -- July 28, 2005
ORGANI ZATI ON "I ETF RMON M B wor ki ng group"
CONTACT- | NFO
" Carl W Kal bfl ei sch
Consul t ant

E-mail: ietf@kal bfleisch.us

Working group nmailing list: rmonmib@etf.org
To subscribe send email to rnonm b-request@etf. org”
DESCRI PTI ON
"This SSPM M B nodul e is applicable to probes
i mpl enenting Synthetic Source for Perfornmance
Moni toring functions.

Copyright (C) The Internet Society (2005). This version
of this MB nodule is part of RFC 4149; see the RFC
itself for full legal notices."

-- revision history

REVI SI ON "200507280000Z" -- July 28, 2005
DESCRI PTI ON
"The original version of this MB nodul e,
was published as RFC4149."
o= { rnmon 28 }

-- nject lIdentifier Assignments

sspmM BObj ect s OBJECT IDENTIFIER ::= { sspmMB 1 }
sspmM BNoti ficati ons OBJECT IDENTIFIER ::= { sspnMB 2 }
sspmM BConf or mance OBJECT IDENTIFIER ::= { sspmnMB 3 }

-- Textual Conventions
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SspmM croSeconds :: = TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"
STATUS current
DESCRI PTI ON
"Aunit of tinme with resolution of M croSeconds."
SYNTAX Unsi ghed32

SspmCl ockSource ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"An indication of the source of the clock as defined by the
NTP specification RFCL305 [ RFCL305] definition of stratum

Stratum (sys.stratum peer.stratum pkt.stratun): This is
an integer indicating the stratumof the |ocal clock
with val ues defined as foll ows:

0 unspeci fied

1 primary reference (e.g., calibrated atom c clock
radi o cl ock)

2-255 secondary reference (via NTP)."
REFERENCE

"RFC1305. "
SYNTAX | nteger 32 (0..255)

SspnmCl ockMaxSkew :: = TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"
STATUS current
-- UNITS "Seconds"
DESCRI PTI ON
"An indication of the accuracy of the clock as defined by
RFC1305. This variable indicates the naxi num of f set
error due to skew of the |local clock over the
time interval 86400 seconds, in seconds."
REFERENCE
"RFC1305. "
SYNTAX | nteger 32 (1..65535)

-- sspnenera
sspnCener al OBJECT IDENTIFIER ::= { sspmM BObj ects 1 }
sspntzener al d ockResol uti on OBJECT- TYPE

SYNTAX SspmM cr oSeconds

MAX- ACCESS read-only
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STATUS current
-- UNITS M cr oseconds
DESCRI PTI ON

"A read-only variable indicating the resolution
of the neasurenments possible by this device."
::={ sspnteneral 1}

sspntener al d ockMaxSkew OBJECT- TYPE
SYNTAX SspntTl ockMaxSkew
MAX- ACCESS r ead-only
STATUS current
-- UNITS Seconds
DESCRI PTI ON
"A read-only variable indicating the maxi num of f set
error due to skew of the |local clock over the
time interval 86400 seconds, in seconds."
::= { sspnteneral 2}

sspntzener al d ockSour ce OBJECT- TYPE
SYNTAX Sspntl ockSour ce
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A read-only variable indicating the source of the clock.
This is provided to allow a user to determ ne how accurate
the timng nechanismis conpared with other devices. This
is needed for the coordination of tinme val ues
bet ween probes for one-way neasurenents.”
.= { sspneneral 3}

sspntener al M nFrequency OBJECT- TYPE

SYNTAX SspmM cr oSeconds

MAX- ACCESS r ead-only

-- units M cr oSeconds

STATUS current

DESCRI PTI ON
"A read-only variable that indicates the devices’
capability for the m ni mum supported
sspnBSour ceFrequency. |If sspnSourceFrequency is
set to a value lower than the val ue reported
by this attribute, then the set of sspnSourceFrequency
will fail with an inconsistent value error."

::= { sspnteneral 4}

-- sspnCapabilities
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-- Describes the capabilities of the SSPM devi ce.

sspntCapabiliti esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SspnCapabilitiesEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table of SSPM capabilities."
.= { sspneneral 5}

sspnCapabilitiesEntry OBJECT- TYPE

SYNTAX SspnCapabi litiesEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Details about a particular SSPM capability."
| NDEX { sspnCapabilitieslnstance }
::={ sspnCapabilitiesTable 1 }

SspmCapabilitiesEntry ::= SEQUENCE {
sspnCapabi litiesl nstance ApplLocal | ndex

sspntCapabilitiesl nstance OBJECT- TYPE

SYNTAX AppLocal | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cat es whet her SSPM configuration of the correspondi ng
AppLocal I ndex is supported by this device. GCenerally,
entries in this table are only nade by the device when the
configuration of the nmeasurenent is available."

::= { sspnCapabilitiesEntry 1 }

-- sspnBource

-- Contains the details of the source of the

-- Synthetic Sources for Performance Mnitoring algorithns.

-- This information is split into two tables. The first defines
-- profiles that can be applied to specific sources in the

-- control table.

sspnSour ce OBJECT IDENTIFIER ::= { sspmM BObj ects 2 }

-- sspnBourceProfil eTabl e
-- Defines tenplate profiles for neasurenents.
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sspnBSour ceProfil eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SspnfourceProfil eEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e of SSPM Source Profiles configured."
.= { sspntource 1}

sspnSour ceProfil eEntry OBJECT- TYPE

SYNTAX SspnSour ceProfil eEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Details about a particular SSPM Source Profile
configuration. Entries nust exist in this table
in order to be referenced by rows in the
sspnBSour ceContr ol Tabl e. "

| NDEX { sspnftourceProfil el nstance }
::={ sspntourceProfileTable 1 }

SspnSour ceProfil eEntry ::= SEQUENCE {
sspnSour ceProfi | el nstance Unsi gned32,
sspnBSour ceProfi |l eType AppLocal | ndex,
sspnSour ceProf i | ePacket Si ze Unsi gned32,
sspnSour ceProfi | ePacket Fi | | Type | NTEGER
sspnBSour ceProfi | ePacket Fi |l | Val ue OCTET STRI NG
sspnSour ceProfil eTOS | nt eger 32
sspnSour ceProf i | eFl owLabel | nt eger 32
sspnBSour ceProfil eLooseSrcRt eFil | OCTET STRI NG
sspnSour ceProfi | eLooseSrcRt eLen | nt eger 32
sspnBSour ceProfil eTTL I nt eger 32,
sspnBSour ceProf i | eNoFr ag Trut hval ue,
sspnSour ceProf i | e8021Taggi ng | nt eger 32
sspnSour ceProf i | eUser name Utf8String,
sspnSour ceProf i | ePasswor d Utf8String,
sspnBSour ceProf i | ePar anet er COCTET STRI NG
sspnBSour cePr of i | eOwner Omner Stri ng,
sspnBSour ceProfi |l eSt orageType St or ageType,
sspnBSour ceProfil eSt at us RowsSt at us

}

sspnBSour ceProfil el nstance OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary index."
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::= { sspnBourceProfileEntry 1 }

sspnSour ceProfi | eType OBJECT- TYPE

SYNTAX AppLocal | ndex
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

August 2005

"The AppLocal I ndex value that uniquely identifies the
nmeasurenment per the APMMB. In order to create a row
inthis table, there nust be a corresponding rowin the

sspnCapabi liti esTabl e.

When attenpting to set this object,

if no

correspondi ng row exists in the sspnCapabilitiesTabl e,
then the agent should return a ’'badValue error."

::= { sspnBourceProfileEntry 2}

sspnBSour ceProf i | ePacket Si ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The size of packet to be transmitted in bytes. The
size accounts for all data within the IPv4 or |Pv6

payl oads, excluding the |IP headers,

and |ink-1evel protocol headers.

| P header options

If the size is set smaller than the m ni num al | owed
packet size or greater than the nmaxi num al | owed

packet size, then the set should fail,

should return a 'badValue' error."
::= { sspnBourceProfileEntry 3 }

sspnSour ceProfi | ePacket Fi | | Type OBJECT- TYPE

SYNTAX | NTEGER {
random (1),
pattern (2),
url (3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I ndi cates how the packet is filled.

and the agent

"random indicates that the packet contains random
data patterns. This is probe and inplenmentation

dependent .
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"pattern’ indicates that the pattern defined in the
sspnBSourceProfil ePacketFill Value attribute is used to
fill the packet.

"url’ indicates that the value of

sspnBSour ceProfil ePacket Fil | Val ue shoul d

contain a URL. The contents of the docunent

at that URL are retrieved when sspnBSourceSt at us becones
active and utilized in the packet. |If the attenpt to
access that URL fails, then the row status is set to
"not Ready’, and the set should fail with

"inconsistentValue’. This value nust contain a
dereferencable URL of the type "http:’', "https:’, or
"ftp:’ only."

.. = { sspnBourceProfileEntry 4 }

sspnBSour ceProfi | ePacket Fi |l | Val ue OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O. . 255))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The string value with which to fill the packet. If

sspnBSourceProfil ePacketFill Type is set to ’'pattern’
then this pattern is repeated until the packet is
sspnBSour cePacket Size in bytes. Note that if the
length of the octet string specified for this

val ue does not divide evenly into the packet

size, then an inconplete last copy of this data

may be copied into the packet. |f the value of
sspnBSourceProfil ePacketFill Type is set to 'randoni, then
this attribute is unused. |If the value of the
sspnBSourceProfil ePacketFill Type is set to '"url’, then
the URL specified in this attribute is retrieved

and used by the probe. 1In the case of a URL, this value
must contain a dereferencable URL of the type

"http:', "https:’, or "ftp:’ only."

::= { sspnBourceProfileEntry 5 }

sspnBSour ceProfil eTOS OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Represents the TOS field in the I P packet header. The
val ue of this object defaults to zero if not set."
DEFVAL { 0 }
::= { sspnBourceProfileEntry 6 }
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sspnBSour ceProfi | eFl owLabel OBJECT- TYPE

SYNTAX I nt eger 32 (0..1048575) -- 20-bit range (0 to Oxfffff)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is used to specify the Flow Label in a |IPv6
packet (RFC 2460) to force special handling by the IPv6
routers; e.g., non-default quality-of-service handling.

This object is meaningful only when the object
sspnBSour ceDest AddressType is |1 Pv6(2).
The value of this object defaults to zero if not set."
DEFVAL { 0 }
::= { sspnBourceProfileEntry 7 }

sspnBSour ceProfil eLooseSrcRteFil | OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O. . 240))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I'n the event that the test should run over a

specific route, the intent is to force the route using the
Loose Source Route option in |IPv4 [ RFC791] and

| Pv6 [ RFC2460]. This object contains a

series of I P addresses along the path that woul d be

put into the | oose source route option in the |IP header

The | Pv4 addresses are to be listed as 32-bit
address values, and the | Pv6 addresses are to be
listed as a string of 128-bit addresses. The
maxi mum | ength allowed within the | Pv4 source route
option is 63 addresses. To sinply account for
| Pv6 addresses as well, the maxi num | ength of the
octet string is 240. This allows up to 60
| Pv4 addresses or up to 15 | Pv6 addresses in the
string.”

::= { sspnBourceProfileEntry 8 }

sspnBSour ceProfil eLooseSrcRt eLen OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 240)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"In the event that the test should run over a
specific route, the intent is to force the route.
This attribute specifies the length of data to
be copied fromthe sspnSourceProfil eLooseSrcRteFill
into the route data fields of the | oose source route
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options in the IPv4 or I Pv6 headers."
::= { sspnBourceProfileEntry 9 }

sspnSour ceProfil eTTL OBJECT- TYPE

SYNTAX | nt eger 32( 1. . 255)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If non-zero, this specifies the value to place into
the TTL field on transm ssion."

::= { sspnBourceProfileEntry 10 }

sspnSour ceProf i | eNoFrag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"When true, the "Don’t Fragnent Bit’ should be set
on the packet header.™
::= { sspnBourceProfileEntry 11 }

sspnBSour ceProfil e8021Taggi ng OBJECT- TYPE
SYNTAX I nteger32 (-1..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I EEE 802. 1Q taggi ng used in | EEE 802. 1D bri dged
envi ronnent s.

A value of -1 indicates that the packets are untagged.

A value of 0 to 65535 is the value of the tag to be
inserted in the tagged packets.

Note that according to | EEE 802. 1Q VLAN-ID tags with

a value of 4095 shall not be transmitted on the wre.

As the VLAN-ID is encoded in the 12 | east significant

bits on the tag, values that translate in a binary

representation of all 1's in the last 12 bits

SHALL NOT be configured. 1In this case, the set should

fail, and return an error-status of ’inconsistentValue ."
::= { sspnBourceProfileEntry 12 }

sspnBSour ceProfi |l eUser name OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"An optional usernanme used by the application protocol."
::= { sspnBourceProfileEntry 13 }

sspnBSour ceProf i | ePassword OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An optional password used by the application protocol."
::= { sspnBourceProfileEntry 14 }

sspnBSour ceProf i | eParamet er OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(O. . 65535))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An optional paranmeter used by the application protocol
For DNS, this would be the hostnane or |IP. For HITP
this would be the URL. For nntp, this would be the
news group. For TCP, this would be the port nunber.
For SMIP, this would be the recipient (and could
assune the nessage is predefined)."”

::= { sspnBourceProfileEntry 15 }

sspnBSour ceProfi | eOwer OBJECT- TYPE

SYNTAX Owner String

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Nane of the managenent station/application that
set up the profile."

::= { sspnBourceProfileEntry 16 }

sspnBSour ceProfil eSt orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type of this sspnSourceProfileEntry. |If the
value of this object is 'pernmanent’, no objects in this row
need to be witable."

::= { sspnBourceProfileEntry 17 }

sspnBSour ceProfil eStatus OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"Status of this profile.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

Once this object is set to active(l), no objects in the
sspnSour ceProfi | eTabl e can be changed.”
::= { sspnBourceProfileEntry 18 }

-- sspnBour ceCont rol Tabl e

-- Defines specific neasurenent instances based on tenplate
-- profiles in the sspnSourceProfil eTabl e which nust be

-- pre-configured.

sspnBSour ceCont r ol Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SspntourceControl Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of SSPM neasurenments configured."”
.= { sspntource 2 }

sspnSour ceControl Entry OBJECT- TYPE

SYNTAX SspnSour ceControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Details about a particular SSPM configuration."”
| NDEX { sspntourceControl | nstance }
.= { sspnBourceControl Table 1 }

SspnSour ceControl Entry ::= SEQUENCE {

Kal bf | ei sch, et al.

sspnSour ceControl I nst ance Unsi gned32
sspnSour ceControl Profile I nt eger 32,
sspnBSour ceControl Src I nt erfacel ndexOr Zer o,
sspnBSour ceCont r ol Dest Addr Type I net Addr essType,
sspnBSour ceCont r ol Dest Addr | net Addr ess,
sspnBSour ceCont r ol Enabl ed Tr ut hVal ue,
sspnBSour ceCont r ol Ti meCut SspmM cr oSeconds,
sspnBSour ceCont r ol Sanpl i ngDi st | NTEGER

sspnBSour ceCont r ol Frequency SspmM cr oSeconds,
sspnBSour ceCont rol Fi r st SeqNum Unsi gned32
sspnBSour ceCont r ol Last SeqNum Unsi gned32
sspnSour ceCont r ol Oaner Omner String,
sspnBSour ceCont r ol St or ageType St or ageType,
sspnBSour ceCont r ol St at us RowsSt at us
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}

sspnBSour ceControl | nst ance OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary index."
::={ sspnBourceControl Entry 1 }

sspnBSour ceControl Profil e OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A pointer to the profile (sspnSourceProfil eEntry) that
this control entry uses to define the test being
performed. "
::={ sspnBSourceControl Entry 2 }

sspnBSour ceControl Src OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The iflndex where the packet should originate fromthe

probe (if it matters). A value of zero indicates that
it does not matter and that the device decides."

.= { sspnBourceControl Entry 3 }

sspnSour ceCont r ol Dest Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of Internet address by which the destination
is accessed. "
::={ sspntourceControl Entry 4 }

sspnBSour ceCont r ol Dest Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Internet address for the destination. The formatting
of this object is controlled by the
sspnBSour ceCont r ol Dest Addr Type obj ect above.
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When this object contains a DNS nane, then the nane is
resolved to an address each tinme neasurenent is to be nade.
Further, the agent should not cache this address,
but instead should performthe resolution prior to each
neasur enment . "

.= { sspnBourceControl Entry 5 }

sspnBSour ceCont r ol Enabl ed OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"When set to 'true’, this test is enabled. Wen set to
"false', it is disabled."

.= { sspnBourceControl Entry 6 }

sspnBSour ceCont r ol Ti meQut OBJECT- TYPE
SYNTAX SspmM cr oSeconds
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Ti meout value for the nmeasurenent response. |f no
response is received in the tinme specified, then
the test fails.”
::={ sspntourceControl Entry 7 }

sspnBSour ceCont r ol Sanpl i ngDi st OBJECT- TYPE
SYNTAX | NTEGER {
determ nistic(1),
poi sson(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"When this attribute is set to "determnistic’, then
packets are generated at with a fixed inter-packet
injection tine specified by sspnSourceFrequency.

When this attribute is set to 'Poisson’, then packets
are generated with inter-packet injection tines sanpled
froman exponential distribution with the single
di stributional parameter determined by the inverse
frequency)."

.= { sspnBourceControl Entry 8 }

sspnBSour ceCont r ol Frequency OBJECT- TYPE

SYNTAX SspmM cr oSeconds
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The inverse of this value is the rate at which packets
are generated. Refer to sspnfSourceSanplingDi stribution
If the value set is less than the val ue of
sspntener al M nFrequency, then the set will fail with an
error-status of 'inconsistentValue' ."
::={ sspntourceControl Entry 9 }

sspnSour ceCont rol Fi r st SeqNum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The first sequence nunber of packets to be transmtted.”
::= { sspnBourceControl Entry 10 }

sspnBSour ceCont r ol Last SeqNum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | ast sequence nunber transmitted. This value is updated
by the agent after packet generation."
::= { sspnBourceControl Entry 11 }

sspnBSour ceCont r ol Owner OBJECT- TYPE

SYNTAX Owner String

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Nanme of the managenent station/application that set
up the test."

::= { sspnBourceControl Entry 12 }

sspnBSour ceCont r ol St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type of this sspnSourceControl Entry. |If the
value of this object is 'pernanent’, no objects in this row
need to be witable."

::={ sspntourceControl Entry 13 }

sspnBSour ceCont r ol St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"Status of this source control entry.

An entry may not exist in the active state unless all
objects in the entry have an appropriate val ue.

When this attribute has the val ue of
"active', none of the read-wite or read-create attributes
inthis table may be nodified, with the exception of
sspnBSour ceCont r ol Enabl ed. "

::={ sspntourceControl Entry 14 }

-- sspnBi nkTabl e

-- Contains attributes for configuration of Synthetic
-- Sources for Performance Mnitoring sinks, i.e.,
-- sinks for receipt of one-way del ay nmeasurenents.

sspni nk OBJECT IDENTIFIER ::= { sspmM BObj ects 5 }
sspnti nkTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SspnSi nkEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table configuring the sink for nmeasurenents.”
= { sspnSink 1}

sspni nkEntry OBJECT- TYPE

SYNTAX SspnSi nkEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The details of a particular sink entry. |If the measurenent
is around-trip type, then the sink entry will be on the
same probe as the correspondi ng sspnSourceEntry. If the
nmeasurement is a one-way, type then the sink entry will be

on a different probe.”
| NDEX { sspn6i nkl nstance }
::= { sspnSinkTabl e 1}

SspnSi nkEntry :: = SEQUENCE {
sspni nkl nst ance Unsi gned32
sspnSi nkType AppLocal | ndex,
sspntSi nkSour ceAddr essType | net Addr essType,
sspntSi nkSour ceAddr ess | net Addr ess,
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sspntSi nkExpect edRat e SspmM cr oSeconds,
sspnti nkEnabl e Tr ut hVal ue,
sspntSi nkExpect edFi r st SequenceNum Unsi gned32
sspnti nkLast SequenceNunber Unsi gned32,
sspnti nkLast Sequencel nval i d Count er 32,
sspnti nkSt or ageType St or ageType,
sspnti nkSt at us RowSt at us

}

sspnSi nkl nst ance OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An i ndex. Wen the nmeasurenent is for a round-trip

nmeasurenment, then this table entry is on the same probe
the correspondi ng sspnSourceEntry, and the value of this
attribute should correspond to the val ue of
sspnour cel nst ance. Managenent applications configuring
si nks for one-way neasurenents coul d define some

scheme wher eby the sspnfi nkl nstance is uni que across

all probes. Note that the unique key to this entry is
al so constructed wi th sspnfi nkType,

sspnSi nkSour ceAddr essType, and sspnti nkSour ceAddr ess.

To nake the inplenmentation sinpler, those other
attributes are not included in the index but uniqueness
is still needed to receive all the packets."

= { sspnBinkEntry 1 }

sspnti nkType OBJECT- TYPE

SYNTAX AppLocal | ndex
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The ApplLocal | ndex value that uniquely identifies the
nmeasurement per the APMMB. In order to create a row
inthis table, there nust be a corresponding rowin the
sspnCapabilitiesTable. [If there is no correspondi ng

row in the sspnCapabilitiestable, then the agent wll
return an error-status of 'inconsistentValue' ."

::= { sspnSinkEntry 2}

sspnti nkSour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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::={ sspntSinkEntry 3 }

sspnti nkSour ceAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Internet address of the source. The formatting
of this object is controlled by the sspnfSi nkSour ceAddr essType
obj ect above.

Thi s object should be set only to a valid device address
that has been administratively configured into the

device. |If a set attenpts to set this object to an
address that does not belong (i.e., is not administratively
configured into the device), the set should fail, and the

agent should return a error-status of 'inconsistentValue' ."
::={ sspntSinkEntry 4 }

sspntSi nkExpect edRat e OBJECT- TYPE
SYNTAX SspmM cr oSeconds
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The expected rate at which packets will arrive.”
::={ sspntSinkEntry 5 }

sspnti nkEnabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates if the sink is enabled or not."
::={ sspnfSinkEntry 6 }

sspnti nkExpect edFi r st SequenceNum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The expected first sequence nunber of packets.
This is used by the sink to deternine if packets
were lost at the initiation of the test."

::={ sspnSinkEntry 7 }

sspnti nkLast SequenceNunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The | ast sequence numnber received."
::={ sspntSinkEntry 8 }

sspnti nkLast Sequencel nval i d OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets that arrived whose
sequence nunber was not one plus the val ue of
sspnti nkLast SequenceNunber . "

::={ sspnSinkEntry 9 }

sspnBi nkSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type of this sspntSinkEntry. |f the val ue
of this object is 'permanent’, no objects in this row
need to be witable."

::= { sspnSinkEntry 10 }

sspnti nkSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Status of this conceptual row
An entry may not exist in the active state unless al
objects in the entry have an appropriate val ue.

Once this object is set to active(l), no objects with
MAX- ACCESS of read-create in the sspntSi nkTabl e can
be changed. "

::={ sspnSinkEntry 11 }

-- Notifications

-- Confornmance i nformati on

sspnConpl i ances OBJECT | DENTI FI ER :
sspm& oups OBJECT | DENTI FI ER

{ sspnM BConf ormance 1 }
{ sspnM BConf or mance 2 }
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-- Conpliance Statenents
sspntzener al Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"A general conpliance that allows all things to be optional."
MODULE -- this nodul e

MANDATORY- GROUPS { sspnteneral Group }

GROUP sspnfour ceG oup
DESCRI PTI ON
"The SSPM Source Group is optional."

GROUP sspnBi nkGr oup
DESCRI PTI ON
"The SSPM Sink Group is optional."

GROUP sspmJser PassG oup
DESCRI PTI ON
"The SSPM User Pass Goup is optional."

::={ sspnConpliances 1}

-- SSPM Source Conpliance
sspnBSour ceFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"A source conpliance. Use this conpliance when inplenenting
a traffic-source-only device. This is useful for inplenenting
devi ces that probe other devices for intrusive application
monitoring. It is also useful for inplenenting the source
of one-way tests used with a sink-only device."
MODULE -- this nodul e

MANDATORY- GROUPS { sspmCener al Group, sspnSourceG oup }

GROUP sspmJser PassG oup
DESCRI PTI ON

"The SSPM User Pass Goup is optional."
::={ sspnConpliances 2 }

-- SSPM Si nk Conpl i ance

sspnSi nkFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"A sink-only conpliance. Use this conpliance when inplenenting a
sink-only device. This is useful for devices to receive one-way
nmeasurenments. "
MODULE -- this nodul e

MANDATORY- GROUPS { sspmCener al Group, sspntSi nkG oup }
::= { sspnConpliances 3}

-- G oups

sspntzener al G oup OBJECT- GROUP
OBJECTS {
sspntzener al d ockResol uti on,
sspntzener al d ockMaxSkew,
sspntener al d ockSour ce,
sspmCener al M nFr equency,
sspntCapabi litiesl nstance

STATUS current
DESCRI PTI ON

"The objects in the SSPM General G oup."
c:={ sspm&oups 1}

sspnSour ceG oup OBJECT- GROUP
OBJECTS {
sspnSour ceProfi | eType,
sspnBSour ceProf i | ePacket Si ze,
sspnSour ceProfi | ePacket Fi |l | Type,
sspnBSour ceProf i | ePacket Fi | | Val ue,
sspnBSour ceProfil eTCS,
sspnBSour ceProf i | eFl owlLabel ,
sspnBSour ceProfil eLooseSrcRteFill,
sspnBSour ceProfil eLooseSrcRt elLen,
sspnSour ceProfil eTTL,
sspnSour cePr of i | eNoFr ag,
sspnSour ceProf i | eB021Taggi ng,
sspnBSour ceProfi | eUser nane,
sspnBSour ceProf i | ePasswor d,
sspnBSour ceProf i | ePar anet er,
sspnBSour ceProf i | eOwner,
sspnSour ceProfi | eSt or ageType,
sspnBSour ceProfil eSt at us,
sspnSour ceControl Profil e,
sspnBSour ceControl Src,
sspnSour ceCont r ol Dest Addr Type,
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sspnBSour ceCont r ol Dest Addr,
sspnBSour ceCont r ol Enabl ed,
sspnBSour ceCont r ol Ti meQut ,
sspnBSour ceCont r ol Sanpl i ngDi st ,
sspnBSour ceCont r ol Frequency,
sspnSour ceControl Fi rst SeqNum
sspnSour ceCont r ol Last SeqNum
sspnBSour ceCont r ol Owner,
sspnBSour ceCont r ol St or ageType,
sspnBSour ceCont r ol St at us

}
STATUS current
DESCRI PTI ON
"The objects in the SSPM Source G oup."
= { sspnm&oups 2}

sspmUser PassG oup OBJECT- GROUP

OBJECTS {
sspnBSour ceProfi | eUser nane,
sspnBSour cePr of i | ePasswor d

STATUS current
DESCRI PTI ON

"The objects in the SSPM User nane and password group."
c:={ sspnm&oups 3}

sspntSi nkGroup OBJECT- GROUP

END

OBJECTS {

sspnti nkType,

sspnti nkSour ceAddr essType,
sspnti nkSour ceAddr ess,
sspnti nkExpect edRat e,

sspnSi nkEnabl e,

sspntSi nkExpect edFi r st SequenceNum
sspnti nkLast SequenceNunber ,
sspnti nkLast Sequencel nval i d,
sspnti nkSt or ageType,
sspnti nkSt at us

STATUS current
DESCRI PTI ON

"The objects in the SSPM Si nk G oup. "
c:={ sspnm&oups 4}

2005
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8. Security Considerations

This M B nodul e defines objects that all ow packets to be injected
into the network for the purpose of neasuring sone perfornance
characteristics. As such, the MB nodule nmay contain sensitive
network and application data; e.g., user |IDs and passwords. Further,
if security is conpronised, this MB nodul e could provide a source
for denial-of-service, and potential other, attacks. These issues
will be addressed within this section

There are a nunber of nanagenent objects defined in this MB nodul e

t hat have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

+ The sspnBour ceProfil eTabl e contai ns objects that configure Iink-
level, I P, and application-level data used within test suites.
These objects with a MAX- ACCESS cl ause of read-wite and/or
read- create are:

0 sspnBSour cePacket Si ze - configures the overall size of the
test packets,

0 sspnBSourceProfil eTOS - sets the TOS field in the | Pv4 and
| Pv6 headers,

0 sspnBSourceProfil eLooseSrcRteFill and
sspnSour ceProfi |l eLooseSrcRteLen - give a list of 1 Pv4d or |Pv6
addresses for the | oose source route options in the IP
header s,

0 sspnBSourceProfil eFl owLabel - sets the Flow Label in the |IPv6
header,

0 sspnBSourceProfil eTTL - sets the TTL field in the packet
header s,

0 sspnBSourceProfil eNoFrag - sets the No Fragnent bit in the
packet headers,

0 sspnBSourceProfil e8021Tagging - sets the Tag field in the
802. 1 headers, and
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0 sspnBSourceProfil eUsernanme and sspnBSourceProfil ePassword -
these hold the ID and passwords specific to an application
test profile.,

+ The sspnBour ceControl Tabl e contai ns objects that configure IP
and application-level data used within a given test. These
objects with a MAX- ACCESS cl ause of read-wite and/or read-
create are:

0 sspnSourceControl Src - controls the source | P address used on
the test packets,

0 sspnBSourceControl Dest Addr - holds the destination address for
the specific test packet,

0 sspnBour ceControl Ti meout, sspnBSourceControl Sanplingbi st, and
sspnBSour ceControl Frequency - control the nature and frequency
of the test packet injection onto the network, and

0 sspnBSourceControl Fi rst SeqNum and sspnSour ceCont r ol Last SeqNum
- set the first and | ast sequence nunbers for the specific
test.

+ The sspnti nkTabl e contai ns objects that configure the recipient
of the test packets. As such, the objects in this table have no
security issues related to them

Sone attributes configure usernanme and password i nformation for some
application-level protocols as indicated above. Access to these
attri butes may provi de unaut horized use of resources. These

attri butes are: sspntourceProfil eUsernane and
sspnBSour cePr of i | ePasswor d

Sone attributes configure the size and rate of traffic flows for the
pur pose of performance neasurenents. Access to these attributes may
exacerbate the use of this MB nodule in denial-of-service attacks.
It is possible to define a maxi num packet rate on the device and to
indicate this rate through the sspnSourceFrequency object. This

obj ect reflects the nmaxi num accept abl e packet rate that a device
supporting this MB nodule is willing to generate. This places a
bound on setting the test packet rate through the

sspnBSour ceControl Frequency object. Oher objects that contro
aspects of the test packets related to packet size and rate are
sspnSour ceControl Ti neCut, sspnour ceControl Sanpl i ngDi st and
sspnSour ceCont r ol Frequency.

Kal bf | ei sch, et al. St andar ds Track [ Page 33]



RFC 4149

The obj ects sspnSourceControl Src,
sspnBSour ceCont r ol LooseSrcRteFi | I,
control the setting of the source

SSPM M B

August 2005

sspnBSour ceCont r ol Dest Addr,
and sspnSour ceControl LooseSrcRt eLen
and destinati on addresses on the

packet headers and the routing of the packets. The device should not
all ow the setting of source addresses on the test packets other than
those that are admi nistratively configured onto the device. This is
controlled by using the syntax Interfacel ndexOrZero for the contro

of the source address through the sspnSourceControl Src object.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWP provide features
for such a secure environment.

SNMP versions prior to SNVPv3 did not
Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

i ncl ude adequate security.

It is RECOMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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