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| ESG Not e

The EAP-SI M protocol was devel oped by 3GPP. The docunentati on of
EAP-SIMis provided as information to the Internet community. Wile
the EAP WG has verified that EAP-SIMis conpatible with EAP, as
defined in RFC 3748, no other review has been done, including

val idation of the security clainms. The |IETF has al so not revi ewed
the security of the cryptographic algorithns.

Abstract

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution using the
G obal System for Mbile Conmunications (GSM Subscriber Identity
Module (SIM. GSMis a second generation nobile network standard.
The EAP-SI M nechani sm specifies enhancenents to GSM aut hentication
and key agreenent whereby nultiple authentication triplets can be
conbined to create authentication responses and session keys of
greater strength than the individual GSMtriplets. The nechanism
al so includes network authentication, user anonynity support, result
i ndi cations, and a fast re-authentication procedure.
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1. Introduction

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
[ RFC3748] mechani sm for authentication and session key distribution
using the G obal Systemfor Mbile Conmunications (GSM Subscri ber

| dentity Module (SIM.

GSM i s a second generation nobile network standard. Second
generation nobile networks and third generation nobile networks use
di fferent authentication and key agreenment nechani sms. EAP- AKA

[ EAP- AKA] specifies an EAP nethod that is based on the Authentication
and Key Agreenent (AKA) mechani smused in 3rd generation nobile

net wor ks.

GSM aut hentication is based on a chal |l enge-response nechanism The
A3/ A8 aut hentication and key derivation algorithnms that run on the
SI M can be given a 128-bit random nunber (RAND) as a chal |l enge. The
SIMruns operator-specific algorithms, which take the RAND and a
secret key Ki (stored on the SIM as input, and produce a 32-bit
response (SRES) and a 64-bit long key Kc as output. The Kc key is
originally intended to be used as an encryption key over the air

interface, but in this protocol, it is used for deriving keying
material and is not directly used. Hence, the secrecy of Kc is
critical to the security of this protocol. For nore informtion

about GSM aut hentication, see [GSM 03.20]. See Section 12.1 for nore
di scussi on about the GSM al gorithns used in EAP-SIM

The | ack of nutual authentication is a weakness in GSM

aut hentication. The derived 64-bit cipher key (Kc) is not strong
enough for data networks in which stronger and | onger keys are
required. Hence, in EAP-SIM several RAND chall enges are used for
generating several 64-bit Kc keys, which are conbined to constitute
stronger keying material. |In EAP-SIM the client issues a random
nunber NONCE_MT to the network in order to contribute to key
derivation, and to prevent replays of EAP-SIMrequests from previous
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exchanges. The NONCE_MI can be conceived as the client’s challenge
to the network. EAP-SIM al so extends the conbi ned RAND chal | enges
and ot her nmessages with a nessage authentication code in order to
provi de nessage integrity protection along w th nutual

aut henti cati on.

EAP- SI M speci fies optional support for protecting the privacy of
subscri ber identity using the sanme concept as the GSM which uses
pseudonyns/tenporary identifiers. It also specifies an optional fast
re-aut henticati on procedure.

The security of EAP-SIM builds on underlying GSM nechani snms. The
security properties of EAP-SIM are docunented in Section 11 of this
docunent. Inplenenters and users of EAP-SIM are advised to carefully
study the security considerations in Section 11 in order to deternine
whet her the security properties are sufficient for the environnent in
question, especially as the secrecy of Kc keys is essential to the
security of EAP-SIM In brief, EAP-SIMis in no sense weaker than
the GSM nmechani snms. I n sone cases EAP-SI M provi des better security
properties than the underlying GSM nechani sns, particularly if the
SIMcredentials are only used for EAP-SIM and are not re-used from
GSM GPRS. Many of the security features of EAP-SIMrely upon the
secrecy of the Kc values in the SIMtriplets, so protecting these
values is key to the security of the EAP-SI M prot ocol

The 3rd CGeneration Partnership Project (3GPP) has specified an
enhanced Aut henticati on and Key Agreenment (AKA) architecture for the
Uni versal ©Mbbil e Tel ecomruni cations System (UMIS). The 3rd
generati on AKA mechani smincl udes rmutual authentication, replay
protection, and derivation of |onger session keys. EAP-AKA [ EAP- AKA]
specifies an EAP nmethod that is based on the 3rd generation AKA.

EAP- AKA, which is a nore secure protocol, may be used instead of
EAP-SIM if 3rd generation identity nodul es and 3G network
infrastructures are avail abl e.

2. Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The terns and abbreviations "authenticator", "backend authentication
server", "EAP server", "peer", "Silently Discard", "Master Session
Key (MSK)", and "Extended Master Session Key (EMSK)" in this docunent
are to be interpreted as described in [ RFC3748].
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Thi s docunment frequently uses the followi ng terns and abbrevi ati ons:
AAA pr ot ocol
Aut henti cati on, Authorization, and Accounting protoco
AuC
Aut hentication Centre. The GSM network el enent that provides
the authentication triplets for authenticating
t he subscri ber.

Aut henti cati on vector

GSM triplets can be alternatively called authentication
vectors.

Ext ensi bl e Aut hentication Protoco

Fast re-authentication
An EAP- SI M aut henti cati on exchange that is based on keys
derived upon a preceding full authentication exchange.
The GSM aut hentication and key exchange al gorithnms are not
used in the fast re-authentication procedure.

Fast Re-authentication Identity
A fast re-authentication identity of the peer, including an NA
real mportion in environments where a realmis used. Used on
fast re-authentication only.

Fast Re-authentication Usernane

The usernane portion of fast re-authentication identity,
i.e., not including any real mportions.

Ful I aut hentication

An EAP- SI M aut henti cati on exchange based on the GSM
aut henticati on and key agreenent al gorithns.

GSM

A obal System for ©Mbbil e conmunicati ons.
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GSM Tri pl et

| MSI

MAC

Nonce

The tuple fornmed by the three GSM aut henti cati on val ues RAND
Kc, and SRES.

| nternati onal Mobile Subscriber Identifier, used in GSMto
i dentify subscribers.

Message Aut hentication Code

Net wor k Access ldentifier

A value that is used at nbst once or that is never repeated
within the sane cryptographic context. |In general, a nonce can
be predictable (e.g., a counter) or unpredictable (e.g., a
random val ue). Since some cryptographic properties may depend
on the randommess of the nonce, attention should be paid to
whet her a nonce is required to be randomor not. 1In this
docunent, the termnonce is only used to denote random nonces,
and it is not used to denote counters.

Per manent ldentity

The permanent identity of the peer, including an NAl realm
portion in environments where a realmis used. The permanent
identity is usually based on the IMSI. Used on full

aut henti cation only.

Per mmnent User nane

The usernane portion of permanent identity, i.e., not including
any real m portions.

Pseudonym I dentity

A pseudonymidentity of the peer, including an NAI realm
portion in environments where a realmis used. Used on
full authentication only.
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Pseudonym User name

The usernane portion of pseudonymidentity, i.e., not including
any real m portions.

SIM

Subscri ber Identity Module. The SIMis traditionally a smart
card distributed by a GSM oper at or.

3. Overview

Figure 1 shows an overview of the EAP-SIMfull authentication
procedure, wherein optional protected success indications are not
used. The authenticator typically comrunicates with an EAP server
that is | ocated on a backend authentication server using an AAA
protocol. The authenticator shown in the figure is often sinply
rel ayi ng EAP nessages to and fromthe EAP server, but these backend
AAA communi cati ons are not shown.

Peer Aut henti cat or
| EAP- Request /I dentity |

A |

| EAP- Request/ SI M Chal | enge (AT_RAND, AT_MAC) |
| |

o m e e e e e e e e e e e e memmemaoos + |
| Peer runs GSM al gorithms, verifies | |
| AT_MAC and derives session keys | |
o m e e e e e e e e e e e e memmemaoos + |
| EAP- Response/ SI M Chal | enge ( AT_MAC) |
R e P EEETE >

I

I

Figure 1: EAP-SIMfull authentication procedure
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The first EAP Request issued by the authenticator is

EAP- Request/ Il dentity. On full authentication, the peer’'s response
includes either the user’s International Mobile Subscriber ldentity
(IMSl) or a tenporary identity (pseudonyn) if identity privacy is in
effect, as specified in Section 4. 2.

Fol Il owi ng the peer’s EAP-Response/ldentity packet, the peer receives
EAP Requests of Type 18 (SIM fromthe EAP server and sends the
correspondi ng EAP Responses. The EAP packets that are of the Type
SIM al so have a Subtype field. On full authentication, the first
EAP- Request/ SI M packet is of the Subtype 10 (Start). EAP-SIM packets
encapsul ate paraneters in attributes, encoded in a Type, Length,

Val ue format. The packet format and the use of attributes are
specified in Section 8.

The EAP-Request/SIM Start packet contains the |ist of EAP-SIM
versions supported by the EAP server in the AT _VERSI ON LI ST
attribute. This packet may also include attributes for requesting
the subscriber identity, as specified in Section 4.2.

The peer responds to a EAP-Request/SIM Start with the

EAP- Response/ SIM Start packet, which includes the AT_NONCE_Mr
attribute that contains a random nunber NONCE_MI, chosen by the peer
and the AT_SELECTED VERSION attribute that contains the version
nunber selected by the peer. The version negotiation is protected by
i ncluding the version list and the selected version in the

cal cul ati on of keying material (Section 7).

After receiving the EAP Response/SIM Start, the EAP server obtains n
GSMtriplets for use in authenticating the subscriber, where n = 2 or
n =3 Fromthe triplets, the EAP server derives the keying

material, as specified in Section 7. The triplets may be obtai ned by
contacting an Authentication Centre (AuC) on the GSM network; per GSM
specifications, between 1 and 5 triplets nmay be obtained at a tine.
Triplets may be stored in the EAP server for use at a later tine, but
triplets MIUST NOT be re-used, except in sonme error cases that are
specified in Section 10.9.

The next EAP Request the EAP Server issues is of the type SIM and
subtype Challenge (11). It contains the RAND chall enges and a
nmessage aut hentication code attribute AT_MAC to cover the chall enges.
The AT_MAC attribute is a general nessage authentication code
attribute that is used in many EAP-SI M nessages.

On recei pt of the EAP-Request/ SI M Chal | enge nessage, the peer runs
the GSM aut hentication al gorithm and cal cul ates a copy of the nessage
aut hentication code. The peer then verifies that the cal cul ated MAC
equal s the received MAC. |If the MAC s do not match, then the peer
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4.

4.

sends the EAP-Response/SIMCient-Error packet and the authentication
exchange term nates.

Since the RANDs given to a peer are acconpani ed by the nessage

aut henticati on code AT_MAC, and since the peer’s NONCE _MI val ue
contributes to AT_MAC, the peer is able to verify that the EAP-SIM
nmessage is fresh (i.e., not a replay) and that the sender possesses
valid GSMtriplets for the subscriber.

If all checks out, the peer responds with the

EAP- Response/ SI M Chal | enge, containing the AT_MAC attribute that
covers the peer’s SRES response val ues (Section 9.4). The EAP server
verifies that the MAC is correct. Because protected success

i ndications are not used in this exanple, the EAP server sends the
EAP- Success packet, indicating that the authentication was
successful. (Protected success indications are discussed in

Section 6.2.) The EAP server may al so include derived keying
material in the nessage it sends to the authenticator. The peer has
derived the sane keying material, so the authenticator does not
forward the keying material to the peer along wth EAP-Success.

EAP- SI M al so includes a separate fast re-authentication procedure
that does not meke use of the A3/ A8 algorithnms or the GSM
infrastructure. Fast re-authentication is based on keys derived on
full authentication. |If the peer has maintained state infornation
for fast re-authentication and wants to use fast re-authentication,
then the peer indicates this by using a specific fast
re-authentication identity instead of the permanent identity or a
pseudonymidentity. The fast re-authentication procedure is
described in Section 5.

Operation
1. Version Negotiation

EAP- SI M i ncl udes version negotiation so as to allow future

devel opnents in the protocol. The version negotiation is perfornmed
on full authentication and it uses two attributes, AT_VERSION LI ST,
whi ch the server always includes in EAP-Request/SIM Start, and
AT_SELECTED_VERSI ON, whi ch the peer includes in

EAP- Response/ SIM Start on full authentication

AT_VERSI ON_LI ST i ncl udes the EAP-SI M versions supported by the
server. |f AT_VERSION LI ST does not include a version that is

i npl emrented by the peer and allowed in the peer’s security policy,
then the peer MJST send t he EAP-Response/ SIM dient-Error packet
(Section 9.7) to the server with the error code "unsupported
version". |If a suitable version is included, then the peer includes
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the AT_SELECTED VERSION attribute, containing the selected version in
t he EAP-Response/ SIM Start packet. The peer MJST only indicate a
version that is included in the AT_VERSION LIST. |If several versions
are acceptable, then the peer SHOULD choose the version that occurs
first in the version list.

The version nunber list of AT_VERSION LI ST and the sel ected version
of AT_SELECTED VERSION are included in the key derivation procedure
(Section 7). If an attacker nodifies either one of these attributes,
then the peer and the server derive different keying material.
Because K aut keys are different, the server and peer cal cul ate

di fferent AT_MAC val ues. Hence, the peer detects that AT_MAC

i ncluded in EAP-Request/ SI M Chal |l enge, is incorrect and sends the
EAP- Response/ SIM C i ent-Error packet. The authentication procedure
term nates.

4.2. ldentity Managenent
4.2.1. Format, Generation and Usage of Peer ldentities
4.2.1.1. General

I n the beginning of EAP authentication, the Authenticator or the EAP
server usually issues the EAP-Request/ldentity packet to the peer.
The peer responds with the EAP-Response/ldentity, which contains the
user’'s identity. The fornmats of these packets are specified in

[ RFC3748] .

GSM subscribers are identified with the International Mbile
Subscriber ldentity (IMSI) [GSM03.03]. The IMSI is a string of not
nmore than 15 digits. It is conposed of a three digit Mbile Country
Code (MCC), a two or three digit Mbile Network Code (MNC), and a
Mobi | e Subscriber Identification Nunber (MSIN) of no nore than 10
digits. MCC and MNC uniquely identify the GSM operator and hel p
identify the AuC fromwhich the authentication vectors need to be
retrieved for this subscriber.

Internet AAA protocols identify users with the Network Access
Identifier (NAI) [RFC4282]. \When used in a roam ng environnent, the
NAl is conposed of a usernanme and a realm separated with "@
(usernamre@eal m). The usernane portion identifies the subscriber
within the realm

This section specifies the peer identity format used in EAP-SIM In

this docunent, the term"identity" or "peer identity" refers to the
whol e identity string that is used to identify the peer. The peer
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identity may include a real mportion. "Usernane" refers to the
portion of the peer identity that identifies the user, i.e., the
usernane does not include the real mportion.

4.2.1.2. ldentity Privacy Support

EAP- SI M includes optional identity privacy (anonynity) support that
can be used to hide the cleartext permanent identity and thereby make
the subscriber’s EAP exchanges untraceabl e to eavesdroppers. Because
the pernanent identity never changes, revealing it would help
observers to track the user. The permanent identity is usually based
on the IMsl, which may further help the tracking, because the sane
identifier may be used in other contexts as well. Identity privacy
is based on tenporary identities, or pseudonyns, which are equival ent
to but separate fromthe Tenporary Mobile Subscriber ldentities
(TMsl) that are used on cellular networks. Please see Section 12.2
for security considerations regarding identity privacy.

4.2.1.3. Usernane Types in EAP-SIMidentities
There are three types of usernames in EAP-SI M peer identities:

(1) Permanent usernanes. For exanple,
1123456789098765@ryoper at or. com ni ght be a valid permanent identity.
In this exanple, 1123456789098765 is the permanent usernane.

(2) Pseudonym usernanes. For exanple, 3s7ah6n9g@ryoperator.com mi ght
be a valid pseudonymidentity. |In this exanple, 3s7ah6n9q is the
pseudonym user nane.

(3) Fast re-authentication usernanmes. For exanple,
53953754@ryoperator.com m ght be a valid fast re-authentication
identity. |In this case, 53953754 is the fast re-authentication
usernane. Unlike pernmanent usernanmes and pseudonym user nanes, fast
re-aut hentication usernanmes are one-tine identifiers, which are not
re-used across EAP exchanges.

The first two types of identities are used only on full

aut hentication and the | ast one only on fast re-authentication. Wen
the optional identity privacy support is not used, the non-pseudonym
permanent identity is used on full authentication. The fast

re-aut hentication exchange is specified in Section 5.

4.2.1.4. Usernane Decoration
In sone environnents, the peer nmay need to decorate the identity by

prependi ng or appending the usernane with a string, in order to
i ndi cate supplementary AAA routing information in addition to the NAl
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realm (The usage of an NAl realmportion is not considered
decoration.) Usernane decoration is out of the scope of this
docunent. However, it should be noted that usernane decoration m ght
prevent the server fromrecognizing a valid username. Hence,

al t hough the peer MAY use username decoration in the identities that
the peer includes in EAP-Response/ldentity, and although the EAP
server MAY accept a decorated peer usernane in this nessage, the peer
or the EAP server MJST NOT decorate any other peer identities that
are used in various EAP-SIM attributes. Only the identity used in

t he EAP-Response/ldentity nay be decor at ed.

4.2.1.5. NAI Real m Porti on

The peer MAY include a real mportion in the peer identity, as per the
NAI format. The use of a realmportion is not mandatory.

If arealmis used, the real m MAY be chosen by the subscriber’s hone
operator and it MAY be a configurable paranmeter in the EAP-SIM peer

i npl enentation. In this case, the peer is typically configured with
the NAI real mof the home operator. Operators MAY reserve a specific
real m nane for EAP-SIMusers. This convention nmakes it easy to
recogni ze that the NAl identifies a GSM subscriber. Such a reserved
NAI real mmay be a useful hint as to the first authentication nethod
to use during nmethod negotiation. Wen the peer is using a pseudonym
usernane instead of the pernanent usernane, the peer selects the

real mnane portion sinilarly as it select the real mportion when
usi ng the permanent usernane.

If no configured real mname is available, the peer MAY derive the
real mnane fromthe MCC and MNC portions of the IMSI. A RECOVMENDED
way to derive the realmfromthe I MSI using the real m 3gppnetwork.org
is specified in [3GPP-TS-23.003].

Sone ol d inplenentations derive the realmnanme fromthe | MSl by
concatenating "mc", the MNC digits of IMSI, ".ntc", the MCC digits
of IMSI, and ".ow an.org". For exanple, if the IMSI is
123456789098765, and the MNC is three digits long, then the derived
realmnane is "mc456. nccl23. oM an.org". As there are no DNS servers
running at ow an.org, these real mnanes can only be used with
manual Iy configured AAA routing. New inplenentations SHOULD use the
mechani sm specified in [3GPP-TS-23. 003] instead of ow an. org.

The IMSI is a string of digits without any explicit structure, so the
peer may not be able to deternmine the Iength of the MNC portion. If
the peer is not able to determ ne whether the MNCis two or three
digits long, the peer MAY use a 3-digit MNC. If the correct length
of the MNCis two, then the MNC used in the real mname includes the
first digit of the MBIN. Hence, when configuring AAA networks for
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operators that have 2-digit M\Cs, the network SHOULD al so be prepared
for real mnanmes with incorrect, 3-digit M\Cs.

4.2.1.6. Format of the Permanent User nane

The non- pseudonym per manent usernane SHOULD be derived fromthe | M
In this case, the permanent username MJST be of the format "1"

| MSI, where the character "|" denotes concatenation. 1In other words,
the first character of the usernane is the digit one (ASC | value 31
hexadecinal), followed by the IMSI. The IMSI is encoded as an ASCI
string that consists of not nmore than 15 decimal digits (ASCI 1 val ues
between 30 and 39 hexadeci mal), one character per IMSI digit, in the
order specified in [GSM03.03]. For exanple, a permanent usernane
derived fromthe I MSI 295023820005424 woul d be encoded as the ASCI
string "1295023820005424" (byte val ues in hexadeci nal notation: 31 32
39 35 30 32 33 38 32 30 30 30 35 34 32 34).

The EAP server MAY use the leading "1" as a hint to try EAP-SIM as
the first authentication method during nethod negotiation, rather
than, for exanple EAP/ AKA. The EAP-SI M server MAY propose EAP-SIM
even if the | eading character was not "1".

Alternatively, an inplenentati on MAY choose a permanent usernane that

is not based on the IMSI. In this case, the selection of the
usernane, its format, and its processing is out of the scope of this
docunent. In this case, the peer inplenentation MJST NOT prepend any

| eadi ng characters to the usernane.

4.2.1.7. Generating Pseudonyns and Fast Re-authentication ldentities by
the Server

Pseudonym user nanes and fast re-authentication identities are
generated by the EAP server. The EAP server produces pseudonym
usernames and fast re-authentication identities in an

i npl enent ati on-dependent manner. Only the EAP server needs to be
able to map the pseudonym usernane to the perrmanent identity, or to
recogni ze a fast re-authentication identity.

EAP- SI M i ncl udes no provisions to ensure that the same EAP server

that generated a pseudonym usernanme will be used on the

aut henti cati on exchange when t he pseudonym usernane is used. It is
reconmended that the EAP servers inplenent some centralized mechani sm
to allow all EAP servers of the home operator to map pseudonyns
generated by other severs to the permanent identity. |If no such
mechani smis avail able, then the EAP server failing to understand a
pseudonym i ssued by anot her server can request the that peer send the
per manent identity.
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When issuing a fast re-authentication identity, the EAP server may
include a realmnanme in the identity to nake the fast
re-aut hentication request be forwarded to the sane EAP server.

When generating fast re-authentication identities, the server SHOULD
choose a fresh, new fast re-authentication identity that is different
fromthe previous ones that were used after the sane ful

aut henti cati on exchange. A full authentication exchange and the
associ ated fast re-authentication exchanges are referred to here as
the same "full authentication context”. The fast re-authentication
identity SHOULD include a random conponent. This random conponent
works as a full authentication context identifier. A
context-specific fast re-authentication identity can help the server
to detect whether its fast re-authentication state information

mat ches that of its peer (in other words, whether the state
information is fromthe sanme full authentication exchange). The
random conponent al so makes the fast re-authentication identities
unpredi ctabl e, so an attacker cannot initiate a fast

re-aut hentication exchange to get the server’s EAP-Request/SIM

Re- aut henti cati on packet.

Transnitting pseudonynms and fast re-authentication identities from
the server to the peer is discussed in Section 4.2.1.8. The
pseudonymis transmtted as a usernane, w thout an NAl realm and the
fast re-authentication identity is transmtted as a conplete NAI
including a realmportion if arealmis required. The realmis
included in the fast re-authentication identity to allow the server
to include a server-specific realm

Regardl ess of the construction nmethod, the pseudonym usernane MJST
conformto the granmar specified for the usernanme portion of an NAl.
The fast re-authentication identity also MUST conformto the NA
grammar. The EAP servers that the subscribers of an operator can use
MJST ensure that the pseudonym usernames and the usernane portions
used in fast re-authentication identities they generate are uni que.

In any case, it is necessary that pernmanent usernames, pseudonym
usernanes, and fast re-authentication usernanes are separate and
recogni zable fromeach other. It is also desirable that EAP-SIM and
EAP- AKA [ EAP- AKA] usernames be distingui shable fromeach other as an
aid for the server on which nmethod to offer.

In general, it is the task of the EAP server and the policies of its
administrator to ensure sufficient separation of the usernanes.
Pseudonym user nanes and fast re-authentication usernanes are both
produced and used by the EAP server. The EAP server MJST conpose
pseudonym user nanes and fast re-authentication usernanes so that it
can determine if an NAl usernane is an EAP-SI M pseudonym user name or
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an EAP-SIM fast re-authentication usernanme. For instance, when the
user nanes have been derived fromthe IMSI, the server could use
different | eading characters in the pseudonym usernanes and fast
re-aut hentication usernanmes (e.g., the pseudonymcould begin with a
| eading "3" character). Wen mapping a fast re-authentication
identity to a permanent identity, the server SHOULD only exam ne the
username portion of the fast re-authentication identity and ignore
the real mportion of the identity.

Because the peer nay fail to save a pseudonym username sent in an
EAP- Request/ SI M Chal | enge, for exanple due to mal function, the EAP
server SHOULD maintain at |east the nost recently used pseudonym
usernane in addition to the nost recently issued pseudonym user nane.
I f the authentication exchange is not conpleted successfully, then
the server SHOULD NOT overwrite the pseudonym usernane that was

i ssued during the nost recent successful authentication exchange.

4.2.1.8. Transmitting Pseudonyns and Fast Re-authentication ldentities
to the Peer

The server transnits pseudonym usernanes and fast re-authentication
identities to the peer in cipher, using the AT_ENCR DATA attri bute.

The EAP- Request/ SI M Chal | enge nessage MAY include an encrypted
pseudonym user name and/ or an encrypted fast re-authentication
identity in the value field of the AT_ENCR DATA attribute. Because
identity privacy support and fast re-authentication are optional

i npl enent ati ons, the peer MAY ignore the AT_ENCR _DATA attribute and
al ways use the pernanent identity. On fast re-authentication

(di scussed in Section 5), the server MAY include a new, encrypted
fast re-authentication identity in the

EAP- Request/ SI M Re- aut henti cati on nessage.

On recei pt of the EAP-Request/SI M Chal |l enge, the peer MAY decrypt the
encrypted data in AT_ENCR DATA. If the authentication exchange is
successful, and the encrypted data includes a pseudonym user nane,
then the peer may use the obtai ned pseudonym usernanme on the next

full authentication. |If a fast re-authentication identity is

i ncluded, then the peer MAY save it together with other fast
re-authentication state information, as discussed in Section 5, for
the next fast re-authentication. |f the authentication exchange does
not conpl ete successfully, the peer MJST ignore the received
pseudonym usernane and the fast re-authentication identity.

If the peer does not receive a new pseudonym usernane in the

EAP- Request/ SI M Chal | enge nessage, the peer NMAY use an ol d pseudonym
usernane instead of the pernanent usernane on the next full

aut hentication. The usernane portions of fast re-authentication
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identities are one-tine usernanmes, which the peer MJST NOT re-use.
When the peer uses a fast re-authentication identity in an EAP
exchange, the peer MJST discard the fast re-authentication identity
and not re-use it in another EAP authentication exchange, even if the
aut henti cati on exchange was not conpl et ed.

4.2.1.9. Usage of the Pseudonym by the Peer

When the optional identity privacy support is used on ful

aut hentication, the peer MAY use a pseudonym username received as
part of a previous full authentication sequence as the usernane
portion of the NAI. The peer MJST NOT nodify the pseudonym user name
recei ved in AT_NEXT_PSEUDONYM However, as di scussed above, the peer
MAY need to decorate the usernanme in some environnents by appending
or prepending the usernanme with a string that indicates supplenentary
AAA routing informtion

When using a pseudonym username in an environnent where a realm
portion is used, the peer concatenates the received pseudonym
usernane with the "@ character and an NAl real mportion. The

sel ection of the NAl realmis discussed above. The peer can sel ect
the realmportion simlarly, regardl ess of whether it uses the

per manent username or a pseudonym user nane.

4.2.1.10. Usage of the Fast Re-authentication Identity by the Peer

On fast re-authentication, the peer uses the fast re-authentication
identity that was received as part of the previous authentication
sequence. A new re-authentication identity may be delivered as part
of both full authentication and fast re-authentication. The peer
MUST NOT nodi fy the usernanme part of the fast re-authentication
identity received in AT_NEXT_REAUTH | D, except in cases when username
decoration is required. Even in these cases, the "root" fast

re-aut hentication usernanme nust not be nodified, but it may be
appended or prepended with another string.

4.2.2. Conmunicating the Peer ldentity to the Server
4.2.2.1. Cenera

The peer identity MAY be comuni cated to the server with the

EAP- Response/ Il dentity message. This message MAY contain the
permanent identity, a pseudonymidentity, or a fast re-authentication
identity. |If the peer uses the permanent identity or a pseudonym
identity, which the server is able to nap to the permanent identity,
then the authentication proceeds as discussed in the overview of
Section 3. If the peer uses a fast re-authentication identity, and
if the fast re-authentication identity matches with a valid fast
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re-authentication identity naintained by the server, and if the
server agrees to use fast re-authentication, then a fast
re-aut hentication exchange is perforned, as described in Section 5.

The peer identity can also be transmitted fromthe peer to the server
usi ng EAP- SI M nessages instead of the EAP-Response/ldentity. 1In this
case, the server includes an identity-requesting attribute

(AT_ANY_I D REQ AT _FULLAUTH | D REQ or AT_PERMANENT ID REQ in the
EAP- Request/ SIM Start nessage, and the peer includes the AT_I DENTITY
attri bute, which contains the peer’s identity, in the

EAP- Response/ SIM Start nessage. The AT_ANY ID REQ attribute is a
general identity-requesting attribute, which the server uses if it
does not specify which kind of an identity the peer should return in
AT _I DENTITY. The server uses the AT_FULLAUTH ID REQ attribute to
request either the permanent identity or a pseudonymidentity. The
server uses the AT_PERMANENT ID REQ attribute to request that the
peer send its permanent identity.

The identity format in the AT _IDENTITY attribute is the sane as in

t he EAP-Response/ldentity packet (except that identity decoration is
not allowed). The AT_IDENTITY attribute contains a pernanent
identity, a pseudonymidentity, or a fast re-authentication identity.

Pl ease note that the EAP-SIM peer and the EAP-SI M server only process
the AT _IDENTITY attribute; entities that only pass through EAP
packets do not process this attribute. Hence, the authenticator and
other internmediate AAA el enents (such as possi bl e AAA proxy servers)
will continue to refer to the peer with the original identity from

t he EAP-Response/ldentity packet unless the identity authenticated in
the AT_IDENTITY attribute is communi cated to themin another way

wi thin the AAA protocol

4.2.2.2. Relying on EAP-Response/ldentity D scouraged

The EAP-Response/ldentity packet is not method-specific, so in many

i npl enmentations it nmay be handl ed by an EAP Framework. This

i ntroduces an additional |ayer of processing between the EAP peer and
EAP server. The extra |ayer of processing may cache identity
responses or add decorations to the identity. A nodification of the
identity response will cause the EAP peer and EAP server to use
different identities in the key derivation, which will cause the
protocol to fail.

For this reason, it is RECOWENDED that the EAP peer and server use

the method-specific identity attributes in EAP-SIM and the server is
strongly discouraged fromrelying upon the EAP-Response/ldentity.
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In particular, if the EAP server receives a decorated identity in
EAP- Response/ Il dentity, then the EAP server MJST use the
identity-requesting attributes to request that the peer send an
unnodi fi ed and undecorated copy of the identity in AT_I DENTITY.

4.2.3. Choice of Identity for the EAP-Response/ldentity

I f EAP-SIM peer is started upon receiving an EAP-Request/ldentity
nmessage, then the peer MAY use an EAP-SIMidentity in the EAP-
Response/ldentity packet. In this case, the peer perforns the
foll owi ng steps.

| f the peer has mamintained fast re-authentication state information
and wants to use fast re-authentication, then the peer transmits the
fast re-authentication identity in EAP-Response/ldentity.

Else, if the peer has a pseudonym usernane avail able, then the peer
transnits the pseudonymidentity in EAP-Response/ldentity.

In other cases, the peer transmits the permanent identity in
EAP- Response/ l dentity.

4.2.4. Server COperation in the Beginning of EAP-SIM Exchange

As discussed in Section 4.2.2.2, the server SHOULD NOT rely on an
identity string received in EAP-Response/ldentity. Therefore, the
RECOVMENDED way to start an EAP-SI M exchange is to ignore any
received identity strings. The server SHOULD begin the EAP-SI M
exchange by issuing the EAP-Request/SIM Start packet with an
identity-requesting attribute to indicate that the server wants the
peer to include an identity in the AT_IDENTITY attribute of the EAP-
Response/ SIM Start nessage. Three nmethods to request an identity
fromthe peer are discussed bel ow.

If the server chooses not to ignore the contents of EAP-
Response/ldentity, then the server may have already received an EAP-
SIMidentity in this packet. However, if the EAP server has not

recei ved any EAP-SIM peer identity (permanent identity, pseudonym
identity, or fast re-authentication identity) fromthe peer when
sending the first EAP-SIMrequest, or if the EAP server has received
an EAP- Response/ldentity packet but the contents do not appear to be
a valid permanent identity, pseudonymidentity or a re-authentication
identity, then the server MJST request an identity fromthe peer
usi ng one of the nethods bel ow.

The server sends the EAP-Request/SIM Start nessage with the

AT_PERVANENT_I D REQ attribute to indicate that the server wants the
peer to include the pernmanent identity in the AT_IDENTITY attribute
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of the EAP-Response/SIM Start nmessage. This is done in the follow ng
cases:

0 The server does not support fast re-authentication or identity
privacy.

0 The server decided to process a received identity, and the server
recogni zes the received identity as a pseudonymidentity but the
server is not able to nap the pseudonymidentity to a permanent
identity.

The server issues the EAP-Request/SIM Start packet with the
AT_FULLAUTH ID REQ attribute to indicate that the server wants the
peer to include a full authentication identity (pseudonymidentity or
permanent identity) in the AT_IDENTITY attribute of the

EAP- Response/ SIM Start nessage. This is done in the foll owi ng cases:

0 The server does not support fast re-authentication and the server
supports identity privacy.

0 The server decided to process a received identity, and the server
recogni zes the received identity as a re-authentication identity
but the server is not able to map the re-authentication identity
to a permanent identity.

The server issues the EAP-Request/SIM Start packet with the
AT_ANY_ID REQ attribute to indicate that the server wants the peer to
include an identity in the AT_IDENTITY attribute of the

EAP- Response/ SI M St art nessage, and the server does not indicate any
preferred type for the identity. This is done in other cases, such
as when the server ignores a received EAP-Response/ldentity, the
server does not have any identity, or the server does not recognize
the format of a received identity.

4.2.5. Processing of EAP-Request/SIM Start by the Peer

Upon recei pt of an EAP-Request/SIM Start nessage, the peer MJST
performthe foll ow ng steps.

If the EAP-Request/SIM Start does not include an identity request
attribute, then the peer responds w th EAP-Response/SIM Start without
AT_I DENTITY. The peer includes the AT_SELECTED_VERSI ON and
AT_NONCE_MT attributes, because the exchange is a full authentication
exchange.

If the EAP-Request/SIM Start includes AT_PERVMANENT ID REQ and if the

peer does not have a pseudonym avail abl e, then the peer MJST respond
wi th EAP- Response/ SIM Start and include the pernanent identity in
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AT _IDENTITY. |If the peer has a pseudonym avail abl e, then the peer
MAY refuse to send the permanent identity; hence, in this case the
peer MJUST either respond with EAP-Response/ SIM Start and include the
permanent identity in AT_IDENTITY or respond with EAP-Response/ SIM
Client-Error packet with the code "unable to process packet".

If the EAP-Request/SIM Start includes AT _FULL _AUTH ID REQ and if the
peer has a pseudonym avail abl e, then the peer SHOULD respond with
EAP- Response/ SIM Start and include the pseudonymidentity in
AT_IDENTITY. |If the peer does not have a pseudonym when it receives
this nessage, then the peer MJST respond with EAP-Response/ SIM Start
and include the permanent identity in AT_IDENTITY. The Peer MJST NOT
use a re-authentication identity in the AT_IDENTITY attribute.

If the EAP-Request/SIM Start includes AT _ANY_ID REQ and if the peer
has nmi ntai ned fast re-authentication state informati on and the peer
wants to use fast re-authentication, then the peer responds with
EAP- Response/ SIM Start and includes the fast re-authentication
identity in AT_IDENTITY. Else, if the peer has a pseudonymidentity
avail abl e, then the peer responds wi th EAP-Response/ SIM Start and

i ncludes the pseudonymidentity in AT_IDENTITY. Else, the peer
responds with EAP-Response/ SIM Start and includes the pernanent
identity in AT_IDENTITY.

An EAP- SI M exchange may include several EAP/SIM Start rounds. The
server may issue a second EAP-Request/SIM Start if it was not able to
recogni ze the identity that the peer used in the previous AT _|I DENTITY
attribute. At nost, three EAP/SIM Start rounds can be used, so the
peer MJUST NOT respond to nore than three EAP-Request/SIM Start
messages within an EAP exchange. The peer MJUST verify that the
sequence of EAP-Request/SIM Start packets that the peer receives
conmply with the sequencing rules defined in this docunent. That is,
AT_ANY_ID REQ can only be used in the first EAP-Request/SIM Start; in
ot her words, AT_ANY_ID REQ MJST NOT be used in the second or third
EAP- Request/SIM Start. AT _FULLAUTH | D_REQ MJST NOT be used if the
previ ous EAP-Request/SIM Start included AT_PERVANENT_ | D REQ The
peer operation, in cases when it receives an unexpected attribute or
an unexpected nessage, is specified in Section 6.3.1.

4.2.6. Attacks Against ldentity Privacy

The section above specifies two possi ble ways the peer can operate
upon recei pt of AT_PERVANENT_ID REQ This is because a received
AT_PERVANENT_| D_REQ does not necessarily originate fromthe valid
network, but an active attacker may transmit an EAP-Request/SIM
Start packet with an AT_PERMANENT |ID REQ attribute to the peer, in an
effort to find out the true identity of the user. |f the peer does
not want to reveal its permanent identity, then the peer sends the
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EAP- Response/ SIM Cl i ent-Error packet with the error code "unable to
process packet", and the authentication exchange term nates.

Basically, there are two different policies that the peer can enpl oy
with regard to AT_PERVANENT I D REQ A "conservative" peer assunes
that the network is able to maintain pseudonyns robustly. Therefore,
if a conservative peer has a pseudonym username, the peer responds

wi th EAP- Response/SIMCient-Error to the EAP packet with
AT_PERVANENT_| D_REQ, because the peer believes that the valid network
is able to map the pseudonymidentity to the peer’s pernanent
identity. (Alternatively, the conservative peer nmay accept
AT_PERVANENT_ID REQ in certain circunstances, for exanple, if the
pseudonym was received a long tinme ago.) The benefit of this policy
is that it protects the peer against active attacks on anonymity. On
the other hand, a "liberal" peer always accepts the
AT_PERVANENT_I D_REQ and responds with the permanent identity. The
benefit of this policy is that it works even if the valid network
someti mes | oses pseudonyns and is not able to map themto the

per manent identity.

4.2.7. Processing of AT_IDENTITY by the Server

Wien the server receives an EAP-Response/ SIM Start message with the
AT_IDENTITY (in response to the server’s identity requesting
attribute), the server MJST operate as foll ows.

| f the server used AT_PERMANENT ID REQ and if the AT_I DENTITY does
not contain a valid permanent identity, then the server sends

EAP- Request/ SIM Notification wi th AT_NOTI FI CATI ON code "Genera
failure" (16384), and the EAP exchange terminates. |f the server
recogni zes the permanent identity and is able to continue, then the
server proceeds with full authentication by sendi ng EAP- Request/SI M
Chal | enge.

If the server used AT_FULLAUTH ID REQ and if AT_IDENTITY contains a

valid pernmanent identity or a pseudonymidentity that the server can

map to a valid permanent identity, then the server proceeds with full
aut henti cation by sendi ng EAP- Request/SI M Chal l enge. |If AT_IDENTITY

contains a pseudonymidentity that the server is not able to map to a
valid permanent identity, or an identity that the server is not able

to recogni ze or classify, then the server sends EAP-Request/SIM Start
wi th AT_PERMANENT | D_REQ

If the server used AT_ANY_ID REQ and if the AT_IDENTITY contains a
valid pernmanent identity or a pseudonymidentity that the server can
map to a valid permanent identity, then the server proceeds with full
aut hentication by sendi ng EAP-Request/ SI M Chal | enge.
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If the server used AT_ANY_ID REQ and if AT_IDENTITY contains a valid
fast re-authentication identity and the server agrees on using

re-aut hentication, then the server proceeds with fast

re-aut hentication by sendi ng EAP- Request/ SI M Re- aut henti cati on
(Section 5).

If the server used AT_ANY_ID REQ and if the peer sent an

EAP- Response/ SIM Start with only AT_IDENTITY (indicating
re-authentication), but the server is not able to map the identity to
a permanent identity, then the server sends EAP-Request/SIM Start
with AT_FULLAUTH | D_REQ

If the server used AT_ANY_ID REQ and if AT_IDENTITY contains a valid
fast re-authentication identity that the server is able to map to a
permanent identity, and if the server does not want to use fast
re-aut hentication, then the server sends EAP-Request/SIM Start

wi thout any identity requesting attributes.

If the server used AT_ANY_ID REQ and AT_IDENTITY contains an
identity that the server recogni zes as a pseudonymidentity but the
server is not able to map the pseudonymidentity to a permanent
identity, then the server sends EAP-Request/SIM Start with
AT_PERMANENT | D_REQ.

If the server used AT_ANY_ID REQ and AT_IDENTITY contains an
identity that the server is not able to recognize or classify, then
the server sends EAP-Request/SIM Start with AT_FULLAUTH | D_REQ

4.3. Message Sequence Exanples (Informative)

This section contains non-normative nmessage sequence exanples to
illustrate how the peer identity can be comunicated to the server
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4.3.1. Full Authentication

This case for full authentication is illustrated below in Figure 2.

In this case, AT_IDENTITY contains either the permanent identity or a
pseudonymidentity. The sane sequence is also used in case the
server uses the AT_FULLAUTH ID REQ i n EAP- Request/SIM Start.

Peer Aut hent i cat or

| Server does not have a
| Subscriber identity avail abl e|
| When starting EAP-SIM |

I

I

I

I

| |
| EAP- Request/ SIM St art |
| (AT_ANY_I D REQ AT _VERSI ON_LI ST) |
I

I

I

I

I

I

|
EAP- Response/ SIM St ar t |
(AT_I DENTI TY, AT_NONCE_M, |
AT_SELECTED_VERSI ON) |
I

I

Figure 2: Requesting any identity, full authentication

If the peer uses its full authentication identity and the AT_I DENTITY
attribute contains a valid permanent identity or a valid pseudonym
identity that the EAP server is able to map to the pernmanent

identity, then the full authentication sequence proceeds as usual
with the EAP Server issuing the EAP-Request/SI M Chal | enge nessage.
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4.3.2. Fast Re-authentication

The case when the server uses the AT_ANY_ID REQ and the peer wants to
performfast re-authentication is illustrated below in Figure 3.

Peer Aut henti cat or
| Server does not have a |

| Subscriber identity avail abl e|
| When starting EAP-SIM |

(AT_ANY_I D_REQ AT_VERSI ON_LI ST)

P- Response/ SIM St ar t

I

I

I

I

| |

| EAP- Request/ SIM St art |

I I

I

I I

I I

| I DENTITY containing a fast re-auth. identity) |
I
I

>

Figure 3: Requesting any identity, fast re-authentication

On fast re-authentication, if the AT_IDENTITY attribute contains a
valid fast re-authentication identity and the server agrees on using
fast re-authentication, then the server proceeds with the fast
re-aut henticati on sequence and i ssues the EAP-Request/SIM

Re- aut henti cati on packet, as specified in Section 5.
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4.3.3. Fall Back to Full Authentication
Figure 4 illustrates cases in which the server does not recognize the
fast re-authentication identity the peer used in AT_I DENTITY, and
i ssues a second EAP-Request/SIM Start nessage.
Peer Aut henti cat or
| Server does not have a |

| Subscriber identity avail abl e|
| When starting EAP-SIM |

(AT_ANY_I D_REQ AT_VERSI ON_LI ST)

EAP- Response/ SI M St ar t

I

I

I

I

I

I

I I

| EAP- Request/ SIM St art |

I I

I

I I

I I

| (AT_IDENTITY containing a fast re-auth. identity) |
I
I

| Server does not recognize |
| The fast re-auth. |
| Identity |

(AT_FULLAUTH_ | D_REQ AT_VERSI ON_LI ST)

EAP- Response/ SI M St ar t

I

I

I

I

I

I |

| EAP- Request/ SIM St art |

I I

I

I I

| |

| (AT_IDENTITY with a full-auth. identity, AT_NONCE M, |

I I
I
I

AT_SELECTED_VERSI ON)

Figure 4: Fall back to full authentication
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4.3.4. Requesting the Permanent Identity 1
Figure 5 illustrates the case in which the EAP server fails to map
t he pseudonymidentity included in the EAP-Response/ldentity packet
to a valid permanent identity.
Peer Aut henti cat or
EAP- Request /I dentity |

I
EAP- Response/ I dentity |
(I'ncludes a pseudonym |
I
I

| Server fails to map the |
| Pseudonymto a permanent id. |

I
I
I
I
| EAP-Request/SIM Start |
| (AT_PERMANENT | D REQ AT _VERSI ON_LI ST) |
I
I
I
I
I

I
EAP- Response/ SIM St art |
(AT_IDENTITY with permanent identity, AT_NONCE_M, |
AT_SELECTED_VERSI ON) |
I

I

Figure 5: Requesting the permanent identity
If the server recognizes the permanent identity, then the

aut henti cati on sequence proceeds as usual with the EAP Server issuing
t he EAP-Request/ SI M Chal | enge nessage.
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4.3.5. Requesting the Permanent Identity 2
Figure 6 illustrates the case in which the EAP server fails to map
the pseudonymincluded in the AT_IDENTITY attribute to a valid
per manent identity.

Peer Aut hent i cat or

| Server does not have a |
| Subscriber identity avail abl e|
| When starting EAP-SIM |

(AT_ANY_I D_REQ AT_VERSI ON_LI ST) |

EAP- Response/ SI M St ar t

I

I

I

I

I

| EAP- Request/ SIM St art |

I

I

I I

| (AT_IDENTITY with a pseudonymidentity, AT_NONCE_ M, |

I I
I

AT_SELECTED_VERSI ON)

| Server fails to map the |
| Pseudonymin AT_I DENTITY |
| to a valid permanent identity |

( AT_PERVANENT | D_REQ AT_VERSI ON_LI ST)

I
EAP- Response/ SIM St art |
(AT_IDENTITY with permanent identity, |
AT_NONCE_MT, AT_SELECTED VERSI ON) |
I

I

I
I
I
I
| |
| EAP- Request/ SIM St art |
I I
I
I
I
I
Figure 6: Requesting a permanent identity (two EAP-SIM Start rounds)
4.3.6. Three EAP-SIM Start Roundtri ps
In the worst case, there are three EAP/SIM Start round trips before

the server obtains an acceptable identity. This case is illustrated
in Figure 7.
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Peer Aut henti cat or

| Server does not have a |
| Subscriber identity avail abl e|
| When starting EAP-SIM |

(I'ncludes AT_ANY_ | D REQ AT_VERSI ON LI ST) |

EAP- Response/ SI M St ar't

I

I

I

I

|

| EAP- Request/ SIM St art |

I

I

| |

| (AT_IDENTITY with fast re-auth. identity) |
I
I

I e e >
I
| Fomm e e e e e e e e oo oo +
| | Server does not accept |
| | The fast re-auth. |
| | Identity |
| Fomm e e e e e e e e oo oo +
| EAP- Request/ SIM St art |
| (AT_FULLAUTH_ | D_REQ AT_VERSI ON_LI ST) |
| Smmmmmmmmm e I
I I
I EAP- Response/ SI M St ar t |
| (AT_IDENTITY with a pseudonymidentity, AT_NONCE_ M, |
| AT_SELECTED VERSI ON) |
IR >|
I
o m m e e o e e e aoooo-- +

| Server fails to map the |
| Pseudonymin AT_I DENTITY |
| to a valid permanent identity |

I
( AT_PERVANENT | D_REQ AT_VERSI ON_LI ST) |

EAP- Response/ SI M St ar't
(AT_IDENTITY with permanent identity, AT_NONCE_M,

I

I

I

I

|

| EAP- Request/ SIM St art

I

I

I I

I I

| AT_SELECTED_VERSI ON) |
I
I

Figure 7: Three EAP-SIM Start rounds
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5.

5.

After the | ast EAP-Response/SIM Start nessage, the ful

aut henti cati on sequence proceeds as usual. |f the EAP Server
recogni zes the permanent identity and is able to proceed, the server
i ssues the EAP-Request/SI M Chal | enge nessage.

Fast Re- Aut henti cation
Gener al

In some environnents, EAP authentication nmay be performed frequently.
Because the EAP-SIM full authentication procedure nmakes use of the
GSM SI M A3/ A8 al gorithnms, and therefore requires 2 or 3 fresh
triplets fromthe Authentication Centre, the full authentication
procedure is not very well suited for frequent use. Therefore,
EAP-SI M includes a nore inexpensive fast re-authentication procedure
that does not nmeke use of the SIM A3/ A8 al gorithnms and does not need
new triplets fromthe Authentication Centre. Re-authentication can
be performed in fewer roundtrips than the full authentication

Fast re-authentication is optional to inplement for both the EAP-SIM
server and peer. On each EAP authentication, either one of the
entities may also fall back on full authentication if it does not
want to use fast re-authentication.

Fast re-authentication is based on the keys derived on the preceding
full authentication. The sane K aut and K encr keys that were used
in full authentication are used to protect EAP-SIM packets and
attributes, and the original Master Key fromfull authentication is
used to generate a fresh Master Session Key, as specified in Section
7.

The fast re-authentication exchange nakes use of an unsigned 16-bit
counter, included in the AT_COUNTER attri bute. The counter has three
goals: 1) it can be used to linmit the nunber of successive

reaut henti cati on exchanges w thout full authentication 2) it
contributes to the keying material, and 3) it protects the peer and
the server fromreplays. On full auth