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Abstract

Border Gateway Protocol 4 (BGP-4), along with a host of other

i nfrastructure protocols designed before the Internet environnent
becane perilous, was originally designed with little consideration
for protection of the information it carries. There are no
nmechani sns internal to BGP that protect against attacks that nodify,
delete, forge, or replay data, any of which has the potential to

di srupt overall network routing behavior

Thi s docunent di scusses sone of the security issues with BGP routing
data di ssenmination. This docunment does not discuss security issues

with forwardi ng of packets.
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1.

| nt roducti on

The inter-domain routing protocol BGP was created when the Internet
envi ronnent had not yet reached the present, contentious state.
Consequently, the BGP design did not include protections agai nst
del i berate or accidental errors that coul d cause disruptions of
routi ng behavi or

Thi s docunent di scusses the vulnerabilities of BGP, based on the BGP
specification [ RFC4271]. Readers are expected to be familiar with
the BGP RFC and the behavi or of BGP

It is clear that the Internet is vulnerable to attack through its
routing protocols and BGP is no exception. Faulty, msconfigured, or
deliberately malicious sources can disrupt overall |nternet behavior
by injecting bogus routing information into the BGP-distributed
routi ng database (by nodifying, forging, or replaying BGP packets).
The sanme nethods can al so be used to disrupt |ocal and overal

net wor k behavi or by breaking the distributed comunication of

i nformati on between BGP peers. The sources of bogus information can
be either outsiders or true BGP peers.

Crypt ographi ¢ authentication of peer-peer conmunication is not an
integral part of BGP. As a TCP/IP protocol, BGP is subject to al
TCP/ I P attacks, e.g., |IP spoofing, session stealing, etc. Any
outsider can inject believable BG nessages into the comuni cation
bet ween BGP peers, and thereby inject bogus routing information or
break the peer-peer connection. Any break in the peer-peer

comuni cation has a ripple effect on routing that can be w despread.
Furthernore, outsider sources can al so di srupt conmunicati ons between
BGP peers by breaking their TCP connection with spoofed packets.
Qut si der sources of bogus BGP information can reside anywhere in the
wor | d.

Consequently, the current BGP specification requires that a BGP

i npl emrent ati on nmust support the authentication mechani smspecified in
[ TCPMD5]. However, the requirenment for support of that

aut henti cati on mechani sm cannot ensure that the nechanismis
configured for use. The nmechanism of [TCPMD5] is based on a pre-
install ed, shared secret; it does not have the capability of I|Psec

[l Psec] to agree on a shared secret dynam cally. Consequently, the
use of [TCPMD5] nust be a deliberate decision, not an automatic
feature or a default.

The current BGP specification also allows for inplenmentations that
woul d accept connections from "unconfigured peers” ([RFC4271] Section
8). However, the specification is not clear as to what an

unconfi gured peer mght be, or how the protections of [TCPMD5] woul d
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apply in such a case. Therefore, it is not possible to include an
anal ysis of the security issues of this feature. Wen a
specification that describes this feature nore fully is rel eased, a
security analysis should be part of that specification.

BGP speakers themsel ves can inject bogus routing information, either
by masqueradi ng as any other |egitimte BGP speaker, or by

di stributing unauthorized routing information as thensel ves.

Hi storically, msconfigured and faulty routers have been responsible
for wi despread disruptions in the Internet. The legitimte BGP peers
have the context and information to produce believable, yet bogus,
routing information, and therefore have the opportunity to cause
great damage. The cryptographic protections of [ TCPMD5] and
operational protections cannot exclude the bogus information arising
froma legitimte peer. The risk of disruptions caused by legitinmate
BGP speakers is real and cannot be ignored.

Bogus routing informati on can have many different effects on routing

behavior. |If the bogus information renoves routing information for a
particul ar network, that network can become unreachable for the
portion of the Internet that accepts the bogus information. |If the

bogus informati on changes the route to a network, then packets
destined for that network may be forwarded by a sub-optimal path, or
by a path that does not follow the expected policy, or by a path that
will not forward the traffic. Consequently, traffic to that network
coul d be delayed by a path that is |onger than necessary. The
networ k coul d become unreachabl e from areas where the bogus
information is accepted. Traffic might also be forwarded al ong a
path that pernmits sonme adversary to view or nodify the data. |If the
bogus informati on makes it appear that an aut ononbus system
originates a network when it does not, then packets for that network
may not be deliverable for the portion of the Internet that accepts
t he bogus information. A false announcenment that an autononous
systens originates a network nmay al so fragnment aggregated address

bl ocks in other parts of the Internet and cause routing problens for
ot her networ ks.

The damages that might result fromthese attacks include:

starvation: Data traffic destined for a node is forwarded to a
part of the network that cannot deliver it.

networ k congestion: Mre data traffic is forwarded through sone

portion of the network than would otherw se need to carry the
traffic.

Mur phy | nf or mat i onal [ Page 4]



RFC 4272 BGP Security Vulnerabilities Analysis January 2006

bl ackhol e: Large ampbunts of traffic are directed to be forwarded
t hrough one router that cannot handl e the increased | evel of
traffic and drops many/ nost/all packets.

delay: Data traffic destined for a node is forwarded along a path
that is in sone way inferior to the path it would otherw se take.

| ooping: Data traffic is forwarded along a path that |oops, so
that the data is never delivered.

eavesdrop: Data traffic is forwarded through some router or
network that would otherwi se not see the traffic, affording an
opportunity to see the data.

partition: Some portion of the network believes that it is
partitioned fromthe rest of the network, when, in fact, it is
not .

cut: Sonme portion of the network believes that it has no route to
some network to which it is, in fact, connected.

churn: The forwarding in the network changes at a rapid pace,
resulting in large variations in the data delivery patterns (and
adversely affecting congestion control techniques).

instability: BGP becones unstable in such a way that convergence
on a global forwarding state is not achieved.

overl oad: The BGP nessages thensel ves becone a significant portion
of the traffic the network carries.

resource exhaustion: The BGP nessages thensel ves cause exhaustion
of critical router resources, such as table space.

address-spoofing: Data traffic is forwarded t hrough sone router or
network that is spoofing the legitimte address, thus enabling an
active attack by affording the opportunity to nodify the data.

These consequences can fall exclusively on one end-system prefix or
may effect the operation of the network as a whol e.

1.1. Specification of Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Mur phy | nf or mat i onal [ Page 5]



RFC 4272 BGP Security Vulnerabilities Analysis January 2006

2. Attacks

BGP, in and of itself, is subject to the followi ng attacks. (The
list is taken fromthe | AB RFC that provides guidelines for the
"Security Considerations" section of RFCs [SecCons].)

confidentiality violations: The routing data carried in BGP is
carried in cleartext, so eavesdropping is a possible attack
agai nst routing data confidentiality. (Routing data
confidentiality is not a conmon requirenent.)

replay: BGP does not provide for replay protection of its
nessages.

nmessage insertion: BGP does not provide protection against

i nsertion of messages. However, because BGP uses TCP, when the
connection is fully established, nessage insertion by an outsider
woul d require accurate sequence nunber prediction (not entirely
out of the question, but nore difficult with mature TCP

i mpl ement ati ons) or session-stealing attacks.

nmessage deletion: BGP does not provide protection against

del etion of nessages. Again, this attack is nmore difficult
against a nmature TCP inplenentation, but is not entirely out of
the questi on.

nmessage nodi fication: BGP does not provide protection against
nodi fication of nessages. A nodification that was syntactically
correct and did not change the length of the TCP payl oad would in
general not be detectable.

man-in-the-mniddl e: BGP does not provide protection agai nst man-
in-the-mddle attacks. As BGP does not perform peer entity
authentication, a man-in-the-niddle attack is child s play.

deni al of service: Wile bogus routing data can present a deni al
of service attack on the end systens that are trying to transnit
data through the network and on the network infrastructure itself,
certain bogus information can represent a denial of service on the
BGP routing protocol. For exanple, advertising |arge nunbers of
nore specific routes (i.e., longer prefixes) can cause BGP traffic
and router table size to increase, even expl ode.

The mandat ory-to-support mechani smof [TCPMD5] will counter nessage
insertion, deletion, and nodification, man-in-the-m ddl e and deni al

of service attacks fromoutsiders. The use of [TCPMD5] does not

prot ect agai nst eavesdroppi hg attacks, but routing data
confidentiality is not a goal of BGP. The mechani sm of [TCPVD5] does
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not protect against replay attacks, so the only protection agai nst
replay is provided by the TCP sequence nunber processing. Therefore,
a replay attack could be nounted agai nst a BGP connection protected
with [ TCPMD5] but only in very carefully timed circunstances. The
mechani sm of [ TCPMD5] cannot protect agai nst bogus routing
information that originates froman insider.

3. MWulnerabilities and Ri sks
The risks in BGP arise fromthree fundanental vul nerabilities:
(1) BGP has no internal nechani smthat provides strong protection of
the integrity, freshness, and peer entity authenticity of the

nmessages i n peer-peer BGP communi cati ons.

(2) no nechani sm has been specified within BGP to validate the
authority of an AS to announce NLRI information.

(3) no nechani sm has been specified within BGP to ensure the
authenticity of the path attributes announced by an AS.

The first fundanental vulnerability notivated the nmandated support of
[ TCPVD5] in the BGP specification. Wen the support of [TCPMD5] is
enpl oyed, nessage integrity and peer entity authentication are
provi ded. The mechani sm of [ TCPMD5] assumes that the MD5 al gorithm
is secure and that the shared secret is protected and chosen to be
difficult to guess.
In the discussion that follows, the vulnerabilities are described in
terns of the BGP Finite State Machi ne events. The events are defined
and di scussed in section 8 of [RFC4271]. The events nentioned here
are:
[ Adm ni strative Events]

Event 2: Manual St op

Event 8: AutonaticStop
[ Timer Event s]

Event 9: Connect RetryTi ner _Expires

Event 10: Hol dTi mer _Expires

Event 11: KeepaliveTi ner _Expires

Event 12: Del ayOpenTi ner _Expires
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Event 13: 1dl eHol dTi mer _Expires
[ TCP Connection based Events]

Event 14: TcpConnection_Valid

Event 16: Tcp_CR _Acked

Event 17: TcpConnecti onConfi rned

Event 18: TcpConnectionFails
[ BGP Messages based Events]

Event 19: BGPOpen

Event 20: BGPQOpen wi th Del ayOpenTi mer running

Event 21: BGPHeaderErr

Event 22: BGPOpenMsgErr

Event 23: OpenCol | i si onDunp

Event 24: NotifMsgVerErr

Event 25: Notif Mg

Event 26: KeepAliveMsg

Event 27: UpdateMsg

Event 28: Updat eMsgErr

3.1. Mulnerabilities in BGP Messages

There are four different BGP nessage types - OPEN, KEEPALI VE,
NOTI FI CATI ON, and UPDATE. This section contains a discussion of the
vul nerabilities arising fromeach nessage and the ability of
outsiders or BGP peers to exploit the vulnerabilities. To summari ze,
out si ders can use bogus OPEN, KEEPALIVE, NOTIFI CATI ON, or UPDATE
nmessages to di srupt the BGP peer-peer connections. They can use
bogus UPDATE nessages to disrupt routing w thout breaking the peer-
peer connection. Qutsiders can also disrupt BGP peer-peer
connections by inserting bogus TCP packets that disrupt the TCP
connection processing. |In general, the ability of outsiders to use

bogus BGP and TCP nessages is linmited, but not elimnated, by the TCP
sequence nunber processing. The use of [TCPMD5] can counter these
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outsider attacks. BGP peers thenselves are pernmitted to break peer-
peer connections, at any tinme, using NOTIFI CATI ON nessages. Thus,
there is no additional risk of broken connections through their use
of OPEN, KEEPALI VE, or UPDATE nessages. However, BGP peers can

di srupt routing (in inperm ssible ways) by issui ng UPDATE nessages
that contain bogus routing information. In particular, bogus

ATOM C_AGGREGATE, NEXT_HOP and AS PATH attri butes and bogus NLRI in
UPDATE nessages can di srupt routing. The use of [TCPMD5] will not
counter these attacks from BGP peers.

Each nmessage introduces certain vulnerabilities and risks, which are
di scussed in the foll ow ng sections.

3.1.1. Message Header

Event 21: Each BGP nessage starts with a standard header. 1In al
cases, syntactic errors in the nessage header will cause the BGP
speaker to close the connection, release all associated BGP
resources, delete all routes |earned through that connection, run its
deci sion process to decide on new routes, and cause the state to
return to Idle. Also, optionally, an inplenentation-specific peer
oscill ation danpi ng nay be perforned. The peer oscillation danping
process can affect how soon the connection can be restarted. An
out si der who coul d spoof nessages with nessage header errors could
cause disruptions in routing over a w de area.

3.1.2. OPEN

Event 19: Receipt of an OPEN nmessage in states Connect or Active
will cause the BGP speaker to bring down the connection, rel ease al
associ ated BGP resources, delete all associated routes, run its
deci sion process, and cause the state to return to Idle. The

del etion of routes can cause a cascading effect in which routing
changes propagate through other peers. Also, optionally, an

i npl enent ati on-specific peer oscillation danping may be perforned.
The peer oscillation danping process can affect how soon the
connection can be restarted.

In state OpenConfirm or Established, the arrival of an OPEN may

i ndicate a connection collision has occurred. |If this connection is
to be dropped, then Event 23 will be issued. (Event 23, discussed
bel ow, results in the sanme set of disruptive actions as nentioned
above for states Connect or Active.)

In state OpenSent, the arrival of an OPEN nessage will cause the BGP
speaker to transition to the QpenConfirmstate. |f an outsider was
abl e to spoof an OPEN nessage (requiring very careful timng), then
the later arrival of the legitimte peer’s OPEN nessage night | ead
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the BGP speaker to declare a connection collision. The collision
detection procedure nay cause the legitinmate connection to be
dr opped.

Consequently, the ability of an outsider to spoof this nessage can
lead to a severe disruption of routing over a wi de area.

Event 20: |If an OPEN nessage arrives when the DelayOpen tiner is
runni ng when the connection is in state QpenSent, OpenConfirm or

Est abl i shed, the BGP speaker will bring down the connection, release
all associated BGP resources, delete all associated routes, run its
deci sion process, and cause the state to return to Idle. The

del etion of routes can cause a cascading effect in which routing
changes propagate through other peers. Also, optionally, an

i npl enent ati on-specific peer oscillation danping may be perforned.
The peer oscillation danping process can affect how soon the
connection can be restarted. However, because the OpenDel ay timer
shoul d never be running in these states, this effect could only be
caused by an error in the inplenentation (a NOTIFICATION is sent with
the error code "Finite State Machine Error"). It would be difficult,
if not inpossible, for an outsider to induce this Finite State
Machi ne error.

In states Connect and Active, this event will cause a transition to
the OpenConfirmstate. As in Event 19, if an outsider were able to
spoof an OPEN, which arrived while the Del ayOpen tiner was running,
then a later arriving OPEN (fromthe legitinate peer) night be

consi dered a connection collision and the legitinate connection could
be dr opped.

Consequently, the ability of an outsider to spoof this nessage can
lead to a severe disruption of routing over a wi de area.

Event 22: FErrors in the OPEN nessage (e.g., unacceptable Hold state,
mal f ornmed Optional Paraneter, unsupported version, etc.) wll cause
the BGP speaker to bring down the connection, release all associ ated
BGP resources, delete all associated routes, run its decision
process, and cause the state to return to Idle. The deletion of
routes can cause a cascading effect in which routing changes
propagate through other peers. Also, optionally, an inplenmentation-
specific peer oscillation danping may be perfornmed. The peer
oscill ati on danpi ng process can affect how soon the connection can be
restarted. Consequently, the ability of an outsider to spoof this
nmessage can lead to a severe disruption of routing over a w de area.
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3.

3.

3.

1.

1.

1.

3. KEEPALI VE

Event 26: Receipt of a KEEPALI VE nessage, when the peering
connection is in the Connect, Active, and QpenSent states, would
cause the BGP speaker to transition to the Idle state and fail to
establish a connection. Also, optionally, an inplenentation-specific
peer oscillation danping nay be perforned. The peer oscillation
danpi ng process can affect how soon the connection can be restarted.
The ability of an outsider to spoof this nessage can lead to a

di sruption of routing. To exploit this vulnerability deliberately,

t he KEEPALI VE nust be carefully tinmed in the sequence of nessages
exchanged between the peers; otherwi se, it causes no danmage.

4. NOTI FI CATI ON

Event 25: Receipt of a NOTIFI CATI ON nessage in any state will cause
t he BGP speaker to bring down the connection, release all associated
BGP resources, delete all associated routes, run its decision
process, and cause the state to return to Idle. The deletion of
routes can cause a cascading effect in which routing changes
propagate through other peers. Also, optionally, in any state but
Est abl i shed, an inplenmentation-specific peer oscillation danping may
be performed. The peer oscillation danpi ng process can affect how
soon the connection can be restarted. Consequently, the ability of
an outsider to spoof this nmessage can lead to a severe disruption of
routi ng over a w de area.

Event 24: A NOTI FI CATI ON nessage carrying an error code of "Version
Error" behaves the sane as in Event 25, with the exception that the
optional peer oscillation danping is not performed in states OpenSent
or OpenConfirm or in states Connect or Active if the Del ayQpen timer
is running. Therefore, the damage caused is one small bit |ess,
because restarting the connection is not affected.

5. UPDATE

Event 8: A BGP speaker may optionally choose to autonatically

di sconnect a BGP connection if the total nunber of prefixes exceeds a
configured maxi mum In such a case, an UPDATE may carry a nunber of
prefixes that would result in that maxi mum bei ng exceeded. The BCGP
speaker woul d di sconnect the connection, release all associ ated BGP
resources, delete all associated routes, run its decision process,
and cause the state to return to Idle. The deletion of routes can
cause a cascading effect in which routing changes propagate through
ot her peers. Also, optionally, an inplenentation-specific peer
oscill ati on danpi ng nay be perforned. The peer oscillation danping
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process can affect how soon the connection can be restarted.
Consequently, the ability of an outsider to spoof this nessage can
lead to a severe disruption of routing over a wi de area.

Event 28: If the UPDATE nessage is malfornmed, then the BGP speaker
will bring down the connection, release all associated BGP resources,
delete all associated routes, run its decision process, and cause the
state to return to Idle. (Here, "malfornmed" refers to inproper

Wt hdrawn Routes Length, Total Attribute Length, or Attribute Length,
m ssing nandatory well-known attributes, Attribute Flags that

conflict with the Attribute Type Codes, syntactic errors in the

ORIG@ N, NEXT_HOP or AS_PATH, etc.) The deletion of routes can cause
a cascading effect in which routing changes propagate through other
peers. Also, optionally, an inplenmentation-specific peer oscillation
danmpi ng may be performed. The peer oscillation danpi ng process can
af fect how soon the connection can be restarted. Consequently, the
ability of an outsider to spoof this nessage could cause w despread
di sruption of routing. As a BGP speaker has the authority to close a
connection whenever it wants, this nessage gi ves BGP speakers no
addi ti onal opportunity to cause damage.

Event 27: An Update nessage that arrives in any state except
Established will cause the BGP speaker to bring down the connection
rel ease all associated BGP resources, delete all associated routes,
run its decision process, and cause the state to return to Idle. The
del etion of routes can cause a cascading effect in which routing
changes propagate through other peers. Also, optionally, an

i npl enent ati on-specific peer oscillation danping may be perforned.
The peer oscillation danping process can affect how soon the
connection can be restarted. Consequently, the ability of an
outsider to spoof this nmessage can |lead to a severe disruption of
routi ng over a w de area.

In the Established state, the Update nessage carries the routing
information. The ability to spoof any part of this nessage can | ead
to a disruption of routing, whether the source of the nessage is an
outsider or a legitimte BGP speaker.

3.1.5.1. Unfeasible Routes Length, Total Path Attribute Length

There is a vulnerability arising fromthe ability to nodify these
fields. If alength is nodified, the nmessage is not likely to parse
properly, resulting in an error, the transm ssion of a NOTIFI CATI ON
nmessage and the cl ose of the connection (see Event 28, above). As a
true BGP speaker is able to close a connection at any tine, this

vul nerability represents an additional risk only when the source is
not the configured BGP peer, i.e., it presents no additional risk
from BGP speakers.
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3.1.5.2. Wthdrawn Routes

An outsider could cause the elinmnation of existing legitinmate routes
by forging or nodifying this field. An outsider could also cause the
elimnation of reestablished routes by replaying this withdrawal
information fromearlier packets.

A BGP speaker could "falsely" withdraw feasible routes using this
field. However, as the BCGP speaker is authoritative for the routes
it will announce, it is allowed to withdraw any previously announced
routes that it wants. As the receiving BGP speaker will only

wi t hdraw routes associated with the sending BGP speaker, there is no
opportunity for a BGP speaker to wi thdraw anot her BGP speaker’s
routes. Therefore, there is no additional risk fromBGP peers via
this field.

3.1.5.3. Path Attributes
The path attributes present many different vulnerabilities and ri sks.
0 Attribute Flags, Attribute Type Codes, Attribute Length

A BGP peer or an outsider could nodify the attribute |ength or
attribute type (flags and type codes) not to reflect the attribute
values that followed. |If the flags were nodified, the flags and
type code coul d becone inconpatible (i.e., a nandatory attribute
mar ked as partial), or an optional attribute could be interpreted
as a mandatory attribute or vice versa. |If the type code were
nodi fied, the attribute value could be interpreted as if it were
the data type and value of a different attribute.

The nost likely result fromnodifying the attribute Iength, flags,
or type code would be a parse error of the UPDATE nessage. A
parse error woul d cause the transm ssion of a NOTI Fl CATI ON nessage
and the cl ose of the connection (see Event 28, above). As a true
BGP speaker is able to close a connection at any tinme, this

vul nerability represents an additional risk only when the source
is an outsider, i.e., it presents no additional risk froma BGP
peer .

o0 ORIGN

This field indicates whether the information was | earned from|GP
or EGP information. This field is used in making routing

deci sions, so there is sone small vulnerability of being able to
affect the receiving BGP speaker’s routing decision by nodifying
this field.
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o AS PATH

A BGP peer or outsider could announce an AS _PATH that was not
accurate for the associated NLRI .

Because a BGP peer mght not verify that a received AS PATH begi ns
with the AS nunber of its peer, a malicious BGP peer could
announce a path that begins with the AS of any BGP speaker, with
little inpact on itself. This could affect the receiving BGP
speaker’s deci sion procedure and choice of installed route. The
mal i ci ous peer could considerably shorten the AS PATH, which will
increase that route’ s chances of being chosen, possibly giving the
mal i ci ous peer access to traffic it would otherwi se not receive.
The shortened AS_PATH al so could result in routing | oops, as it
does not contain the informati on needed to prevent | oops.

It is possible for a BGP speaker to be configured to accept routes
with its own AS nunber in the AS path. Such operational
considerations are defined to be "outside the scope" of the BGP
specification. But because AS PATHs can legiti mtely have | oops,

i mpl ement ati ons cannot autonmatically reject routes with | oops.
Each BGP speaker verifies only that its own AS nunber does not
appear in the AS_PATH

Coupled with the ability to use any value for the NEXT_HOP, this
provides a malicious BGP speaker considerable control over the
path traffic will take.

o Oiginating Routes

A special case of announcing a fal se AS PATH occurs when the
AS_PATH advertises a direct connection to a specific network
address. A BGP peer or outsider could disrupt routing to the
network(s) listed in the NLRI field by falsely advertising a
direct connection to the network. The NLRI would becone
unreachable to the portion of the network that accepted this fal se
route, unless the ultimate AS on the AS _PATH undertook to tunne
the packets it was forwarded for this NLRI toward their true
destination AS by a valid path. But even when the packets are
tunneled to the correct destination AS, the route foll owed may not
be optimal, or may not follow the intended policy. Additionally,
routing for other networks in the Internet could be affected if
the fal se advertisenent fragnented an aggregated address bl ock,
forcing the routers to handle (i ssue UPDATES, store, manage) the
multiple fragnments rather than the single aggregate. False
originations for nmultiple addresses can result in routers and
transit networks al ong the announced route to becone fl ooded with
m sdirected traffic.
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0 NEXT_HOP

The NEXT_HOP attribute defines the | P address of the border router
that shoul d be used as the next hop when forwardi ng the NLR

listed in the UPDATE nessage. |If the recipient is an external
peer, then the recipient and the NEXT_HOP address nust share a
subnet. It is clear that an outsider who nodified this field

could disrupt the forwarding of traffic between the two ASes.

If the recipient of the nmessage is an external peer of an AS and
the route was | earned from another peer AS (this is one of two
forms of "third party" NEXT_HOP), then the BGP speaker advertising
the route has the opportunity to direct the recipient to forward
traffic to a BGP speaker at the NEXT_HOP address. This affords
the opportunity to direct traffic at a router that may not be able
to continue forwarding the traffic. A malicious BGP speaker can
al so use this technique to force another AS to carry traffic it
woul d ot herwi se not have to carry. In sone cases, this could be
to the malicious BGP speaker’s benefit, as it could cause traffic
to be carried long-haul by the victimAS to sone other peering
point it shared with the victim

o MILTI_EXI T DI SC

The MULTI _EXIT_DI SC attribute is used i n UPDATE nessages
transmtted between inter-AS BGP peers. Wile the MILTI_EXIT_D SC
received froman inter-AS peer may be propagated within an AS, it
may not be propagated to other ASes. Consequently, this field is
only used in making routing decisions internal to one AS.

Modi fying this field, whether by an outsider or a BGP peer, could
influence routing within an AS to be sub-optimal, but the effect
should be Iinmted in scope.

o LOCAL_PREF

The LOCAL_PREF attribute nust be included in all nessages with

i nternal peers, and excluded from nessages with external peers.
Consequently, nodification of the LOCAL_PREF could effect the
routing process within the AS only. Note that there is no
requirement in the BGP RFC that the LOCAL_PREF be consistent anpbng
the internal BGP speakers of an AS. Because BCGP peers are free to
choose the LOCAL_PREF, nodification of this field is a
vulnerability with respect to outsiders only.
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0o ATOM C_AGGREGATE

The ATOM C_AGGREGATE field indicates that an AS sonmewhere al ong
the way has aggregated several routes and advertised the aggregate
NLRI w thout the AS_SET being formed as usual fromthe ASes in the
aggregated routes’ AS PATHs. BGP speakers receiving a route with
ATOM C_AGCREGATE are restricted frommaking the NLRI any nore
specific. Renoving the ATOM C_AGGREGATE attribute would renove
the restriction, possibly causing traffic intended for the nore
specific NLRI to be routed incorrectly. Adding the

ATOM C_AGGREGATE attribute, when no aggregati on was done, would
have little effect beyond restricting the un-aggregated NLRI from
bei ng nade nore specific. This vulnerability exists whether the
source is a BGP peer or an outsider.

0 AGGREGATOR

This field may be included by a BGP speaker who has conputed the
routes represented in the UPDATE nmessage by aggregati ng ot her
routes. The field contains the AS nunber and | P address of the
| ast aggregator of the route. It is not used in nmaking any
routing decisions, so it does not represent a vulnerability.

3.1.5.4. NLR

By nodifying or forging this field, either an outsider or BGP peer
source coul d cause disruption of routing to the announced network,
overwhel ma router along the announced route, cause data | oss when
the announced route will not forward traffic to the announced
network, route traffic by a sub-optinal route, etc.

3.2. VWulnerabilities through O her Protocols
3.2.1. TCP Messages

BGP runs over TCP, listening on port 179. Therefore, BGP is subject
to attack through attacks on TCP

3.2.1.1. TCP SYN
SYN fl oodi ng: Like other protocols, BGP is subject to the effects on

the TCP inplenentation of SYN fl ooding attacks, and nust rely on the
i npl ementation’s protections agai nst these attacks.

Event 14: If an outsider were able to send a SYN to the BGP speaker
at the appropriate time during connection establishnment, then the
legitinmate peer’s SYN woul d appear to be a second connection. |[|f the

outsider were able to continue with a sequence of packets resulting
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in a BGP connection (guessing the BGP speaker’s choice for sequence
nunber on the SYN ACK, for exanple), then the outsider’s connection
and the legitinate peer’s connection would appear to be a connection
collision. Depending on the outcone of the collision detection
(i.e., if the outsider chooses a BGP identifier so as to win the
race), the legitinmate peer’s true connection could be destroyed. The
use of [TCPMD5] can counter this attack

3.2.1.2. TCP SYN ACK

Event 16: If an outsider were able to respond to a BGP speaker’s SYN
before the legitinmate peer, then the legitimte peer’s SYN ACK woul d
receive an enpty ACK reply, causing the legitimte peer to issue a
RST that woul d break the connection. The BGP speaker would bring
down the connection, release all associated BGP resources, delete al
associ ated routes, and run its decision process. This attack
requires that the outsider be able to predict the sequence nunber
used in the SYN. The use of [TCPMD5] can counter this attack

3.2.1.3. TCP ACK

Event 17: If an outsider were able to spoof an ACK at the
appropriate tine during connection establishnent, then the BGP
speaker woul d consi der the connection conplete, send an OPEN (Event
17), and transition to the OpenSent state. The arrival of the
legitimate peer’s ACK would not be delivered to the BGP process, as
it would look |like a duplicate packet. Thus, this nmessage does not
present a vulnerability to BGP during connection establishment.
Spoofing an ACK after connection establishment requires know edge of
t he sequence nunbers in use, and is, in general, a very difficult
task. The use of [TCPMD5] can counter this attack

3.2.1.4. TCP RST/ FI N FI N ACK
Event 18: If an outsider were able to spoof a RST, the BGP speaker

woul d bring down the connection, release all associated BGP
resources, delete all associated routes, and run its deci sion

process. |If an outsider were able to spoof a FIN, then data coul d
still be transnmitted, but any attenpt to receive it would trigger a
notification that the connection is closing. In npost cases, this

results in the connection being placed in an Idle state. But if the
connection is in the Connect state or the OpenSent state at the tine,
the connection will return to an Active state.

Spoofing a RST in this situation requires an outsider to guess a

sequence nunber that need only be within the receive w ndow
[WAtson04]. This is generally an easier task than guessing the exact
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sequence nunber required to spoof a FIN. The use of [TCPMD5] can
counter this attack

3.2.1.5. DoS and DDos

Because the packets directed to TCP port 179 are passed to the BGP
process, which potentially resides on a slower processor in the
router, flooding a router with TCP port 179 packets is an avenue for
DoS attacks against the router. No BGP nechani sm can defeat such
attacks; other mechani sms nust be enpl oyed.

3.2.2. O her Supporting Protocols
3.2.2.1. Manual Stop

Event 2: A manual stop event causes the BGP speaker to bring down
the connection, release all associated BGP resources, delete al

associ ated routes, and run its decision process. |If the nmechani sm by
whi ch a BGP speaker was informed of a manual stop is not carefully
protected, the BGP connection could be destroyed by an outsider.
Consequently, BGP security is secondarily dependent on the security
of the managenent and configuration protocols that are used to signa
this event.

3.2.2.2. (Open Collision Dunp

Event 23: The OpenCol i sionDunp event may be generated

admi ni stratively when a connection collision event is detected and

t he connection has been selected to be disconnected. Wen this event
occurs in any state, the BGP connection is dropped, the BGP resources
are rel eased, the associated routes are deleted, etc. Consequently,
BGP security is secondarily dependent on the security of the
managenent and configuration protocols that are used to signal this
event .

3.2.2.3. Tinmer Events

Events 9-13: BGP enploys five tinmers (ConnectRetry, Hold, Keepalive,
M nASCri gi nation-Interval, and M nRouteAdvertisenmentlnterval) and two
optional timers (DelayOpen and IdleHold). These timers are critical
to BGP operation. For exanple, if the Hold timer val ue were changed,
the renote peer might consider the connection unresponsive and bring
the connection down, thus rel easing resources, deleting associated
routes, etc. Consequently, BGP security is secondarily dependent on
the security of the operation, managenent, and configuration
protocols that are used to nodify the tiners.
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4. Security Considerations

This entire nmeno i s about security, describing an analysis of the
vul nerabilities that exist in BGP.

Use of the mandatory-to-support nechani sns of [ TCPMD5] counters the
nmessage insertion, deletion, and nodification attacks, as well as
man-i n-the-middl e attacks by outsiders. |If routing data
confidentiality is desired (there is sone controversy as to whet her
it is a desirable security service), the use of |Psec ESP could
provi de that service.

4.1. Residual R sk

As cryptographi c-based mechani sns, both [ TCPMD5] and | Psec [ Psec]
assune that the cryptographic algorithnms are secure, that secrets
used are protected from exposure and are chosen well so as not to be
guessabl e, that the platforns are securely nmanaged and operated to
prevent break-ins, etc.

These mechani snms do not prevent attacks that arise froma router’s
legitinate BGP peers. There are several possible solutions to
prevent a BGP speaker frominserting bogus information in its
advertisenents to its peers (i.e., fromnmounting an attack on a
network’ s origination or AS-PATH):

(1) Oigination Protection: sign the originating AS.
(2) Oigination and Adjacency Protection: sign the originating AS

and predecessor information ([ Sm th96])

(3) Oigination and Route Protection: sign the originating AS, and
nest signatures of AS PATHs to the nunber of consecutive bad
routers you want to prevent from causi ng damage. ([ SBGP00])

(4) Filtering: rely on a registry to verify the AS _PATH and NLR
originating AS ([RPSL]).

Filtering is in use near some custoner attachnment points, but is not
effective near the Internet center. The other nmechanisns are still
controversial and are not yet in conmon use.

4.2. Operational Protections
BGP is primarily used as a nmeans to provide reachability information

to Aut ononpus Systens (AS) and to distribute external reachability
internally within an AS. BGP is the routing protocol used to
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distribute global routing information in the Internet. Therefore,
BGP is used by all major Internet Service Providers (I1SP), as well as
many snaller providers and other organizations.

BGP's role in the Internet puts BGP inplenentations in unique

condi tions, and places unique security requirenents on BG. BGP is
operated over interprovider interfaces in which traffic | evels push
the state of the art in specialized packet forwardi ng hardware and
exceed the performance capabilities of hardware inplenentation of
decryption by nany orders of nagnitude. The capability of an
attacker using a single workstation with high speed interface to
generate false traffic for denial of service (DoS) far exceeds the
capability of software-based decryption or appropriately-priced
cryptographic hardware to detect the false traffic. Under such
condi tions, one neans to protect the network el enents from DoS
attacks is to use packet-based filtering techni ques based on
relatively sinple inspections of packets. As a result, for an ISP
carrying large volunmes of traffic, the ability to packet filter on
the basis of port nunbers is an inportant protection agai nst DoS
attacks, and a necessary adjunct to cryptographic strength in
encapsul ati on.

Current practice in | SP operation is to use certain comon filtering
techni ques to reduce the exposure to attacks fromoutside the ISP

To protect Internal BGP (I BGP) sessions, filters are applied at al
borders to an ISP network. This renoves all traffic destined for
network el enents’ internal addresses (typically contained within a
single prefix) and the BGP port nunmber (179). |If the BGP port nunber
is found, packets fromw thin an ISP are not forwarded from an
internal interface to the BGP speaker’s address (on which Externa

BGP (EBGP) sessions are supported), or to a peer’s EBGP address.
Appropriate router design can limt the risk of conprom se when a BGP
peer fails to provide adequate filtering. The risk can be limted to
the peering session on which filtering is not performed by the peer,
or to the interface or line card on which the peering is supported.
There is substantial notivation, and little effort is required, for

| SPs to maintain such filters.

These operational practices can considerably raise the difficulty for
an outsider to launch a DoS attack against an ISP. Prevented from
injecting sufficient traffic fromoutside a network to effect a DoS
attack, the attacker would have to undertake nore difficult tasks,
such as conprom sing the ISP network el ements or undetected tapping

i nto physical nedia.
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