Net wor k Wor ki ng Group J. Rosenberg, Ed.

Request for Comments: 4367 | AB
Cat egory: I nfornmational February 2006

VWhat’'s in a Name: Fal se Assunptions about DNS Nanes
Status of This Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2006).
Abstract

The Dormai n Nane System (DNS) provi des an essential service on the

Internet, mapping structured nanmes to a variety of data, usually IP
addresses. These nanes appear in enail addresses, Uniform Resource
Identifiers (URIs), and other application-layer identifiers that are
often rendered to hunman users. Because of this, there has been a
strong demand to acquire nanes that have significance to people,

t hrough equi val ence to registered tradenarks, conmpany nanes, types of

services, and so on. There is a danger in this trend; the hunans and

automata that consune and use such nanes will associate specific
semanti cs with some nanes and thereby nmake assunptions about the
services that are, or should be, provided by the hosts associ ated

with the names. Those assunptions can often be false, resulting in a

variety of failure conditions. This docunent discusses this problem
in nmore detail and makes recommendati ons on how it can be avoi ded.
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1. Introduction

The Dormai n Nane System (DNS) [1] provides an essential service on the
I nternet, mapping structured nanmes to a variety of different types of
data. Mst often it is used to obtain the |IP address of a host
associated with that name [2] [1] [3]. However, it can be used to
obtain other information, and proposal s have been nade for nearly
everyt hing, including geographic information [4].

Dormai n nanes are nost often used in identifiers used by application
protocols. The nost well known include ermail addresses and URIs,
such as the HITP URL [5], Real Tinme Stream ng Protocol (RTSP) URL
[6], and SIP URI [7]. These identifiers are ubiquitous, appearing on
busi ness cards, web pages, street signs, and so on. Because of this,
there has been a strong denand to acquire domai n nanes that have
significance to people through equival ence to registered tradenmarks,
conmpany nanes, types of services, and so on. Such identifiers serve
many busi ness purposes, including extension of brand, adverti sing,
and so on.

Peopl e often nmake assunptions about the type of service that is or
shoul d be provided by a host associated with that nane, based on
their expectations and understandi ng of what the nanme inplies. This,
inturn, triggers attenpts by organizations to regi ster domain nanes
based on that presuned user expectation. Exanples of this are the
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various proposals for a Top-Level Domain (TLD) that could be
associated with adult content [8], the requests for creation of TLDs
associated with nobil e devices and services, and even phishing

att acks.

When t hese assunptions are codified into the behavior of an

aut omat on, such as an application client or server, as a result of

i npl ement or choi ce, managenent directive, or dommin owner policy, the
overall systemcan fail in various ways. This docunent describes a
nunber of typical ways in which these assunptions can be codified,
how t hey can be wong, the consequences of those nistakes, and the
reconmended ways in which they can be avoi ded.

Section 4 describes sonme of the possible assunptions that clients,
servers, and people can nmake about a domain nane. |In this context,
an "assunption" is defined as any behavior that is expected when
accessing a service at a domain name, even though the behavior is not
explicitly codified in protocol specifications. Frequently, these
assunptions involve ignhoring parts of a specification based on an
assunption that the client or server is deployed in an environnment
that is nore rigid than the specification allows. Section 5

overvi ews sone of the consequences of these fal se assunptions.
General Iy speaki ng, these consequences can include a variety of
different interoperability failures, user experience failures, and
systemfailures. Section 6 discusses why these assunptions can be
false fromthe very beginning or becone false at sonme point in the
future. Mst commonly, they becone fal se because the environnent
changes in unexpected ways over tinme, and what was a valid assunption
before, no longer is. GOher tines, the assunptions prove w ong
because they were based on the belief that a specific comunity of
clients and servers was participating, and an el ement outside of that
conmuni ty began parti ci pating.

Section 7 then provides some recomendati ons. These reconmendati ons
encapsul ate sone of the engineering mantras that have been at the
root of Internet protocol design for decades. These include:

Fol | ow t he specifications.

Use the capability negotiation techniques provided in the
pr ot ocol s.

Be liberal in what you accept, and conservative in what you send.
[18]

Overall, automata should not change their behavior within a protoco
based on the domai n nanme, or sone conponent of the domai n nane, of
t he host they are communicating wth.
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2.

3.

Tar get Audi ence

Thi s docunent has several audiences. Firstly, it is ainmed at

i npl emrentors who ultinmately devel op the software that make the fal se
assunptions that are the subject of this docunment. The
recommendati ons described here are meant to reinforce the engineering
gui deli nes that are often understood by inplenentors, but frequently
forgotten as deadlines near and pressures nount.

The docunent is also ainmed at technol ogy nanagers, who often devel op
the requirenents that lead to these fal se assunptions. For them
this docunent serves as a vehicle for enphasizing the inportance of
not taking shortcuts in the scope of applicability of a project.

Finally, this docunment is ainmed at domai n nane policy makers and
adm nistrators. For them it points out the perils in establishing
domai n policies that get codified into the operation of applications
running within that domain.

Model i ng Usage of the DNS
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Figure 1 shows a sinple conceptual nodel of how the DNS is used by
applications. A user of the application obtains an identifier for
particul ar content or service it wishes to obtain. This identifier
is often a URL or URI that contains a donain name. The user enters
this identifier intoits client application (for exanple, by typing
inthe URL in a web browser window). The client is the automaton (a
sof tware and/or hardware system that contacts a server for that
application in order to provide service to the user. To do that, it
contacts a DNS server to resolve the domain nane in the identifier to
an | P address. It then contacts the server at that |IP address. This
sinpl e nodel applies to application protocols such as HITP [5], SIP
[7], RTSP [6], and SMIP [9].

>Fromthis nodel, it is clear that three entities in the system can
potentially nake fal se assunpti ons about the service provided by the
server. The human user may form expectations relating to the content
of the service based on a parsing of the host nanme from which the
content originated. The server might assune that the client
connecting to it supports protocols that it does not, can process
content that it cannot, or has capabilities that it does not.
Simlarly, the client mght assune that the server supports
protocols, content, or capabilities that it does not. Furthernore,
applications can potentially contain a nultiplicity of humans,
clients, and servers, all of which can independently make these false
assunpti ons.

4. Possible Assunptions

For each of the three elenents, there are many types of false
assunptions that can be made.

4.1. By the User

The set of possible assunptions here is nearly boundl ess. Users

m ght assunme that an HTTP URL that | ooks |ike a conmpany nane maps to
a server run by that conmpany. They might assunme that an enmail froma
emai | address in the .gov TLD is actually from a government enpl oyee.
They ni ght assune that the content obtained froma web server within
a TLD | abel ed as containing adult materials (for exanple, .sex)
actually contains adult content [8]. These assunptions are

unavoi dable, may all be false, and are not the focus of this
docunent .
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4.2. By the dient

Even though the client is an automaton, it can make sone of the sane
assunptions that a human user m ght nmake. For exanple, many clients
assume that any host with a hostname that begins with "ww' is a web
server, even though this assunption nmay be fal se.

In addition, the client concerns itself with the protocols needed to
conmuni cate with the server. As a result, it mght nmake assunptions
about the operation of the protocols for communicating with the
server. These assunptions mani fest thenselves in an inplenmentation
when a standardi zed protocol negotiation techni que defined by the
protocol is ignored, and instead, sone kind of rule is coded into the
software that cones to its own conclusion about what the negotiation
woul d have determned. The result is often a |oss of
interoperability, degradation in reliability, and worsening of user
experi ence.

Aut henti cation Al gorithm Though a protocol night support a
multiplicity of authentication techniques, a client m ght assune
that a server always supports one that is only optional according
to the protocol. For exanple, a SIP client contacting a SIP
server in a domain that is apparently used to identify nobile
devi ces (for exanple, ww. exanple.cellular) night assune that the
server supports the optional Authentication and Key Agreenent
(AKA) digest technique [10], just because of the donain name that
was used to access the server. As another exanple, a web client
m ght assunme that a server with the name https. exanple.com
supports HTTP over Transport Layer Security (TLS) [16].

Data Formats: Though a protocol night allow a multiplicity of data
formats to be sent fromthe server to the client, the client m ght
assunme a specific one, rather than using the content |abeling and
negoti ati on capabilities of the underlying protocol. For exanple,
an RTSP client might assune that all audio content delivered to it
from nmedi a. exanpl e. cel l ul ar uses a | ow bandwi dth codec. As
anot her exanple, a mail client m ght assunme that the contents of
nessages it retrieves froma mail server at mmil.exanple.cellular
are always text, instead of checking the M ME headers [11] in the
nmessage in order to determne the actual content type.

Protocol Extensions: A client nay attenpt an operation on the server
that requires the server to support an optional protocol
extensi on. However, rather than inplenmenting the necessary
fallback logic, the client may fal sely assune that the extension
is supported. As an exanple, a SIP client that requires reliable
provi sional responses to its request (RFC 3262 [17]) night assune
that this extension is supported on servers in the domain
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si p.exanple.telecom Furthernore, the client would not inplenent
the fall back behavi or defined in RFC 3262, since it would assune
that all servers it will comunicate with are in this donain and
that all therefore support this extension. However, if the
assunptions prove wong, the client is unable to make any phone
cal |l s.

Languages: A client may support facilities for processing text
content differently depending on the | anguage of the text. Rather
than determ ning the | anguage from markers in the nmessage fromthe
server, the client might assunme a | anguage based on the donain
nane. This assunption can easily be wong. For exanple, a client
nm ght assune that any text in a web page retrieved froma server
within the .de country code TLD (ccTLD) is in German, and attenpt
a translation to Finnish. This would fail dramatically if the
text was actually in French. Unfortunately, this client behavior
is sonmetinmes exhi bited because the server has not properly | abel ed
the [ anguage of the content in the first place, often because the
server assumed such a | abeling was not needed. This is an exanple
of how these fal se assunptions can create vicious cycl es.

By the Server
The server, like the client, is an autonaton. Let us consider one
servicing a particular domain -- ww. conpany. cel lular, for exanple.

It might assunme that all clients connecting to this domain support
particular capabilities, rather than using the underlying protocol to
make this determination. Some exanpl es include:

Aut hentication Algorithm The server can assune that a client
supports a particular, optional, authentication technique, and it
therefore does not support the mandatory one.

Language: The server can serve content in a particular |anguage,
based on an assunption that clients accessing the domain speak a
particul ar | anguage, or based on an assunption that clients comn ng
froma particular |IP address speak a certain | anguage.

Data Formats: The server can assune that the client supports a
particular set of MM types and is only capabl e of sendi ng ones
within that set. Wen it generates content in a protoco
response, it ignores any content negotiation headers that were
present in the request. For exanple, a web server night ignore
the Accept HTTP header field and send a specific inmage format.
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5.

Protocol Extensions: The server mght assune that the client supports
a particular optional protocol extension, and so it does not
support the fallback behavior necessary in the case where the
client does not.

Client Characteristics: The server mght assume certain things about
t he physical characteristics of its clients, such as nenory
footprint, processing power, screen sizes, screen colors, pointing
devi ces, and so on. Based on these assunptions, it mght choose
speci fic behavi ors when processing a request. For exanple, a web
server mght always assune that clients connect through cell
phones, and therefore return content that |acks inmages and is
tuned for such devices.

Consequences of Fal se Assunpti ons

There are numerous negative outcomes that can arise fromthe various
fal se assunptions that users, servers, and clients can nmake. These
i ncl ude:

Interoperability Failure: In these cases, the client or server
assunmed sone kind of protocol operation, and this assunption was
wong. The result is that the two are unable to communi cate, and
the user receives sonme kind of an error. This represents a total
interoperability failure, manifesting itself as a |lack of service
to users of the system Unfortunately, this kind of failure
persists. Repeated attenpts over tinme by the client to access the
service will fail. Only a change in the server or client software
can fix this problem

System Failure: In these cases, the client or server msinterpreted a
protocol operation, and this msinterpretati on was serious enough
to uncover a bug in the inplenentation. The bug causes a system
crash or sone kind of outage, either transient or permanent (until

user reset). |If this failure occurs in a server, not only wll
the connecting client | ose service, but other clients attenpting
to connect will not get service. As an exanple, if a web server

assunmes that content passed to it froma client (created, for
exanple, by a digital canmera) is of a particular content type, and
it always passes image content to a codec for deconpression prior
to storage, the codec mght crash when it unexpectedly receives an
i mage conpressed in a different format. O course, it night crash
even if the Content-Type was correct, but the conpressed bitstream
was invalid. False assunptions nerely introduce additional

failure cases.
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Poor User Experience: In these cases, the client and server
conmmuni cate, but the user receives a dimnished user experience.
For exanple, if a client on a PC connects to a web site that
provi des content for nobile devices, the content may be
under whel mi ng when viewed on the PC. O, a client accessing a
streani ng nmedia service nmay receive content of very low bitrate,
even though the client supported better codecs. |ndeed, if a user
wi shes to access content fromboth a cellular device and a PC
usi ng a shared address book (that is, an address book shared
across multiple devices), the user would need two entries in that
address book, and would need to use the right one fromthe right
device. This is a poor user experience.

Degraded Security: In these cases, a weaker security nechanismis
used than the one that ought to have been used. As an exanple, a
server in a domain might assune that it is only contacted by
clients with a limted set of authentication algorithnms, even
though the clients have been recently upgraded to support a
stronger set.

6. Reasons Why the Assunptions Can Be Fal se

Assunptions nmade by clients and servers about the operation of
protocols when contacting a particular domain are brittle, and can be
wong for many reasons. On the server side, many of the assunptions
are based on the notion that a domain name will only be given to, or
used by, a restricted set of clients. |If the holder of the domain
name assumes sonet hi ng about those clients, and can assunme that only
those clients use the domain name, then it can configure or program
the server to operate specifically for those clients. Both parts of
this assunption can be wong, as discussed in nore detail bel ow

On the client side, the notion is simlar, being based on the
assunption that a server within a particular domain will provide a
specific type of service. Sub-delegation and evol ution, both

di scussed bel ow, can make these assunpti ons w ong.

6. 1. Evol uti on

The Internet and the devices that access it are constantly evol ving,
often at a rapid pace. Unfortunately, there is a tendency to build
for the here and now, and then worry about the future at a later
time. Many of the assunptions above are predicated on
characteristics of today’'s clients and servers. Support for specific
protocols, authentication techniques, or content are based on today’s
standards and today’'s devices. Even though they may, for the nost
part, be true, they won't always be. An excellent exanple is nobile
devices. A server servicing a donain accessed by nobil e devices
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mght try to make assunpti ons about the protocols, protocol

extensi ons, security mechani snms, screen sizes, or processor power of
such devices. However, all of these characteristics can and wl|
change over tine.

When t hey do change, the change is usually evolutionary. The result
is that the assunptions remain valid in sone cases, but not in
others. It is difficult to fix such systens, since it requires the
server to detect what type of client is connecting, and what its
capabilities are. Unless the systemis built and depl oyed with these
capability negotiation techniques built in to begin with, such
detection can be extrenely difficult. |In fact, fixing it will often
require the addition of such capability negotiation features that, if
they had been in place and used to begin with, would have avoi ded the
pr obl em al t oget her

6.2. Leakage

Servers al so make assunpti ons because of the belief that they wll
only be accessed by specific clients, and in particular, those that

are configured or provisioned to use the domain nane. |n essence,
there is an assunption of conmunity -- that a specific comunity
knows and uses the donmai n nanme, while others outside of the comunity
do not.

The problemis that this notion of comunity is a false one. The
Internet is global. The DNS is global. There is no technica
barrier that separates those inside of the comunity fromthose
outside. The ease with which infornmation propagates across the
Internet nakes it extrenely likely that such donain names will
eventually find their way into clients outside of the presuned
comunity. The ubiquitous presence of domain nanes in various UR
formats, coupled with the ease of conveyance of URI's, mmkes such

| eakage nerely a matter of time. Furthernmore, since the DNS is

gl obal, and since it can only have one root [12], it becones possible
for clients outside of the community to search and find and use such
"speci al" domai n nanes.

I ndeed, this | eakage is a strength of the Internet architecture, not
a weakness. It enables global access to services fromany client
with a connection to the Internet. That, in turn, allows for rapid
grom h in the nunber of custonmers for any particul ar service.

6.3. Sub-Del egati on
Clients and users make assunpti ons about domai ns because of the

notion that there is sone kind of centralized control that can
enforce those assunptions. However, the DNS is not centralized; it
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is distributed. If a domain doesn’'t delegate its sub-domai ns and has
its records within a single zone, it is possible to maintain a
centralized policy about operation of its domain. However, once a
domai n gets sufficiently large that the domai n adm nistrators begin
to del egate sub-domains to other authorities, it becones increasingly
difficult to maintain any kind of central control on the nature of
the service provided in each sub-donain.

Simlarly, the usage of domain nanmes wi th human semantic connotation
tends to lead to a registration of nmultiple domains in which a
particular service is to run. As an exanple, a service provider with
the nanme "exanple" mght register and set up its services in
"exanpl e. com', "exanple.net", and generally exanple.foo for each foo
that is a valid TLD. This, |ike sub-delegation, results in a growth
in the nunmber of domains over which it is difficult to maintain
centralized control

Not that it is not possible, since there are many exanpl es of
successful adm nistration of policies across sub-domains many | evels
deep. However, it takes an increasing amount of effort to ensure
this result, as it requires human intervention and the creation of
process and procedure. Automated validation of adherence to policies
is very difficult to do, as there is no way to automatically verify
many policies that nmight be put into place.

A less costly process for providing centralized managenent of
policies is to just hope that any centralized policies are being
foll owed, and then wait for conplaints or performrandom audits.
Those approaches have nany probl ens.

The invalidation of assunptions due to sub-del egation is discussed in
further detail in Section 4.1.3 of [8] and in Section 3.3 of [20].

As a result of the fragility of policy continuity across sub-

del egations, if a client or user assunes some kind of property
associated with a TLD (such as ".wifi"), it becones increasingly nore
likely with the nunber of sub-domains that this property will not
exist in a server identified by a particular name. For exanple, in

"store.chain.conpany. provider.wifi", there may be four |evels of
del egation from".wifi", making it quite likely that, unless the
hol der of ".wifi" is working diligently, the properties that the

hol der of ".wifi" wishes to enforce are not present. These
properties may not be present due to human error or due to a willfu
deci sion not to adhere to them
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6.4. Mobility

One of the prinmary val ue propositions of a hostname as an identifier
is its persistence. A client can change |P addresses, yet still
retain a persistent identifier used by other hosts to reach it.
Because their value derives fromtheir persistence, hostnames tend to
nmove with a host not just as it changes | P addresses, but as it
changes access network providers and technol ogies. For this reason,
assunpti ons nade about a host based on the presuned access network
corresponding to that hostnanme tend to be wong over tinme. As an
exanple, a PC night normally be connected to its broadband provider,
and through dynanic DNS have a hostnane within the domain of that
provider. However, one cannot assume that any host within that
networ k has access over a broadband |ink; the user could connect
their PC over a | ow bandwi dth wirel ess access network and stil
retain its domai n nane.

6. 5. Human Error

O course, human error can be the source of errors in any system and
the same is true here. There are many exanples relevant to the
pr obl em under di scussi on.

A client inplenmentation nay nake the assunption that, just because a
DNS SRV record exists for a particular protocol in a particular
domain, indicating that the service is avail able on sone port, that
the service is, in fact, running there. This assunption could be
wrong because the SRV records haven't been updated by the system

admi nistrators to reflect the services currently running. As another
exanple, a client nmight assunme that a particular domai n policy
applies to all sub-domains. However, a system adm nistrator m ght
have omtted to apply the policy to servers running in one of those
sub- domai ns.

7. Recommendati ons

Based on these problens, the clear conclusion is that clients,
servers, and users shoul d not rmake assunptions on the nature of the
service provided to, or by, a domain. Mre specifically, however,
the followi ng can be said:

Fol I ow the specifications: Wen specifications define mandatory
basel i ne procedures and formats, those should be inplenented and
supported, even if the expectation is that optional procedures
will nost often be used. For exanple, if a specification nmandates
a particul ar baseline authentication technique, but allows others
to be negotiated and used, inplenentations need to inplenent the
basel i ne authentication algorithmeven if the other ones are used
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nost of the tinme. Put nore sinply, the behavior of the protocol
machi nery shoul d never change based on the domain nane of the
host .

Use capability negotiation: Many protocols are engineered with
capability negotiation nmechani sns. For exanple, a content
negoti ati on framework has been defined for protocols using M NME
content [13] [14] [15]. SIP allows for clients to negotiate the
nmedi a types used in the multinedia session, as well as protocol
paraneters. HITP allows for clients to negotiate the nedia types
returned in requests for content. When such features are
available in a protocol, client and servers shoul d make use of
them rat her than naki ng assunpti ons about supported capabilities.
A corollary is that protocol designers should include such
nmechani sns when evolution is expected in the usage of the
pr ot ocol

"Be liberal in what you accept, and conservative in what you send"
[18]: This axiomof Internet protocol design is applicable here

as well. Inplenmentations should be prepared for the full breadth
of what a protocol allows another entity to send, rather than be
limting in what it is willing to receive.
To summarize -- there is never a need to make assunptions. Rather
than doing so, utilize the specifications and the negotiation
capabilities they provide, and the overall systemw |l be robust and

i nt er oper abl e.
8. A Note on RFC 2219 and RFC 2782

Based on the definition of an assunption given here, the behavior
hinted at by records in the DNS al so represents an assunption. RFC
2219 [19] defines well-known aliases that can be used to construct
domai n nanmes for reaching various well-known services in a donain.
Thi s approach was |ater followed by the definition of a new resource
record, the SRV record [2], which specifies that a particul ar service
is running on a server in a domain. Al though both of these

nmechani sns are useful as a hint that a particular service is running
in a domain, both of themrepresent assunptions that nay be fal se.
However, they differ in the set of reasons why those assunptions

m ght be fal se.

A client that assunes that "ftp.exanple.com is an FTP server nmay be
wrong because the presuned nami ng convention in RFC 2219 was not
known by, or not followed by, the owner of domain.com Wth RFC
2782, an SRV record for a particular service would be present only by
explicit choice of the domain admnistrator, and thus a client that
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10.

11.

assunes that the correspondi ng host provides this service would be
wong only because of human error in configuration. |In this case,
the assunption is less likely to be wong, but it certainly can be.

The only way to determine with certainty that a service is running on
a host isto initiate a connection to the port for that service, and
check. Inplenentations need to be careful not to codify any

behavi ors that cause failures should the information provided in the
record actually be false. This borders on comon sense for robust

i npl enentations, but it is valuable to raise this point explicitly.

Security Considerations

One of the assunptions that can be nade by clients or servers is the
availability and usage (or lack thereof) of certain security
protocols and algorithms. For exanple, a client accessing a service
in a particular domain night assume a specific authentication

al gorithmor hash function in the application protocol. It is
possi bl e that, over tinme, weaknesses are found in such a technique,
requiring usage of a different nechanism Simlarly, a system m ght
start with an insecure nmechanism and then decide |later on to use a
secure one. |In either case, assunptions nmade on security properties
can result in interoperability failures, or worse yet, providing
service in an insecure way, even though the client asked for, and

t hought it would get, secure service. These kinds of assunptions are
fundamental |y unsound even if the records thenselves are secured with
DNSSEC
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