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Abstract

Thi s docunent describes one certificate extension that explicitly
states the Attribute Certificate Policies (ACPs) that apply to a
given Attribute Certificate (AC). The goal of this docunent is to
allowrelying parties to performan additional test when validating
an AC, i.e., to assess whether a given AC carrying some attributes
can be accepted on the basis of references to one or nore specific
ACPs.
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1. Introduction

When issuing a Public Key Certificate (PKC), a Certificate Authority
(CA) can performvarious |levels of verification with regard to the
subject identity (see [RFC3280]). A CA nmaekes its verification
procedures, as well as other operational rules it abides by,
"visible" through a certificate policy, which nay be referenced by a
certificate policies extension in the PKC

The purpose of this docunent is to define an Attribute Certificate
(AC) policies extension able to explicitly state the AC policies that
apply to a given AC, but not the AC policies thenselves. Attribute
Certificates are defined in [ RFC3281].

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. AC Policies Extension Semantics

An Attribute Certificate Policy is a naned set of rules that
indicates the applicability of an ACto a particular conmunity and/or
class of applications with conmon security requirenents. It defines
rules for the generation, issuance, and revocation of ACs. It may

al so include additional rules for attributes registration

Thus, note that an Attribute Authority (AA) does not necessarily
support one single ACP. However, for each AC that is delivered, the
AA SHALL nake sure that the policy applies to all the attributes that
are contained in it.

An ACP may be used by an AC user to decide whether or not to trust
the attributes contained in an AC for a particul ar purpose.

When an AC contains an AC policies extension, the extension MY, at
the option of the AA be either critical or non-critical.

The AC Policies extension MAY be included in an AC. Like all X 509
certificate extensions [X. 509], the AC policies extension is defined
using ASN.1 [ASNl]. See Appendix A

The definitions are presented in the 1988 Abstract Syntax Notation
One (ASN. 1) rather than the 1997 ASN. 1 syntax used in the nost recent
| SO 1EC/I TU- T standards.

The AC policies extension is identified by id-pe-acPolicies.
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i d- pe-acPolicies OBJECT IDENTIFIER ::= { iso(1)
identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) id-pkix(7) id-pe(l) 15 }

The AC policies extension includes a Iist of AC policies recognized
by the AA that apply to the attributes included in the AC

AC Policies may be defined by any organi zation with a need. bject
identifiers used to identify AC Policies are assignhed in accordance
with [ X 660|1S0834-1].

The AC policies extension in an AC indicates the AC policies for
which the ACis valid.

An application that recognizes this extension and its content SHALL
process the extension regardl ess of the value of the criticality
flag.

If the extension is both flagged non-critical and not recognized by
the AC-using application, then the application MAY ignore it.

If the extension is marked critical or is recognized by the AC using
application, it indicates that the attributes contained in the
attribute certificate SHALL only be used for the purpose, and in
accordance with the rules associated with one of the indicated AC
policies. |If none of the ACP identifiers is adequate for the
application, then the AC MJST be reject ed.

If the extension is marked critical or is recognized by the AC using
application, the AC- using application MJST use the list of AC
policies to determine whether it is appropriate to use the attributes
contained in that AC for a particular transaction. Wen the
appropriate policy is not found, the AC SHALL be rejected.

2.1. AC Policy Extension Syntax

The syntax for the AC Policy extension is:

AcPol i ci esSyntax ::= SEQUENCE SI ZE (1..MAX) OF Policylnfornmation
Pol i cyl nformation ::= SEQUENCE {

policyldentifier AcPol i cyl d,

policyQualifiers SEQUENCE SI ZE (1..MAX) OF

PolicyQualifierlnfo OPTI ONAL}

AcPolicyld ::= OBJECT | DENTI FI ER
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PolicyQualifierlnfo ::= SEQUENCE {
policyQualifierld PolicyQualifierld,
qualifier ANY DEFI NED BY policyQualifierld }

-- policyQualifierlds for Internet policy qualifiers

i d-qt OBJECT IDENTIFIER ::= { id-pkix 2 }
i d-qt-acps OBJECT IDENTIFIER ::= { id-qt 4 }
id-qgt-acunotice OBJECT IDENTIFIER ::= { id-qt 5}
id-qt-acps OBJECT IDENTIFIER ::= { iso(1)

identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) id-pkix(7) id-qt(2) 4 }

i d-qt-acunotice OBJECT IDENTIFIER ::= { iso(1)
identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) id-pkix(7) id-qt(2) 5}

PolicyQualifierld ::=
OBJECT IDENTIFIER ( id-qt-acps | id-gt-acunotice )

-- ACPS pointer qualifier

ACPSuri ::= I A5String
-- ACP statenent user notice qualifier

ACUser Notice ::= UserNotice
-- UserNotice is defined in [ RFC3280]

To pronote interoperability, this document RECOVMENDS that policy
information terms consist of only an object identifier (OD). Wen
nmore than one policy is used, the policy requirenents have to be
non-conflicting, e.g., one policy may refine the general requirenents
mandat ed by anot her policy.

The extension defined in this specification supports two policy
qualifier types for use by ACP witers and AAs. The qualifier types
are the ACPS Pointer and the AC User.

2.1.1. Notice Qualifiers
The ACPS Pointer qualifier contains a pointer to an Attribute
Certification Practice Statement (ACPS) published by the AA. The

pointer is in the formof a URI. Processing requirements for this
qualifier are a local natter
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The AC User Notice is intended for display to a relying party when an
attribute certificate is used. The application software SHOULD

di splay the AC User Notice of the AC. The AC User Notice is defined
in [RFC3280]. It has two optional fields: the noticeRef field and
the explicitText field.

The noticeRef field, if used, nanmes an organi zati on and
identifies, by nunber, a particular textual statenent prepared by
that organization. For exanple, it mght identify the

organi zation’s name and notice nunber 1. 1In a typical

i mpl ementation, the application software will have a notice file
containing the current set of notices for the AA; the application
will extract the notice text fromthe file and display it.

Messages MAY be multilingual, allowing the software to select the
particul ar | anguage nessage for its own environnent.

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maxi mum si ze of 200 characters.

If both the noticeRef and explicitText options are included in the
one qualifier, and if the application software can |ocate the notice
text indicated by the noticeRef option, then that text SHOULD be

di spl ayed; otherwi se, the explicitText string SHOULD be di spl ayed.

2.2. Attribute Certificate Policies

The scope of this docunent is not the definition of the detailed
content of ACPs thensel ves; therefore, specific policies are not
defined in this docunent.

3. Security Considerations

The ACP defined in this docunent applies for all the attributes that
are included in one AC. AAs SHALL ensure that the ACP applies to al
the attributes that are included in the ACs they issue.

Attributes may be dynanically grouped in several ACs. It should be
observed that since an AC may be issued under nore than one ACP, the
attributes included in a given AC MUST be conpliant with all the ACPs
fromthat AC

Wien verifying an AC, a relying party MJST deternm ne that the AC was
issued by a trusted AA and then that it has the appropriate policy.
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Failure of AAs to protect their private keys will pernit an attacker
to nmasquerade as them potentially generating false ACs or revocation
status. Existence of bogus ACs and revocation status will underm ne
confidence in the system |If the conpronmise is detected, then the
certificate of the AA MJUST be revoked.

Rebui |l ding after such a conpronise will be problematic, so AAs are
advi sed to inplenent a conbination of strong technical neasures
(e.g., tanper-resistant cryptographi c nodul es) and appropriate
managenent procedures (e.g., separation of duties) to avoid such an
i nci dent.

Loss of an AA's private signing key nay al so be problematic. The AA
woul d not be able to produce revocation status or perform AC renewal
(i.e., the issue of a new ACwith the sane set of attributes with the
sane val ues, for the same holder, fromthe sane AA but with a
different validity period). AC issuers are advised to maintain
secure backup for signing keys. The security of the key backup
procedures is a critical factor in avoiding key conprom se.

The availability and freshness of revocation status will affect the
degree of assurance that should be placed in a long-lived AC. Wile
long-lived ACs expire naturally, events may occur during an AC s
natural lifetine that negate the binding between the AC hol der and
the attributes. |If revocation status is untinely or unavail able, the
assurance associated with the binding is clearly reduced.

The bi ndi ng between an AC hol der and attri butes cannot be stronger
than the cryptographic nodul e i npl enentati on and al gorithnms used to
generate the signature. Short key |engths or weak hash al gorithns
will limt the utility of an AC. AAs are encouraged to note advances
in cryptology so they can enploy strong cryptographic techniques.

If an ACis tied to the holder’s PKC using the baseCertificatelD
conmponent of the Holder field and the PKI in use includes a rogue CA
with the sane issuer nane specified in the baseCertificatelD
conmponent, this rogue CA could issue a PKC to a nalicious party,
usi ng the same issuer name and serial nunber as the proper holder’s
PKC. Then the nalicious party could use this PKC in conjunction with
the AC. This scenario SHOULD be avoi ded by properly managi ng and
configuring the PKI so that there cannot be two CAs with the sane
nane. Another alternative is to tie ACs to PKCs using the
publ i cKeyCert type in the ObjectDigestinfo field. Failing this, AC
verifiers have to establish (using other neans) that the potenti al
collisions cannot actually occur; for exanple, the Certificate Policy
Statenments (CPSs) of the CAs involved nay nake it clear that no such
nanme col lisions can occur.
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5.

5.

| mpl enenters MUST ensure that followi ng validation of an AC, only
attributes that the issuer is trusted to issue are used in

aut hori zati on decisions. Oher attributes, which MAY be present,
MUST be ignored. AC verifiers SHALL support neans of bei ng provided
with this information. The AA controls PKC extension (see [ RFC3281])
is one possibility, but it is optional to inplenment. Configuration
information is a likely alternative nmeans, while out-of-band neans is
another. This beconmes very inportant if an AC verification
application trusts nore than one AC issuer.

| ANA Consi der ati ons

The AC policies extension is identified by an object identifier
(OD). The ODfor the AC policies extension defined in this
docunment was assigned froman arc del egated by the 1 ANA to the PKI X
Wor ki ng G oup.

No further action by the 1 ANA is necessary for this docunent.
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Appendi x A. ASN. 1 Definitions
Thi s appendi x is normative.
ASN. 1 Modul e
AcPolicies { iso(l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- ac- policies(26) }
DEFINITIONS IMPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS
-- Inmports from RFC 3280 [ RFC3280], Appendix A
User Not i ce
FROM PKI X1l nmplicit88 { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nmod(0) 19 }
i d- pki x, id-pe
FROM PKI X1Explicit88 { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nmod(0) 18 };
-- Locally defined QO Ds

-- policyQualifierlds for Internet policy qualifiers

i d-qt OBJECT IDENTIFIER ::= { id-pkix 2 }
i d-qt-acps OBJECT IDENTIFIER ::= { id-qt 4 }
i d-qgt-acunotice OBJECT IDENTIFIER ::= { id-gqt 5}
-- Attributes
i d- pe-acPolicies OBJECT IDENTIFIER ::={ id-pe 15}
AcPol i ciesSyntax ::= SEQUENCE SI ZE (1..MAX) OF Policylnformation
Policylnformation ::= SEQUENCE {
policyldentifier AcPol i cyl d,
policyQualifiers SEQUENCE SI ZE (1..MAX) OF

Pol i cyQualifierlnfo OPTI ONAL }
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AcPolicyld ::= OBJECT | DENTI FI ER
PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld PolicyQualifierld,

qualifier ANY DEFI NED BY policyQualifierld }

PolicyQualifierld ::=
OBJECT | DENTI FI ER ( id-gt-acps | id-qgt-acunotice )
-- ACPS pointer qualifier

ACPSuri ::= | A5String
-- ACP statenent user notice qualifier

ACUser Notice ::= User Noti ce
-- UserNotice is defined in [ RFC3280]

END
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Intell ectual Property
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
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