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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The I ETF Trust (2007).
Abstract

The purpose of this docunent is to define a new, straightforward
Dynam ¢ Del egation Di scovery Service (DDDS) application to allow
mappi ng of domain names to URIs for particular application services
and protocols. Al though defined as a new DDDS application, dubbed
U-NAPTR, this is effectively an extension of the Straightforward
NAPTR (S- NAPTR) DDDS Application.
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1

2.

| nt roducti on

The purpose of this docunent is to define a new, straightforward
Dynam c Del egation Discovery Service (DDDS) [7] application to allow
mappi ng of domain names to URIs for particular application services
and protocols. This allows the "l ookup" of particular services
avai |l abl e for given domains, for exanple.

Al though this is defining a new and separate DDDS Application, dubbed
U NAPTR, it is built fromthe sane principles as the Straightforward
NAPTR (S-NAPTR) application, specified in [2]. This specification is
not an update of S-NAPTR, but the reader is encouraged to review that
docunent for extensive coverage of notivation and inplenmentation
consi derati ons.

S- NAPTR provi des for application service location that does not rely
on rigid domain nam ng conventions. It is deenmed "straightforward"
in part because it rules out the use of regular expressions in NAPTR
records (for the S-NAPTR DDDS Application). However, that also rules
out the possibility of providing a URI as the target of DDDS
resolution. A nunber of applications, specified (e.g., [9]) and
proposed, find the restriction too limting, making S-NAPTR a near
mss to suit their needs.

This U-NAPTR is effectively a nbdest extension to S NAPTR, to
accomodate the use of URIs as targets, without allow ng the ful
range of possible regular expressions in NAPTR records.

Strai ghtforward URI - Enabl ed NAPTR ( U- NAPTR)

Thi s docunent assunes the reader is famliar with the S NAPTR
specification [2]. The intention of U-NAPTR is to provide everything
t hat S-NAPTR does, except that it allows the use of the "U' flag in
the NAPTR record, and a specific form of REGEXP.

1. Pernmitted Flags

U-NAPTR permits the sanme flags as S-NAPTR ("S", "A", or enpty), plus
the "U'" Flag. For the U NAPTR DDDS Application, the presence of the
"U'" Flag in the NAPTR record indicates the REGEXP field nust be
popul ated (and, consequently, the REPLACEMENT field is enpty). The
regul ar expression in the REGEXP field nust be of the limted form
descri bed bel ow, and the result of the regular expression eval uation
will be a URI that is the result of the DDDS resol ution
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2.2. Permtted Regul ar Expressions

U- NAPTR pernits regul ar expressions of a formthat does a conplete
repl acenent of the matched string with a URI, expressed as a constant
string. This is essentially a dodge around the fact that the
REPLACEMENT field in NAPTR is required to produce only a fully
qual i fi ed donmai n nanme (and, therefore, cannot be used for a URI).

The specific allowed syntax for U NAPTR regul ar expressions is:

u-naptr-regexp = "!.*I'"<URI >"I'"
where <URI > is as defined in STD 66 [8], the URl syntax
speci ficati on.

Wth this [imted formof regul ar expression, applications using
U- NAPTR need not inplenment full regul ar expression parsers.

3. Sample U NAPTR DNS Records

In the sanple NAPTR RRs for exanple.com shown bel ow, "WP" is the

i magi ned application service tag for "white pages”, and "EM is the
application service tag for an i mgi ned "Extensi bl e Messagi ng"
application service.

exanpl e. com
- order pref flags

iN NAPTR 100 10 " "WP; whoi s++" ( ; service
" ;regexp
bunyi p. exanpl e.com ; repl acenent
)
I N NAPTR 100 20 "s" "WP: | dap" ( ; service
" regexp

_Idap._tcp.nyldap.exaﬁple.conl ; replacenent

I N NAPTR 200 10 "u" "EM prot A" ( ; service
"I.*lIprota://someisp. exanple.com" ; regexp
" ; repl acenent
)
I N NAPTR 200 30 "a" "EM pr ot B" ; service

; regexp
nypr ot B. exanpl e. com ; repl acement
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4. Formal Definition of U NAPTR Application of DDDS

This section formally defines the DDDS Application, as described in

[7].
4.1. Application Unique String

The Application Unique String is a fully qualified domain nane (FQDN)
for which an authoritative server for a particular service is sought.

4. 2. First Well Known Rul e

The "First Well Known Rule" is identity -- that is, the output of the
rule is the Application Unique String, the FQN for which the
authoritative server for a particular service is sought.

4.3. Expected CQutput

The expected output of this Application is the infornmation necessary
to connect to authoritative server(s) (host, port, protocol, or URI)
for an application service within a given domai n.

4.4. Fl ags

This DDDS Application uses only 3 of the Flags defined for the URI/
URN Resol ution Application [5]: "S", "A", and "U'. No other Flags
are valid. |If a client obtains a NAPTR RR for a U NAPTR-usi ng
application that contains any other flag, that NAPTR RR shoul d be

i gnored and processing continues with the next record (if any).

These flags are for terminal |ookups. This nmeans that the Rule is
the last one and that the flag determ nes what the next stage should
be. The "S" flag neans that the output of this Rule is a FQDN for

whi ch one or more SRV [3] records exist. "A" neans that the output
of the Rule is a domain name and shoul d be used to | ookup address
records for that domain. "U' neans that the output of the Rule is a

URI that should be resolved in order to obtain access to the
descri bed servi ce.

Consistent with the DDDS algorithm if the Flag string is enpty the
next |ookup is for another NAPTR record (for the replacenent target).

4.5. Service Paraneters

Service Paraneters for this Application take the formof a string of
characters that follow this ABNF [1]:
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service-parns = [ [app-service] *(":" app-protocol)]

app- servi ce = experinental -service / iana-registered-service
app- protocol = experinental -protocol / iana-registered-protocol
experinmental -service "x-" 1* 30ALPHANUNMSYM

"x-" 1* 30ALPHANUMSYM
ALPHA * 31 AL PHANUMSYM
ALPHA * 31 AL PHANUMSYM

experi ment al - pr ot ocol
i ana-regi stered-service
i ana-regi st er ed- prot ocol

ALPHA = W&41-5A | %61-7A ; A-Z ] a-z
DGAT = 9%&30-39 ; 0-9

SYM = %2B/ 2D/ 9%&2E ; "+" [ “-" [ “."
ALPHANUMSYM = ALPHA / DIG T / SYM

; The app-service and app-protocol tags are limted to 32
; characters and nust start with an al phabetic character.
; The service-parns are consi dered case-insensitive.

Thus, the Service Paraneters may consist of an enpty string, just an
app-service, or an app-service with one or nore app-protocol
specifications separated by the ":" synbol .

Note that this is simlar to, but not the sanme as the syntax used in
the URI DDDS application [5]. The DDDS DNS dat abase requires each
DDDS application to define the syntax of all owable service strings.
The syntax here is expanded to allow the characters that are valid in
any URI schene nane (see [8]). Since "+" (the separator used in the
RFC3404 service paranmeter string) is an allowed character for UR
schenme nanmes, ":" is chosen as the separator here.

4.5.1. Application Services

The "app-service" nust be an | ANA-regi stered service; see Section 5
for instructions on registering new application service tags.

4.5.2. Application Protocols
The protocol identifiers that are valid for the "app-protocol"”
production are standard, regi stered protocols; see Section 5 for
i nstructions on registering new application protocol tags.

4.6. Valid Rules
Permtted rules are substitution rules and regul ar expressions of the
following syntax (i.e., a regular expression to replace the donain
name with a URI):

u- naptr_regexp = Il! . *! ||<URI >||! n

where <URI > is as defined in STD 66 [8], the URl syntax
speci ficati on.
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4.7. Valid Databases

At present, only one DDDS Database is specified for this Application.
[4] specifies a DDDS Database that uses the NAPTR DNS resource record
to contain the rewite rules. The Keys for this database are encoded
as donmai n nanes.

The First Well Known Rule produces a donain name, and this is the Key
that is used for the first lookup -- the NAPTR records for that
domai n are requested.

DNS servers NMAY interpret Flag values and use that information to

i ncl ude appropriate NAPTR, SRV, or A records in the Additiona
Information portion of the DNS packet. Cients are encouraged to
check for additional information but are not required to do so. See
the Additional Information Processing section of [4] for nore

i nformati on on NAPTR records and the Additional Information section
of a DNS response packet.

5. | ANA Consi derati ons

Thi s docunent does not itself place any requirenments on | ANA, but
provi des the basis upon which U NAPTR-using services can nmake use of
the existing | ANA registries for application service tags and
application protocol tags (defined in RFC 3958 [2]).

As is the case for S-NAPTR, all application service and protocol tags
that start with "x-" are considered experinmental, and no provision is
made to prevent duplicate use of the same string. Use them at your
own ri sk.

Al'l other application service and protocol tags are registered based
on the "specification required" option defined in [6], with the
further stipulation that the "specification" is an RFC (of any
category).

There are no further restrictions placed on the tags other than that
they must conformw th the syntax defined above (Section 4.5).

The defining RFC nust clearly identify and describe, for each tag
bei ng regi stered:

o Application protocol or service tag
0 Intended usage

0 Interoperability considerations
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8.

8.

0 Security considerations (see Section 6 of this docunent for
further discussion of the types of considerations that are
appl i cabl e)

0 Any relevant related publications

The defining RFC may al so include further application-specific
restrictions, such as limtations on the types of URIs that may be
returned for the application service.

Security Considerations

U- NAPTR has the same considerations for security as S NAPTR see
Section 8 of [2]. U NAPTR has the additional consideration that
resolving URIs (fromthe result of the DDDS resolution) has its own
set of security inplications, covered in the URl specification (in
particular, Section 7 of [8]). |In essence, using DNSSEC, client
software can be confident that the UR obtained using U-NAPTR i s

i ndeed the one specified by the adninistrator of the donmain from
which it was retrieved; but the validity of the service reached by
resolving that URI is a matter of URI resolution security practices.
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retain all their rights.
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made any independent effort to identify any such rights. |Information
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http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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