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Abstract
Thi s docunent defines a set of Abstract Syntax Notation One (ASN. 1)
encoding rules, called the Robust XML Encodi ng Rul es or RXER, that
produce an Extensi bl e Markup Language (XM.) representation for val ues

of any given ASN. 1 data type. Rules for producing a canonical RXER
encodi ng are al so defi ned.
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1. Introduction

Thi s docunent defines a set of Abstract Syntax Notation One (ASN. 1)

[ X. 680] encoding rules, called the Robust XM. Encodi ng Rul es or RXER
t hat produce an Extensible Markup Language (XM.) [XM.10][ XM.11]
representation of ASN. 1 val ues of any given ASN. 1 type.

An ASN. 1 value is regarded as anal ogous to the content and attri butes
of an XML elenent, or in sone cases, just an XM. attribute val ue.

The RXER encoding of an ASN.1 value is the well-formed and valid
content and attributes of an elenment, or an attribute value, in an
XM. docunent [ XML10][ XM.11] conforming to XM. nanespaces

[ XMLNS10] [ XMLNS11]. Sinple ASN. 1 data types such as Printabl eString,
| NTEGER, and BOOLEAN define character data content or attribute

val ues, while the ASN. 1 conbining types (i.e., SET, SEQUENCE, SET OF
SEQUENCE COF, and CHO CE) define elenent content and attributes. The
attribute and child el ement names are generally provided by the
identifiers of the conponents in conbining type definitions, i.e.,

el enents and attributes correspond to the NanedType notati on.
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RXER | eaves sonme formatting details to the discretion of the encoder
so there is not a single unique RXER encoding for an ASN. 1 val ue.
However, this docunent also defines a restriction of RXER, called the
Canoni cal Robust XM. Encodi ng Rul es (CRXER), which does produce a
singl e uni que encoding for an ASN.1 value. Cbviously, the CRXER
encoding of a value is also a valid RXER encoding of that value. The
restrictions on RXER to produce the CRXER encodi ng are interspersed
with the description of the rules for RXER

Note that "ASN. 1 value" does not mean a Basic Encodi ng Rul es (BER)

[ X. 690] encoding. The ASN. 1 value is an abstract concept that is

i ndependent of any particular encoding. BER is just one possible way
to encode an ASN. 1 value. This docunment defines an alternative way
to encode an ASN. 1 val ue.

A separate docunent [RXEREI] defines encoding instructions [X 680-1]
that nay be used in an ASN. 1 specification to nodify how val ues are
encoded in RXER, for exanple, to encode a conponent of a conbining
ASN. 1 type as an attribute rather than as a child elenent. A
pre-existing ASN. 1 specification will not have RXER encodi ng

i nstructions, so any nention of encoding instructions in this
docunent can be ignored when dealing with such specifications.
Encodi ng instructions for other encoding rules have no effect on RXER
encodi ngs.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', and "MAY" in this docunent are
to be interpreted as described in BCP 14, RFC 2119 [BCP14]. The key
word "OPTIONAL" is exclusively used with its ASN. 1 neani ng.

A reference to an ASN. 1 production [X 680] (e.g., Type, NanedType) is
a reference to the text in an ASN. 1 specification corresponding to
that production

The specification of RXER nakes use of definitions fromthe XM

Information Set (Infoset) [INFOSET]. |In particular, information item
property names follow the I nfoset convention of being shown in square
brackets, e.g., [local nane]. Literal values of Infoset properties
are encl osed in double quotes; however, the double quotes are not

part of the property values. |In the sections that follow,
"information itent will be abbreviated to "itenl, e.g., "el enent

information itenf is abbreviated to "element item'. The term
"element" or "attribute" (without the "itenl') is referring to an
elenent or attribute in an XM. docunent, rather than an information
item
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Literal character strings to be used in an RXER encodi ng appear
wi t hin doubl e quotes; however, the double quotes are not part of the
literal value and do not appear in the encoding.

Thi s docunent uses the namespace prefix [ XMLNS10][ XMLNS11] "asnx:" to
stand for the nanespace name "urn:ietf:paranms: xm:ns:asnx", uses the
nanespace prefix "xs:" to stand for the nanespace nane
"http://ww. w3. org/ 2001/ XM_Schena", and uses the nanmespace prefix
"xsi:" to stand for the nanmespace nane
"http://ww. w3. org/ 2001/ XM_Schema- i nst ance". However, in practice,
any valid nanespace prefixes are permitted in non-canoni cal RXER
encodi ngs (nanmespace prefixes are determ nistically generated for
CRXER) .

The encoding instructions [ X 680-1] referenced by nane in this
specification are encoding instructions for RXER [ RXEREI] .

Throughout this docunent, references to the Markup, AnyURI, NCNane,
Nane, and QNane ASN. 1 types are references to the types described in
Section 4 and consolidated in the Additional Basi cDefinitions nodul e
in Appendi x A.  Any provisions associated with the reference do not
apply to types defined in other ASN. 1 nodul es that happen to have

t hese sanme nanes.

Code points for characters [UCS][UNI CODE] are expressed using the
Uni code convention U+tn, where n is four to six hexadecinal digits,
e.g., the space character is U+0020.

3. Definitions

Definition (white space character): A white space character is a
space (W+0020), tab (U+0009), carriage return (W000D), or line feed
(W+000A) character

Definition (white space): Wite space is a sequence of one or nore
white space characters.

Definition (line break): A line break is any sequence of characters
that is normalized to a line feed by XM. End-of - Li ne Handl i ng
[ XML10] [ XM_11] .

Definition (serialized white space): Serialized white space is a
sequence of one or nore white space characters and/or |ine breaks.

Definition (declaring the default nanespace): A nanespace
declaration attribute itemis declaring the default nanespace if the
[prefix] of the attribute itemhas no value, the [l ocal nane] of the
attribute itemis "xmns" and the [nornalized value] is not enpty.
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Definition (undeclaring the default nanespace): A nanespace
declaration attribute itemis undeclaring the default nanespace if
the [prefix] of the attribute itemhas no value, the [l ocal nane] of
the attribute itemis "xnlns" and the [normalized value] is enpty
(i.e., xmns="").

Definition (canonical namespace prefix): A canonical nanespace prefix
is an NCNane [ XMLNS10] beginning with the letter 'n’ (W006E)

foll owed by a non-negative nunber string. A non-negative nunber
string is either the digit character '0° (U+0030), or a non-zero
decimal digit character (U+0031-W+0039) followed by zero, one, or
nmore of the decimal digit characters "0 to '9 (U+0030-U+0039).

For conveni ence, a CHO CE type where the ChoiceType is subject to a
UNI ON encodi ng instruction will be referred to as a UNTON type, and a
SEQUENCE COF type where the SequenceOf Type is subject to a LIST
encoding instruction will be referred to as a LIST type.

4. Additional Basic Types

This section defines an ASN.1 type for representing markup in
abstract values, as well as basic types that are useful in encoding
instructions [RXEREI] and other related specifications [ASN. X].

The ASN. 1 definitions in this section are consolidated in the
Addi ti onal Basi cDefinitions ASN. 1 nodul e in Appendi x A.

4.1. The Markup Type

A val ue of the Markup ASN. 1 type holds the [prefix], [attributes],
[ namespace attributes], and [children] of an elenment item i.e., the
content and attributes of an el ement.

RXER has special provisions for encodi ng values of the Markup type
(see Section 6.10). For other encoding rules, a value of the Markup
type is encoded according to the following ASN. 1 type definition

(W th AUTOVATI C TAGS):

Mar kup ::= CHO CE {
t ext SEQUENCE {
pr ol og UTF8String (Sl ZE(1.. MAX)) OPTI ONAL,
prefix NCNanme OPTI ONAL,
attributes UTF8String (SIZE(1..MAX)) OPTI ONAL,
cont ent UTF8String (Sl ZE(1.. MAX)) OPTI ONAL
}
}
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The text alternative of the Markup CHO CE type provides for the
[prefix], [attributes], [nanmespace attributes], and [children] of an
element itemto be represented as serialized XM. using the UTF-8
character encoding [ UTF-8].

Aside: The CHO CE all ows for one or nore alternative conpact
representations of the content and attributes of an elenent to be
supported in a future specification.

Wth respect to sone el enent item whose content and attributes are
represented by a value of the text alternative of the Mrkup type:

(1) the prolog conponent of the value contains text that, after |ine
break normalization, conforns to the XM. prol og production
[ XML10] [ XM_11],

(2) the prefix conponent is absent if the [prefix] of the el ement
item has no val ue; otherw se, the prefix conmponent contains the
[prefix] of the elenent item

(3) the attributes conponent of the value contains an XM
serialization of the [attributes] and [nanespace attributes] of
the elenent item if any, with each attribute separated fromthe
next by serialized white space, and

(4) the content conponent is absent if the [children] property of the
elenent itemis enpty; otherw se, the content conponent of the
val ue contains an XM. serialization of the [children] of the
el ement item

Al'l the conmponents of a value of the Markup type MJST use the sane
version of XM, either version 1.0 [ XM.10] or version 1.1 [XM.11].

If XML version 1.1 is used, then the prolog conmponent MJST be present
and MJUST have an XM.Decl for version 1.1. |If the prolog conmponent is
absent, then XML version 1.0 is assuned.

If the prefix conmponent is present, then there MIUST be a nanespace
declaration attribute in the attributes conponent that defines that
nanespace prefix (since an el ement whose content and attributes are
described by a value of Markup is required to be self-contained; see
Section 4.1.1).

Note that the prefix conponent is critically related to the NanmedType
that has Markup as its type. |If a Markup value is extracted from one
encl osi ng abstract val ue and enbedded in another encl osing abstract
value (i.e., becones associated with a different NanedType), then the
prefix may no | onger be appropriate, in which case it will need to be
revised. It may al so be necessary to add anot her namespace
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declaration attribute to the attributes conponent so as to declare a
new nanmespace prefi x.

Leading and/or trailing serialized white space is permtted in the
attri butes conmponent. A value of the attributes conmponent consisting
only of serialized white space (i.e., no actual attributes) is
permtted.

The attributes and content conmponents MAY contain entity references
[ XML10] [ XM_11]. If any entity references are used (other than
references to the predefined entities), then the prol og conmponent
MUST be present and MJUST contain entity declarations for those
entities in the internal or external subset of the docunent type
definition.

Exanpl e
G ven the follow ng ASN. 1 nodul e:

MyModul e DEFI NI TI ONS
AUTOVATI C TAGS ::= BEG N

Message ::= SEQUENCE {
nmessageType | NTEGER
nmessageVal ue Mar kup

}
ENCODI NG CONTROL RXER

TARGET- NAMESPACE "htt p: // exanpl e. coni ns/ MyModul e"

COVPONENT nessage Message
-- a top-level NanmedType

END
consider the follow ng XM. docunent:

<?xm version="1.0" ?>
<! DOCTYPE nessage |
<IENTITY TRUE ’'true’ >
1>
<message>
<nessageType>1</ nessageType>
<nessageVal ue xm ns: ns="http://ww. exanpl e. com ABD"
ns: foo="1" bar="0">
<t hi s>&TRUE; </t hi s>
<t hat/>
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</ messageVal ue>
</ message>

A Mar kup val ue corresponding to the content and attri butes of the
<nmessageVal ue> el enent is, in ASN. 1 value notation [X 680] (where
"I f" represents the line feed character):

text:
pr ol og { "<?xm version="1.0 ?>", If,
"<!I DOCTYPE nessage [", |If,
" <IENTITY TRUE "true' >", |f,
"1>", I},
attributes { " xmns:ns=""http://ww. exanpl e. coml ABD""",
I f,
" ns: foo=""1"" bar=""0""" },
cont ent { If,
" <thi s>&TRUE; </t his>", |f,
" <that/>", If, " "}
}

The foll owi ng Markup value is an equival ent representati on of the
content and attributes of the <nessageVal ue> el enent:

text:{
attributes {
"bar=""0"" ns:foo=""1"" ",
"xm ns: ns=""http://ww. exanpl e.coml ABD""" },
cont ent { If,
" <this>true</this>", If,
" <that/>", If, " "}

}

By itself, the Markup ASN. 1 type inposes no data type restriction on
the markup contained by its values and is therefore anal ogous to the
XM. Schema anyType [ XSD1].

There is no ASN. 1 basic notation that can directly inpose the
constraint that the markup represented by a val ue of the Markup type
must conformto the markup allowed by a specific type definition
However, certain encoding instructions (i.e., the reference encoding
instructions [RXEREI]) have been defined to have this effect.

4.1.1. Sel f-Contai nnent

An elenment, its attributes and its content, including descendent

el enents, may contain qualified names [ XMLNS10][ XMLNS11] as the nanes
of elements and attributes, in the values of attributes, and as
character data content of elenments. The binding between namespace
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prefix and namespace nane for these qualified nanes is potentially
determ ned by the nanespace declaration attributes of ancestor

el ements (which in the Infoset representation are inherited as
nanespace itens in the [in-scope nanespaces]).

In the absence of conplete know edge of the data type of an el enent
item whose content and attributes are described by a value of the
Markup type, it is not possible to determine with absolute certainty
whi ch of the nanespace itens inherited fromthe [in-scope nanespaces]
of the [parent] elenent itemare significant in interpreting the

Mar kup val ue. The safe and easy option would be to assune that al

t he nanmespace itenms fromthe [in-scope nanespaces] of the [parent]

el enent itemare significant and need to be retained within the

Mar kup val ue. Wen the Markup value is re-encoded, any of the

retai ned nanespace itens that do not appear in the

[i n-scope nanespaces] of the enclosing element itemin the new
encodi ng could be nade to appear by outputting correspondi ng
nanespace declaration attribute itens in the [nanespace attri butes]
of the enclosing elenent item

From the perspective of the receiver of the new encoding, this
enlarges the set of attribute itens in the [nanmespace attri butes]
represented by the Markup val ue.

In addition, there is no guarantee that the sender of the new
encodi ng has recreated the original namespace declaration attributes
on the ancestor elenents, so the [in-scope nanespaces] of the
enclosing elenent itemis likely to have new nanespace decl arations
that the receiver will retain and pass on in the

[ namespace attributes] when it in turn re-encodes the Markup val ue.

Thi s unbounded growth in the set of attribute itenms in the
[ namespace attributes] defeats any attenpt to produce a canoni cal
encodi ng.

The principle of self-containnment is introduced to avoid this
problem An elenent item (the subject elenent item is
self-contained if the constraints of Nanespaces in XM. 1.0 [ XM.NS10]
are satisfied (i.e., that prefixes are properly declared) and none of
the followi ng bindings are determ ned by a namespace decl arati on
attribute itemin the [namespace attributes] of an ancestor el enent
item of the subject elenent item

(1) the binding between the [prefix] and [nanespace nanme] of the
subj ect elenent item

(2) the binding between the [prefix] and [nanespace nane] of any
descendant el enent item of the subject elenent item
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(3) the binding between the [prefix] and [nanespace nane] of any
attribute itemin the [attributes] of the subject elenment item or
the [attributes] of any descendant elenment item of the subject
el ement item

(4) the binding between the nanmespace prefix and nanespace nane of
any qualified nane in the [normalized value] of any attribute
itemin the [attributes] of the subject elenment itemor the
[attributes] of any descendant elenent item of the subject
element item or

(5) the binding between the nanmespace prefix and namespace nane of
any qualified nane represented by a series of character itens
(ignoring processing instruction and coment itens) in the
[children] of the subject elenent itemor the [children] of any
descendant el enent item of the subject elenent item

Aside: If an element is self-contained, then separating the
element fromits parent does not change the semantic
interpretation of its name and any nanes in its content and
attributes.

A supposedly sel f-contained element in a received RXER encodi ng t hat
is in fact not self-contained SHALL be treated as an ASN. 1 constrai nt
vi ol ati on.

Asi de: ASN.1 does not require an encoding with a constraint
violation to be immedi ately rejected; however, the constraint

vi ol ation nmust be reported at sone point, possibly in a separate
val i dation step

| npl ementors should note that an RXER decoder will be able to detect
sone, but not all, violations of self-containnent. For exanple, it
can detect elenent and attribute nanes that depend on nanespace

decl arations appearing in the ancestors of a supposedly
self-contained element. Simlarly, where type information is
available, it can detect qualified nanes in character data that
depend on the nanespace decl arations of ancestor elenents. However,
type information is not always avail able, so sone qualified nanes

wi || escape constraint checking. Thus, the onus is on the creator of
the original encoding to ensure that elenment itens required to be
self-contained really are conpletely sel f-contai ned.

An el erment item whose content and attributes are described by a val ue
of the Markup type MJST be sel f-contai ned.
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4.

1.

Asi de: The procedures in Section 6 take account of the
requi rements for self-contai nnent so that an RXER encoder
follow ng these procedures will not create violations of
sel f - cont ai nment .

2. Normalization for Canonical Encoding Rul es

| mpl enent ati ons are given sone |latitude in how the content and
attributes of an elenent are represented as an abstract val ue of the
Mar kup type, in part because an Infoset can have different equival ent
serializations. For exanple, the order of attributes and the anmpunt
and kind of white space characters between attributes are irrel evant
to the Infoset representation. The content can al so include one or
nore el enents corresponding to an ASN. 1 top-Ievel NanedType or having
a data type that is an ASN.1 type. It is only necessary to preserve
the abstract value for such elenments, and a particul ar abstract val ue
can have different |Infoset representations.

These two characteristics nean that when an RXER encoded val ue of the
Mar kup type is decoded, the conponents of the recovered Markup val ue
may not be exactly the sane, character for character, as the original
val ue that was encoded, though the recovered value will be
semanti cal |y equival ent.

However, canonical ASN. 1 encoding rules such as the Distinguished
Encodi ng Rul es (DER) and the Canonical Encoding Rules (CER) [ X 690],
whi ch encode Markup val ues according to the ASN. 1 definition of the
Mar kup type, depend on character-for-character preservation of string
values. This requirenent can be accommpdated if val ues of the Markup
type are nornalized when they are encoded according to a set of
canoni cal encodi ng rul es.

Asi de: The RXER encodi ng and decodi ng of a Markup val ue mni ght
change the character string conponents of the value fromthe
perspective of BER but there will be a single, repeatable
encodi ng for DER

A value of the Markup type will appear as the content and attributes
of an elenent in an RXER encodi ng. Wen the value is encoded using a
set of ASN. 1 canonical encoding rules other than CRXER, the
conmponents of the text alternative of the value MJST be normalized as
follows, by reference to the elenment as it would appear in a CRXER
encodi ng:

(1) The value of the prolog conmponent SHALL be the XM.Dec
<?xm version="1.1"?> with no other leading or trailing
characters.
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(2) If the elenent’s nanme is unprefixed in the CRXER encoding, then
the prefix conponent SHALL be absent; otherw se, the value of the
prefix component SHALL be the prefix of the elenent’s name in the
CRXER encodi ng.

(3) Take the character string representing the elenent’s attributes,
i ncl udi ng namespace declarations, in the CRXER encoding. If the
first attribute is a nanmespace decl aration that undecl ares the
default nanmespace (i.e., xmns=""), then renove it. Renpbve any
| eadi ng space characters. |If the resulting character string is
enpty, then the attributes conponent SHALL be absent; otherw se,
the value of the attributes conponent SHALL be the resulting
character string.

Aside: Note that the attributes of an elenent can change if an
RXER encoding is re-encoded i n CRXER

(4) If the elenent has no characters between the start-tag and
end-tag [ XM.11] in the CRXER encoding, then the content conponent
SHALL be absent; otherw se, the value of the content conponent
SHALL be identical to the character string in the CRXER encodi ng
bounded by the elenent’s start-tag and end-tag.

Asi de: A consequence of invoking the CRXER encoding is that any
nested el ement corresponding to an ASN.1 top-|evel NanmedType, or
indeed the elenent itself, will be normalized according to its
ASN. 1 value rather than its Infoset representation. Likew se for
an el ement whose data type is an ASN. 1 type. Section 6.4

descri bes how these situations can ari se.

Aside: It is only through values of the Markup type that
processing instructions and comments can appear in CRXER
encodi ngs.

If an application uses DER, but has no know edge of RXER, then it
will not know to normalize values of the Markup type. If RXER is
depl oyed into an environnent containing such applications, then
Mar kup val ues SHOULD be normalized, even when encodi ng using

non- canoni cal encodi ng rul es.

4.2. The AnyURI Type

A value of the AnyURI ASN.1 type is a character string conformng to
the format of a Uniform Resource ldentifier (URI) [URI].

AnyURI ::= UTF8String (CONSTRAI NED BY
{ -- confornms to the format of a URl -- })
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4.3. The NCNane Type

A value of the NCName ASN. 1 type is a character string conforming to
t he NCName production of Nanespaces in XM. 1.0 [ XMLNS10].

NCNare ::= UTF8String ( CONSTRAI NED BY
{ -- confornms to the NCNane production of
-- Nanespaces in XM. 1.0 -- })

Asi de: The NCNane production for Nanespaces in XM. 1.1 [ XMLNS11]
allows a wider range of characters than the NCNane production for
Nanmespaces in XML 1.0. The NCNane type for ASN.1 is currently
restricted to the characters all owed by Nanmespaces in XM 1.0,
though this may change in a future specification of RXER

4.4. The Nane Type

A value of the Name ASN. 1 type is a character string conforming to
t he Nanme production of XM. version 1.0 [ XM.10].

Name ::= UTF8String (CONSTRAI NED BY
{ -- confornms to the Nanme production of XM. -- })

4.5. The QNanme Type

A val ue of the QNane ASN. 1 type describes an expanded nane [ XMLNS10],
whi ch appears as a qualified name [ XMLNS10] in an RXER encodi ng.

RXER has special provisions for encoding val ues of the QNanme type
(see Section 6.7.11). For other encoding rules, a value of the Qane
type is encoded according to the following ASN. 1 type definition

(W th AUTOVATI C TAGS):

Q\ane ::= SEQUENCE ({
nanmespace- nane AnyURI OPTI ONAL,
| ocal - nane NCNane
}
The nanespace- nane conponent hol ds t he nanespace nanme of the expanded
nane. |f the nanmespace nanme of the expanded nane has no val ue, then

t he nanmespace- nanme conponent i s absent.
Asi de: A nanespace nane can be associated with ASN. 1 types and
top-1evel NamedType instances by using the TARGET- NAMESPACE
encodi ng instruction.

The | ocal - nane conponent holds the | ocal nanme of the expanded nane.
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5. Expanded Names for ASN. 1 Types

A TypeAssignnment in ASN. 1 associates a typereference with a Type.

For RXER and Abstract Syntax Notation X (ASN. X) [ASN. X], a

TypeAssi gnment is al so regarded as associ ati ng an expanded nane

[ XMLNS10] with the Type. The |ocal nanme of the expanded nanme is the
typereference on the | eft-hand side of the TypeAssignnent. |If the
target nanespace [RXEREI] of the ASN. 1 nodule in which the

TypeAssi gnnment is defined is not absent, then the nanespace nane of
t he expanded nane is that target nanmespace; otherw se, the namespace
nane of the expanded nanme has no val ue.

A Type that is a BuiltinType or ReferencedType that is one of the
productions in Table 1 is regarded as a reference to a built-in ASN. 1
type. These built-in types also have expanded nanes. |In each case,
the local name of the expanded nane is as indicated in Table 1, and

t he nanmespace nanme of the expanded nane is
"urn:ietf:parans: xm :ns:asnx".
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Table 1: Local Nanmes for Built-in Types

| BitStringType
| wi t hout a NanedBitLi st

| CharacterStringType

| Restri ctedCharacter Stri ngType
| BWMPSt ri ng

| General String

| Graphi cString

| | A5String

| | SC646Stri ng

| Nurneri cString

| Printabl eString

| Tel etexString

| T61String

| Uni versal String

| UTF8Stri ng

| Vi deot exString

| Vi si bl eString

| UnrestrictedCharacterStringType

| EnbeddedPDVType
| External Type

| I'ntegerType
| wi t hout a NanedNunber Li st

| Null Type

| ObjectldentifierType
| CctetStringType

| Real Type

| Rel atived DType

| Useful Type

| CGeneral i zedTi ne
| UTCTi e

| Obj ect Descri pt or
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Local Nane

BMPSt ri ng
General String

G aphicString

| A5String

| SO646Stri ng
NurericString
Printabl eString
Tel etexString
T61String

Uni versal String
UTF8Stri ng

Vi deot exString
Vi si bl eString
CHARACTER- STRI NG
EVBEDDED- PDV
EXTERNAL

NULL

OBJECT- | DENTI FI ER
OCTET- STRI NG

REAL

RELATI VE-A D

Cener al i zedTi ne
UTCTi ne
oj ect Descri ptor
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Wien the expanded nane for an ASN. 1 type is used in an RXER encodi ng,
it appears as a qualified name [ XMLNS10][ XMLNS11]. The namespace
prefix for the qualified nane is deternined according to

Section 6.7.11. 1.

If a conpatible XML Schema transl ation of an ASN. 1 specification is
provi ded (see Section 6.4), then that schena SHOULD associ ate the
sane expanded nane with the XML Schema transl ation of an ASN. 1 type.

Definition (nanmespace-qualified reference): An ASN.1 Type is a
nanespace-qualified reference if one of the follow ng applies:

(1) the Type is a typereference (not a DumyRef erence) or an
Ext ernal TypeReference in a DefinedType in a ReferencedType, the
ASN. 1 nodul e in which the referenced type is defined has a
TARGET- NAMESPACE encodi ng instruction, the referenced type is not
directly or indirectly an open type [X 681], and the referenced
type is not directly or indirectly the Markup type (Section 4.1),
or

(2) the Type is a BuiltinType or ReferencedType that is one of the
productions in Table 1.

The type definition referenced by a nanmespace-qualified reference
wi Il have an expanded nane with a value for the nanespace nane.

6. Encoding Rul es

Wth respect to RXER, ASN. 1 abstract values are unifornly regarded as
anal ogous to the content and attributes of an el enment, or just an
attribute value, not conplete elenents or attributes in their own
right. Elenments and attributes in an RXER encodi ng are defined by
ASN. 1 NamedType notation. Since elenents are the fundanenta

di screte structures of an XM. docunent, the notion of a NanedType
having a value that can be encoded is useful for descriptive purposes
(particularly for describing the RXER encodi ng of val ues of the ASN. 1
conbi ni ng types). There is no conceptual basis in X 680 [ X 680] for
tal ki ng about the value of a NamedType, or its encoding, so the

term nology is introduced here.

Definition (value of a NanedType): An abstract value of the Type in
a NamedType is also a value of that NamedType. The RXER encodi ng of
the value of a NanmedType is the RXER encodi ng of the abstract val ue
of the Type encapsul ated according to the definition of that
NanedType.
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Thi s docunent does not refer to a value of a NanedType as being an
abstract value so as to remain consistent with X 680. An abstract
value is exclusively a value of an ASN. 1 type.

A conplete ASN. 1 encoding is traditionally the encoding of an
abstract value, but it is nore natural to think of an XML docunent as
bei ng the RXER encodi ng of a value of a NanedType (because an XM
docunment has a single root elenent that contains all the other

el enents and attributes). The ASN. 1 basic notation does not allow a
NanedType to appear on its own, outside of an encl osi nhg conbi ning
type. That is, the basic notation does not have a concept anal ogous
to a global elenent or attribute definition. However, an ASN. 1
speci fication nmay use an RXER encodi ng control section [RXEREI] to
define gl obal elenments and attributes using the NanedType notati on.
A NanedType that is not contained in an ASN. 1 type definition is
called a top-level NamedType [RXEREI]. Thus, an RXER encodi ng woul d
typically be described as the encoding of a value of a top-Ileve
NanedType.

Section 6.2 describes how a value of a NamedType i s encoded.
Section 6.3 defines an alternative method for encodi ng the docunent
el ement of an XML docunent when a top-level NanmedType is not
specified. Section 6.4 describes how the encodi ngs of ASN. 1 val ues
can be enbedded in an XML docunent where the other parts of the
docunent are validated by an XM. Schenma

The RXER encodi ng of an abstract value, or the encoding of a val ue of
a NanmedType, is described as a translation into a synthetic Infoset,
which is then serialized as XM.. This separation has been chosen for
descriptive convenience and is not intended to inpose any particul ar
architecture on RXER i npl ementati ons. An RXER encoder is free to
encode an ASN. 1 value directly to XM. provided the result is
equivalent to followi ng the two stage procedure described in this
docunent .

The process of translating an abstract value into an Infoset is
descri bed as producing either:

(1) a string of characters that either becones part of the
[normal i zed val ue] of an attribute item or beconmes character
items anong the [children] of an enclosing elenent item or

(2) a collection of zero or nore attribute itens contributing to the
[attributes] of an enclosing elenent item plus a series of zero
or nore character, elenent, processing instruction (Pl), or
conment itenms contributing to the [children] of the enclosing
el ement item
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NanedType notation in the ASN. 1 specification controls whether the
transl ation of an abstract value is encapsulated in an elenent item
or in an attribute item

Sections 6.5 to 6.10 describe the translation of abstract values into
an Infoset for each of the ASN. 1 type notations.

Section 6.11 describes post-processing of nanespace prefixes for
CRXER encodi ngs.

Section 6.12 specifies how the Infoset translation is serialized as
XML,

Thi s specification assunes that the COMPONENTS OF transformation
specified in X 680, Cause 24.4 [ X 680] has already been applied to
all relevant types.

Exanpl es of RXER encodings in the follow ng sections use a <val ue>
start-tag and </value> end-tag to hold attributes and delinit the
content. These start-tags and end-tags are for illustration only and
are not part of the encoding of an abstract value. |In normal use,
the nanme of the enclosing element is provided by the context of the
type of the abstract value, e.g., a NanmedType in an encl osing
SEQUENCE t ype.

An RXER decoder is a conform ng XM. processor [XM10][ XM.11].
6.1. ldentifiers

An identifier, as defined in ASN.1 notation (C ause 11.3 of X 680

[ X.680]), is a character string that begins with a Latin | owercase
letter (U+0061- U+007A) and is followed by zero, one or nore Latin
letters (U+0041- WH005A, W+0061- L+007A), decinal digits (W0030-
W0039), and hyphens (U+002D). A hyphen is not pernmitted to be the
| ast character, and a hyphen is not pernmitted to be followed by
anot her hyphen. The case of letters in an identifier is always
significant.

ASN. 1 identifiers are used for the [local nanme] of attribute and

el enent itenms, and may al so appear in the character data content of

el ements or the values of attributes. RXER encoding instructions can
be used to substitute an NCNane [ XMLNS10] for an identifier.
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6. 2. Conponent Encodi ngs

The transl ation of the value of a NamedType is the translation of the
abstract value of the Type of the NamedType encapsul ated according to
the definition of that NamedType. This section specifies the form of
this encapsul ati on.

6.2.1. Referenced Conponents

A val ue of a NanedType that is subject to a COMPONENT- REF encodi ng
instruction is translated as a value of the top-level NamedType
referenced by the encoding instruction.

6.2.2. Elenment Conponents

A val ue of a NanedType that is not subject to an ATTRI BUTE,

ATTRI BUTE- REF, GROUP, or SI MPLE- CONTENT encoding instruction is
translated as an elenent item either as a child elenent item added
to the [children] of the enclosing elenment itemor as the docunent

el enent item added to the [children] and [docunent el enent] of the
docunment item If the elenent itemis a child elenent item then the
[parent] is the enclosing elenent item otherwi se, the [parent] is
the docunent item

The [l ocal nane] of the elenent itemis the |ocal name of the
expanded name of the NanmedType (see [RXEREI]).

Aside: If there are no NAVE, ATTRI BUTE- REF, COVPONENT- REF,
ELEMENT- REF, or REF- AS- ELEMENT encodi ng instructions, then the

| ocal nane of the expanded nane of a NanmedType is the sanme as the
identifier of the NamedType.

| f the nanespace name of the expanded nanme has no val ue, then the
[ nanmespace nane] of the elenent itemhas no value (i.e., the

el enent’ s nane i s not nanmespace qualified); otherw se, the

[ namespace nane] is the nanmespace nane of the expanded nane.

If the type of the NanmedType is directly or indirectly the Markup
type, then the [in-scope nanmespaces] and [ nanmespace attri butes] of
the elenent itemare constructed as specified in Section 6.10;

ot herwi se, the [in-scope nanmespaces] and [nanmespace attri butes] of
the elenent itemare constructed as specified in Section 6.2.2.1.

I f the [nanmespace nane] of the elenment item has no value, then the

[prefix] of the elenent itemhas no value; else if the type of the
NanedType is not directly or indirectly the Markup type, then the
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[prefix] of the elenent itemis deternmined as specified in
Section 6.2.2.2; otherwise, the [prefix] is determ ned by the Markup
val ue as specified in Section 6.10.

The el enent item becones the enclosing elenment itemfor the
transl ation of the value of the Type of the NamedType.

For a non-canoni cal RXER encoding, if the type of the NamedType is
not directly or indirectly the Markup type, then Pl and coment itens
MAY be added to the [children] of the elenment item (before or after
any other itens). The elenment item becones the [parent] for each P
and comment item These particular Pl and comment itens in a

recei ved RXER encodi ng MAY be di scarded by an application

Aside: There is no provision for representing comments and Pls in
ASN. 1 abstract values of types other than the Markup type. These
items wWill be lost if the abstract value is re-encoded using a

di fferent set of encoding rules.

For a non-canoni cal RXER encoding, an attribute itemw th the
[local nanme] "type" and the [namespace nane]
"http://ww. w3. org/ 2001/ XM_Schena-i nstance" (i.e., xsi:type [XSD1])
SHOULD be added to the [attributes] of the elenent itemif the
correspondi ng NanedType is subject to a TYPE- AS- VERSI ON encodi ng

i nstruction and MAY be added to the [attributes] of the elenent item
if the Type of the correspondi ng NanedType is a nanespace-qualified
reference (see Section 5). The [prefix] of this attribute itemis
determ ned as specified in Section 6.2.3.1. The [normalized val ue]
of this attribute itemis a qualified name for the expanded nane of
the referenced type, with the nanmespace prefix determ ned as
specified in Section 6.7.11.1. The elenent itemis the

[owner element] for the attribute item

Asi de: Where a conpati ble XML Schena translati on of the ASN. 1
specification has been provided, the xsi:type attribute indicates
to an XM. Schema validator which type definition it should use for
val i dati ng the RXER encodi ng.

Aside: An xsi:type attribute is generally not pernitted in a CRXER
encodi ng. Section 6.4 describes sone circunstances where it is
required in a CRXER encoding. An xsi:type attribute night also
appear in a CRXER encoding if it is contained in a value of the
Mar kup type.

For a non-canoni cal RXER encoding, if the type of the NamedType is
not directly or indirectly the Markup type, then attribute itenms with
the [l ocal nane] "schenalLocation" or "noNamespaceSchenmalLocation" and
t he [ nanespace nanme] "http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
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[ XSD1] MAY be added to the [attributes] of the element item The
[prefix] for each of these attribute itens is determ ned as specified
in Section 6.2.3.1. The [normalized value] of these attribute itens
MUST reference a conpatible XM. Schena translation of the ASN. 1
specification. The element itemis the [owner elenent] for the
attribute itens.

6.2.2.1. Nanmespace Properties for Elements

This section describes how the [in-scope nanespaces] and

[ namespace attributes] of an elenent itemare constructed when the
content and attributes of the elenent itemare not described by a
val ue of the Markup type (otherw se, see Section 6.10).

The [in-scope nanmespaces] property of the elenent iteminitially
contains only the nandatory nanmespace itemfor the "xm" prefix
[ | NFOSET] .

For a CRXER encoding, if the elenent itemis not the

[ docunment el enent] of the docunent item and the [in-scope nanmespaces]
property of the elenent itenis [parent] contains a nanespace item for
the default namespace, then a nanespace declaration attribute item
that undecl ares the default nanespace (see Section 3) SHALL be added
to the element itenis [namespace attributes].

Definition (default namespace restricted): Wth respect to an el enent
item the default namespace is restricted if:

(1) the [nanespace nane] of the element item has no value (i.e., the
el enent’ s nane i s not nanespace qualified), or

(2) the elenent itemis the enclosing element itemfor a value of the
UNI ON type where the menber attribute will be required (see
Section 6.7.14), or

(3) the element itemis the enclosing elenment itemfor a value of the
QNane type where the namespace- nane conponent is absent (see
Section 6.7.11). This includes the case where the translation of
the QNane value is contained in the [normalized value] of an
attribute itemin the [attributes] of the elenent item

For a non-canoni cal RXER encoding, if the elenent itemis not the
[docunment el ement] of the docunment item and the [in-scope nanespaces]
property of the elenent itenis [parent] contains a nanespace item for
the default namespace, then either

(1) that itemis copied to the [in-scope nanespaces] of the el enent
item or
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(2) a nanespace declaration attribute itemthat declares the default
nanespace is added to the elenent item s [nhanespace attri butes]
(the nanmespace nanme is the encoder’s choice), and an equi val ent
nanespace itemis added to the [in-scope nanmespaces] of the
element item or

(3) a nanespace declaration attribute itemthat undeclares the
default nanmespace is added to the elenent items
[ namespace attributes].

Options (1) and (2) SHALL NOT be used if the default nanmespace is
restricted with respect to the elenent item

For a CRXER encoding, if the elenent itemis not the

[ docunent el enent] of the docunent itemand the elenent itemis not
required to be self-contained, then all the nanespace itens in the
[i n-scope nanmespaces] of the [parent], excluding the nanespace item
for the "xm " prefix and any namespace itemfor the default
nanespace, are copied to the [in-scope nanmespaces] of the el enent
item

For a non-canoni cal RXER encoding, if the elenent itemis not the

[ docunent el enent] of the docunent itemand the elenent itemis not
required to be self-contained, then any subset (including none or
all) of the nanespace itens in the [in-scope nanespaces] of the

[ parent], excluding certain itens, is copied to the

[i n-scope nanmespaces] of the elenent item The excluded itens that
MUST NOT be copied are: the nanespace itemfor the "xm" prefix, any
nanespace itemfor the default nanespace, and any nanespace itemthat
mat ches the [prefix], but not the [nanespace nane], of a nanespace
itemretained for the re-encodi ng of an unknown attribute item (see
Section 6.8.8) or an unknown alternative of a UNION (see

Section 6.7.14).

Asi de: The descriptive approach used by this docunent only allows
a nanmespace prefix to be used by a new nanespace itemif it is not
currently used by anot her namespace itemin the

[i n-scope nanespaces]. By not inheriting a nanmespace item the
prefix of that nanespace is again available for reuse wthout fear
of breaking an existing dependency on the prefix.

Element itens that are required to be self-contained inherit none of
t he nanmespace itens in the [in-scope nanespaces] of the [parent].

Any nanespace itemthat is retained for the re-encodi ng of an unknown
attribute item (Section 6.8.8) or an unknown alternative of a UN ON
(Section 6.7.14) and which is not in the [in-scope nanespaces] of the
el ement item MJUST be added to the [in-scope namespaces]. An
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equi val ent nanespace declaration attribute item MJUST be added to the
[ namespace attributes] of the elenment item

Definition (unused nanespace prefix): A nanespace prefix is unused if
it does not match the [prefix] of any nanespace itemin the
[i n-scope nanespaces] of the elenent item

For a non-canoni cal RXER encoding, if the type of the NamedType is
not directly or indirectly the Markup type, then additional namespace
declaration attribute itens for currently unused nanespace prefixes
MAY be added to the [nanespace attributes] of the elenent item An
equi val ent nanespace item MJUST be added to the [in-scope namespaces]
of the elenent itemfor each additional nanmespace declaration
attribute item

For a non-canoni cal RXER encoding, if the type of the NamedType is
not directly or indirectly the Markup type, and the

[i n-scope nanmespaces] property of the elenment item does not contain a
nanespace itemfor the default nanespace, and the default namespace
is not restricted with respect to the elenent item then a nanespace
declaration attribute itemfor the default namespace MAY be added to
the [nanespace attributes] of the elenment item in which case an
equi val ent nanespace item MJUST be added to the [in-scope namespaces]
of the elenment item

Whenever a nanespace declaration attribute itemis added to an
el enent item s [nanespace attributes], the [owner elenent] of the
attribute itemis set to the elenment item

6.2.2.2. Nanmespace Prefixes for Elenent Nanes

This section describes howthe [prefix] of an elenent itemis

determ ned when the elenment itemhas a value for its [nanespace nane]
and the content and attributes of the elenent itemare not described
by a value of the Markup type (otherw se, see Section 6.10).

For a CRXER encoding, if the [nanespace nane] of the elenment item has
a value, then the [prefix] of the element itemis any unused

non- canoni cal nanespace prefix unless the [in-scope nanespaces]
property of the elenent item contains a nanmespace itemw th the sane
[ nanespace nane] as the element item |In that case, the [prefix] of
that nanespace item SHALL be used as the [prefix] of the el enent

item

Asi de: These prefixes will be rewitten to canonical nanespace
prefixes during the final step in producing the |Infoset
translation (see Section 6.11). Canonical namespace prefixes are
not used here in the first instance because canonicalization
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6.

2.

depends on knowi ng the final [namespace attributes] produced by
encodi ng the abstract value of the type of the NamedType. If an

i mpl ementati on | ooks ahead to determine this final set prior to
translating the abstract value, then it can assign the appropriate
canoni cal nanmespace prefix in this step and skip the rewiting

st ep.

For a non-canoni cal RXER encoding, if the [namespace nane] has a

val ue, then the [prefix] of the elenment itemis any unused nanespace
prefix unless the [in-scope nanmespaces] property of the elenent item
contains a nanespace itemw th the sane [nanespace nane] as the
elenent item In that case, the [prefix] of that nanespace item MAY
be used as the [prefix] of the element item Note that the [prefix]
of a nanespace itemfor the default namespace has no val ue.

If the [prefix] of the elenent itemis an unused nanespace prefiXx,
then a nanespace declaration attribute item associating the nanespace
prefix with the namespace nane MJST be added to the

[ namespace attributes] of the elenent item and a correspondi ng
nanespace item MJST be added to the [in-scope nanespaces] of the

el ement item

Asi de: The [local nane] of the namespace declaration attribute
itemis the sane as the [prefix] of the element item the

[ namespace nanme] of the attribute itemis
"http://ww. w3. org/ 2000/ xm ns/", and the [normalized val ue] of the
attribute itemis the same as the [nanespace nane] of the el enent
item The nanespace item has the sanme [prefix] and

[ namrespace nane] as the el enent item

3. Attribute Conponents

A val ue of a NanedType subject to an ATTRI BUTE or ATTRI BUTE- REF
encoding instruction is translated as an attribute item added to the
[attributes] of the enclosing elenment item (which becones the

[owner elenent] of the attribute iten).

The [l ocal nane] of the attribute itemis the |ocal name of the
expanded name of the NamedType (see [RXEREI]).

I f the nanespace nane of the expanded nanme has no val ue, then the
[ namespace nane] of the attribute item has no val ue; otherw se, the
[ namespace nane] is the nanmespace nane of the expanded nane.

I f the [nanmespace nane] has a value, then the [prefix] of the
attribute itemis determned as specified in Section 6.2.3.1;
otherwi se, the [prefix] of the attribute item has no val ue.
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The [normalized value] of the attribute itemis the translation of
t he val ue of the Type of the NanmedType.

For conpl eteness, the [specified] property is set to true, the
[attribute type] has no value, and the value of the [references]
property is set to unknown.

6.2.3.1. Nanmespace Prefixes for Attribute Nanes

This section applies when an attribute itemwith a value for its
[ namespace nane] is added to the [attributes] of an elenent item

For a CRXER encoding, the [prefix] of the attribute itemis any
unused non-canoni cal nanespace prefix unless the

[i n-scope nanmespaces] property of the [owner elenment] contains a
nanespace itemwith a value for the [prefix] (i.e., is not a
nanespace itemfor the default nanespace) and the sane

[ nanespace nane] as the attribute item In that case, the [prefix]

of that nanespace item SHALL be used as the [prefix] of the attribute
item

For a non-canoni cal RXER encoding, the [prefix] of the attribute item
i s any unused nanespace prefix unless the [in-scope nanmespaces]
property of the [owner elenment] contains a nanespace itemwth a
value for the [prefix] and the sane [nanespace nane] as the attribute
item In that case, the [prefix] of that nanespace item MAY be used
as the [prefix] of the attribute item

If the [prefix] of the attribute itemis an unused nanespace prefiXx,
then a nanespace declaration attribute item associating the nanespace
prefix with the namespace nane MJST be added to the

[ namespace attributes] of the [owner elenent], and a correspondi ng
nanespace item MJST be added to the [in-scope nanespaces] of the

[ owner el ement].

6.2.4. Unencapsul at ed Conponents

A val ue of a NanedType subject to a GROUP or SIMPLE- CONTENT encodi ng
instruction is translated as the value of the Type of the NamedType,
i.e., without encapsulation in an elenent itemor attribute item
Consequently, the enclosing elenent itemfor the translation of the
val ue of the NanedType is also the enclosing elenment itemfor the
transl ation of the value of the Type of the NamedType.

Legg & Prager Experi nent al [ Page 26]



RFC 4910

6.

2.

5. Exanpl es
Consider this type definition
CHO CE {

one [ 0] BOOLEAN,
two [1] [ RXER ATTRI BUTE] | NTEGER,

three [2] [RXER NAME AS "THREE"] OBJECT | DENTI FI ER

four [3] [RXER ATTRI BUTE- REF {

Robust XM. Encodi ng Rul es

July 2007

nanespace- nane "http://ww. exanpl e. cont,

| ocal - nane "foo" }] UTF8String,

five [4] [RXER ELEMENT- REF {

nanespace- nane "http://ww. exanpl e. cont,

| ocal - nane "bar" }] Markup

Si X [ 5] [ RXER: GROUP] SEQUENCE ({

seven [0] [RXER ATTRI BUTE] | NTEGER,

eight [1] | NTEGER

}

The content and attributes of each of the follow ng <val ue> el enents

are the RXER encodi ng of a value of the above type:

<val ue>
<one>t r ue</ one>
</ val ue>

<val ue two="100"/>
<val ue>
<THREE>2. 5. 4. 3</ THREE>

</ val ue>

<val ue xm ns:ex="http://ww. exanpl e. cont
ex:foo="a string"/>

<val ue>

<ex:bar xm ns:ex="http://ww. exanpl e. coni >anot her string</ex: bar>

</ val ue>

<val ue seven="200">
<ei ght >300</ ei ght >
</ val ue>
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6. 3.

6. 4.

Leg

St andal one Encodi ngs

A typical RXER encoding is the encoding of a value of a nom nated
top-1evel NanmedType. An abstract val ue MAY be encoded as an XM

document without nominating an explicit top-Ievel NanedType by

i nvoki ng a Standal one RXER Encodi ng or Standal one CRXER Encodi ng.

In a Standal one RXER Encodi ng or Standal one CRXER Encodi ng, the
abstract value is encoded as the value of a notional NanmedType where
the identifier of the NanedType is "value" and the Type of the
NanedType is the type of the abstract value. The NanmedType is
assunmed to be subject to no encoding instructions.

Asi de: Thus, the elenment item corresponding to the docunent
el ement will have the [l ocal nane] "value" and no value for the
[ namespace nane] and [ prefix].

If RXER is chosen as the transfer syntax in an EMBEDDED PDV val ue,
then the data-val ue OCTET STRI NG SHALL contain a Standal one RXER
encodi ng.

If CRXER is chosen as the transfer syntax in an EVMBEDDED PDV val ue,
then the data-val ue OCTET STRI NG SHALL contain a Standal one CRXER
encodi ng.

If RXER is chosen as the transfer syntax in an EXTERNAL val ue, then
the octet-aligned OCTET STRING or arbitrary BIT STRING SHALL contain
a St andal one RXER encodi ng.

If CRXER is chosen as the transfer syntax in an EXTERNAL val ue, then
the octet-aligned OCTET STRING or arbitrary BIT STRING SHALL contain
a Standal one CRXER encodi ng.

Enbedded ASN. 1 Val ues

The reference encoding instructions [RXEREI] allow XM. Schema
definitions to be referenced froman ASN. 1 specification. It is also
possible to reference an ASN.1 type or top-level NanedType from an
XM. Schema definition or froman information itemvalidated by an

XM. Schema wildcard. The manner in which an XM. Schema definition
references an ASN. 1 type or top-level NanedType has an effect on the
CRXER encodi ng of a value of the type or top-1level NamedType.

This section also applies to XML Schema definitions that validate
information itens that are contained in a value of the Markup type.

g & Prager Experi nment al [ Page 28]



RFC 4910 Robust XM. Encodi ng Rul es July 2007

Asi de: So the docunment el enent of an XM. docunent might be
described by an XML Scherma definition that at sone point
references an ASN. 1 definition that uses a reference encoding
instruction to reference another XM. Schema definition that then
ref erences another ASN. 1 definition, and so on.

In each of the foll owing cases, an elenent or attribute itemis only
permitted to be, or to encapsul ate, an RXER Infoset translation of an
ASN. 1 value if an XML Schena el enent declaration or ASN. 1 NanedType
is known for the [parent] element item ([owner elenent] in the case
of an attribute declaration), for the [parent] of the [parent]

element item and so on, to the docunent elenment of the XM. docunent.
This condition is not satisfied by a NanedType where the Type is
directly or indirectly the Markup type and the NanmedType i s not
subject to a reference encoding instruction.

Asi de: An el enent decl aration becones known for an el ement item
through assessnent [ XSD1l]. A NanedType beconmes known for an
el ement item through decoding.

Aside: If an XML Schema el ement declaration or ASN. 1 NanedType is
not known for an elenment item then the type of the elenent item
and the type of every nested elenment itemare treated as unknown.
Al t hough an xsi:type attribute definitively identifies the type of
an elenent itemeven if an elenment declaration for the el ement
itemis not known, this attribute is generally optional in an RXER
encodi ng and so cannot be relied upon when seen in isolation from
an el enment declaration. Although only top-1level NanmedType

i nstances can have nanespace-qualified names in the current RXER
specification, a future version may all ow nested NamedType

i nstances to al so have nanespace-qualified nanmes, in which case it
will not necessarily be possible to distinguish a nested NamedType
froma top-level NanedType w thout know edge of the type of the

[ parent] elenent item

An ASN. 1 type with an expanded nane (Section 5) MAY be referenced by
the type attribute of an XM. Schema el enent decl aration. The
reference takes the formof a qualified nane for the expanded nane.
An elenment itemvalidated by such an el ement declaration encapsul ates
the Infoset translation of an abstract value of the ASN.1 type. The
[ nanespace nane] and [l ocal name] of the elenment item are determ ned
by the XM. Schema el ement declaration. The remaining properties are
determ ned according to RXER  The el ement item MJST be

sel f-contained for a CRXER encodi ng.

Aside: The elenment itemis not required to be self-contained for a
non- canoni cal RXER encodi ng.
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A top-level NanmedType MAY be referenced by the ref attribute of an
XM. Schema el enent declaration if the NamedType is not subject to an
ATTRI BUTE encodi ng instruction. The reference takes the formof a
qualified nane for the expanded nanme of the top-Ievel NanedType
[RXEREI]. An elenent itemvalidated by such an el enent decl aration
is the Infoset translation of a value of the referenced top-1Ievel
NanedType. All the properties of the elenent item are deternined
according to RXER. The elenent item MJUST be self-contained for a
CRXER encodi ng.

A top-level NanmedType MAY be referenced by the ref attribute of an
XM. Schema attribute declaration if the NanmedType is subject to an
ATTRI BUTE encoding instruction and the definition of the type of the
NanedType does not depend on the QNane type in any way. An attribute
itemvalidated by such an attribute declaration is the Infoset
translation of a value of the referenced top-1level NanmedType, except
that whatever valid [prefix] is initially chosen for the attribute
item MUST be preserved in any re-encoding. The remaining properties
of the attribute itemare determ ned according to RXER

Asi de: The exclusion of the QNanme type neans that the attribute
val ue i s not dependent upon any nanespace declarations of its
parent elenment item

An element itemthat is validated by an XM. Schema el enent

decl aration that has the ur-type (i.e., anyType) as its type
definition MAY encapsul ate the Infoset translation of a value of an
ASN. 1 type with an expanded nane. The [nanmespace nane] and

[l ocal nane] of the elenent itemare determ ned by the XM. Scherma

el enent declaration. The remaining properties of the elenment item
are determ ned according to RXER  The [attributes] of the el enent
item SHALL contain an attribute itemwith the [local nanme] "type" and
t he [ nanespace nanme] "http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
(i.e., an xsi:type attribute). The [prefix] of this attribute item
is deternmined as specified in Section 6.2.3.1. The

[normal i zed value] of this attribute itemis a qualified name for the
expanded nanme of the ASN. 1 type, with the nanespace prefix determ ned
as specified in Section 6.7.11.1. The elenent item MJST be

sel f-contained for a CRXER encodi ng.

An elenment itemthat is validated by an XML Schema w | dcard (i.e.
<xs:any/>) MAY be the Infoset translation of a value of a top-Ievel
NanedType that is not subject to an ATTRI BUTE encodi ng instruction
and comes froman ASN. 1 nodule with a target nanespace [ RXEREI] that
sati sfies the nanespace constraint of the wildcard. Al the
properties of the elenent itemare deternined according to RXER.  The
el ement item MUST be self-contained for a CRXER encodi ng.
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An attribute itemthat is validated by an XM. Schema wildcard (i.e.,
<xs:anyAttribute/>) MAY be the Infoset translation of a value of a
top-1evel NamedType if the NamedType is subject to an ATTRI BUTE
encoding instruction, comes froman ASN.1 nodule with a target
nanespace that satisfies the nanespace constraint of the wldcard,
and has a type that does not depend on the QNane type in any way.
What ever valid [prefix] is initially chosen for the attribute item
MUST be preserved in any re-encoding. The renaining properties of
the attribute itemare determ ned according to RXER

No ot her nechanisns for referencing an ASN. 1 type or top-I|eve
NanedType froma different XM. scherma | anguage are supported in this
version of RXER. In particular, this excludes an ASN. 1 type being
used as the base type in an XM. Schena derivati on by extension or
restriction, as a nmenber type for an XML Schema uni on type, as an
itemtype for an XM. Schena list type, or as the type in an

XML Schema attribute declaration.

A fully conformant RXER i npl ementation will understand both ASN. 1 and
XM. Schema and will recognize the transitions between information
items controlled by ASN. 1 definitions and those controlled by

XM. Schema definitions. However, a purely XM. Scherma val i dator used

to assess the validity of an RXER encoding wll perceive any
reference to an ASN. 1 type or top-level NanedType as an unresol ved
reference. In order to enable such assessnent, it is desirable to

provide an XML Scherma translation of the ASN. 1 definitions being
referenced froman XM. Scherma. Al though XML Schema and ASN. 1 are
broadly simlar, they each have uni que features that cannot be
adequately expressed in the other |anguage, so a semantically

equi val ent translation is not possible in the general case.
Fortunately, to sinply achieve successful assessment it is sufficient
for the XML Schema translation of an ASN. 1 specification to be
conpatible with that ASN. 1 specification. That is, the XM. Schema
transl ati on MJUST be constructed such that every correct RXER encodi ng

is assessed as valid. Although not ideal, it is acceptable for the
XML Schema to assess some incorrect RXER encodings as al so being
valid (a conformant RXER decoder will, of course, reject such an
encodi ng) .

The sinpl est conpatible XM. Schema translation of an ASN.1 nodule is
one in which every type is equivalent to the XM. Schema ur-type. For
exanmpl e, given an ASN. 1 type with the reference name MyType, a
sufficient conpatible XM. Schema type definition is:
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<xs: conpl exType name="MType" m xed="true">
<XS:sequence>
<xs:any processContents="|ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ Xs: sequence>
<xs:anyAttribute processContents="I|ax"/>
</ xs: conpl exType>

OR

<xs:conpl exType nanme="MType" >
<xs: conpl exCont ent >
<xS: ext ensi on base="xs: anyType"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>

Asi de: Because of the possible presence of an asnx: context
attribute (Section 6.8.8.1), it is easiest to assune that al
ASN. 1 types translate into XM. Schema conpl ex types.

G ven an ASN. 1 top-level NanedType that is not subject to an
ATTRI BUTE encodi ng instruction and has the reference nane nyEl ement,
a sufficient conpatible XML Scherma el ement declaration is:

<xs: el ement nane="nyEl enent"/ >

G ven an ASN. 1 top-level NanedType that is subject to an ATTRI BUTE
encoding instruction and has the reference nane nyAttribute, a
sufficient conpatible XM. Schema attribute declaration is:

<xs:attribute nanme="nyAttribute"/>

An application specification that m xes ASN.1 and XM. Schema is free
to provide a stricter translation of its ASN. 1 definitions; however,
a nore thorough treatment for translating an ASN.1 nodul e into an
XM. Schema is out of scope for this docunent.

6.5. Type Referencing Notations

A value of a type with a defined type nane is translated according to
the type definition on the right-hand side of the type assignnment for
the type nane.

A val ue of a type denoted by the use of a paraneterized type with
actual paraneters is translated according to the paraneterized type
with the DummyReferences [ X 683] substituted with the actua

par aneters.
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A val ue of a constrained type is translated as a val ue of the type
wi t hout the constraint. See X 680 [X 680] and X 682 [X.682] for the
details of ASN. 1 constraint notation.

A prefixed type [ X 680-1] associates an encoding instruction with a
type. A value of a prefixed type is translated as a val ue of the
type without the prefix.

Asi de: This does not nean that RXER encoding instructions are
ignored. It is sinply easier to describe their effects in
relation to specific built-in types, rather than as the
translation of a value of a prefixed type.

A tagged type is a special case of a prefixed type. A value of a
tagged type is translated as a value of the type without the tag.
ASN. 1 tags do not appear in the XM. encodi ngs defined by this
docunent .

A value of a fixed type denoted by an Cbjectd assFi el dType is
transl ated according to that fixed type (see Section 6.9 for the case
of an bjectd assFi el dType denoti ng an open type).

A value of a selection type is translated according to the type
referenced by the selection type. Note that conmponent encodi ng
instructions are not inherited by the type referenced by a sel ection
type [ RXEREI].

A val ue of a type described by TypeFrombbject notation [X 681] is
transl ated according to the denoted type.

A val ue of a type described by Val ueSet FromObj ects notation [ X 681]
is translated according to the governing type.

6.6. TypeWthConstraint, SEQUENCE OF Type, and SET OF Type

For the purposes of this docunent, a TypeWthConstraint is treated as
if it were the parent type [X 680] (either a SEQUENCE OF or SET OF

type).
For exanpl e,
SEQUENCE SI ZE(1.. MAX) OF SoneType
is treated |ike

SEQUENCE OF SoneType
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Additionally, a "SEQUENCE OF Type" (including the case where it is
the parent type for a TypeWthConstraint) is treated as if it were a
"SEQUENCE OF NanedType", where the identifier of the NamedType is
assunmed to be "itenl. Simlarly, a "SET OF Type" (including the case
where it is the parent type for a TypeWthConstraint) is treated as
if it were a "SET OF NanedType", where the identifier of the
NanedType is assuned to be "itenti.

For exanpl e,
SEQUENCE SI ZE(1.. MAX) OF SoneType
is ultimately treated like
SEQUENCE COF item SoneType
6.7. Character Data Transl ations

For the majority of ASN. 1 built-in types, encodings of val ues of
those types never have el enent content. The encoding of a val ue of
an ASN. 1 conbining type (except a UNION or LIST type) typically has
el enent content.

For those types that do not produce el ement content, the translation
of an abstract value is described as a character string of |1SO 10646
characters [UCS]. This character data translation will be destined

to becone either part of the [normalized value] of an attribute item
or a series of character itenms in the [children] of an elenent item

(whi ch becones the [parent] for the character itens). The case that
applies is deternined in accordance with Section 6. 2.

For a non-canoni cal RXER encoding, if the type of the abstract val ue
is not directly or indirectly a restricted character string type, the
NULL type, or a UNION type, then |l eading and/or trailing white space
characters MAY be added to the character data transl ation.

Asi de: Wiite space characters are significant in the encoding of a
value of a restricted character string type, and a restricted
character string type can be a nenber type of a UNTON type. The
encodi ng of a NULL val ue produces no character data.

Asi de: Optional white space characters are not pernmitted in a
CRXER encodi ng.

For a non-canoni cal RXER encoding, if the type of the abstract val ue
is directly or indirectly the AnyURI, NCNane, or Nane type, then

| eading and trailing white space characters MAY be added to the
character data translation.
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6.

7.

Asi de: These types are indirectly a restricted character string
type (UTF8String); however, their definitions exclude white space
characters, so any white space characters appearing in an encoding
are not part of the abstract value and can be safely ignored.

Thi s exception does not apply to other subtypes of a restricted
character string type that happen to exclude white space
characters.

1. Restricted Character String Types

The character data translation of a value of a restricted character
string type is the sequence of characters in the string.

Depending on the ASN. 1 string type, and an application’s interna
representation of that string type, a character may need to be
translated to or fromthe equivalent |1SO 10646 character code [UCS].
The NumericString, PrintableString, 1A5String, VisibleString
(1S0646String), BWMPString, Universal String, and UTF8String character
encodi ngs use the sane character codes as |SO 10646. For the

remai ning string types (CGeneral String, GaphicString, TeletexString,
T61String, and VideotexString), see X 680 [X 680].

The null character (U+0000) is not a legal character for XM.. It is
omitted fromthe character data translation of a string val ue.

Certain other control characters are legal for XM. version 1.1, but
not for version 1.0. |If any string value contains these characters,
then the RXER encodi ng nust use XM. version 1.1 (see Section 6.12).
Al'l white space characters in the RXER encodi ng of a value of a
restricted character string type (excluding the AnyURI, NCNane, and
Nanme subtypes) are significant, i.e., part of the abstract val ue.
Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of an | A5String val ue:

<val ue> Don't run with scissors! </val ue>
<val ue>Markup (e.g., & t;value&gt;) has to be escaped. </val ue>

<val ue>Mar kup (e.g., <![CDATA[ <val ue>]]>)
has to be escaped. </val ue>
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6.7.2. BIT STRING

The character data translation of a value of the BIT STRING type is
either a binary digit string, a hexadecimal digit string, or a list
of bit nanes.

A binary digit string is a sequence of zero, one, or nore of the
binary digit characters 0" and '1" (i.e., U+0030 and U+0031). Each
bit in the BIT STRING value is encoded as a binary digit in order
fromthe first bit to the last bit.

For a non-canoni cal RXER encoding, if the BIT STRING type has a
NanmedBi tLi st, then trailing zero bits MAY be omtted froma binary
digit string.

A hexadecimal digit string is permtted if and only if the nunber of
bits in the BIT STRING value is zero or a nultiple of eight and the
character data translation is destined for the [children] of an

el ement item

A hexadecimal digit string is a sequence of zero, one, or nore pairs
of the hexadecimal digit characters "0'-"9", "A-"F, and "a’ -'f’
(i.e., W0030-U+0039, W+0041-U+0046 and U+0061- U+0066). Each group
of eight bits in the BIT STRING value is encoded as a pair of
hexadeci mal digits where the first bit is the nost significant. An
odd nunber of hexadecimal digits is not permitted. The characters
a' -'f’ (i.e., U+0061-U+0066) SHALL NOT be used in the CRXER encodi ng
of a BIT STRING value. |If a hexadecinmal digit string is used, then
the enclosing elenment’s [attributes] MJST contain an attribute item
with the [local nanme] "format", the [nanespace nhane]
"urn:ietf:parans: xm:ns:asnx", and the [normalized val ue] "hex"
(i.e., asnx:format="hex"). The [prefix] of the attribute itemis
determ ned as specified in Section 6.2.3.1.

Asi de: The hexadecimal digit string is intended to conformto the
| exi cal representation of the XM. Schena [ XSD2] hexBi nary data

type.

For a non-canonical RXER encoding, if the preconditions for using a
hexadeci nmal digit string are satisfied, then a hexadeci nal digit
string MAY be used.

Alist of bit names is pernitted if and only if the BIT STRI NG type
has a NanedBitList and each "1'" bit in the BIT STRING val ue has a
corresponding identifier in the NanedBitList.

Aside: ASN. 1 does not require that an identifier be assigned for
every bit.
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Alist of bit names is a sequence of nanes for the 1" bits in the
BIT STRING value, in any order, each separated fromthe next by at

| east one white space character. |If the BitStringType is not subject
to a VALUES encoding instruction, then each "1'" bit in the BIT STRI NG
value is represented by its corresponding identifier fromthe
NanedBitList. |If the BitStringType is subject to a VALUES encodi ng
instruction, then each '1'" bit in the BIT STRING value is represented
by the replacenent nane [RXEREI] for its corresponding identifier.

For a CRXER encoding, if the BIT STRING type has a NanedBitList, then
a binary digit string MIUST be used, and trailing zero bits MJST be
omtted fromthe binary digit string; else if the nunber of bits in
the BIT STRING value is greater than or equal to 64, and the
preconditions for using a hexadecimal digit string are satisfied,
then a hexadecimal digit string MJUST be used; otherw se, a binary
digit string MJIST be used.

Asi de: Because the asnx:format attribute adds an overhead to a
hexadeci mal encodi ng (includi ng a nanespace declaration for the
"asnx" prefix), a bit string of less than 64 bits is nore
conpactly encoded as a binary digit string.

Exanpl es
Consider this type definition:

BIT STRING { black(0), red(1), orange(2), yellow3),
green(4), blue(5), indigo(6), violet(7) }

The content and attributes of each of the follow ng <val ue>
el enents are an RXER encodi ng of the sane abstract val ue:

<val ue> green violet orange</value>

<val ue> 001<!--Orange-->01001 </val ue>

<val ue xm ns:asnx="urn:ietf:paramnms: xm : ns: asnx"
asnx: f or mat =" hex" >

29

</val ue>

<val ue>00101001</ val ue>

The final case contains the CRXER encodi ng of the abstract val ue.
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6.7.3. BOOLEAN

For a non-canoni cal RXER encodi ng, the character data translation of
the BOOLEAN value TRUE is the string "true" or "1", at the encoder’s
di scretion. For a CRXER encoding, the character data translation of
the BOOLEAN value TRUE is the string "true"

For a non-canoni cal RXER encodi ng, the character data translation of
t he BOOLEAN value FALSE is the string "false" or "0", at the
encoder’s discretion. For a CRXER encoding, the character data
transl ati on of the BOOLEAN val ue FALSE is the string "fal se”

Asi de: The RXER encodi ng of BOOLEAN val ues is intended to conform
to the lexical representation of the XM. Schema [ XSD2] bool ean

data type

Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a BOOLEAN val ue:

<val ue>1</val ue>
<val ue>
fal se
</val ue>
<val ue> fal <!-- a pesky conment -->se </val ue>
6.7.4. ENUMERATED
The character data translation of a value of an ENUVERATED type where

t he EnuneratedType is not subject to a VALUES encoding instruction is
the identifier corresponding to the actual val ue.

Exanpl es
Consider this type definition:

ENUMERATED { sunday, nonday, tuesday,
wednesday, thursday, friday, saturday }

The content of both of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:
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<val ue>nonday</ val ue>

<val ue>
t hur sday
</ val ue>

The character data translation of a value of an ENUVERATED type where
t he EnuneratedType is subject to a VALUES encoding instruction is the
repl acenment nane [RXEREI] for the identifier corresponding to the
actual val ue.

Exanpl es
Consider this type definition:

[ RXER: VALUES ALL CAPI TALI ZED,
sunday AS "SUNDAY", saturday AS " SATURDAY"]
ENUMERATED { sunday, nonday, tuesday,
wednesday, thursday, friday, saturday }

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:

<val ue>SUNDAY</ val ue>

<val ue>
Monday
</ val ue>

<val ue> Tuesday </val ue>
6.7.5. GeneralizedTinme

The character data translation of a value of the GeneralizedTine type
is a date, the letter 'T (U+0054), a tine of day, optional
fractional seconds, and an optional time zone.

The date is two decinmal digits representing the century, followed by
two decimal digits representing the year, a hyphen ('-', U+002D), two
decimal digits representing the nonth, a hyphen ('-', U+002D), and
two decimal digits representing the day.

The tinme of day is two decimal digits representing the hour, followed
by a colon (':’, W+003A), two decinmal digits representing the

m nutes, a colon (':', U+003A), and two decimal digits representing

t he seconds.

Note that the hours value "24" is disallowed [X 680].
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A CeneralizedTine value with fractional hours or mnutes is first
converted to the equivalent time with whole nminutes and seconds and,
if necessary, fractional seconds.

The m nutes are encoded as "00" if the GeneralizedTinme value omts
m nutes. The seconds are encoded as "00" if the CGeneralizedTi ne
val ue omts seconds.

The fractional seconds part is a full stop ('.’, WO002E) foll owed by
zero, one, or nore decimal digits (U+0030- U+0039). For a CRXER
encoding, trailing zero digits (U+0030) in the fractional seconds
SHALL be onitted, and the full stop SHALL be onitted if there are no
follow ng digits.

The time zone, if present, is either the letter 'Z° (W005A) to

i ndi cate Coordinated Universal Tinme, a plus sign (' +, U+002B)
followed by a tine zone differential, or a mnus sign ('-', U+t002D)
followed by a tinme zone differential.

Atinme zone differential indicates the difference between local tine
(the time specified by the preceding date and tine of day) and
Coordi nated Universal Tine. Coordinated Universal Tine can be
calculated fromthe local tinme by subtracting the differenti al

For a CRXER encoding, a CGeneralizedTinme value with a tine zone
differential SHALL be encoded as the equival ent Coordi nated Uni versal
Time, i.e., the tine zone will be "Z"

A local tinme GeneralizedTinme value is not converted to Coordi nated
Uni versal Tine for a CRXER encoding. Oher canonical ASN. 1 encoding
rul es specify that local tines nust be encoded as Coordi nated

Uni versal Tinme but do not specify a nethod to convert a local tinme to
a Coordi nated Universal Tinme. Consequently, canonicalization of

local tine values is unreliable and applications SHOULD NOT use | ocal
tinme.

A time zone differential is encoded as two decinal digits
representing hours, a colon (’:’, W003A), and two decinal digits
representing minutes. The mnutes are encoded as "00" if the
General i zedTime value onits minutes fromthe time zone differential

Asi de: The RXER encoding of GeneralizedTine values is intended to

conformto the |lexical representation of the XML Schema [ XSD2]
dat eTi e data type.
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6.

7.

Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a GeneralizedTi ne val ue:

<val ue>2004- 06- 15T12: 00: 00Z</ val ue>
<val ue> 2004-06-15T02: 00: 00+10: 00 </val ue>

<val ue>
2004- 06- 15T12: 00: 00. 5
</ val ue>

6. | NTEGER

For a CRXER encoding, the character data translation of a value of an
I nt eger Type is a canoni cal nunber string representing the integer
val ue.

A canoni cal nunber string is either the digit character 0 (U+0030),
or an optional mnus sign ('-', W002D) followed by a non-zero
decimal digit character (U+0031-W+0039) followed by zero, one, or
nmore of the decimal digit characters "0 to '9 (U+0030-U+0039).

For a non-canoni cal RXER encodi ng, the character data translation of
a value of the IntegerType w thout a NanmedNunberList is a nunber
string representing the integer val ue.

A nunber string is a sequence of one or nore of the decinal digit
characters 0" to '9 (U+0030-W+0039), with an optional |eading sign,
either "+ (W002B) or '-' (U+002D). Leading zero digits are
permitted in a nunber string for a non-canonical RXER encodi ng.

Asi de: The RXER encodi ng of values of the IntegerType w thout a
NamedNunberList is intended to conformto the |exica
representation of the XML Schema [ XSD2] integer data type.

For a non-canoni cal RXER encoding, if the IntegerType has a
NarmedNunber Li st, and the NamedNunberLi st defines an identifier for
the actual value, and the IntegerType is not subject to a VALUES
encoding instruction, then the character data translation of the
value is either a nunber string or the identifier.
Exanpl es

Consider this type definition:

| NTEGER { zero(0), one(1l) }
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The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:

<val ue>0</ val ue>

<val ue> zero </val ue>

<val ue> 2 <!-- This nunber doesn’'t have a nane. --> </val ue>

<val ue>00167</ val ue>
For a non-canoni cal RXER encoding, if the IntegerType is subject to a
VALUES encodi ng instruction (it necessarily nust have a
NanedNunber Li st) and the NanedNunberLi st defines an identifier for
the actual value, then the character data translation of the value is
either a nunmber string or the replacenent name [RXEREI] for the
identifier.
Exanpl es

Consider this type definition:
[ RXER: VALUES ALL UPPERCASED| | NTEGER { zero(0), one(1) }

The content of both of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:

<val ue>0</ val ue>
<val ue> ZERO </ val ue>
6.7.7. NUL L

The character data translation of a value of the NULL type is an
enpty character string.

Exanpl es
<val ue/ >
<val ue><!-- Conments don't nmatter. --></value>
<val ue></val ue>

The final case is the CRXER encodi ng.

Legg & Prager Experi nment al [ Page 42]



RFC 4910 Robust XM. Encodi ng Rul es July 2007

6.7.8. (bjectDescriptor

A val ue of the ObjectDescriptor type is translated according to the
G aphicString type.

6.7.9. OBJECT | DENTI FI ER and RELATIVE-Q D

The character data translation of a value of the OBJECT | DENTI Fl ER or
RELATIVE-O D type is a full stop ('.', W002E) separated list of the
obj ect identifier conponents of the val ue.

Each object identifier conponent is translated as a non-negative
nunber string. A non-negative nunber string is either the digit
character 'O (W0030), or a non-zero decinmal digit character
(W+0031- U+0039) foll owed by zero, one, or nore of the decimal digit
characters "0 to '9 (U+0030-WU+0039).

Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of an OBJECT | DENTI FI ER val ue:

<val ue>2. 5. 6. 0</ val ue>

<val ue>
2.5.4.10
</ val ue>

<value> 2.5.4.3 <! -- commobnNane --> </val ue>
6.7.10. COCTET STRI NG

The character data translation of a value of the OCTET STRING type is
the hexadecimal digit string representation of the octets.

The octets are encoded in order fromthe first octet to the |ast
octet. Each octet is encoded as a pair of the hexadecimal digit
characters '0'-"9", "A-"F, and "a’-'f’ (i.e., U+0030- U+0039,
U+0041- U+0046, and U+0061- U+0066) where the first digit in the pair
corresponds to the four nost significant bits of the octet. An odd
nunber of hexadecimal digits is not permitted. The characters 'a’'-
"f' o (i.e., U+0061-W+0066) SHALL NOT be used in the CRXER encodi ng of
an OCTET STRI NG val ue.

Asi de: The RXER encodi ng of OCTET STRING values is intended to
conformto the | exical representation of the XML Schema [ XSD2]
hexBi nary data type.
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Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of an OCTET STRI NG val ue:

<val ue>27F69A0300</ val ue>

<val ue>
ef AO3bFF
</ val ue>

6.7.11. QNane

The character data translation of a value of the QNanme type
(Section 4.5) is a qualified nanme conforning to the QNane production
of Nanmespaces in XML 1.0 [ XMLNS10].

The | ocal part (i.e., LocalPart) of the qualified name SHALL be the
val ue of the |ocal-nanme conponent of the QNane val ue.

I f the nanespace-nane conponent of the QNanme val ue is absent, then

t he nanmespace prefix (i.e., Prefix) of the qualified name SHALL be
absent; otherw se, the nanmespace prefix is deternined as specified in
Section 6.7.11.1 using the value of the nanespace-nane conponent of
the QNane val ue as the nanmespace nane.

6.7.11.1. Nanespace Prefixes for Qualified Names

Thi s section describes how the nanespace prefix of a qualified nane
is determ ned given the nanmespace nanme to which the nanespace prefix
nmust map.

For a CRXER encodi ng, the namespace prefix of the qualified nanme is
any unused non-canoni cal nanespace prefix unless the

[i n-scope nanespaces] property of the enclosing elenent item contains
a nanmespace itemw th a [nanespace nane] that natches the namespace
nane. |In that case, the [prefix] of that nanespace item SHALL be
used as the nanespace prefix of the qualified nane.

Aside: If the qualified nane appears in the [normalized val ue] of
an attribute item then the enclosing elenent itemis the
[owner elenent] for that attribute item

For a non-canoni cal RXER encodi ng, the nanmespace prefix of the
qualified nane is any unused nanespace prefix unless the

[i n-scope nanespaces] property of the enclosing elenment item contains
a nanmespace itemw th the sanme [nanespace nane] as the elenent item
In that case, the [prefix] of that nanespace item MAY be used as the

Legg & Prager Experi nment al [ Page 44]



RFC 4910 Robust XM. Encodi ng Rul es July 2007

nanespace prefix of the qualified name. Note that the [prefix] of a
nanespace itemfor the default nanespace has no val ue.

I f the nanespace prefix of the qualified name is an unused nanespace
prefix, then a namespace declaration attribute item associating the
nanespace prefix with the namespace nane MJST be added to the

[ namespace attributes] of the enclosing elenent item and a
correspondi ng nanespace item MJST be added to the

[i n-scope nanmespaces] of the enclosing el enent item

6.7.12. REAL

The character data translation of a value of the REAL type is the
character string "0" if the value is positive zero, the character
string "-0" if the value is negative zero, the character string "IN
if the value is positive infinity, the character string "-INF" if the
value is negative infinity, the character string "NaN' if the val ue
is not a nunber, or a real nunber otherw se.

A real nunber is the mantissa foll owed by either the character 'E
(U+0045) or 'e' (U+0065) and the exponent. The character e SHALL
NOT be used for a CRXER encoding. |If the exponent is zero, then the
"E' or e and exponent MAY be onmitted for a non-canoni cal RXER
encodi ng.

The mantissa is a decimal nunmber with an optional |eading sign,
either '+ (W002B) or '-' (U+002D). A decinmal nunber is a sequence
of one or nore of the decimal digit characters "0 to '9

(W+0030- U+0039) optionally partitioned by a single full stop
character (’'.’, WO0O0O2E) representing the decimal point. Miltiple

| eading zero digits are permitted for a non-canoni cal RXER encodi ng.

The exponent is encoded as a nunber string (see Section 6.7.6).
Asi de: The RXER encodi ng of REAL values is intended to be
conpatible with the I exical representation of the XM. Schema
[ XSD2] doubl e data type, but allows real values outside the set
permtted by doubl e.

For a CRXER encodi ng:

(1) The real number MJUST be nornalized so that the mantissa has a

single non-zero digit imediately to the left of the decim
poi nt .

(2) Leading zero digits SHALL NOT be used.
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(3) Aleading plus sign SHALL NOT be used in the mantissa or the
exponent .
(4) The fractional part of the mantissa (i.e., that part follow ng
the decimal point) MJST have at |east one digit (which may be
"0’) and MJUST NOT have any trailing zeroes after the first digit.

(5) The exponent SHALL be present and SHALL be a canoni cal nunber
string (see Section 6.7.6).

Exanpl es

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a REAL val ue:

<val ue>3. 14159<! - - pi --></val ue>
<val ue> 1. 0e6 </val ue>

<val ue> | NF </val ue>

<val ue>
-0le-06
</ val ue>

6.7.13. UICTi me

The character data translation of a value of the UTCTine type is a
date, the letter 'T (W0054), a tine of day, and a tine zone.

The date is two decinmal digits representing the year (no century), a
hyphen (*-', W002D), two decinmal digits representing the nonth, a
hyphen (*-', W002D), and two decimal digits representing the day.

The tinme of day is two decimal digits representing the hour, followed
by a colon (':’, W+003A), two decinmal digits representing the

m nutes, a colon (':', U+003A), and two decimal digits representing

t he seconds.

Note that the hours value "24" is disallowed [X 680].

The seconds are encoded as "00" if the UTCTinme val ue onits seconds.
The time zone is either the letter 'Z (W005A) to indicate

Coordi nated Universal Tinme, a plus sign ('+, W002B) followed by a

time zone differential, or a minus sign ('-’, U+002D) foll owed by a
time zone differential
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Atinme zone differential indicates the difference between local tine
(the time specified by the preceding date and tine of day) and
Coordi nated Universal Tine. Coordinated Universal Tine can be
calculated fromthe local tinme by subtracting the differential

For a CRXER encoding, a UTCTinme value with a tine zone differenti al
SHALL be encoded as the equival ent Coordinated Universal Tine, i.e.,
the time zone will be "Z"

A time zone differential is encoded as two decinal digits
representing hours, a colon (’:’, W003A), and two decinal digits
representing mnutes.

6.7.14. CHO CE as UNI ON

The chosen alternative of a value of a UNION type corresponds to somne
NanmedType in the UNION type definition (a ChoiceType).

The character data translation of a value of a UNNON type is the
character data translation of the value of the type of the chosen
alternative, i.e., without any kind of encapsul ati on.

Leading and trailing white space characters are not permtted to be
added to the character data translation of a value of a UNION type
(see Section 6.7); however, this does not preclude such white space
bei ng added to the character data translation of the value of the
chosen alternative.

The character data translation of a value of a UNNON type is
necessarily destined for the [children] of an enclosing elenent item

Aside: This is because the ATTRI BUTE encodi ng i nstruction cannot
be applied to a NanmedType with a type that is a UNION type.

The chosen alternative can be identified by a nmenber attribute item
i.e., an attribute itemwith the [local nane] "nmenber" and

[ nanespace nanme] "urn:ietf:paranms: xm :ns:asnx", added to the
[attributes] of the enclosing element item The [prefix] of this
attribute itemis deternmined as specified in Section 6.2.3.1. The
[normal i zed value] of the attribute itemis a qualified nane for the
expanded nanme of the NamedType (see [RXEREI]) corresponding to the
chosen alternative.

Aside: It is not possible to associate a nanespace nane with a
NamedType in a UNION type using the current specification for RXER
encodi ng instructions. Consequently, the [nornalized val ue] of
the nenber attribute itemw Il always contain a qualified name

wi t hout a nanespace prefix.
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For a CRXER encoding, the nmenber attribute item MJST be used, and the
[normal i zed val ue] of the attribute item MUST be the CRXER
transl ati on of the QNane val ue equal to the expanded narne.

In the absence of a nmenber attribute item an RXER decoder MJST
determ ne the chosen alternative by considering the alternatives of
the choice in the order prescribed bel ow and accepting the first
alternative for which the encoding is valid.

If the UNION encoding instruction has a Precedencelist, then the
alternatives of the ChoiceType referenced by the PrecedencelList are
considered in the order identified by that Precedencelist, then the
remai ning alternatives are considered in the order of their
definition in the ChoiceType. |If the UNION encoding instruction does
not have a PrecedenceList, then all the alternatives of the

Choi ceType are considered in the order of their definition in the
Choi ceType.

A non-canoni cal RXER encoder MJST use the nenber attribute itemif an
RXER decoder woul d determi ne the chosen alternative to be sonething
ot her than the actual chosen alternative of the CHO CE val ue being
transl ated; otherw se, the nenber attribute item MAY be used.

Exanpl es
Consider this type definition:

[ RXER: UNI ON PRECEDENCE seri al Nunmber] CHO CE {
name [0] I A5String,
serial Number [1] | NTEGER

}

In the absence of a nmenber attribute, an RXER decoder would first
consi der whether the received encoding was a valid serial Number
(an I NTEGER) before considering whether it was a valid nane (an

| A5String).

The content and attributes of each of the follow ng <val ue>
el enents are the RXER encodi ng of a val ue of the above type:

<val ue>Bob</ val ue>

<val ue xm ns:asnx="urn:ietf: parans: xm : ns: asnx"
asnx: menber =" name" >Al i ce</ val ue>

<val ue>
<l-- Don't have a nane for this one! --> 344
</ val ue>
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<val ue xm ns:asnx="urn:ietf:paramns: xm : ns: asnx"
asnx: menber =" name"><!-- A strange nane. -->100</val ue>

The nenber attribute is required in the final case to prevent the
val ue being interpreted as a serial Nunber.

If the UNTON (i.e., CHOCE) type is extensible [ X 680], then an
applicati on MUST accept and be prepared to re-encode (using the same
encodi ng rul es) any unknown extension in received encoded val ues of
the type. An unknown extension in a value of a UNION type (an
unknown al ternative) takes the formof an unknown nane in the
[normal i zed val ue] of the nenber attribute and/or character data in
the [children] of the enclosing elenment itemthat do not conformto
any of the known alternatives.

To enabl e re-encodi ng of an unknown alternative, it is necessary to
retain the [normalized value] of the nenber attribute, if present,
and the [children] property of the enclosing elenent item

The character data for an unknown alternative may contain qualified
nanes that depend on the [in-scope nanespaces] of the encl osing
elenment itemfor their interpretation. Therefore, semantically
faithful re-encoding of an unknown alternative may require
reproduction of at |east sone part of the [in-scope nanespaces] of
the enclosing element item The problemis deciding which of the
nanespace itens are actually needed. In the absence of type
information, it is not possible to discern whether anything that
syntactically resenbles a qualified name in the character data of the
enclosing elenment itemactually is a qualified name. The sinplest
approach is to retain all the namespace itens fromthe

[i n-scope nanespaces] of the enclosing elenment item and output them
as hnanespace declaration attribute itens in the

[ namespace attributes] of the enclosing el enment item when re-encoding
the unknown alternative. At best, an application can omt the
nanespace itens that do not define the namespace prefix of any
potential qualified nane.

An application MIST retain the nanespace itens in the

[i n-scope nanmespaces] of the enclosing elenent itemthat define the
nanespace prefixes of all the potential qualified names in the
[children] of the enclosing elenment item O her nanespace itens in
the [in-scope nanmespaces] of the enclosing elenment item MAY be
retai ned. The effect of these retained nanespace itens on the

[ namespace attributes] and [in-scope namespaces] of the encl osing
el enent item when re-encoding is considered in Section 6.2.2.1.
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Asi de: The context attribute (Section 6.8.8) is not added to the
[attributes] of the enclosing el enent item when re-encodi ng an
unknown alternative since the type of a NanedType in a UNI ON type
cannot be the Markup type.

6.7.15. SEQUENCE OF as LIST

The character data translation of a value of a LIST type (a
SEQUENCE OF NanedType) is the concatenation of the character data
transl ati ons of the conponent values, i.e., the abstract val ues of
the type of the NanedType, each separated fromthe next by at | east
one white space character. For a CRXER encodi ng, separating white
space MJST be exactly one space character (U+0020).

Exanpl e
Consider this type definition:
[ LI ST] SEQUENCE OF ti meStanp GeneralizedTi ne

The content of the follow ng <value> elenment is the RXER encoding
of a value of the above type:

<val ue>
2004- 06- 15T12: 14: 56Z
2004- 06- 15T12: 18: 13Z
2004- 06- 15T01: 00: 257
</ val ue>

6.8. Conbi ning Types

The encodi ng of a value of an ASN. 1 conbi ning type (except a UNI ON or
LI ST type) typically has el enment content.

The I nfoset translation of a value of a specific ASN. 1 conbi ning type
(excluding a UNION or LI ST type) contains zero or nore attribute
items to be added to the [attributes] of the enclosing elenment item
and zero or nore element itens to be added to the [children] of the
enclosing elenent item These translations are described in Sections
6.8.1to 6.8.7.

For a non-canoni cal RXER encodi ng, white space character itens MAY be
added to the [children] of the enclosing elenent item (before or
after any other itens).
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For a CRXER encoding, a character itemwith the [character code]
U+000A (a line feed) MUST be inserted i medi ately before each el enent
itemin the [children] of the enclosing elenent item No other white
space character itens are pernmtted to be added to the [children] of
the enclosing elenent item

Aside: Wthout the single Iine feed character before each child
el ement, a typical CRXER encoding would be a single, very |long
l'ine.

6.8.1. CHARACTER STRI NG

A val ue of the unrestricted CHARACTER STRING type is transl ated
according to the correspondi ng SEQUENCE type defined in O ause 40.5
of X 680 [ X. 680].

6.8.2. CHO CE

The chosen alternative of a value of a CHO CE type corresponds to,
and is a value of (see Section 6), sone NanedType in the CHO CE type
definition.

The translation of a value of a CHO CE type other than the Markup
type or a UNION type (see Section 6.7.14) is the translation of the
val ue of the NanedType corresponding to the actual chosen
alternative

Exanpl es
Consider this type definition:
CHO CE {

name [0] I A5String,
serial Number [1] | NTEGER

}

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:

<val ue><nane>Bob</ nane></ val ue>
<val ue>

<nane>Al i ce</ nane>
</ val ue>
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<val ue>
<l-- Don't have a nane for this one! -->
<seri al Nunber >
344
</ seri al Nunber >
</ val ue>
<val ue>
<I-- A strange nane. -->
<nane>100</ nane>
</ val ue>

If the CHOCE type is extensible [ X 680], then an application MJST
accept, and be prepared to re-encode (in RXER), any attribute item or
child element itemwith a name that is not recognized (see

Section 6.8.8).

6.8.3. EMBEDDED PDV

A val ue of the EMBEDDED PDV type is translated according to the
correspondi ng SEQUENCE type defined in Cause 33.5 of X 680 [ X. 680].

6.8.4. EXTERNAL

A val ue of the EXTERNAL type is translated according to the
correspondi ng SEQUENCE type defined in Cause 8.18.1 of X 690
[ X. 690].

6.8.5. | NSTANCE OF

A val ue of the INSTANCE OF type is translated according to the
correspondi ng SEQUENCE type defined in Annex C of X 681 [ X 681].

6.8.6. SEQUENCE and SET

Each component val ue of a value of a SEQUENCE or SET type corresponds
to, and is a value of (see Section 6), sone NanmedType in the SEQUENCE
or SET type definition.

A val ue of a SEQUENCE or SET type, other than the QNane type

(Section 4.5), is translated by translating in turn each conponent

val ue actually present in the SEQUENCE or SET val ue and addi ng the
resulting attribute itens and/or elenent itens to the [attributes]
and/or [children] of the enclosing elenment item Attribute itenms may
be added to the [attributes] of the enclosing elenent itemin any
order. Elenent itens resulting fromthe translation of conponent
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val ues MJST be appended to the [children] of the enclosing el enent
itemin the order of the conponent val ues’ correspondi ng NanedType
definitions in the SEQUENCE or SET type definition.

Aside: In the case of the SET type, this is a deliberate departure
fromBER [ X. 690], where the conponents of a SET can be encoded in
any order.

| f a DEFAULT value is defined for a NamedType and the val ue of the
NanedType is the sane as the DEFAULT val ue, then the translation of
the val ue of the NanmedType SHALL be onitted for a CRXER encodi ng and
MAY be omitted for a non-canoni cal RXER encodi ng.

Exanpl es
Consider this type definition:

SEQUENCE {
name [0] 1'A5String OPTI ONAL,
part Nunmber [1] | NTEGER,
quantity [2] | NTEGER DEFAULT O

}

The content of each of the follow ng <val ue> el enents is the RXER
encodi ng of a value of the above type:

<val ue>

<part Nunber >23</ par t Nunber >

<l-- The quantity defaults to zero. -->
</ val ue>

<val ue>

<nane>chi sel </ nane>

<part Number > 37 </ part Nunber >
<quantity> 0 </quantity>

</ val ue>
<val ue>
<l-- The nanme conponent is optional. -->

<par t Number >1543</ par t Nunber >
<quantity>29</quantity>
</val ue>

If the SEQUENCE or SET type is extensible [X 680], then an
applicati on MJST accept, and be prepared to re-encode (in RXER), any
attribute itemor child elenent itemwith a nane that is not

recogni zed (see Section 6.8.8).
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6.8.7. SEQUENCE OF and SET OF

Each component value of a value of a type that is a SET OF NanedType
or a SEQUENCE OF NamedType corresponds to, and is a value of (see
Section 6), the NanmedType in the type definition

A value of a type that is a SET OF NanedType, or a

SEQUENCE OF NanedType other than a LIST type (see Section 6.7.15), is
transl ated by adding the transl ati on of each val ue of the NanedType
to the [children] of the enclosing elenment item

Asi de: An ATTRI BUTE encodi ng instruction cannot appear in the
conmponent type for a SEQUENCE OF or SET OF type, so there are no
attribute itens to add to the [attributes] of the enclosing

el enment item

If the type is a SEQUENCE OF NanmedType, then the values of the
NanmedType are translated in the order in which they appear in the
val ue of the type.

For a non-canoni cal RXER encoding, if the type is a SET OF NanedType,
then the val ues of the NamedType may be translated in any order.

For a CRXER encoding, if the type is a SET OF NamedType, then the
val ues of the NamedType MJST be translated in ascendi ng order where
the order is determi ned by conparing the octets of their CRXER
encodi ngs (which will be UTF-8 encoded character strings; see
Section 6.12.2). A shorter encoding is ordered before a | onger
encoding that is identical up to the |l ength of the shorter encoding.

Exanpl es
Consider this type definition:
SEQUENCE OF tineStanp CeneralizedTine

The content of the followi ng <value> elenment is the RXER encoding
of a value of the above type:

<val ue>
<ti meSt anp>2004- 06- 15T12: 14: 56Z</ti meSt anp>
<ti meSt anp>2004- 06- 15T12: 18: 13Z</ti meSt anp>
<ti meSt anp>
2004- 06- 15T01: 00: 257
</tinmeStanmp>
</val ue>
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Consider this type definition (also see Section 6.6):
SEQUENCE OF | NTEGER

The content of the followi ng <value> elenment is the RXER encoding
of a value of the above type:

<val ue>
<itenrl2</itenp
<itenp
9
</itenp
<itemp 7 <!-- A prine nunmber. --></itenp
</ val ue>

6.8.8. Extensible Conbining Types

An application nust accept and be prepared to re-encode (using the
sane encodi ng rul es) any unknown extension appearing in the encoding
of a value of an extensible CHO CE, SEQUENCE, or SET type. An
unknown extension in a value of an extensible conbining type (except
UNI ON types) takes the form of unknown el ement and/or attribute
items. Section 6.8.8.1 describes the processing of unknown el enent
items and Section 6.8.8.2 describes the processing of unknown
attribute itens.

An application cannot produce a canonical encoding if an abstract
val ue contai ns unknown extensions. However, the method for
re-encodi ng unknown extensi ons does not prevent a receiving
application with know edge of the extension from producing the
correct canoni cal encoding.

6.8.8.1. Unknown El enents in Extensions

To enabl e re-encodi ng of an unknown elenent itemit is necessary to
retain the [prefix], [local nane], [attributes],

[ namespace attributes], and [children] properties of the el ement
item

Definition (inherited nanmespace iten): An inherited nanespace item
is a namespace itemin the [in-scope nanespaces] of an elenment item
for which there is no correspondi ng namespace declaration attribute
itemin the [namespace attributes] of the elenment item

The content and attributes of an unknown el enent item may contain
qual i fi ed nanes whose interpretati on depends on inherited namespace
items. Semantically faithful re-encoding of the unknown item may
require reproduction of at |east some of the inherited nanespace
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items. The problemis deciding which of the inherited nanespace
items are actually needed. Qualified nanes as the nanes of el enents
and attributes are easily recognized, but in the absence of type
information it is not possible to discern whether anything that
syntactically resenbles a qualified name in the value of an attribute
or the character data of an elenment actually is a qualified nane.

The sinplest approach is to retain all the inherited nanespace itens
and out put correspondi ng nanespace declaration attribute itenms in the
[ namespace attributes] of the unknown el enent item when re-encoding
the elenent item At best, an application can onmit the inherited
nanespace itens that do not define the namespace prefix of any
definite or potential qualified nane, though this requires exam ning
the content and attributes of the unknown extension

Regar dl ess of how clever an inplenmentation tries to be, adding any
nanespace declaration attribute items to an unknown elenent itemis
harnful to canonicalization if the ASN.1 type for the elenent item
turns out to be the Markup type. To counter this problem a special
attribute is used to identify the nanmespace declaration attribute
items added to an unknown el enent item so that they can be renoved
later, if it proves necessary.

If the outernost elenment itemin an unknown extension does not have
an attribute itemwth the [local nanme] "context" and

[ nanespace nanme] "urn:ietf:params:xm:ns:asnx" in its [attributes],

t hen nanespace declaration attribute itens corresponding to the

i nherited nanespace itens that define the nanespace prefixes of al
the definite and potential qualified nanes in the content and
attributes of the elenment item MUST be added to the retained

[ nanespace attributes]. Oher inherited nanespace itens MAY be added
to the retained [ nanmespace attributes].

If there are one or nore of these added nanespace decl aration
attribute itenms, then an attribute itemwith the [|ocal nane]
"context" and [ namespace nane] "urn:ietf:paranms: xm:ns:asnx" MJST be
added to the retained [attributes].

The [prefix] of the context attribute itemis any nanmespace prefix
that does not match the [l ocal name] of any nanmespace decl aration
attribute itemin the [nanmespace attributes] unless the

[ namespace attributes] property contains a nanmespace decl aration
attribute itemwith a non-enpty [prefix] and a [normalized val ue] of
"urn:ietf:params: xm:ns:asnx". In that case, the [local nane] of

t hat nanespace declaration attribute item MAY be used as the [prefix]
of the context attribute item
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If the [prefix] of the context attribute item does not match the

[l ocal nanme] of any namespace declaration attribute item then an
attribute itemwith the [prefix] "xm ns", [namespace nane]
"urn:ietf:params: xm:ns:asnx", and [l ocal nanme] equal to the [prefix]
of the context attribute item MIST be added to the retained

[ namespace attributes] of the elenment item

The [normalized value] of the context attribute is the white-space-
separated unordered list of the [local nanmes] of the added nanespace
declaration attribute items (i.e., a list of the namespace prefixes),
i ncl udi ng any nanmespace declaration attribute item added to define
the [prefix] of the context attribute. Note that the [local nane]
for a namespace declaration attribute itemdeclaring the default
nanespace i s "xmns"

Asi de: A receiver that knows about the extension will use the
context attribute to strip out the added nanmespace decl aration
attributes if the type of the associ ated NamedType is the Markup
type (Section 6.10), and will discard the context attribute

ot herwi se. A receiver that does not know about the extension will
re-encode the extension as is.

Addi ng the required nanmespace declaration attribute itenms to an

el enent itemeffectively nmakes the elenment item self-contained. A
recei ved encodi ng has an encoding error if it contains an el enent
itemthat is not self-contained but has a context attribute itemin
its [attributes].

An RXER encoder MJST NOT add the context attribute itemto an el enent
item corresponding to a NamedType that is known to it.

An RXER decoder MJST accept the context attribute itemon an el enent
item corresponding to a NamedType that does not appear to be an
ext ensi on.

Aside: It is not unconmon for extension markers to be neglected in
specifications traditionally using only BER since extension

mar kers do not alter BER encodings. Consequently, it is not

i medi ately obvious in |ater versions of the specification which

i nstances of NanmedType bel ong to extensions of the original base
speci ficati on.

Exanpl e
Suppose there are three applications, A B, and C. Suppose that

Application A uses the first edition of an ASN. 1 specification
containing the follow ng type definition
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MyType ::= SEQUENCE {
fieldl |INTECGER, -- present in first edition

}

Suppose that Application B uses the second edition of the ASN 1
speci ficati on:

MyType ::= SEQUENCE {
fieldl |INTECGER, ~-- present in first edition
%iéidz QNane -- added in second edition
}

Suppose that Application C uses the third edition of the ASN. 1
speci ficati on:

My Type ::= SEQUENCE {
fieldl |INTECGER, ~-- present in first edition
%iéidz Nane, -- added in second edition
field3 Markup -- added in third edition

}

Application C produces the followi ng RXER encoding and sends it to
Application B:

<val ue xnl ns: p2="http://exanpl e.con ns2">

<fieldl> 100 </fieldl>

<field2> p2:foobar </field2>

<field3 xm ns: pl="http://exanpl e.con nsl1l"> pl:foobar </field3>
</val ue>

Application B doesn’'t know about <field3> so it adds the

asnx:context attribute to <field3> when it re-encodes the abstract
value to send to Application A
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<val ue xnl ns: pl="http://exanpl e.con ns2">
<!-- Application B knows the white space in fieldl and
field2 is optional and discards it. -->
<fiel d1>100</fi el d1>
<fiel d2>pl: foobar</fiel d2>
<!-- Application B doesn’t know about field3
so it |eaves the character data al one. -->
<fi el d3 asnx: context="asnx p2"
xm ns:asnx="urn:ietf:paranms: xm : ns: asnx”"
xm ns: pl="http://exanpl e.con nsl"
xm ns: p2="http://exanpl e.com ns2"> pl:foobar </field3>
</val ue>

Application A doesn't know about <field2> and <field3> so it adds
the asnx:context attribute to <field2> and | eaves <fiel d3> al one
when it re-encodes the abstract val ue:

<val ue>
<!-- Application A knows about fieldl and chooses
to add sonme white space. -->

<fieldl> 100 </fieldl>
<!-- Application A doesn’t know about field2 or field3
so it |eaves the character data al one. -->

<fi el d2 asnx:context="asnx pl"

xm ns:asnx="urn:ietf:paranms: xm : ns: asnx”

xm ns: pl="http://exanpl e.com ns2">pl: f oobar</fiel d2>
<fi el d3 asnx: context="asnx p2"

xm ns:asnx="urn:ietf:paranms: xm : ns: asnx”

xm ns: pl="http://exanpl e.con nsl"

xm ns: p2="http://exanpl e.com ns2"> pl:foobar </field3>
</val ue>

If Application Creceives this final encoding, it has sufficient
information to discard the asnx:context, xm ns:asnx, and xmns: p2
attributes fromthe received Markup val ue of <field3> to recover
the original value. Application C knows about <field2> so it
uses the nanmespace declaration for pl when decodi ng the Q\ane

val ue and ignores the other declarations.

6.8.8.2. Unknown Attributes in Extensions
To enabl e re-encodi ng of an unknown attribute itemit is necessary to
retain at |east the [local nane], [nanmespace nane], and
[normal i zed val ue] properties of the attribute item
The [normalized val ue] of an unknown attribute item may contain

qual i fi ed nanes whose interpretation depends on the
[i n-scope nanmespaces] of the [owner elenment]. Senantically faithfu
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6.

9.

re-encodi ng of the unknown attribute item nay require reproduction of
at | east sonme part of the [in-scope namespaces]. 1In the absence of
type information, it is not possible to discern whether anything that
syntactically resenbles a qualified name in the [normalized val ue] of
an unknown attribute itemactually is a qualified nane.

The sinplest approach is to retain all the nanmespace itens of the

[i n-scope nanmespaces] and out put correspondi ng nanespace decl aration
attribute itenms in the [nanespace attributes] of the [owner el enment]
when re-encoding the extension. At best, an application can onit the
nanespace itens that do not define the namespace prefix of any
potential qualified name in the [nornalized val ue].

An application MJIST retain the nanespace itens in the

[i n-scope nanespaces] of the [owner elenent] that define the
nanespace prefixes of all the potential qualified names in the
[normal i zed val ue] of the unknown attribute item O her nanespace
items in the [in-scope nanespaces] of the [owner el enent] MAY be

r et ai ned.

Aside: If the enclosing elenment itemhas nore than one unknown
attribute item then it is sufficient to save the union of the
retai ned nanespace itenms with the elenent item rather than saving
the retai ned nanespace itens with each unknown attribute item

When t he unknown attribute itemis re-encoded, the retai ned nanespace
items affect the [nanmespace attributes] and [in-scope nanespaces] of
the enclosing elenment itemas specified in Section 6.2.2.1, and the
[prefix] of the attribute itemis deternined as specified in

Section 6.2.3.1.

Asi de: The context attribute is not added to the [attributes] of
the [owner el enent] when re-encoding an unknown attribute item
because the type of a NanmedType subject to an ATTRI BUTE or

ATTRI BUTE- REF encodi ng instruction cannot be the Markup type.

Open Type

A val ue of an open type denoted by an Objectd assFi el dType [ X. 681] is
transl ated according to the specific Type of the val ue.

If the specific Type of the value is directly or indirectly the
Mar kup type, then the enclosing elenment item MIST be sel f-contai ned.

For a non-canoni cal RXER encoding, if the translation of the val ue
does not generate an attribute itemwith the [Iocal nane] "type" and
t he [nanespace nane] "http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
(i.e., xsi:type) and the specific Type of the value is a
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nanespace-qualified reference (Section 5), then an attribute item
with the [local nanme] "type" and the [nanespace nane]
"http://ww. w3.org/ 2001/ XM_Schena-i nstance" (i.e., xsi:type) MAY be
added to the [attributes] of the enclosing elenent item The
[normal i zed value] of this attribute itemis a qualified name for the
expanded nanme of the referenced type, with the namespace prefix
determ ned as specified in Section 6.7.11. 1.

Aside: The xsi:type attribute is added by RXER encoders for the
benefit of XM. Schena validators. This attribute tells an

XM. Schema val i dator which type definition in a conpatible

XM. Schema translation of the ASN. 1 specification it should use
for validating the content and attri butes of the encl osing

el enment. For an RXER decoder, the actual type in an open type
value is generally deternined by an associ ated conponent relation
constraint [X 682], so the xsi:type attribute can be ignored.

Exanpl e

The content and attributes of the follow ng <val ue> el ement are
the RXER encodi ng of an open type val ue containing a BOOLEAN
val ue:

<val ue xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:asnx="urn:ietf:paranms: xm : ns: asnx”"
Xsi:type="asnx: BOOLEAN'> true </val ue>

If the Objectd assFi el dType denoting an open type is not constrained
by a Tabl eConstraint, or is constrained by a Tabl eConstrai nt where

t he constraining object set is extensible, then an application MJST
accept and be prepared to re-encode (using the same encodi ng rul es)
any val ue of the open type where the specific Type of the value is
unknown. I n such cases, the enclosing elenent itemis treated |ike
an unknown elenment itemin the value of an extensible conbining ASN. 1
type (see Section 6.8.8.1).

6.10. Markup

Conceptual Iy, a value of the Markup type holds the [prefix],
[attributes], [nanespace attributes], and [children] of an el enent
item The Infoset translation of a value of the Markup type
initially sinply sets the [prefix], [attributes],

[ namespace attributes], and [children] of the enclosing elenment item
to the correspondi ng properties represented by the Markup val ue.

Recal | that the enclosing elenment itemfor the translation of a
Mar kup value is required to be self-contained (Section 4.1.1).
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If the enclosing elenent itemis not the [docunent el enent] of the
docunent item and the [in-scope nanespaces] property of the

encl osing elenent items [parent] contains a nanmespace itemfor the
default nanmespace, and the [nanmespace attributes] property
represented by the Markup val ue does not contain a nanespace item
decl ari ng or undecl aring the default nanespace, then a namespace
declaration attribute itemthat undeclares the default namespace
SHALL be added to the enclosing elenment itenis

[ namespace attributes].

It is not necessary to populate the [in-scope nanmespaces] of the
encl osing elenent item for encodi ng purposes (though it may be
warranted for other purposes).

An elenment itemnested in the [children] is potentially the Infoset
translation of a value of a top-level NanmedType (as all owed by
Section 6.4), and the entire Markup val ue can represent the content
and attributes of an elenment itemthat is the translation of a val ue
of a top-level NanmedType.

Aside: The latter case arises when an ELEMENT- REF encodi ng
instruction references a top-Ilevel NamedType.

The content and attributes of an elenent itemnested in the
[children] of a Markup value are potentially the Infoset translation
of an abstract value of an ASN. 1 type (as allowed by Section 6.4),
and the entire Markup val ue can represent the translation of a single
abstract val ue.

Aside: The latter case arises when a TYPE-REF encodi ng instruction
ref erences an ASN. 1 type.

For a non-canoni cal RXER encodi ng, any elenment item at any |evel of
nesting (including the enclosing elenment itemitself), that
corresponds to the value of a top-level NamedType MAY be repl aced
with any valid translation of that val ue.

For a non-canoni cal RXER encodi ng, any elenment item at any |evel of
nesting (including the enclosing elenment itemitself), with content
and attributes that correspond to an abstract value of an ASN. 1 type
MAY have that content and those attributes replaced with any valid
transl ati on of that abstract value. |If the content and attributes
are replaced, then the [prefix], [in-scope nanespaces], and

[ nanespace attributes] of the element itemare constructed as
specified in Sections 6.2.2.1 and 6.2.2.2. The enclosing el ement
itemfor the Markup value is still required to be self-contained.
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Asi de: Insofar as a Markup val ue represents ASN. 1 abstract val ues,
it is sufficient for the RXER encodi ng of the Markup value to
preserve the abstract val ues rather than preserve the exact

I nf oset representation

For a CRXER encoding, any elenent item at any |evel of nesting
(including the enclosing elenent itemitself), that corresponds to a
val ue of a top-level NanmedType MJST be replaced with the CRXER
transl ati on of that val ue.

For a CRXER encoding, any elenent item at any |evel of nesting
(including the enclosing elenent itemitself), wth content and
attributes that correspond to an abstract value of an ASN. 1 type MJST
have that content and those attributes replaced with the CRXER
transl ati on of that abstract value. The [prefix],

[i n-scope nanmespaces], and [nanespace attributes] of the elenment item
are constructed as specified in Sections 6.2.2.1 and 6. 2. 2. 2.

If the [attributes] property of the enclosing elenment itemfroma
recei ved RXER encoding contains an attribute itemwth the

[l ocal nanme] "context" and [nanespace nane]

"urn:ietf:paranms: xm:ns:asnx" (i.e., asnx:context), then this
attribute item MJST be omitted fromthe [attributes] represented by
t he Markup val ue, and each nanespace declaration attribute itemwth
a [l ocal name] matching an NCNane in the [nornmalized value] of the
attribute item MJST be omitted fromthe [nanmespace attri butes]
represented by the Markup val ue.

6.11. Namespace Prefixes for CRXER

The final step in translating the value of a top-level NanmedType for
a CRXER encodi ng, or an abstract value for a Standal one CRXER
Encoding, is the replacenent of the arbitrarily chosen nanespace
prefixes with algorithmcally determ ned canoni cal nanespace
prefixes. This procedure for prefix replacenment applies to each

el enent item where the [nanespace attributes] have been constructed
according to Section 6.2.2.1. This includes any elenment item
corresponding to a value of a top-level NamedType, or with content
and attributes that correspond to an abstract value of an ASN. 1 type,
that is nested in a value of the Markup type.

For each elenent itemwhere prefix replacenment applies, the follow ng

sequence of steps is repeated until there are no nore eligible
attribute itens to select in step (1):
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(1)

(2)

(3)

(4)

(5)

Select the attribute itemwith the | east [normalized value] from
anongst the attribute itens of the [namespace attributes] that
have a [local nanme] that is not a canonical nanespace prefix
(i.e., select fromthe nanespace declaration attribute itens that
have not al ready been processed). A [normalized value] is |less
than another [normalized value] if the former appears before the
latter in an ordering of the values determ ned by conparing the

| SO 10646 code points [UCS] of their characters, fromfirst to
last. A shorter string of characters is ordered before a | onger
string of characters that is identical up to the length of the
shorter string.

Asi de: Note that when a nanespace declaration (other than for
the default namespace) is represented as an attribute itemin
the [nanmespace attributes], the attribute’ s [prefix] is
"xmns", its [local nane] is the namespace prefix, and its
[nornalized value] is the namespace nane.

A canoni cal nanmespace prefix is unused if it is not currently the
[ prefix] of any namespace itemin the [in-scope namespaces] of
the elenent item Replace the [local nane] of the selected
attribute itemw th the unused canoni cal namespace prefix that
has the non-negative nunber string with the |east integer val ue
(e.g., n2 is less than nl0).

The selected attribute itemhas a correspondi ng nanespace itemin
the [in-scope nanespaces] of the elenent. Replace the [prefix]

of this correspondi ng namespace itemw th the canoni cal namespace
prefix determned in step (2).

The elenent itemand its [attributes] property, and descendent
elenent items and their [attributes] properties, may depend on
the selected attribute itemto determ ne the binding between
their [prefix] and [namespace nane]. Replace the [prefix] of any
such dependent elenent itenms and attribute itens with the
canoni cal nanmespace prefix determned in step (2).

Note that a nanespace prefix can be redeclared (reused).

Repl acenment of the prefix does not apply to an elenment item
wherein the prefix is redeclared, or to the descendants of such
an element item

The character data translations for values of the QNane ASN. 1
type nay depend on the selected attribute itemto determine the
bi ndi ng between their nanmespace prefix and nanmespace nane.

Repl ace the nanespace prefix of any such dependent character data
translation with the canoni cal nanespace prefix determned in
step (2).
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Note that a character data translation can appear in the
[normal i zed val ue] of an attribute item or as a sequence of
character itens in the [children] of an elenment item

6.12. Serialization

The final RXER encoding is produced by serializing the |Infoset

transl ation as an XM. docunent. An inplenentation MJST serialize the
I nfoset translation as an XML docunent in such a way that the Infoset
of the resulting XM. docunent matches the Infoset translation, after
ignoring the follow ng properties:

(1) all properties of the docunment item except the
[ docunent el enment],

(2) the [base URI] of any item

(3) the [el enent content whitespace] of character itens,
(4) the [notation] of processing instruction itens,

(5) the [in-scope nanespaces] of elenment itens.

Asi de: The [in-scope nanmespaces] of a parent elenment itemare only
selectively inherited by its child element itens in the Infoset
transl ations of ASN. 1 values. This neans that the Infoset
reconstructed by parsing the XM. docunent serialization of the
original Infoset will generally have nore namespace itens in its
[i n-scope nanespaces], but these extra namespace items will not be
significant.

Asi de: A consequence of case (1) is that conments and Pls before
and after the docunent elenent are pernitted.

In general, there is nore than one possible serialization for any
given Infoset translation. Section 6.12.1 highlights sone inportant
consi derations in producing a correct serialization and discusses
sone of the serialization options.

Section 6.12.2 applies to CRXER encodings and limts the
serialization options so that each distinct Infoset has only one
possi bl e serialization.

6.12.1. Non-Canonical Serialization
This section discusses aspects of Infoset serialization for

non- canoni cal RXER encodi ngs, but is not an exhaustive list of the
options for non-canonical serialization.
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If one or nore character itens have a [character code] in the range
U+0001 to U+0008, W+000B to WO00C, or WHOOOE to W+O001F, or one or
nmore characters in any attribute’ s [normalized value] are in the
range U+0001 to W0008, W000B to W+000C, or WHOOOE to W+00L1F, then
the I nfoset translation MJUST be serialized as an XM. version 1.1
docunent; otherwi se, the Infoset translation is serialized as either
an XM. version 1.0 or version 1.1 docunent.

A non-canoni cal RXER encodi ng may use any of the allowed character
encodi ng schenmes for XM.. RXER encoders and decoders MJST support
t he UTF-8 character encoding.

An element itemmay be serialized as an enpty-elenent tag if it has
no items in its [children].

Attributes of an el enent can appear in any order since the
[attributes] and [nanmespace attributes] of an elenent itemare
unor der ed.

Ampersand (' &, U+0026) and open angle bracket ('<, W003C)
characters in the [normalized value] of an attribute item nust be
escaped appropriately [ XM.10][ XM_11] (with a character reference or a
predefined entity reference). Double quote (U+0022) and single quote
(W0027) characters in an attribute items [normalized val ue] may

al so need to be escaped. Character itens with the [character code]
U+0026 (anpersand, '& ) or W003C (open angle bracket, '<') mnust be
escaped appropriately (with a character reference, a predefined
entity reference or a CDATA section).

Li ne break normalization by XM. processors allows sonme freedomin how
a character itemfor a line feed character (WO000A) is serialized:

(1) If XM. version 1.0 is selected, then a character itemwth the
[character code] U+000A (line feed) is serialized as either a
line feed character (U+000A), a carriage return character
(W+000D) followed by a line feed character (U+000A), or just a
carriage return character (U+000D) provided the next itemis not
a character itemthat is serialized as a line feed character
(U+000A) .

(2) If XM. version 1.1 is selected, then a character itemwth the
[character code] U+000A (line feed) is serialized as either a
line feed character (U+000A), a next line character (U+0085), a
Iine separator character (W2028), a carriage return character
(W000D) followed by a Iine feed character (U+000A), a carriage
return character (W000D) followed by a next line character
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(W+0085), or just a carriage return character (U+000D) provided
the next itemis not a character itemthat is serialized as a
line feed (U+000A) or next |ine (U+0085) character

Aside: Al these sequences will be normalized to a line feed
character (U+O00A) during decodi ng.

A character itemwi th the [character code] U+000D (carriage return),
U+0085 (next line), or W2028 (line separator) must be serialized as
a character reference to protect the character fromline break
normal i zati on during decodi ng.

The attribute value normalization performed by XML processors all ows
some freedomin how a space character (W+0020) is serialized:

(1) If XM. version 1.0 is selected, then a space character (U+0020)
in an attribute itenmis [normalized value] is serialized as either
a space character (UW+0020), a tab character (W0009), a carriage
return character (W000D), a line feed character (W000A), a
carriage return character (U+000D) followed by a line feed
character (W+000A), or just a carriage return character (U+000D)
provi ded the next character in the [normalized value] is not
serialized as a |line feed character (U+000A).

(2) If XM. version 1.1 is selected, then a space character (U+0020)
in an attribute itemis [normalized value] is serialized as either
a space character (U+0020), a tab character (W0009), a carriage
return character (W000D), a line feed character (W000A), a next
line character (W0085), a |line separator character (U+2028), a
carriage return character (U+000D) followed by a line feed
character (W000A), a carriage return character (UW+000D) foll owed
by a next |ine character (W0085), or just a carriage return
character (UW+000D) provided the next character in the
[normal i zed value] is not serialized as a line feed (U+000A) or
next |ine (U+0085) character

Aside: All these sequences will be nornalized to a space
character (W0020) during decoding, through a conbination of
line break normalization and attribute value normalization

Each tab (W0009), line feed (U+000A), or carriage return (U+000D)
character in an attribute item s [normalized val ue] nust be
serialized as a character reference to protect the character from
attri bute value nornmalization during decoding. In addition, if XM
version 1.1 is selected, then each next |line (W0085) or |ine
separator (W2028) character nust be serialized as a character

ref erence.
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Parsed entity references may be used (unless the environnment in which
the RXER encoding is used disallows entity references). |If entity
references to other than the predefined entities are used, then the
XML docunent containing the RXER encodi ng nust necessarily contain a
docunent type declaration, and the internal or external subset of the
document type definition nmust contain entity declarations for those
entities.

6.12.2. Canonical Serialization
This section discusses Infoset serialization for CRXER encodi ngs.
The serialization of an Infoset for a CRXER encoding is restricted so
t hat each distinct Infoset has only one possible serialization as an
XML docunent .

Asi de: These restrictions have been chosen so as to be consi stent
wi th Canonical XML [ CXM.], where possi bl e.

The document SHALL be encoded in UTF-8 without a | eading Byte O der
Mark [ UCS].

The XM_Decl of the document SHALL be <?xml version="1.1"7?>.
A docunent type declaration (doctypedecl) SHALL NOT be used.

Aside: This has the effect of excluding entity references, except
those for the predefined entities (e.g., &anp;).

A single line feed character (U+000A) MUST be inserted i nmediately
bef ore the docunent el enent.

No ot her white space characters are pernitted before or after the
docunent el enent.

There SHALL NOT be any Pls or comments before or after the document
el ement .

An elerment item MJST NOT be serialized as an enpty-el enent tag.

Aside: If an element itemhas no itenms in its [children], then it
is serialized as a start-tag foll owed by an end-tag.

There SHALL NOT be any white space characters i medi ately before the
closing "> of an elenment’s start-tag and end-tag. The white space
precedi ng each attribute SHALL be exactly one space character
(W+0020). There SHALL NOT be any white space characters i medi ately
before or after the equals sign (W003D) in an attribute.
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The delimter for attribute values SHALL be the doubl e quote
character (U+0022).

Nanespace declaration attributes MJST appear before any ot her
attributes of an elenent. A nanespace declaration for the default
nanespace, if present, MJIST appear as the first attribute. The
remai ni ng nanmespace declaration attri butes MJUST appear in

| exi cographi c order based on [l ocal nane].

Aside: In particular, this neans that xm ns:nl0 cones before
xm ns: n2.

The attributes that are not nanespace decl arati ons MJST be
| exi cographically ordered on [nanmespace nane] as the primary key and
[l ocal nane] as the secondary key.

CDATA sections SHALL NOT be used.

Each anpersand character ('& , W0026) in an attribute itenis
[normal i zed val ue] MJST be serialized as the entity reference &anp;.
Each open angl e bracket character ('<, W003C) in an attribute
item s [normalized value] MUST be serialized as the entity reference
& t;. Each double quote character (U+0022) in an attribute itenis
[normal i zed val ue] MJST be serialized as the entity reference &quot;.
Each character in the range U+0001 to WO001F or WO007F to WU+009F in
an attribute itenmis [normalized val ue] MJST be serialized as a
character reference. No other character in a [normalized value] is
permitted to be serialized as an entity reference or character

ref erence.

Each character itemw th the [character code] W0026 (the anpersand
character) MJUST be serialized as the entity reference &anp;. Each
character itemw th the [character code] W003C (the open angle
bracket character) MJST be serialized as the entity reference &t;.
Each character itemw th the [character code] WOO0O3E (the closing
angl e bracket character) MJST be serialized as the entity reference
&gt;. Each character itemwth a [character code] in the range
U+0001 to U+0008, W+000B to U+001F, or W+007F to WHO09F MUST be
serialized as a character reference. No other character itemis
permitted to be serialized as an entity reference or character

ref erence.

Character references, where they are pernitted, SHALL use uppercase
hexadecimal with no | eading zeroes. For exanple, the carriage return
character is represented as &#xD;

A space character (W0020) in an attribute itenmis [nornalized val ue]
MUST be serialized as a single W0020 character.
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A character itemwi th the [character code] WO000A MJST be serialized
as a single U+000A character

The white space separating the [target] and [content] in the
serialization of a processing instruction item SHALL be exactly one
space character (U+0020).

Asi de: A processing instruction or comment can only appear in a
CRXER encoding if it is enbedded in a Markup val ue.

6.12. 3. Uni code Normalization in XML Version 1.1

XM. Version 1.1 reconmends, but does not absolutely require, that
text be normalized according to Unicode Normalization FormC
[UNICODE]. ASN. 1 has no simlar requirenent on abstract val ues of
string types, and ASN. 1 canoni cal encoding rul es depend on the code
poi nts of characters being preserved.

To acconmodat e both requirenments, applications SHOULD nornalize
abstract values of ASN. 1 character string types according to Unicode
Normal i zati on Form C at the tinme the values are created, but MJST NOT
normal i ze a previously decoded abstract value of an ASN. 1 character
string type prior to re-encoding it. An application may, of course,
normal i ze a decoded abstract value for other purposes, such as
display to a user.

6.13. Syntax-Based Canonicalization

ASN. 1 encoding rul es are designed to preserve abstract val ues, but

not to preserve every detail of each transfer syntax that is used.

In the case of RXER, this neans that the Infoset representation of an
abstract value is not necessarily preserved when the abstract val ue

i s decoded and re-encoded (regardl ess of the encoding rul es used).
However, syntax-based canonicalization for XM. docunents (e.g.,
Canoni cal XML [CXM.]) depends on the Infoset of an XM. docunent bei ng
preserved. The Infoset representation of an XM. docunent contai ni ng
the RXER encodi ng of an ASN.1 abstract value potentially changes if
that value is decoded and re-encoded, disrupting the Canonical XM
representation. Extra normalization is required if RXERis to be
useful ly depl oyed in environments where syntax-based canonicalization
i s used.

Prior to applying syntax-based canonicalization to an XM. docunent,
any elenent itens in the Infoset representati on of the docunent that
correspond to the value of an ASN. 1 top-level NanedType or have
content and attributes that correspond to an ASN. 1 abstract val ue
MUST be replaced by the translation of the val ue according to CRXER
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7.

7.

7.

I f an application uses Canonical XM. but has no know edge of RXER
then it will not know to normalize RXER encodings. |If RXER is

depl oyed into an environment containing such applications, then the
I nfoset translation for CRXER SHOULD be used for all RXER encodi ngs.

Transfer Syntax ldentifiers
1. RXER Transfer Syntax

The followi ng OBJECT | DENTI FI ER has been assigned by xnmled.org to
identify the Robust XM. Encodi ng Rul es, under an arc assigned to
xm ed.org by the Internet Assigned Nunmbers Authority (1ANA):

{ iso(1l) identified-organization(3) dod(6)
internet(1l) private(4) enterprise(l)
xm ed(21472) asnx(1l) encoding(l) rxer(0) }

This OBJECT | DENTI FI ER woul d be used, for exanple, to describe the
transfer syntax for an RXER encoded data-val ue in an EVMBEDDED PDV
val ue.

2. CRXER Transfer Syntax

The foll owi ng OBJECT | DENTI FI ER has been assigned by xnmled.org to
identify the Canoni cal Robust XM. Encodi ng Rul es, under an arc
assigned to xm ed.org by the | ANA

{ iso(1l) identified-organization(3) dod(6)
internet(1l) private(4) enterprise(l)
xm ed(21472) asnx(1) encoding(l) crxer(1l) }

Thi s OBJECT | DENTI FI ER woul d be used, for exanple, to describe the
transfer syntax for a CRXER encoded data-val ue in an EVMBEDDED PDV
val ue.

Rel ati onship to XER

The Robust XM. Encodi ng Rules (RXER) and the XML Encodi ng Rul es (XER)
[ X.693] are separate, distinctly different and inconpatible ASN. 1
encoding rules for producing XM. markup from ASN. 1 abstract val ues.
RXER is therefore unrelated to the XM. val ue notation of X 680

[ X. 680] .

This section describes sonme of the major differences between RXER and
XER.
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There are essentially two varieties of XER BASICXER (with a
canoni cal form called CANONI CAL- XER) and EXTENDED- XER. The
significant difference between the two varieties is that XER encodi ng
instructions are used by EXTENDED- XER, but are ignored by BASI C XER
(and therefore by CANONI CAL- XER). There isn’t a canonical variant of
EXTENDED- XER. Characteristics that are common to BASI G XER and
EXTENDED- XER wi I | sinply be noted as being characteristics of XER

El enents and attri butes are the fundanmental discrete structures of an
XML docunment. Not surprisingly, schema | anguages for XML typically
have the means to describe, nanme, and reference global (i.e.
top-level) elenments and attributes. dobal type definitions are seen
nmore as a conveni ence for defining the contents of elenments and
attributes. Traditional ASN.1 has the neans to define global types
(and ot her global constructs that support the definition of types)
but nothing akin to a global elenment or attribute definition. The
fundanental difference between RXER and XER is in how this om ssion

i s addressed.

Wth XER, type definitions are al so regarded as bei ng el enent
definitions by default, or as attribute definitions in the presence
of an XER ATTRI BUTE encoding instruction. |n sone circunstances an
anonynous Type is required to define an el ement, which leads to

el enent nanes |i ke <BOOLEAN> and <SEQUENCE>. NanedType notation al so
defines local elements, and there are sone curious cases in
EXTENDED- XER wher e NanedType notation can define a global type. So
under XER, types can be defined by either Type or NanedType notati on,
and elenents and attributes can al so be defined by either Type or
NanedType notati on.

Wth RXER, types are only defined by Type notation and el enents and
attributes are only defined by NanedType notation. d obal el enent

and attribute definitions are made possible by top-1evel NamedType

notation in an RXER encodi ng control section.

RXER, with its clean separation of Type notation for types and
NanmedType notation for elenents and attributes, is a better basis
than XER for translating an ASN. 1 specification into an XM
representation (i.e., ASN. X [ASN. X]) or a conpati ble XM. Schena
where type, elenent, and attribute definitions are also distinctly
separate constructs.

There is usually a requirenent on applications specified in ASN.1 to
mai ntai n backward conpatibility with the encodi ngs generated by
previ ous versions. The encodings in question are typically BER
Even with the backward-conpatibility constraint there is stil

consi derable | eeway for specification witers to rewite the earlier
specification. For exanple, they could renanme types, factor out an
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in-line type definition as a defined type (or the reverse), or
replace a type definition with an equival ent paraneterized reference.
These changes produce no change to BER, DER, CER [ X. 690], Packed
Encodi ng Rules (PER) [X. 691], or Generic String Encoding Rul es (GSER)
[ GSER] encodings (so specification witers have felt free to nake
such changes to inprove their specification), but can change the
nanes of elenents in the XER encodi ng because XER uses types as

el enent definitions. The RXER encoding is inmmune to this problem

t hus RXER encodi ngs are nore stable than XER encodi ngs over
successi ve revisions of an ASN. 1 specification (which explains the
first "R in RXER). This has an obvious benefit for

i nteroperability.

RXER has speci al provisions for encoding val ues of the QNane and

Mar kup types. Nanme is used to hold qualified nanes and Markup can
be used to hold arbitrary untyped markup. XER doesn’t recogni ze any
special types like these, but it is possible to get the sane effects
as RXER s QNanme and Markup types by using XER encodi ng i nstructions.
Si nce CANONI CAL- XER i gnores encoding instructions, this nmeans that
under XER an application can either support qualified nanmes and

unt yped mar kup, or support canoni cal XM. encodi ngs, but not both. In
contrast, CRXER has canonicalization rules for qualified names and
for Markup. Furthernore, EXTENDED- XER does not address the issues of
normal i zati on of untyped data for other ASN. 1 canoni cal encoding
rules (e.g., for DER see Section 4.1.2) or nornalization of XM
encodi ngs for syntax-based canonicalization (e.g., for Canonical XM;
see Section 6.13).

Bot h EXTENDED- XER and RXER use encodi ng instructions to define
attributes, union types, and list types, anong other things. Since
CANONI CAL- XER i gnores encodi ng instructions, this means that under
XER an application nust choose between maki ng use of attributes,

uni on types, list types, etc., or supporting canonical XM encodi ngs.
In contrast, the canonicalization rules for CRXER enconpass all the
encodi ng instructions for RXER

9. Security Considerations

RXER does not necessarily enable the exact BER octet encoding of

val ues of the TeletexString, VideotexString, G aphicString, or

General String types to be reconstructed, so a transformati on from DER
to RXER and back to DER may not reproduce the original DER encodi ng.
This is a result of inadequate normalization of val ues of these
string types in DER A character in a TeletexString value (for
exanpl e) that corresponds to a specific | SO 10646 character can be
encoded for BER in a variety of ways that are indistinguishable in an
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10.

RXER re-encodi ng of the TeletexString value. DER does not nandate
one of these possible character encodings in preference to al
ot hers.

Because of the above, RXER MJUST NOT be used to re-encode, whether for
storage or transm ssion, ASN. 1 abstract val ues whose original DER or
CER encodi ng must be recoverabl e, and whose type definitions involve
the Tel etexString, VideotexString, GaphicString, or General String
type. Such recovery is needed for the verification of digital
sighatures. |In such cases, protocols ought to use DER or a DER-
reversi ble encoding. In other cases where ASN. 1 canoni cal encoding
rul es are used, values of the Markup type nust be normalized as
described in Section 4.1.2.

A transformation from CRXER to BER and back to CRXER does reproduce
the original CRXER encoding, therefore it is safe to use BER, DER, or
CER to re-encode ASN. 1 abstract val ues whose origi nal CRXER encodi ng
nmust be recoverabl e.

Digital signatures nmay al so be cal cul ated on the Canoni cal XM
representation of an XM. docunment. |f RXER encodi ngs appear in such
docunents, then applications nmust nornalize the encodings as
described in Section 6.13.

The null character (U+0000) cannot be represented in XM. and hence
cannot be transmitted in an RXER encoding. Null characters in
abstract values of ASN. 1 string types will be dropped if the val ues
are RXER encoded; therefore, RXER MJST NOT be used by applications
that attach significance to the null character

When interpreting security-sensitive fields, and in particular fields
used to grant or deny access, inplenentations MJUST ensure that any
conpari sons are done on the underlying abstract value, regardless of
the particul ar encodi ng used. Conparisons of Markup val ues MJST
operate as though the val ues have been normalized as specified in
Section 4.1.2.
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11. | ANA Consi der ati ons

The | ANA has registered a new XM. nanespace in accordance with RFC
3688 [ XMLRE( .

URI: urn:ietf:paranms:xm :ns:asnx

Regi strant

XML: None

Contact: Steven Legg <steven. | egg@b2bcom conp
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Appendi x A.  Additional Basic Definitions Mdule
Thi s appendi x is normative.

Addi ti onal Basi cDefi nitions
{ iso(1) identified-organization(3) dod(6)
internet(1l) private(4) enterprise(l)
xm ed(21472) asnx(1l) nodul e(0) basic(0) }

-- Copyright (C) The IETF Trust (2007). This version of
-- this ASN. 1 nodule is part of RFC 4910; see the RFC itself
-- for full legal notices.

-- Regarding this ASN. 1 nodule or any portion of it, the authors

-- make no guarantees and are not responsible for any damage

-- resulting fromits use. The authors grant irrevocabl e permn ssion
-- to anyone to use, nodify, and distribute it in any way that does
-- not dimnish the rights of anyone else to use, nodify, and

-- distribute it, provided that redistributed derivative works do

-- not contain msleading author or version information.

-- Derivative works need not be licensed under sinmilar ternmns.

DEFI NI TI ONS
RXER | NSTRUCTI ONS
AUTOVATI C TAGS

EXTENSI Bl LI TY | MPLI ED ::= BEGE N
Mar kup ::= CHO CE {
t ext SEQUENCE {
pr ol og UTF8String (Sl ZE(1.. MAX)) OPTI ONAL,
prefix NCName OPTI ONAL,
attributes UTF8String (SIZE(1..MAX)) OPTI ONAL,
cont ent UTF8String (Sl ZE(1.. MAX)) OPTI ONAL
}
}
AnyURI = UTF8Stri ng ( CONSTRAI NED BY
{ -- conforns to the format of a URI -- })
NCName ::= UTF8String (CONSTRAI NED BY
{ -- conforns to the NCName production of
-- Nanespaces in XM. 1.0 -- })
Nane ::= UTF8String (CONSTRAI NED BY

{ -- confornms to the Name production of XM. -- })
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QNane :: = SEQUENCE ({
namespace- name AnyURl OPTI ONAL,
| ocal - nane NCNane

}

ENCCDI NG- CONTROL RXER
TARCET- NAMESPACE "urn:ietf: parans: xm : ns: asnx"” PREFI X "asnx"
COVPONENT cont ext [ATTRI BUTE] [LIST] SEQUENCE OF prefix NCNane

END
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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