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Abstract

Thi s docunment provides a review of previous | AB statenents on

I nternet transparency, as well a discussion of new transparency

i ssues. Far from having | essened in rel evance, technical
inplications of intentionally or inadvertently inpeding network
transparency play a critical role in the Internet’s ability to
support innovation and gl obal comuni cati on. This docunment provides
some specific illustrations of those potential inpacts.
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1.

| nt roducti on

In the past, the | AB has published a nunber of docunents relating to
I nternet transparency and the end-to-end principle, and other |ETF
docunents have al so touched on these issues as well. These docunents
articulate the general principles on which the Internet architecture
is based, as well as the core values that the Internet conmunity
seeks to protect going forward. This docunent reaffirns those
principles, describes the concept of "oblivious transport” as

devel oped i n the DARPA NewArch project [NewArch], and addresses a
nunber of new transparency issues.

A network that does not filter or transformthe data that it carries
may be said to be "transparent” or "oblivious" to the content of
packets. Networks that provide oblivious transport enable the

depl oynment of new services wthout requiring changes to the core. It
is this flexibility that is perhaps both the Internet’s nost
essential characteristic as well as one of the nost inportant
contributors to its success.

"Architectural Principles of the Internet"” [RFC1958], Section 2
descri bes the core tenets of the Internet architecture:

However, in very general terns, the community believes that the
goal is connectivity, the tool is the Internet Protocol, and the
intelligence is end to end rather than hidden in the network.

The current exponential growth of the network seenms to show that
connectivity is its owm reward, and is nore val uable than any

i ndi vi dual application such as mail or the World-Wde Web. This
connectivity requires technical cooperation between service
providers, and flourishes in the increasingly |iberal and
conmpetitive conmercial teleconmunications environment.

"The Rise of the Mddle and the Future of End-to-End: Reflections on
the Evolution of the Internet Architecture" [RFC3724], Section 4.1.1
descri bes sonme of the desirable consequences of this approach

One desirabl e consequence of the end-to-end principle is
protection of innovation. Requiring nodification in the network
in order to deploy new services is still typically nore difficult
than nodi fyi ng end nodes. The counterargunent - that many end
nodes are now essentially cl osed boxes which are not updatabl e and
that nost users don't want to update them anyway - does not apply

to all nodes and all users. Many end nodes are still user
configurable and a sizabl e percentage of users are "early
adopters,” who are willing to put up with a certain anmount of

technol ogical grief in order to try out a new idea. And, even for
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the cl osed boxes and uni nvol ved users, downl oadabl e code t hat

abi des by the end-to-end principle can provide fast service

i nnovation. Requiring sonmeone with a new idea for a service to
convi nce a bunch of |SPs or corporate network adm nistrators to
nodi fy their networks is nmuch nore difficult than sinply putting
up a Wb page with sone downl oadabl e software inplenenting the
servi ce.

Yet, even while the Internet has greatly expanded both in size and in
application diversity, the degree of transparency has di m ni shed.
"Internet Transparency" [RFC2775] notes sonme of the causes for the

| oss of Internet transparency and anal yzes their inpact. This

i ncl udes di scussion of Network Address Translators (NATs), firewalls,
application | evel gateways (ALGs), relays, proxies, caches, split
Donai n Nanme Service (DNS), |oad bal ancers, etc. [RFC2775] also

anal yzes potential future directions that could |lead to the
restoration of transparency. Section 6 sunmarizes the concl usions:

Al t hough the pure I Pv6 scenario is the cleanest and sinplest, it
is not straightforward to reach it. The various scenarios w thout
use of IPv6 are all messy and ultinately seemto | ead to dead ends
of one kind or another. Partial deploynment of |IPv6, which is a
required step on the road to full deploynent, is also nmessy but
avoi ds the dead ends.

While full restoration of Internet transparency through the

depl oynment of IPv6 remains a goal, the Internet’s growing role in
society, the increasing diversity of applications, and the conti nued
gromh in security threats has altered the bal ance between
transparency and security, and the disparate goals of interested
parties nmake these tradeoffs inherently conpl ex.

Wil e transparency provides great flexibility, it also nmakes it
easier to deliver unwanted as well as wanted traffic. Unwanted
traffic is increasingly cited as a justification for limting
transparency. |If taken to its |logical conclusion, this argunent wll
|l ead to the devel opnent of ever nore conplex transparency barriers to
counter increasingly sophisticated security threats. Transparency,
once lost, is hard to regain, so that such an approach, if
unsuccessful, would lead to an Internet that is both insecure and
lacking in transparency. The alternative is to develop increasingly
sophi sti cated host-based security nechani sns; while such an approach
may also fail to keep up with increasingly sophisticated security
threats, it is less likely to sacrifice transparency in the process.

Since many of the fundanental forces that have led to a reduction in

the transparency of the IPv4 Internet also nmay play a role in the
| Pv6 Internet, the transparency of the IPv6 Internet is not pre-
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2.

2.

ordai ned, but rather represents an ideal whose mai ntenance wl|l
require significant ongoing effort.

As noted in [NewArch], the technical cooperation that once
characterized the devel opnent of the Internet has increasingly given
way to a tussle between the interests of subscribers, vendors,
providers, and society at large. olivious transport may be desired
by devel opers seeking to depl oy new services; providers may desire to
bl ock unwanted traffic in the core before it inpacts subscribers;
vendors and providers may wi sh to enable delivery of "value added"
services in the network that enable themto differentiate their

of ferings; subscribers may be synpathetic to either point of view,
depending on their interests; society at large may w sh to bl ock

"of fensive" material and monitor traffic that shows nalicious intent.

While there is no architectural "fix" that can restore oblivious
transport while satisfying the interests of all parties, it is
possible for providers to provide subscribers with information about
the nature of the services being provided. Subscribers need to be
awar e of whether they are receiving oblivious transport, and if not,
how t he service affects their traffic.

Since the publication of the previously cited | AB statenents, new

t echnol ogi es have been devel oped, and views on existing technol ogy
have changed. |In sonme cases, these new technol ogi es inpact oblivious
transport, and subscribers need to be aware of the inplications for
their service.

Addi ti onal Transparency Issues
1. Application Restriction

Since one of the virtues of the Internet architecture is the ease

wi th which new applications can be depl oyed, practices that restrict
the ability to depl oy new applications have the potential to reduce
i nnovati on.

One such practice is filtering designed to block or restrict
application usage, inplenented wthout customer consent. This

i ncludes Internet, Transport, and Application layer filtering
designed to block or restrict traffic associated with one or nore
appl i cati ons.

While provider filtering may be useful to address security issues
such as attacks on provider infrastructure or denial of service
attacks, greater flexibility is provided by allowing filtering to be
determ ned by the custonmer. Typically, this would be inplenmented at
t he edges, such as within provider access routers (e.g., outsourced
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firewal |l services), customer prem se equi pment (e.g., access
firewalls), or on hosts (e.g., host firewalls). Deploynent of
filtering at the edges provides custonmers with the flexibility to
choose which applications they wish to block or restrict, whereas
filtering in the core nmay not pernit hosts to conmuni cate, even when
the comuni cati on would conformto the appropriate use policies of
the administrative domains to which those hosts bel ong.

In practice, filtering intended to block or restrict application
usage is difficult to successfully inplenent w thout customer
consent, since over tine developers will tend to re-engineer filtered
protocols so as to avoid the filters. Thus over tinme, filtering is
likely to result in interoperability issues or unnecessary
conplexity. These costs cone without the benefit of effective
filtering since many application protocols began to use HITP as a
transport protocol after application devel opers observed that
firewalls allow HTTP traffic while droppi ng packets for unknown

pr ot ocol s.

In addition to architectural concerns, filtering to block or restrict
application usage al so raises issues of disclosure and end-user
consent. As pointed out in "Term nology for Describing Internet
Connectivity" [RFC4084], services advertised as providing "Internet
connectivity" differ considerably in their capabilities, leading to
confusion. The docunent defines terminology relating to |Internet

connectivity, including "Wb connectivity", "dient connectivity
only, without a public address”, "Client only, public address"
"Firewal l ed I nternet Connectivity", and "Full Internet Connectivity".
Wth respect to "Full Internet Connectivity" [RFC4084], Section 2

not es:

Filtering Web proxies, interception proxies, NAT, and other
provi der-inposed restrictions on i nbound or outbound ports and
traffic are inconpatible with this type of service. Servers ..

are typically considered normal. The only conpatible restrictions
are bandwidth |imtations and prohibitions agai nst network abuse
or illegal activities.

[ RFC4084], Section 4 describes disclosure obligations that apply to
all fornms of service limtation, whether applied on outbound or
i nbound traffic:

More generally, the provider should identify any actions of the
service to block, restrict, or alter the destination of, the

out bound use (i.e., the use of services not supplied by the
provider or on the provider’s network) of applications services.
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In essence, [RFC4084] calls for providers to declare the ways in
whi ch the service provided departs from oblivious transport. Since
the lack of oblivious transport within transit networks will also
af fect transparency, this also applies to providers over whose
network the subscriber’s traffic may travel

2.2. Qality of Service (QS)

Whi |l e [ RFC4084] notes that bandwidth limtations are conpatible with
"Full Internet Connectivity", in sone cases QoS restrictions nay go
beyond si npl e average or peak bandwidth linitations. Wen used to
restrict the ability to deploy new applications, QS nmechanisns are
i nconpatible with "Full Internet Connectivity" as defined in

[ RFC4084] . The disclosure and consent obligations referred to in

[ RFC4084], Section 4 also apply to QS mechani sns.

Depl oynent of QoS technol ogy has potential inplications for Internet
transparency, since the QoS experienced by a flow can make the
Internet nore or less oblivious to that flow. \ile QoS support is
highly desirable in order for real-tine services to coexist with

el astic services, it is not without inpact on packet delivery.

Specifically, QoS classes such as "default" [RFC2474] or "l ower
effort” [RFC3662] may experience higher random!|oss rates than others
such as "assured forwardi ng" [RFC2597]. Conversely, bandw dth-
limted QoS classes such as "expedited forwardi ng" [ RFC3246] may
experience systenmatic packet loss if they exceed their assigned
bandw dth. O her QoS nechani sms such as | oad bal anci ng may have
side-effects such as re-ordering of packets, which may have a serious
i npact on perceived performance.

QoS inpl enmentations that reduce the ability to depl oy new
applications on the Internet are sinilar in effect to other
transparency barriers. Since arbitrary or severe bandw dth
limtations can make an application unusable, the introduction of
application-specific bandwidth [initations is equivalent to
application blocking or restriction froma user’s standpoint.

Usi ng QoS nechanisns to discrininate against traffic not matching a
set of services or addresses has a sinmlar effect to deploynment of a
highly restrictive firewall. Requiring an authenticated RSVP
reservation [ RFC2747][ RFC3182] for a flow to avoid severe packet |oss
has a sinilar effect to deploynment of authenticated firewall

traversal
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As with filtering, there may be valid uses for custoner-inposed QS
restrictions. For exanple, a custonmer may wish to linit the
bandwi dt h consunmed by peer-to-peer file sharing services, so as to
limt the inpact on mission-critical applications.

2.3. Application Layer Gateways (ALGs)

The | AB has devoted considerable attention to Network Address
Transl ation (NAT), so that there is little need to repeat that

di scussion here. However, with the passage of tinme, it has becone
apparent that there are problenms inherent in the deploynment of
Application Layer Gateways (ALGs) (frequently enbedded within
firewal | s and devices inplenmenting NAT).

[ RFC2775], Section 3.5 states:

If the full range of Internet applications is to be used, NATs
have to be coupled with application |evel gateways (ALGs) or
proxies. Furthernore, the ALG or proxy nust be updated whenever a
new addr ess-dependent application cones along. |In practice, NAT
functionality is built into nmany firewall products, and all useful
NATs have associated ALGs, so it is difficult to disentangle their
vari ous inpacts.

Wth the passage of tine and devel opnent of NAT traversa
technol ogi es such as | KE NAT-T [ RFC3947], Teredo [ RFC4380], and STUN
[ RFC3489], it has beconme apparent that ALGs represent an additi onal
barrier to transparency. In addition to posing barriers to the

depl oynment of new applications not yet supported by ALGs, ALGs nay
create difficulties in the deploynent of existing applications as
wel | as updated versions. For exanple, in the devel opnent of |KE
NAT-T, additional difficulties were presented by "IPsec Hel per" ALGs
enbedded w t hi n NATs.

It should be stressed that these difficulties are inherent in the
architecture of ALGs, rather than nerely an artifact of poor

i npl enentations. No matter how well an ALG is inplenented, barriers
to transparency will energe over tinme, so that the notion of a
"transparent ALG' is a contradiction in terns.

In particular, DNS ALGs present a host of issues, including

i nconpatibilities with DNSSEC that prevent deploynment of a secure
nam ng infrastructure even if all the endpoints are upgraded. For
details, see "Reasons to Move the Network Address Translator -
Protocol Translator (NAT-PT) to Historic Status" [RFC4966], Section
3.
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2.4. 1Pv6 Address Restrictions
[ RFC2775], Section 5.1 states:

Note that it is a basic assunption of IPv6 that no artificia

constraints will be placed on the supply of addresses, given that
there are so nany of them Current practices by which sone | SPs
strongly limt the nunber of |IPv4 addresses per client will have

no reason to exist for |Pv6.

Constraints on the supply of I Pv6 addresses provide an incentive for
the depl oynment of NAT with IPv6. The introduction of NAT for |Pv6
woul d represent a barrier to transparency, and therefore is to be
avoided if at all possible.

2.4.1. Alocation of |Pv6 Addresses by Providers

In order to encourage deploynents of IPv6 to provide oblivious
transport, it is inportant that |Pv6 networks of all sizes be
supplied with a prefix sufficient to enable allocation of addresses
and sub-networks for all the hosts and links within their network.
Initial address allocation policy suggested allocating a /48 prefix

to "small" sites, which should handl e typical requirenents. Any
changes to allocation policy should take into account the
transparency reduction that will result fromfurther restriction

For exampl e, provider provisioning of a single /64 w thout support
for prefix delegation or (worse still) a |onger prefix (prohibited by
[ RFC4291], Section 2.5.4 for non-000/3 unicast prefixes) would
represent a restriction on the availability of |IPv6 addresses that
could represent a barrier to transparency.

2.4.2. |KEv2

| ssues with | Pv6 address assignnment nmechanisnms in | KEv2 [ RFC4306] are
described in [ RFC4718]:

| KEv2 al so defines configuration payloads for | Pv6. However, they
are based on the correspondi ng | Pv4 payl oads, and do not fully
follow the "normal | Pv6 way of doing things"... In particular,

| Pv6 statel ess autoconfiguration or router advertisenment nessages
are not used; neither is neighbor discovery.

| KEv2 provides for the assignment of a single |Pv6 address, using the
| NTERNAL_I P6_ADDRESS attribute. |If this is the only attribute
supported for |1 Pv6 address assignnent, then only a single |IPv6
address will be available. The I NTERNAL_| P6_SUBNET attri bute enabl es
the host to determ ne the sub-networks accessible directly through
the secure tunnel created; it could potentially be used to assign one
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or nore prefixes to the IKEv2 initiator that could be used for
address creation.

However, this does not enable the host to obtain prefixes that can be
del egated. The INTERNAL_|IP6 _DHCP attri bute provides the address of a
DHCPv6 server, potentially enabling use of DHCPv6 prefix del egation

[ RFC3633] to obtain additional prefixes. However, in order for

i npl ementers to utilize these options in an interoperabl e way,
clarifications to the I KEv2 specification appear to be needed.

2.5. DNS Issues
2.5.1. Unique Root

In "I AB Techni cal Conment on the Uni que DNS Root" [RFC2826], the
technical argunments for a unique root were presented.

One of the prenises in [RFC2826] is that a commpn nanespace and
comon semantics applied to these nanmes is needed for effective
conmuni cati on between two parties. The docunment argues that this
principle can only be net when one unique root is being used and when
the dormai ns are mmi ntai ned by single owners or naintainers.

Because [ RFC4084] targets only IP service terns and does not talk
about nanmespace issues, it does not refer to [RFC2826]. W stress
that the use of a unique root for the DNS nanespace is essential for
proper |P service.

2.5.2. Nanespace Mangling

Since the publication of [ RFC2826], there have been reports of
providers inplementing recursive nameservers and/ or DNS forwarders
that replace answers that indicate that a name does not exist in the
DNS hierarchy with a nane and an address record that hosts a Wb
service that is supposed to be useful for end-users.

The effect of this nodification is sinilar to placenment of a wldcard
in top-level dommins. Although wildcard labels in top-Ievel donmains
|l ead to problens that are described el sewhere (such as "The Rol e of
Wl dcards in the Domain Nane System!' [RFC4592]), they do not strictly
violate the DNS protocol. This is not the case where nodification of
answers takes place in the niddle of the path between authoritative
servers and the stub resolvers that provide the answers to
appl i cati ons.
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[ RFC2826] section 1.3 states:

Both the design and inplenmentations of the DNS protocol are
heavily based on the assunption that there is a single owner or

mai ntai ner for every domain, and that any set of resources records
associated with a domain is nodified in a single-copy serializable
fashi on.

In particular, the DNSSEC protocol described in "Protocol

Modi fications for the DNS Security Extensions" [RFC4035] has been
designed to verify that DNS i nformati on has not been nodified between
the nmonment they have been published on an authoritative server and
the nmonment the validation takes place. Since that verification can
take place at the application |level, any nodification by a recursive
forwarder or other internediary will cause validation failures,

di sabling the inproved security that DNSSEC i s i ntended to provide.

2.6. Load Bal anci ng and Redirection

In order to provide information that is adapted to the |ocale from
which a request is nade or to provide a speedier service, techniques
have been depl oyed that result in packets being redirected or taking
a different path depending on where the request originates. For
exanpl e, requests nay be distributed anong servers using "reverse
NAT" (which nodifies the destination rather than the source address);
responses to DNS requests may be altered; HITP "gets" may be re-
directed; or specific packets may be diverted onto overlay networks.

Provi ded that these services are well-inplenmented, they can provide
val ue; however, transparency reduction or service disruption can al so
result:

[1] The use of "reverse NAT" to bal ance | oad anpbng servers supporting
| Pv6 woul d adversely affect the transparency of the |Pv6
I nt ernet.

[2] DNS re-direction is typically based on the source address of the
query, which may not provide information on the | ocation of the
host originating the query. As a result, a host configured with
the address of a distant DNS server could find itself pointed to
a server near the DNS server, rather than a server near the host.
HTTP re-direction does not encounter this issue.

[3] If the packet filters that divert packets onto overlay networks
are misconfigured, this can |lead to packets being nisdirected
onto the overlay and delayed or lost if the far end cannot return
themto the global Internet.
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[4] The use of anycast needs to be carefully thought out so that
service can be maintained in the face of routing changes.

3. Security Considerations

Several transparency issues discussed in this docunent (NATs,
transparent proxies, DNS nanmespace nmangling) weaken existing end-to-
end security guarantees and interfere with the depl oynent of
protocols that woul d strengthen end-to-end security.

[ RFC2775], Section 7 states:

The | oss of transparency at the Intranet/Internet boundary may be
consi dered a security feature, since it provides a well defined
point at which to apply restrictions. This formof security is
subject to the "crunchy outside, soft inside" risk, whereby any
successful penetration of the boundary exposes the entire Intranet
to trivial attack. The lack of end-to-end security applied within
the Intranet also ignores insider threats.

Today, nalware has evolved to increasingly take advantage of the
application-layer as a rich and financially attractive source of
security vulnerabilities, as well as a nechanismfor penetration of
the Intranet/Internet boundary. This has |essened the security val ue
of existing transparency barriers and made it increasingly difficult
to prevent the propagation of nmalware wi thout inposing restrictions
on application behavior. However, as with other approaches to
application restriction (see Section 2.1), these linmitations are nobst
flexibly inposed at the edge.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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