Net wor k Wor ki ng Group T. Narten

Request for Comments: 4941 | BM Cor por ati on
bsol etes: 3041 R Draves
Cat egory: Standards Track M crosoft Research

S. Krishnan
Eri csson Research
Sept ember 2007

Privacy Extensions for Statel ess Address Autoconfiguration in |Pv6
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Nodes use | Pv6 statel ess address autoconfiguration to generate
addresses using a conbination of |ocally available information and

i nformati on adverti sed by routers. Addresses are formed by conbi ni ng
network prefixes with an interface identifier. On an interface that
contains an enbedded | EEE Identifier, the interface identifier is
typically derived fromit. On other interface types, the interface
identifier is generated through other means, for exanple, via random
nunber generation. This docunent describes an extension to |Pv6
stat el ess address autoconfiguration for interfaces whose interface
identifier is derived froman |EEE identifier. Use of the extension
causes nodes to generate gl obal scope addresses frominterface
identifiers that change over tine, even in cases where the interface
contains an enbedded | EEE identifier. Changing the interface
identifier (and the gl obal scope addresses generated fromit) over
time makes it nore difficult for eavesdroppers and other information
collectors to identify when different addresses used in different
transactions actually correspond to the sanme node.
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1

| nt roducti on

St at el ess address autoconfigurati on [ ADDRCONF] defines how an | Pv6
node generates addresses without the need for a Dynam ¢ Host
Configuration Protocol for IPv6 (DHCPv6) server. Sonme types of
network interfaces cone with an enbedded | EEE Identifier (i.e., a

i nk-1ayer MAC address), and in those cases, statel ess address

aut oconfiguration uses the IEEE identifier to generate a 64-bit
interface identifier [ADDRARCH]. By design, the interface identifier
is likely to be globally unique when generated in this fashion. The
interface identifier is in turn appended to a prefix to forma
128-bit I Pv6 address. Note that an IPv6 identifier does not
necessarily have to be 64 bits in length, but the al gorithmspecified
in this docunent is targeted towards 64-bit interface identifiers.

Al'l nodes conbine interface identifiers (whether derived froman | EEE
identifier or generated through sone other technique) with the
reserved link-local prefix to generate link-local addresses for their
attached interfaces. Additional addresses can then be created by
conbi ni ng prefixes advertised in Router Advertisenents via Nei ghbor

Di scovery [ DI SCOVERY] with the interface identifier.

Not all nodes and interfaces contain | EEE identifiers. In such
cases, an interface identifier is generated through sone other neans
(e.g., at random), and the resultant interface identifier may not be
gl obal Iy uni que and may al so change over time. The focus of this
docunent is on addresses derived from|EEE identifiers because
tracki ng of individual devices, the concern being addressed here, is
possible only in those cases where the interface identifier is

gl obal Iy uni que and non-changing. The rest of this docunent assunes
that | EEE identifiers are being used, but the techni ques descri bed
may al so apply to interfaces with other types of globally unique
and/or persistent identifiers.

Thi s docunent di scusses concerns associated with the enbeddi ng of
non-changing interface identifiers within | Pv6 addresses and

descri bes extensions to statel ess address autoconfiguration that can
help mtigate those concerns for individual users and in environnments
where such concerns are significant. Section 2 provides background
i nformation on the issue. Section 3 describes a procedure for
generating alternate interface identifiers and gl obal scope
addresses. Section 4 discusses inplications of changing interface
identifiers. The term"global scope addresses" is used in this
docunent to collectively refer to "d obal unicast addresses" as
defined in [ ADDRARCH] and "Uni que | ocal addresses" as defined in

[ ULA] .

Narten, et al. St andar ds Track [ Page 3]



RFC 4941 Privacy Extensions to Autoconf Sept ember 2007

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1. 2. Pr obl em St at ement

Addr esses generated using statel ess address autoconfiguration

[ ADDRCONF] contain an enbedded interface identifier, which remains
constant over tine. Anytinme a fixed identifier is used in nmultiple
contexts, it becomes possible to correlate seeningly unrel ated
activity using this identifier.

The correl ati on can be performed by

0 An attacker who is in the path between the node in question and
the peer(s) to which it is comunicating, and who can view the
| Pv6 addresses present in the datagrans.

0 An attacker who can access the comuni cation | ogs of the peers
wi th which the node has conmuni cat ed.

Since the identifier is enbedded within the | Pv6 address, which is a
fundanmental requirement of comunication, it cannot be easily hidden.
Thi s docunent proposes a solution to this issue by generating
interface identifiers that vary over time.

Note that an attacker, who is on path, may be able to perform
significant correlati on based on

0 The payl oad contents of the packets on the wire
0 The characteristics of the packets such as packet size and timng

Use of tenporary addresses will not prevent such payl oad- based
correl ati on.
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2. Background

This section discusses the problemin nore detail, provides context
for evaluating the significance of the concerns in specific
envi ronnments and nmakes conparisons with existing practices.

2.1. Extended Use of the Sane ldentifier

The use of a non-changing interface identifier to formaddresses is a
specific instance of the nore general case where a constant
identifier is reused over an extended period of tine and in rmultiple
i ndependent activities. Any tine the sane identifier is used in
multiple contexts, it beconmes possible for that identifier to be used
to correlate seenmingly unrelated activity. For exanple, a network
sniffer placed strategically on a Iink across which all traffic to/
froma particular host crosses could keep track of which destinations
a node communi cated with and at what tines. Such information can in
some cases be used to infer things, such as what hours an enpl oyee
was active, when sonmeone is at honme, etc. Although it m ght appear

t hat changi ng an address regularly in such environnents woul d be
desirable to |l essen privacy concerns, it should be noted that the
network prefix portion of an address al so serves as a constant
identifier. Al nodes at, say, a honme, would have the sane network
prefix, which identifies the topol ogical |ocation of those nodes.
This has inplications for privacy, though not at the same granularity
as the concern that this docunent addresses. Specifically, all nodes
within a honme could be grouped together for the purposes of

collecting information. |If the network contains a very small nunber
of nodes, say, just one, changing just the interface identifier wll
not enhance privacy at all, since the prefix serves as a constant
identifier.

One of the requirenents for correlating seenmngly unrel ated
activities is the use (and reuse) of an identifier that is

recogni zable over tine within different contexts. |P addresses
provi de one obvi ous exanple, but there are nore. Mny nodes al so
have DNS nanes associated with their addresses, in which case the DNS
nane serves as a simlar identifier. Al though the DNS nane
associated with an address is nore work to obtain (it may require a
DNS query), the information is often readily available. In such
cases, changing the address on a nachine over tine would do little to
address the concerns raised in this docunment, unless the DNS name is
changed as well (see Section 4).

Web browsers and servers typically exchange "cookies" with each other
[ COOKIES]. Cookies allow Wb servers to correlate a current activity
with a previous activity. One comopn usage is to send back targeted
advertising to a user by using the cookie supplied by the browser to
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identify what earlier queries had been made (e.g., for what type of
information). Based on the earlier queries, advertisenents can be
targeted to match the (assunmed) interests of the end user.

The use of a constant identifier within an address is of special
concern because addresses are a fundanental requirenent of

conmuni cati on and cannot easily be hidden from eavesdroppers and
other parties. Even when higher |ayers encrypt their payl oads,
addresses in packet headers appear in the clear. Consequently, if a
nmobi l e host (e.g., laptop) accessed the network from severa
different | ocations, an eavesdropper night be able to track the
novenent of that nobile host fromplace to place, even if the upper

| ayer payl oads were encrypted.

2.2. Address Usage in |IPv4 Today

Addresses used in today' s Internet are often non-changing in practice
for extended periods of time. |In an increasing nunber of sites,
addresses are assigned statically and typically change infrequently.
Over the last few years, sites have begun noving away from static

al l ocation to dynam c allocation via DHCP [DHCP]. In theory, the
address a client gets via DHCP can change over tinme, but in practice
servers often return the sane address to the sanme client (unless
addresses are in such short supply that they are reused i medi ately
by a different node when they becone free). Thus, even within sites
using DHCP, clients frequently end up using the sane address for
weeks to nonths at a tine.

For hone users accessing the Internet over dial-up lines, the
situation is generally different. Such users do not have permanent
connections and are often assigned tenporary addresses each tine they
connect to their ISP. Consequently, the addresses they use change
frequently over tinme and are shared anong a nunber of different

users. Thus, an address does not reliably identify a particul ar
device over tine spans of nmore than a few ninutes.

A nmore interesting case concerns al ways-on connections (e.g., cable
nodens, | SDN, DSL, etc.) that result in a hone site using the sane
address for extended periods of time. This is a scenario that is
just starting to becone common in |IPv4 and pronises to becone nore of
a concern as always-on Internet connectivity beconmes w dely
avai |l abl e.

Finally, it should be noted that nodes that need a (non-changi ng) DNS
nane generally have static addresses assigned to themto sinplify the
configuration of DNS servers. Although Dynanic DNS [ DDNS] can be
used to update the DNS dynanmically, it may not al ways be avail abl e
dependi ng on the adm nistrative policy. |In addition, changing an
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address but keeping the sane DNS nane does not really address the
under | ying concern, since the DNS nanme becones a non-changi ng
identifier. Servers generally require a DNS nanme (so clients can
connect to then), and clients often do as well (e.g., sone servers
refuse to speak to a client whose address cannot be mapped into a DNS
nane that also maps back into the sane address). Section 4 describes
one approach to this issue.

2.3. The Concern with | Pv6 Addresses

The division of I1Pv6 addresses into distinct topology and interface
identifier portions raises an issue newto IPv6 in that a fixed
portion of an IPv6 address (i.e., the interface identifier) can
contain an identifier that remains constant even when the topol ogy
portion of an address changes (e.g., as the result of connecting to a

different part of the Internet). |In IPv4, when an address changes,
the entire address (including the local part of the address) usually
changes. It is this new issue that this docunent addresses.

| f addresses are generated froman interface identifier, a hone
user’s address could contain an interface identifier that remains the
same fromone dial-up session to the next, even if the rest of the
address changes. The way PPP is used today, however, PPP servers
typically unilaterally informthe client what address they are to use
(i.e., the client doesn't generate one on its own). This practice,

if continued in IPv6, would avoid the concerns that are the focus of
this docunent.

A nmore troubling case concerns nobile devices (e.g., |aptops, PDAs,
etc.) that nove topologically within the Internet. Wenever they
nove, they form new addresses for their current topol ogical point of
attachment. This is typified today by the "road warrior" who has
Internet connectivity both at hone and at the office. Wile the
node’ s address changes as it noves, the interface identifier
contained within the address remains the same (when derived from an

| EEE I dentifier). |In such cases, the interface identifier can be
used to track the novenent and usage of a particular nmachine. For
exanpl e, a server that |ogs usage information together with source
addresses, is also recording the interface identifier since it is
enbedded within an address. Consequently, any data-m ning technique
that correlates activity based on addresses could easily be extended
to do the sane using the interface identifier. This is of particular
concern with the expected proliferation of next-generation network-
connected devices (e.g., PDAs, cell phones, etc.) in which |arge
nunbers of devices are, in practice, associated with individual users
(i.e., not shared). Thus, the interface identifier enbedded within
an address could be used to track activities of an individual, even
as they nove topologically within the Internet.
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In sunmary, | Pv6 addresses on a given interface generated via

St atel ess Autoconfiguration contain the sane interface identifier,
regardl ess of where within the Internet the device connects. This
facilitates the tracking of individual devices (and thus,
potentially, users). The purpose of this docunent is to define
mechani sns that elinnate this issue in those situations where it is
a concern.

2. 4. Possibl e Approaches

One way to avoid having a static non-changi ng address is to use
DHCPv6 [ DHCPV6] for obtai ning addresses. Section 12 of [ DHCPV6]

di scusses the use of DHCPv6 for the assignnent and nanagenent of
"tenporary addresses", which are never renewed and provi de the sane
property of tenporary addresses described in this docurment with
regards to the privacy concern.

Anot her approach, conpatible with the statel ess address

aut oconfi guration architecture, would be to change the interface
identifier portion of an address over tine and generate new addresses
fromthe interface identifier for some address scopes. Changing the
interface identifier can make it nore difficult to |look at the IP
addresses in independent transactions and identify which ones
actually correspond to the sane node, both in the case where the
routing prefix portion of an address changes and when it does not.

Many machines function as both clients and servers. |In such cases,
t he machi ne woul d need a DNS nane for its use as a server. Wether
t he address stays fixed or changes has little privacy inplication
since the DNS nanme renmi ns constant and serves as a constant

identifier. When acting as a client (e.g., initiating
conmuni cati on), however, such a machine may want to vary the
addresses it uses. In such environnments, one may need nultiple

addresses: a "public" (i.e., non-secret) server address, registered
in the DNS, that is used to accept incom ng connection requests from
ot her machines, and a "tenporary" address used to shield the identity
of the client when it initiates conmunication. These two cases are
roughly anal ogous to tel ephone nunbers and caller I D, where a user
may |ist their tel ephone nunber in the public phone book, but disable
the display of its nunber via caller ID when initiating calls.

To nmake it difficult to nake educated guesses as to whether two
different interface identifiers belong to the sane node, the
algorithmfor generating alternate identifiers nust include input
that has an unpredictabl e conmponent fromthe perspective of the
outside entities that are collecting information. Picking
identifiers froma pseudo-random sequence suffices, so long as the
speci fi ¢ sequence cannot be deternined by an outsider examni ning
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information that is readily available or easily determ nable (e.g.

by exani ni ng packet contents). This docunment proposes the generation
of a pseudo-random sequence of interface identifiers via an MD5 hash
Periodically, the next interface identifier in the sequence is
generated, a new set of tenporary addresses is created, and the

previ ous tenporary addresses are deprecated to discourage their
further use. The precise pseudo-random sequence depends on both a
random conponent and the globally unique interface identifier (when
avail able), to increase the likelihood that different nodes generate
di fferent sequences.

3. Protocol Description
The goal of this section is to define procedures that:

1. Do not result in any changes to the basic behavi or of addresses
generated via statel ess address autoconfigurati on [ ADDRCONF] .

2. Create additional addresses based on a randominterface
identifier for the purpose of initiating outgoing sessions.
These "random' or tenporary addresses would be used for a short
period of tine (hours to days) and woul d then be deprecat ed.
Deprecat ed address can continue to be used for already
establ i shed connections, but are not used to initiate new
connections. New tenporary addresses are generated periodically
to replace tenporary addresses that expire, with the exact tinme
bet ween address generation a matter of |ocal policy.

3. Produce a sequence of tenporary gl obal scope addresses froma
sequence of interface identifiers that appear to be randomin the
sense that it is difficult for an outside observer to predict a
future address (or identifier) based on a current one, and it is
difficult to deternine previous addresses (or identifiers)
knowi ng only the present one.

4. By default, generate a set of addresses fromthe sane
(randoni zed) interface identifier, one address for each prefix
for which a global address has been generated via statel ess
address autoconfiguration. Using the sanme interface identifier
to generate a set of tenporary addresses reduces the nunber of IP
mul ti cast groups a host nust join. Nodes join the solicited-node
mul ti cast address for each unicast address they support, and
solicited-node addresses are dependent only on the |oworder bits
of the correspondi ng address. This default behavi or was made to
address the concern that a node that joins a | arge nunber of
mul ti cast groups may be required to put its interface into
prom scuous node, resulting in possible reduced performnce.
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A node highly concerned about privacy MAY use different interface
identifiers on different prefixes, resulting in a set of glaoba
addresses that cannot be easily tied to each other. For exanple
a node MAY create different interface identifiers I'1, 12, and I3
for use with different prefixes P1, P2, and P3 on the sane

i nterface.

3.1. Assunptions

The followi ng al gorithm assunmes that each interface maintains an
associ ated randoni zed interface identifier. Wen tenporary addresses
are generated, the current value of the associated random zed
interface identifier is used. Wile the sane identifier can be used
to create nore than one tenporary address, the value SHOULD change
over tinme as described in Section 3.5.

The al gorithm al so assunes that, for a given tenporary address, an

i npl erentation can determine the prefix fromwhich it was generat ed.
When a tenporary address is deprecated, a new tenporary address is
generated. The specific valid and preferred lifetinmes for the new
address are dependent on the corresponding lifetime values set for
the prefix fromwhich it was generated.

Finally, this docunment assunmes that when a node initiates outgoing
comuni cati on, tenporary addresses can be given preference over
public addresses when the device is configured to do so.

[ ADDR_SELECT] mandates inplenentations to provide a nechanism which
allows an application to configure its preference for tenporary
addresses over public addresses. It also allows for an

i npl ementation to prefer tenporary addresses by default, so that the
connections initiated by the node can use tenporary addresses wi thout
requiring application-specific enablenent. This docunment also
assunes that an APl will exist that allows individual applications to
i ndi cate whet her they prefer to use tenporary or public addresses and
override the system defaults.

3.2. GCeneration of Random zed Interface ldentifiers

We descri be two approaches for the generation and nai nt enance of the
random zed interface identifier. The first assunes the presence of
stabl e storage that can be used to record state history for use as
input into the next iteration of the al gorithm across system
restarts. A second approach addresses the case where stable storage
is unavailable and there is a need to generate random zed interface
identifiers without previous state.
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The randominterface identifier generation algorithm as described in
this docunent, uses MD5 as the hash algorithm The node MAY use

anot her algorithminstead of MD5 to produce the randominterface
identifier.

3.2.1. Wen Stable Storage |Is Present

The followi ng al gorithm assunmes the presence of a 64-bit "history
val ue" that is used as input in generating a randoni zed interface
identifier. The very first time the systemboots (i.e., out-of-the-
box), a random val ue SHOULD be generated using techni ques that help
ensure the initial value is hard to guess [ RANDOM . Whenever a new
interface identifier is generated, a value generated by the
conmputation is saved in the history value for the next iteration of
the al gorithm

A random zed interface identifier is created as foll ows:

1. Take the history value fromthe previous iteration of this
algorithm (or a randomvalue if there is no previous val ue) and
append to it the interface identifier generated as described in
[ ADDRARCH] .

2. Conpute the MD5 nessage digest [MD5] over the quantity created in
the previous step

3. Take the leftnost 64-bits of the MD5 digest and set bit 6 (the
leftnost bit is nunbered 0) to zero. This creates an interface
identifier with the universal/local bit indicating Iocal
signi ficance only.

4. Conpare the generated identifier against a |list of reserved
interface identifiers and to those already assigned to an address
on the local device. |In the event that an unacceptabl e
identifier has been generated, the node MJST restart the process
at step 1 above, using the rightnost 64 bits of the MD5 digest
obtained in step 2 in place of the history value in step 1.

5. Save the generated identifier as the associated random zed
interface identifier.

6. Take the rightnost 64-bits of the MD5 digest conputed in step 2)

and save themin stable storage as the history value to be used
in the next iteration of the al gorithm
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MD5 was chosen for conveni ence, and because its particular properties
wer e adequate to produce the desired | evel of randonization. The
node MAY use another algorithminstead of MD5 to produce the random
interface identifier

In theory, generating successive random zed interface identifiers
using a history scheme as above has no advantages over generating
them at random |In practice, however, generating truly random
nunbers can be tricky. Use of a history value is intended to avoid
the particular scenario where two nodes generate the sanme random zed
interface identifier, both detect the situation via DAD, but then
proceed to generate identical random zed interface identifiers via
the sanme (flawed) random nunber generation algorithm The above

al gorithm avoids this problemby having the interface identifier
(which will often be globally unique) used in the calculation that
gener at es subsequent random zed interface identifiers. Thus, if two
nodes happen to generate the sane random zed interface identifier,

t hey shoul d generate different ones on the followup attenpt.

3.2.2. In The Absence of Stable Storage

In the absence of stable storage, no history value will be avail able
across systemrestarts to generate a pseudo-random sequence of
interface identifiers. Consequently, the initial history value used
above SHOULD be generated at random A nunber of techniques night be
appropriate. Consult [ RANDOM for suggestions on good sources for
obt ai ni ng random nunbers. Note that even though machi nes may not
have stable storage for storing a history value, they will in many
cases have configuration information that differs fromone nmachine to
anot her (e.g., user identity, security keys, serial nunbers, etc.).
One approach to generating a randominitial history value in such
cases is to use the configuration information to generate sone data
bits (which may remain constant for the |ife of the machine, but will
vary from one machi ne to anot her), append sonme random data, and
compute the MD5 di gest as before.

3.2.3. Alternate Approaches

Note that there are other approaches to generate random i nterface
identifiers, albeit with different goals and applicability. One such
approach is Cryptographically CGenerated Addresses (CGAs) [ CGEA], which
generate a randominterface identifier based on the public key of the
node. The goal of CGAs is to prove ownership of an address and to
prevent spoofing and stealing of existing |Pv6 addresses. They are
used for securing neighbor discovery using [SEND]. The CGA random
interface identifier generation algorithmnay not be suitable for
privacy addresses because of the follow ng properties:
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3.

3.

0o It requires the node to have a public key. This neans that the
node can still be identified by its public key.

o The randominterface identifier process is conputationally
i ntensi ve and hence di scourages frequent regeneration.

Generating Tenporary Addresses

[ ADDRCONF] describes the steps for generating a |link-I1ocal address
when an interface beconmes enabled as well as the steps for generating
addresses for other scopes. This docunment extends [ ADDRCONF] as
follows. Wen processing a Router Advertisement with a Prefix

I nformati on option carrying a gl obal scope prefix for the purposes of
address autoconfiguration (i.e., the Abit is set), the node MJST
performthe foll ow ng steps:

1. Process the Prefix Information Option as defined in [ ADDRCONF],
either creating a new public address or adjusting the lifetines
of existing addresses, both public and tenporary. |If a received
option will extend the lifetinme of a public address, the
lifetinmes of tenmporary addresses shoul d be extended, subject to
the overall constraint that no tenporary addresses should ever
remain "valid" or "preferred" for a tinme |onger than
(TEMP_VALI D_LI FETI ME) or (TEMP_PREFERRED LI FETI ME -
DESYNC_FACTOR), respectively. The configuration variables
TEMP_VALI D _LI FETI ME and TEMP_PREFERRED LI FETI ME correspond to
approximate target lifetinmes for tenporary addresses.

2. One way an inplenentation can satisfy the above constraints is to
associate with each tenporary address a creation tinme (called
CREATION_TIME) that indicates the tinme at which the address was
created. Wen updating the preferred lifetine of an existing
tenporary address, it would be set to expire at whichever tine is
earlier: the tinme indicated by the received lifetine or
(CREATI ON_TI ME + TEMP_PREFERRED LI FETI ME - DESYNC FACTOR). A
simlar approach can be used with the valid lifetine.

3. When a new public address is created as described in [ ADDRCONF],
t he node SHOULD al so create a new tenporary address.

4. \When creating a tenporary address, the lifetinme val ues MJST be
derived fromthe corresponding prefix as follows:

* |ts Valid Lifetine is the lower of the Valid Lifetine of the
publ i c address or TEWMP_VALI D_LI FETI ME.
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3. 4.

Nar

* |ts Preferred Lifetime is the lower of the Preferred Lifetine
of the public address or TEMP_PREFERRED LI FETI MVE -
DESYNC_FACTOR

5. A tenporary address is created only if this calculated Preferred
Lifetine is greater than REGEN _ADVANCE tine units. In
particular, an inplenmentation MJST NOT create a tenporary address
with a zero Preferred Lifetine.

6. New tenporary addresses MJST be created by appending the
interface’s current random zed interface identifier to the prefix
t hat was received.

7. The node MJST perform duplicate address detection (DAD) on the
generated tenporary address. |If DAD indicates the address is
already in use, the node MJST generate a new random zed interface
identifier as described in Section 3.2 above, and repeat the
previ ous steps as appropriate up to TEMP_I DGEN RETRIES tines. |If
after TEMP_I DGEN_RETRI ES consecutive attenpts no non-uni que
address was generated, the node MJST | og a systemerror and MJST
NOT attenpt to generate tenporary addresses for that interface.
Not e that DAD MJUST be performed on every uni cast address
generated fromthis randoni zed interface identifier.

Expirati on of Tenporary Addresses

When a tenporary address becones deprecated, a new one MJST be
generated. This is done by repeating the actions described in
Section 3.3, starting at step 3). Note that, except for the
transient period when a tenporary address is being regenerated, in
normal operation at nost one tenporary address per prefix should be
in a non-deprecated state at any given time on a given interface.
Note that if a tenporary address beconmes deprecated as result of
processing a Prefix Information Option with a zero Preferred
Lifetinme, then a new tenporary address MJST NOT be generated. To
ensure that a preferred tenporary address is always avail able, a new
tenporary address SHOULD be regenerated slightly before its
predecessor is deprecated. This is to allow sufficient time to avoid
race conditions in the case where generating a new tenporary address
i s not instantaneous, such as when duplicate address detection nust
be run. The node SHOULD start the address regeneration process

REGEN _ADVANCE tinme units before a tenporary address woul d actually be
depr ecat ed.

As an optional optimzation, an inplenentation MAY renove a

deprecated tenporary address that is not in use by applications or
upper layers as detailed in Section 6.
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3.5. Regeneration of Randonized Interface ldentifiers

The frequency at which tenporary addresses changes depends on how a
device is being used (e.g., how frequently it initiates new

comuni cation) and the concerns of the end user. The nbst egregious
privacy concerns appear to involve addresses used for |ong periods of
time (weeks to nonths to years). The nore frequently an address
changes, the less feasible collecting or coordinating information
keyed on interface identifiers becomes. Moreover, the cost of
collecting infornation and attenpting to correlate it based on
interface identifiers will only be justified if enough addresses
contain non-changing identifiers to make it worthwhile. Thus, having
| arge nunbers of clients change their address on a daily or weekly
basis is likely to be sufficient to alleviate nost privacy concerns.

There are also client costs associated with having a | arge nunber of
addresses associated with a node (e.g., in doing address | ookups, the
need to join many nmulticast groups, etc.). Thus, changing addresses
frequently (e.g., every few m nutes) nmay have perfornmance

i mplications.

Nodes followi ng this specification SHOULD generate new tenporary
addresses on a periodic basis. This can be achieved automatically by
generating a new random zed interface identifier at |east once every
( TEMP_PREFERRED LI FETI ME - REGEN_ADVANCE - DESYNC FACTOR) tine units.
As descri bed above, generating a new tenporary address REGEN ADVANCE
time units before a tenporary address becones deprecated produces
addresses with a preferred lifetine no |arger than
TEMP_PREFERRED LI FETI ME. The val ue DESYNC FACTOR i s a random val ue
(different for each client) that ensures that clients don't
synchroni ze with each other and generate new addresses at exactly the
sane tinme. Wen the preferred lifetine expires, a new tenporary
address MJST be generated using the new random zed interface
identifier.

Because the precise frequency at which it is appropriate to generate
new addresses varies fromone environnent to another, inplenentations
SHOULD provide end users with the ability to change the frequency at
whi ch addresses are regenerated. The default value is given in
TEMP_PREFERRED LI FETI ME and is one day. In addition, the exact tine
at which to invalidate a tenporary address depends on how
applications are used by end users. Thus, the suggested default

val ue of one week (TEMP_VALID LI FETIME) may not be appropriate in al
environnents. | nplenmentati ons SHOULD provi de end users with the
ability to override both of these default val ues.
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Finally, when an interface connects to a new |link, a new random zed
interface identifier SHOULD be generated inmediately together with a
new set of tenporary addresses. |f a device noves from one et hernet
to another, generating a new set of tenporary addresses froma

di fferent random zed interface identifier ensures that the device
uses different randonmi zed interface identifiers for the tenporary
addresses associated with the two links, nmaking it nore difficult to
correlate addresses fromthe two different |inks as being fromthe
same node. The node MAY follow any process available to it, to
determ ne that the |ink change has occurred. One such process is
described by Detecting Network Attachnent [ DNA].

3.6. Deploynment Considerations

Devi ces inplenenting this specification MIST provide a way for the
end user to explicitly enable or disable the use of tenporary
addresses. In addition, a site mght wish to disable the use of
tenporary addresses in order to sinplify network debuggi ng and
operations. Consequently, inplenmentations SHOULD provide a way for
trusted system adm nistrators to enable or disable the use of
tenporary addresses.

Additionally, sites nmight wish to selectively enable or disable the
use of tenporary addresses for sone prefixes. For exanple, a site

m ght wish to disable tenporary address generation for "Unique |ocal"
[ULA] prefixes while still generating tenporary addresses for al

ot her global prefixes. Another site might wish to enable tenporary
address generation only for the prefixes 2001::/16 and 2002::/ 16,
while disabling it for all other prefixes. To support this behavior,
i npl ement ati ons SHOULD provide a way to enabl e and di sabl e generati on
of tenporary addresses for specific prefix subranges. This per-
prefix setting SHOULD override the global settings on the node with
respect to the specified prefix subranges. Note that the pre-prefix
setting can be applied at any granularity, and not necessarily on a
per - subnet basi s.

The use of tenporary addresses may cause unexpected difficulties with
some applications. As described bel ow, sone servers refuse to accept
conmuni cations fromclients for which they cannot map the | P address
into a DNS nanme. In addition, sone applications may not behave
robustly if tenporary addresses are used and an address expires
before the application has termnated, or if it opens nmultiple

sessi ons, but expects themto all use the same addresses.
Consequently, the use of tenporary addresses SHOULD be di sabl ed by
default in order to mnimze potential disruptions. [Individua
appl i cati ons, which have specific know edge about the normal duration
of connections, MAY override this as appropriate.
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If a very snmall nunber of nodes (say, only one) use a given prefix
for extended periods of tine, just changing the interface identifier
part of the address may not be sufficient to ensure privacy, since
the prefix acts as a constant identifier. The procedures described
in this docunment are nost effective when the prefix is reasonably non
static or is used by a fairly large nunber of nodes.

4. Inplications of Changing Interface ldentifiers

The | Pv6 addressing architecture goes to sone |lengths to ensure that
interface identifiers are likely to be globally unique where easy to
do so. The widespread use of tenporary addresses nay result in a
significant fraction of Internet traffic not using addresses in which
the interface identifier portion is globally unique. Consequently,
usage of the algorithms in this document may conplicate providing
such a future flexibility, if global uniqueness is necessary.

The desires of protecting individual privacy versus the desire to
effectively maintain and debug a network can conflict with each
other. Having clients use addresses that change over tinme will make
it more difficult to track down and isol ate operational problens.

For exampl e, when | ooking at packet traces, it could becone nore
difficult to deternine whether one is seeing behavior caused by a
single errant machine, or by a nunber of them

Sone servers refuse to grant access to clients for which no DNS name
exists. That is, they performa DNS PTR query to determnine the DNS
nane, and may then al so performan AAAA query on the returned name to
verify that the returned DNS nanme maps back into the address being
used. Consequently, clients not properly registered in the DNS may
be unable to access sone services. As noted earlier, however, a
node’s DNS name (if non-changi ng) serves as a constant identifier.
The wi de depl oynent of the extension described in this docunent could
chal | enge the practice of inverse-DNS-based "authentication," which
has little validity, though it is widely inplenented. 1In order to
nmeet server chall enges, nodes could register tenporary addresses in

t he DNS using random nanmes (for exanple, a string version of the
random address itself).

Use of the extensions defined in this document may conplicate
debuggi ng and ot her operational troubl eshooting activities.
Consequently, it may be site policy that tenporary addresses shoul d
not be used. Consequently, inplenentations MJUST provide a nethod for
the end user or trusted adninistrator to override the use of
tenporary addresses.
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5. Defined Constants
Constants defined in this docunent include:

TEMP_VALI D LI FETI ME -- Default value: 1 week. Users should be able
to override the default val ue.

TEMP_PREFERRED LI FETI ME -- Default value: 1 day. Users should be
able to override the default val ue.

RECGEN_ADVANCE -- 5 seconds
MAX_DESYNC FACTOR -- 10 minutes. Upper bound on DESYNC FACTOR

DESYNC_FACTOR -- A random value within the range O -

MAX _DESYNC FACTOR. It is conputed once at systemstart (rather than
each tinme it is used) and nust never be greater than

( TEMP_VALI D_LI FETI ME - REGEN_ADVANCE) .

TEMP_| DGEN_RETRI ES -- Default value: 3
6. Future Wirk

An inplenmentation nmight want to keep track of which addresses are
bei ng used by upper layers so as to be able to renpbve a deprecated
tenmporary address frominternal data structures once no upper |ayer
protocols are using it (but not before). This is in contrast to
current approaches where addresses are renmoved froman interface when
they becone invalid [ ADDRCONF], independent of whether or not upper

| ayer protocols are still using them For TCP connections, such
information is available in control blocks. For UDP-based
applications, it may be the case that only the applications have
know edge about what addresses are actually in use. Consequently, an
i npl ementation generally will need to use heuristics in deciding when
an address is no |longer in use.

The determ nation as to whether to use public versus tenporary
addresses can in sone cases only be nade by an application. For
exanpl e, sone applications nmay always want to use tenporary
addresses, while others may want to use themonly in sone
circunstances or not at all. Suitable APl extensions will |ikely
need to be devel oped to enabl e individual applications to indicate
with sufficient granularity their needs with regards to the use of
tenporary addresses. Reconmendati ons on DNS practices to avoid the
probl em descri bed in Section 4 when reverse DNS | ookups fail nay be
needed. [DNSOP] contains a nore detail ed discussion of the DNS-

rel ated issues.
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While this docunent discusses ways of obscuring a user’s pernmanent |P
address, the nethod described is believed to be ineffective agai nst
sophi sticated fornms of traffic analysis. To increase effectiveness,
one nmay need to consider use of nore advanced techni ques, such as
Onion Routing [ONI QN .

7. Security Considerations

Ingress filtering has been and is being deployed as a neans of
preventing the use of spoofed source addresses in Distributed Denia
of Service (DDoS) attacks. 1In a network with a |arge nunber of
nodes, new tenporary addresses are created at a fairly high rate.
This mght make it difficult for ingress filtering mechanisns to

di stingui sh between |l egitimtely changi ng tenporary addresses and
spoof ed source addresses, which are "in-prefix" (using a

topol ogically correct prefix and non-existent interface ID). This
can be addressed by using access control nechani snms on a per-address
basi s on the network egress point.

8. Significant Changes from RFC 3041

This section sumrmari zes the changes in this docunent relative to RFC
3041 that an inplenenter of RFC 3041 should be aware of.

1. Excluded certain interface identifiers fromthe range of
acceptable interface identifiers. Interface IDs such as those
for reserved anycast addresses [ RFC2526], etc.

2. Added a configuration knob that provides the end user with a way
to enable or disable the use of tenporary addresses on a per-
prefix basis.

3. Added a check for denial of service attacks using |ow valid
lifetimes in router advertisenents.

4, DADis now run on all tenporary addresses, not just the first one
generated froman interface identifier

5. Changed the default setting for usage of tenporary addresses to
be di sabl ed.

6. The node is now allowed to generate different interface
identifiers for different prefixes, if it so desires.

7. The algorithmused for generating randominterface identifiers is
no | onger restricted to just MD5.
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9.

10.

10.

10.

8. Reduced default nunber of retries to 3 and added a configuration
vari abl e.

9. Router advertisenent (RA) processing algorithmis no | onger
i ncluded in the docunment, and is replaced by a reference to
[ ADDRCONF] .
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