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Abstract
Thi s docunent specifies a set of questions that authors should be
prepared to answer as part of a solution to nultihonmng with | Pv6.
The questions do not assume that nultihoming is the only problem of

interest, nor do they demand a nore general solution
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1.

1.

| nt roducti on

At the tine of this witing there are quite a nunber of proposed
solutions to the problemof nultihomng within | Pv6, and rel ated
probl ems such as the locator/identifier split.

Thi s docunent contains several sets of questions that attenpt to
focus these solutions on operational problens. This docunent does
not suggest nethods to solve the problem Rather, we sinply want to
ensure that while solving a problemthe nmedicine is not worse than
the cure. W focus on practical operational problens that both

si ngl e-honmed and mul ti homed depl oynents may face.

It is the hope of the author that perhaps the authors of other
proposed solutions will use this docunent to identify gaps in their
sol utions, and cooperate to cl ose those gaps.

1. Reading this Docunent
The questions are organi zed along the follow ng |ines:

changes to on the wire behavior;

routing systeminteractions;

identifier/ mapping split;

application concerns and backward conpatibility;
name service interactions;

| egal concerns; and

security considerations.

OO0OO0OO0O0OO0O0

In reality many questions cut across all of these concerns. For
i nstance, the identifier / locator split has substantial application
i nplications, and every area has security considerations.

Unless it is blatantly obvious, each question contains sone reasoning
as to why it is being asked. It is envisioned that no solution wll
answer every question with conpl eteness, but that there will be
tradeoffs to be made. The answers by the various designers of
solutions will hopefully shed some |ight on which tradeoffs we as a
comunity wi sh to nake.

It would seemsilly for people who have witten detailed answers to

these questions to have to repeat the exercise. Therefore, a sinple
reference to existing docunents will suffice, so long as the answer

is conplete. |If it is not conplete, then feel free to reference it

and add what text is necessary to make the answer conpl ete.

Thi s docunent presunes a familiarity with RFC 3582 [2], and does not
attenpt to repeat the requirenents work gathered there.
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2. On the Wre Behavi or
2.1. Howwill your solution solve the multihoni ng probl enf?

Pl ease scope the problemyou are attenpting to solve and what you are
not attenpting to solve.

2.2. At what layer is your solution applied, and how?
Is it applied in every packet? |If so, what fields are used?
2.3. Wy is the layer you chose the correct one?
Each |l ayer has its benefits and tradeoffs. For instance, transport
| ayer solutions would require that EVERY transport be nodified, while
| P layer solutions may entail expansion of the packet or a change to
t he pseudo- header (thus requiring changes to the transport |ayer).
2.4. Does your solution address nobility?
If so, how are rendezvous handl ed? Can your sol ution handle both
| ocators changing at the sane time? |If so, please explain. Should
it? If not, howw Il your solution interact with MOBILElIP-V6 [3]
(M Pv6)
2.5. Does your solution expand the size of an |IP packet?

Expandi ng the size of an | P packet may cause excessive fragnmentation
in some circunstances.

2.6. WII your solution add additional |atency?

Latency is an inportant factor in nmany applications, including voice.
Any substantial anount of additional |atency, including session
initiation would be highly undesirable.

2.7. Can nultihoming capabilities be negotiated end-to-end during a
connection?

I f the proposal introduces additional overhead, can the information
be sonmehow pi ggybacked on nessages that are already used? This would
be useful in order to keep connection setup constant. Please al so

i ndi cate any drawbacks that m ght apply due to this piggybacking.
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2.8. Do you change the way fragmenting is handl ed?
If you use a shimapproach, do you fragnent above or bel ow the shinf
How are fragments identified, so that they can be reassenbled? If
you use any additional names, do they need to be associated with
fragnents? |If not, why not? |If so, howwll that happen?

2.9. Are there any layer 2 inplications to your proposal?

While IPv6 has a sinplified approach to layer 2, perhaps you
unsinplified it. |If so, please provide details.

3. ldentifiers and Locators
3.1. Uniqueness

3.2. Does your solution provide for a split between identifiers and
| ocat ors?

3.3. Wiat is the lifetinme of a binding froman identifier to a | ocator?
3.4. How is the binding updated?
W1l transport connections remai n up when new paths becone avail abl e
or when old ones becone unavail abl e? How does the end node di scover
t hese events?
3.5. How does a host know its identity?
If you are establishing a new identity, how does the host learn it?
3.6. Can a host have nultiple identifiers?

If so, how does an application choose an identity?

3.7. If you have separate |locators and identifiers, howw |l they be
mapped?

Does the mapping work in both directions? How would soneone
debuggi ng a network determ ne which end stations are involved?

3.8. Does your solution create an alternate "DNS-1ike" service?
I f you use nmechani sms other than DNS, first, why was DNS not

appropriate? Also, howw Il this other mechanisminteract w th DNS?
What are its scaling properties?
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3.9. Please describe authentication/authorization

How are bi ndi ngs authenticated and authorized. What technol ogy do
you build on for this nechanisn?

3.10. Is your mechani sm hi erarchical ?
Pl ease describe the hierarchical breakdown.

3.11. M ddl ebox interactions
What are the inplications for firewalls? What are the interactions
with Network Address Translation (NAT)? Wat are the interactions
with web caches? What conplications are introduced with your
solution? For instance, are there inplication for ingress filters?
If so, what are they?
When considering this question, there are really two issues. First,
wi || middl eboxes inpede your solution by rewiting headers in sone
way, as NATs do for | P addresses, and web caches do at higher |ayers?
Second, is there a way in which m ddl eboxes are actually part of your
solution? |In particular, are they required? This would be the case,
for exanple, with Generalized Structure El enent (GSE) (8+8).

3.12. Are there any inplications for scoped addressi ng?

Pl ease see RFC 3513 [1]. How does your nechanisminteract with
mul ti cast ?

How does your solution interact with |ink-1ocal addressing

How does your solution interact with Son-O -Sitel ocal (whatever that
will be)?

4. Routing System Interactions
4.1. Does your solution change existing aggregati on nmethods?
Routing on the Internet scal es today because hosts and networks can

be aggregated into a relatively small nunber of entries. Does your
sol ution change the way in which route aggregati on occurs?
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4.2. Does the solution solve traffic engineering requirenments?
One of the significant goals of |Pv4 nultihoni ng solutions has been
the ability to performtraffic engineering based on appropriately
adj usting the BGP advertisenents. |If the prefixes used by such sites
was be aggregated (particularly beyond the site"s border), the site"s
ability to performtraffic engineering would be di m ni shed.

4.3. Does the solution offer ways for the site to manage its traffic
flows?

If so, how? 1Is this controllable on a per-host basis, or on a
per-site basis?

4.4. |If you introduce any new nane spaces, do they require aggregation?

Is it desirable or required that, in order to scale distribution of
any mapping i nformation, an aggregati on nethod be introduced?

4.5. Does your solution interact with Autononobus System nunbering?
I f your solution involves address prefixes distributed using BGP4+,
does it interact with the use of AS nunbers and, if so, how? WII it
require additional AS nunbers?

4.6. Are there any changes to I CVWP error semantics?

Do you create new codes? If so, why and what do they nmean? WIIl a
host that is not aware of your schene see thenf

5. Name Service Interactions
5.1. Please explain the relationship of your solution to DNS

I f your solution uses new nanes for identifiers, please explain what
mappi ngs are defined, and how they are perfornmed?

If there are any additional administrative requirenents, such as new
zones or RR types to manage, please explain themas well.

5.2. Please explain interactions with "2-faced" DNS
2-faced DNS is used so that hosts behind a NAT get one address for

i nternal hosts, while hosts outside the NAT get another. Sinilar
nmechani sns are used for application | ayer gateways, such as SOCKS

[5].
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5.3. Does your solution require centralized registration?

For instance, if you are using the DNS, what will be the top |evel
domai n, and how wi |l the name space distribute through it?

Al'so, how will the centralized registration be nanaged?

5.4. Have you checked for DNS circul ar dependenci es?
If you are using the DNS in your solution, is it required for
connectivity? What happens if the DNS fails? Can communi cation
bet ween the DNS resol ver and the server nake use of your solution?
What about between the application and the resol ver?

5.5. What if a DNS server itself is multihoned?
If alink fails or a service is dropped, howwi |l it inpact DNS?
Agai n, are there any dependency | oops? Perhaps di agram out your
dependenci es to nake sure.

5.6. What additional load will be placed on DNS servers?

Can the | oad be distributed? Renmenber that DNS is optimzed for READ
operati ons.

5.7. Any upstream provi der support required?
If so, please describe. For instance, currently reverse mappings are
del egat ed down from upstream providers. How would this work with
your sol ution?

5.8. How do you debug connectivity?
How woul d tools like ping and traceroute need to be enhanced? What
addi tional tools would prove useful or necessary? For instance, if
there is an id/locator split, can one ping an identifier? |If so,
what gets returned?

6. Application Concerns and Backward Conpatibility

6.1. Wat application/ APl changes are needed?

WI!ll old code work with the new nechani sn? For instance, what about
code that uses gethostbyname()?

W1l getaddrinfo() need to change?

What about other APl calls?
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There are several possible approaches. For instance, a nultihomn ng
service could attenpt to require no changes to the APlI, in which case
it is possible that | P addresses m ght become opaque bl obs that work
with the API, but might break operational assunptions that
appl i cati ons make about addresses. Consider the case of a web server
that wants to log IP addresses. How will it acconplish this task?

Anot her approach is to have sone sort of conpatibility library for
| egacy applications, but also provide a richer calling interface for
transparency.

Yet anot her approach would be to only provide the new functionality
to those applications that make use of a new calling interface.

One useful exercise would be to provide code fragnments that
denonstrate any APl changes.

6.2. 1Is this solution backward conpatible with "old" IP version 6?
Can it be deployed increnmentally? Please describe how.

Does your sol ution inmpose requirenments on non-multihoned/ non-nobile
host s?

What happens if soneone plugs in a norrmal | Pv6 node?
6.3. Is your solution backward conpatible with |IPv4?
How wi | | your mechanisminteract with 6to4 gateways and | Pv4 hosts?
6.4. Can | Pv4 devices take advantage of this solution?
Can the sanme mechani sm sonehow be used on the existing network? N. B
this is NOT a prinmary consideration, but perhaps a side benefit of a
particul ar sol ution.

6.5. Wiat is the inpact of your solution on different types of sites?

What will the inpact of your solution be on the follow ng types of
systens?

singl e honed sites

smal | multi honed sites

large nultihomed sites

ad- hoc sites

short lived connections (think aggregator wireless |SPs)

O O0OO0OO0O0
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In particular, consider ongoing adm nistration, renunbering events,
and nobil e work forces.

6.6. How will your solution interact with other m ddl eboxes?

6.7. Referrals

How wi | | your solution handle referrals, such as those within FTP or
various conferencing or other peer to peer systens?

Referrals exist within various other protocols, such as so-called
"peer to peer" applications. Note that referrals mght suffer three
types of failure:

firewall and NAT - |Is there failure just as what FTP active node
experiences today with relatively sinple firewalls?
ti me-based - Is there sonething epheneral about the nature of the

solution that might cause a referral (such as a URL) to fail over
time, nore so than what we have today?

| ocation-based - If the binding varies based on where the parties are
in the network, and if one noves, will they no | onger be able to
find each other?

6.8. Denonstrate use with a real life conplex application

Provi de a detailed wal k-through of SIP + Real Tinme Stream ng Protocol
(SI P+RTSP) when one or several of the peers are nultihoned. How does
your anal ysis change when encrypted RTSP is used or when SIP with
S/M ME end-to-end (e2e) signalling is used?

7. Legal Concerns

Are you introduci ng a nanespace that night involve menonics? Doing
so mght introduce trademark concerns. |If so, how do you plan to
address such concerns?

Are there any organi zations required to manage a new nane space? |If
so, please describe what they are and how the nethod will scale.

8. Security Considerations

How secure should a nulti6 solution be? This is a reasonable
guestion for each solution to answer. The author opines that the
wor st case should be no worse than what we have today. For exanple,
would a nmulti6 solution open up a host, on either end of a

comuni cation, to a tine-based attack? Any such risks should be
clearly stated by the authors. Considerable tinme should be spent on
threat analysis. Please see [4] for nore details.
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As | P addresses can often be tied to individuals, are there any
audi ting or privacy concerns introduced by your sol ution?

9. Acknow edgenents

The author wi shes to acknow edge everyone in the nulti6 group and

el sewhere that is putting forward proposals. It is easy to ask
guestions like the ones found in this docunent. It is quite a bit
harder to devel op running code to answer them Marcel o Bagnul o, Kurt
Eri k Lindqvist, Joe Touch, Patrik Faltstrom Brian Carpenter, and
Iljitsch van Beijnum provided input to this documnent.

10. References
10.1. Nornmtive References

[1] Hinden, R and S. Deering, "lInternet Protocol Version 6 (IlPv6)
Addr essing Architecture", RFC 3513, April 2003.

[2] Abley, J., Black, B., and V. GIll, "Goals for IPv6 Site-
Mul ti homi ng Architectures”, RFC 3582, August 2003.

[3] Johnson, D., Perkins, C., and J. Arkko, "Mbility Support in
| Pv6", RFC 3775, June 2004.

[4] Nordmark, E., "Threats Relating to I Pv6 Multihoni ng Sol utions",
RFC 4218, Cctober 2005.

10. 2. | nformati ve Ref erences

[5] Kitamura, H., "A SOCKS-based |IPv6/1Pv4 Gateway Mechani snt',
RFC 3089, April 2001.

Aut hor’' s Address
Eli ot Lear
Ci sco Systens GrbH
datt-com 2nd Fl oor
CH 8301 d attzentrum ZH
Switzerl and

EMai |l : | ear @i sco. com

Lear | nf or mat i onal [ Page 11]



RFC 4219 MJLTI 6 Sol ution Questionnaire Cct ober 2005

Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Lear | nf or mat i onal [ Page 12]






