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| ESG Not e

The follow ng docunents (RFC 4405, RFC 4406, RFC 4407, and RFC 4408)
are published sinultaneously as Experinmental RFCs, although there is
no general technical consensus and efforts to reconcile the two
approaches have failed. As such, these docunents have not received
full 1ETF review and are published "AS-1S" to docunent the different
approaches as they were considered in the MARI D wor ki ng group

The | ESG t akes no position about which approach is to be preferred
and cautions the reader that there are serious open issues for each
approach and concerns about using themin tandem The | ESG believes
that docunenting the different approaches does |ess harmthan not
docunenting them

Note that the Sender ID experinent may use DNS records that may have
been created for the current SPF experinment or earlier versions in
this set of experinments. Depending on the content of the record,
this may nmean that Sender-1D heuristics would be applied incorrectly
to a nessage. Depending on the actions associated by the recipient
with those heuristics, the nmessage may not be delivered or may be

di scarded on receipt.

Participants relying on Sender |D experinment DNS records are warned

that they may | ose valid nmessages in this set of circunstances.
Parti ci pants publishing SPF experinment DNS records shoul d consi der
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the advice given in section 3.4 of RFC 4406 and may w sh to publish
both v=spfl and spf2.0 records to avoid the conflict.

Participants in the Sender-1D experinment need to be aware that the
way Resent-* header fields are used will result in failure to receive
legitinate email when interacting with standards-conpliant systens
(specifically automatic forwarders which conply with the standards by
not addi ng Resent-* headers, and systens which conply with RFC 822
but have not yet inplenmented RFC 2822 Resent-* semantics). It would
be inappropriate to advance Sender-1D on the standards track w t hout
resolving this interoperability problem

The comunity is invited to observe the success or failure of the two
approaches during the two years followi ng publication, in order that
a community consensus can be reached in the future.

Abstract

This nenp defines an extension to the Sinple Mail Transfer Protocol
(SMIP) service that allows an SMIP client to specify the responsible
submitter of an e-nmil nmessage. The responsible subnitter is the
e-mai | address of the entity nost recently responsible for

i ntroduci ng a nessage into the transport stream This extension
hel ps receiving e-mail servers efficiently determ ne whether the SMIP
client is authorized to transnmt nail on behalf of the responsible
submitter’s domain.
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1. Introduction

The practice of falsifying the identity of the sender of an e-nui
nmessage, comonly called "spoofing", is a prevalent tactic used by
senders of unsolicited conmercial e-mail, or "spamf. This form of
abuse has highlighted the need to inprove identification of the
"responsi bl e subnitter"” of an e-mail nessage.

In this specification, the responsible submitter is the entity npst
recently responsible for injecting a nmessage into the e-mail

transport stream The e-mail address of the responsible submtter
will be referred to as the Purported Responsi ble Address (PRA) of the
nmessage. The Purported Responsible Domain (PRD) is the domain
portion of that address.

This specification codifies rules for encoding the purported
responsi bl e address into the SMIP transport protocol. This will
permt receiving SMIP servers to efficiently validate whether or not
the SMIP client is authorized to transnmit mail on behalf of the
responsi ble subnmitter’s domain.

Broadl y speaking, there are two possi bl e approaches for determning
the purported responsi ble address: either from RFC 2821 [ SMIP]
protocol data or from RFC 2822 [ MSG FORVAT] nessage headers. Each
approach has certain advantages and di sadvant ages.

Deriving the purported responsible domain from RFC 2821 data has the
advant age that validation can be perforned before the SMIP client has
transnitted the nessage body. |If spoofing is detected, then the SMIP
server has the opportunity, depending upon |ocal policy, to reject
the nessage before it is ever transmitted. The disadvantage of this
approach is the risk of false positives, that is, incorrectly
concluding that the sender’s e-mail address has been spoofed. There
are today legitinate reasons why the Internet donain names used in
RFC 2821 commands may be different fromthose of the sender of an e-
mai | nmessage.

Deriving the purported responsible domain from RFC 2822 headers has
the advantage that validation can usually be based on an identity
that is displayed to recipients by existing Mail User Agents (MJAS)
as the sender’s identity. This aids in detection of a particularly
noxi ous form of spoofing known as "phishing"” in which a malicious
sender attenpts to fool a recipient into believing that a nessage
originates froman entity well known to the recipient. This approach
carries a lower risk of false positives since there are fewer
legitinmate reasons for RFC 2822 headers to differ fromthe true
sender of the message. The disadvantage of this approach is that it
does require parsing and anal ysis of nessage headers. |n practice,
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much if not all the message body is also transmtted since the SMIP
protocol described in RFC 2821 provides no mechanismto interrupt
nmessage transmi ssion after the DATA conmmand has been issued.

It is desirable to unify these two approaches in a way that conbines
the benefits of both while nminimzing their respective disadvant ages.

This specification describes just such a unified approach. It uses

t he mechani sm described in [SMIP] to describe an extension to the
SMIP protocol. Using this extension, an SMIP client can specify the
e-mai | address of the entity nbst recently responsible for submitting
the nessage to the SMIP client in a new SUBM TTER paraneter of the
SMIP MAI L command. SMIP servers can use this information to validate
that the SMIP client is authorized to transmt e-mail on behalf of
the Internet domain contained in the SUBM TTER par anet er

1.1. Conventions Used in This Docunent

In exanples, "C:" and "S:" indicate |ines sent by the client and
server, respectively.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .
2. The SUBM TTER Servi ce Extension

The foll owing SMIP service extension is hereby defined:

(1) The nane of this SMIP service extension is "Responsible
Submitter";

(2) The EHLO keyword val ue associated with this extension is
"SUBM TTER"

(3) The SUBM TTER keyword has no paraneters;

(4) No additional SMIP verbs are defined by this extension;

(5) An optional paraneter is added to the MAIL command using the
esnt p- keyword "SUBM TTER', and is used to specify the e-mai
address of the entity responsible for submtting the nessage for
del i very;

(6) This extension is appropriate for the subm ssion protoco
[ SUBM T] .
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3. The SUBM TTER Keyword of the EHLO Conmand

An SMTIP server includes the SUBM TTER keyword in its EHLO response to
tell the SMIP client that the SUBM TTER servi ce extension is
support ed.

The SUBM TTER keyword has no paraneters.
4. The SUBM TTER Paraneter of the MAIL Conmand
The syntax of the SUBM TTER paraneter is

" SUBM TTER=" Mai | box

where Mail box is the Augnmented Backus- Naur Form ( ABNF) [ ABNF]
production defined in Section 4.1.2 of [SMIP]. Characters such as
SP, "+", and "=" that may occur in Milbox but are not permitted in
ESMIP paraneter val ues MJUST be encoded as "xtext" as described in
Section 4 of [DSN].

4.1. Setting the SUBM TTER Par anet er Val ue

The purpose of the SUBM TTER paraneter is to allow the SMIP client to
indicate to the server the purported responsible address of the
nmessage directly in the RFC 2821 protocol.

Therefore, SMIP clients that support the Responsible Subnitter
extensi on MJST include the SUBM TTER paraneter on all nessages. This
i ncl udes nmessages containing a null reverse-path in the MAIL conmand.

SMIP clients MJST set the SUBM TTER par aneter value to the purported
responsi bl e address of the nessage as defined in [PRA]. This also
applies to nmessages containing a null reverse-path.

In some circunstances, described in Section 7 of [SENDER-1D], SMIP
clients may need to add RFC 2822 headers to the nessage in order to
ensure that the correct SUBM TTER paraneter val ue can be set.

4.2. Processing the SUBM TTER Par anet er

Recei vers of e-mail nessages sent with the SUBM TTER par aneter SHOULD
sel ect the domain part of the SUBM TTER address val ue as the
purported responsi bl e domai n of the nessage, and SHOULD perform such
tests, including those defined in [ SENDER-1D], as are deened
necessary to determ ne whether the connecting SMIP client is
authorized to transnit e-mail messages on behal f of that donain.
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If these tests indicate that the connecting SMIP client is not
authorized to transnmit e-nmail nmessages on behalf of the SUBM TTER
domai n, the receiving SMIP server SHOULD reject the nessage and when
rejecting MIUST use "550 5.7.1 Submitter not allowed."

If the receiving SMIP server allows the connecting SMIP client to
transnit nessage data, then the server SHOULD determ ne the purported
responsi bl e address of the nessage by exam ning the RFC 2822 nessage
headers as described in [PRA]. |If this purported responsible address
does not match the address appearing in the SUBM TTER paraneter, the
receiving SMIP server MJST reject the nessage and when rejecting MJST
use "550 5.7.1 Submtter does not match header.”

I f no purported responsible address is found according to the
procedure defined in [PRA], the SMIP server SHOULD reject the nessage
and when rejecting MJIST use "554 5.7.7 Cannot verify submtter
address. "

Verifying Mail Transfer Agents (MIAs) are strongly urged to validate
the SUBM TTER par anet er agai nst the RFC 2822 headers; otherw se, an
attacker can trivially defeat the algorithm

Note that the presence of the SUBM TTER paraneter on the MAIL conmand
MUST NOT change the effective reverse-path of a nessage. Any
delivery status notifications nust be sent to the reverse-path, if
one exists, as per Section 3.7 of [SMIP] regardl ess of the presence
of a SUBM TTER paraneter. |If the reverse-path is null, delivery
status notifications MJST NOT be sent to the SUBM TTER address.

Li kewi se, the SUBM TTER paraneter MJST NOT change the effective reply
address of a nessage. Replies MJIST be sent to the From address or
the Reply-To address, if present, as described in Section 3.6.2 of

[ M5SG FORMAT] regardl ess of the presence of a SUBM TTER par anet er

4.3. Transmtting to a Non- SUBM TTER- Aware SMIP Server

Not wi t hst andi ng the provisions of Section 4.1 above, when an MIA
transmts a nessage to another MIA that does not support the

SUBM TTER ext ensi on, the forwardi ng MTA MJUST transmt the nmessage

wi t hout the SUBM TTER paraneter. This should involve no infornation
| oss, since the SUBM TTER paraneter is required to contain

i nformati on derived fromthe nessage headers.

5. Exanpl es

This section provides exanpl es of how the SUBM TTER par anet er woul d
be used. The follow ng dramatis personae appear in the exanples:
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al i ce@xanpl e.com the original sender of each e-mail nessage.
bob@onpany. com exanpl e: the final recipient of each e-nmmil.

bob@l mamat er . edu. exanpl e: an e-mail address used by Bob that he has
configured to forward mail to his office account at
bob@onpany. com exanpl e.

al i ce@mobil e. net.exanple: an e-nail account provided to Alice by her
nmobil e e-mail network carrier.

5.1. WMl Subm ssion

Under normal circunstances, Alice would configure her MJA to subnit
her nessage to the mail systemusing the SUBMT protocol [SUBMT].
The MUA would transmit the message without the SUBM TTER par anet er.
The SUBM T server would validate that the MJAis allowed to subnmit a
nmessage t hrough sonme external schenme, perhaps SMIP Aut hentication

[ SMTPAUTH] . Under nost circunmstances, this would |l ook |ike a normal,
aut henticated SMIP transaction. The SUBM T server woul d extract her
nane fromthe RFC 2822 headers for use in the SUBM TTER paraneters of
subsequent transnissions of the nessage.

5.2. Mail Forwarding

Wien Alice sends a nessage to Bob at his al mamat er. edu. exanpl e
account, the SMIP session fromher SUBM T server mght | ook sonething

like this:
S: 220 al mamat er. edu. exanpl e ESMIP server ready
C. EHLO exanpl e. com
S: 250- al mamat er . edu. exanpl e
S: 250- DSN
S. 250- AUTH
S. 250- SUBM TTER
S. 250 SIZE
C. MAIL FROM <al i ce@xanpl e. con» SUBM TTER=al i ce@xanpl e. com
S: 250 <alice@xanpl e. conr sender ok
C. RCPT TO <bob@l manmat er . edu. exanpl e>
S: 250 <bob@l nanat er. edu. exanpl e> reci pi ent ok
C. DATA
S: 354 okay, send nessage
C. (message body goes here)
C .
S: 250 nessage accepted
C QUT
S: 221 goodbye
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The al mamat er. edu. exanpl e MIA nust now forward this nessage to
bob@onpany. com exanpl e. Al though the original sender of the nmessage
is alice@xanple.com Alice is not responsible for this nost recent
retransm ssion of the nmessage. That role is filled by

bob@l mamat er . edu. exanpl e, who established the forwarding of mail to
bob@onpany. com exanpl e. Therefore, the al mamater. edu. exanpl e MIA
determ nes a new purported responsi bl e address for the message,
nanel y, bob@l mamat er. edu. exanpl e, and sets the SUBM TTER par anet er
accordingly. The forwarding MIA al so inserts a Resent-From header in
the nmessage body to ensure the purported responsi bl e address derived
fromthe RFC 2822 headers matches the SUBM TTER addr ess.

220 conpany.com exanpl e ESMIP server ready
EHLO al mamat er . edu. exanpl e
250- conpany. com exanpl e
250- DSN
250- AUTH
250- SUBM TTER
250 Sl ZE
MAI L FROM <al i ce@xanpl e. conp
SUBM TTER=bob@l mamat er . edu. exanpl e
250 <al i ce@xanpl e. con> sender ok
RCPT TG <bob@onpany. com exanpl e>
250 <bob@onpany. com exanpl e> reci pi ent ok
DATA
354 okay, send nessage
Resent - From bob@l nanat er. edu. exanpl e
Recei ved By: .
(message body goes here)

é50 nmessage accepted

QT
221 goodbye

POLOOOONOLOW OVLLLLOW

5.3. Mobile User

Alice is at the airport and uses her mobile e-mail device to send a
nmessage to Bob. The nessage travels through the carrier network
provi ded by nobil e.net.exanple, but Alice uses her exanple.com
address on the Fromline of all her nessages so that replies go to
her office mail box.
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Here is an exanple of the SMIP session between the MIAs at
nobi | e. net. exanpl e and al mamat er . edu. exanpl e.

220 al manat er. edu. exanpl e ESMIP server ready
EHLO nobi | e. net . exanpl e

250- al manat er. edu. exanpl e

250- DSN

250- AUTH

250- SUBM TTER

250 Sl ZE

MAI L FROM <al i ce@xanpl e. conp
SUBM TTER=al i ce@obi | e. net . exanpl e
250 <al i ce@xanpl e. con> sender ok
RCPT TGO <bob@l nanat er. edu. exanpl e>
250 <bob@al mamat er . edu. exanpl e> reci pi ent ok
DATA
354 okay, send nessage
Sender: alice@mbil e. net. exanpl e
Recei ved By: .
(message body goes here)

é50 nmessage accepted

QT
221 goodbye

POLOOOONONOW OVLLLLOW

Note that nobile. net.exanpl e uses the SUBM TTER paraneter to

desi gnate alice@mbil e.net.exanple as the responsible subnmitter for
this message. Further, this MIA also inserts a Sender header to
ensure the purported responsi ble address derived fromthe RFC 2822
headers matches the SUBM TTER addr ess.

Li kewi se, conventional |SPs nmay al so choose to use the SUBM TTER
paraneter to designate as the responsible submitter the user’s
address on the ISP's network if that address is different fromthe
MAI L FROM address. This may be especially useful for |SPs that host
mul ti pl e domai ns or otherw se share MIAs anong nul ti pl e domains.

When t he nessage is subsequently forwarded by the

al mmat er . edu. exanpl e MIA, that MTA will replace the SUBM TTER
paraneter with bob@l nanat er. edu. exanple as in Section 5.2 and add
its own Resent-From header

5.4. Quest E-Mail Service
While on a business trip, Alice uses the broadband access facilities
provi ded by the Exenplar Hotel to connect to the Internet and send

e-mail. The hotel routes all outbound e-nmail through its own SMIP
server, email. hotel.com exanple.
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The SMIP session for Alice’ s nmessage to Bob fromthe Exenplar Hot el
woul d 1 ook Iike this:

220 al manat er. edu. exanpl e ESMIP server ready
EHLO enui | . hot el . com exanpl e

250- al manat er. edu. exanpl e

250- DSN

250- AUTH

250- SUBM TTER

250 Sl ZE

MAI L FROM <al i ce@xanpl e. conp
SUBM TTER=guest . servi ces@nmai | . hot el . com exanpl e
250 <al i ce@xanpl e. con> sender ok
RCPT TGO <bob@l nanat er. edu. exanpl e>
250 <bob@al mamat er . edu. exanpl e> reci pi ent ok
DATA
354 okay, send nessage
Resent - From guest. servi ces@nmail . hotel.com exanpl e
Recei ved By: .
(message body goes here)

é50 nmessage accepted

QT
221 goodbye

POLOOOONONOW OVLLLLOW

Note that email.hotel.com exanpl e uses the SUBM TTER paraneter to
desi ghate a generic account guest.services@nail.hotel.com exanple as
the responsible submtter address for this nessage. A generic
account is used since Alice herself does not have an account at that
domain. Furthernore, this client also inserts a Resent-From header
to ensure the purported responsible address derived fromthe RFC 2822
headers with the SUBM TTER addr ess.

As before, when the nessage is subsequently forwarded by the

al mmat er . edu. exanpl e MIA, that MTA will replace the SUBM TTER
paranmeter with bob@l mamater. edu. exanple as in Section 5.2 and add
its own Resent-From header
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5.5. SUBM TTER Used on a Non-Delivery Report

Alice sends an incorrectly addressed e-nmil nessage and receives a
non-delivery report froma SUBM TTER-conpli ant server.

354 K, send nessage
(message body goes here)

é50 nmessage accepted

QT
221 goodbye

S: 220 exanpl e. com ESMIP server ready
C. EHLO al nanat er. edu. exanpl e

S: 250-exanpl e. com

S: 250- DSN

S. 250- AUTH

S. 250- SUBM TTER

S. 250 SIZE

C. MAIL FROM <> SUBM TTER=nmi | er - daenon@l nanat er . edu. exanpl e
S: 250 K

C. RCPT TO <al i ce@xanpl e. conr

S: 250 K

C. DATA

S

C

C

S

C

S

6. Security Considerations

Thi s extension provides an optim zation to allow an SMIP client to
identify the responsible submtter of an e-mail nessage in the SMIP
protocol, and to enable SMIP servers to performefficient validation
of that identity before the nmessage contents are transmtt ed.

It is, however, quite possible for an attacker to forge the val ue of
the SUBM TTER paraneter. Furthernore, it is possible for an attacker
to transnmit an e-mail nessage whose SUBM TTER par anet er does not

mat ch the purported responsi bl e address of the nmessage as derived
fromthe RFC 2822 headers. Therefore, the presence of the SUBM TTER
par anet er provides, by itself, no assurance of the authenticity of
the nmessage or the responsible submtter. Rather, the SUBM TTER
paraneter is intended to provide additional information to receiving
e-mai|l systens to enable themto efficiently determine the validity
of the responsible submtter, and specifically, whether the SMIP
client is authorized to transnit e-nail on behal f of the purported
responsi bl e submtter’s domain. Section 4.2 describes how receiving
e-mai | systens should process the SUBM TTER par anet er.
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