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Abstract
The Session Initiation Protocol (SIP) is often used to initiate
connections to applications such as voicenmail or interactive voice
recognition systenms. This specification describes a convention for

forming SIP service URIs that request particular services based on
redirecting targets from such applications.
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1

| nt roducti on

Many applications such as Unified Messaging (UM systens and
Interactive Voice Recognition (IVR) systens have been devel oped out
of traditional telephony. They can be used for storing and

interacting with voice, video, faxes, email, and instant nessagi ng
services. Users often use SIP to initiate comunications with these
applications. Wen a SIP call is routed to an application, it is

necessary that the application be able to obtain several bits of
information fromthe session initiation nessage so that it can
deliver the desired services.

For the purpose of this docunment, we will use UM as the main exanpl e,
but other applications nay use the nmechanismdefined in this
docunent. The UM needs to know what mail box shoul d be used and
possi bl e reasons for the type of service desired fromthe UM Many
voi cenai |l systens provide different greetings dependi ng whether the
call went to voicenail because the user was busy or because the user
did not answer. All of this information can be delivered in existing
SIP signaling fromthe call control that retargets the call to the
UM but there are no conventions for describing how the desired
mai | box and the service requested are expressed. It would be
possi bl e for every vendor to nake this configurable so that any site
could get it to work; however, this approach is unrealistic for
achieving interoperability anong call control, gateway, and unified
nmessagi ng systens fromdifferent vendors. This specification

descri bes a convention for describing this mail box and service
information in the SIP URI so that vendors and operators can build

i nt eroperabl e systens.

If there were no need to interoperate with Time Division Miltiplexing
(TDW) - based voi cennil systens or to allow TDM systens to use Vol P

uni fied nessaging systens, this problemwuld be a little easier to
solve. The problemthat is introduced in the Voice over IP (VolP) to
TDM case is as follows. The SIP systemneeds to tell a Public

Swi t ched Tel ephone Network (PSTN) gateway both the subscriber’s
mai | box identifier (which typically |ooks |ike a phone nunber) and

t he address of the voicemail systemin the TDM network (again a phone
nunber).

The question has been asked why the To header cannot be used to
speci fy which nailbox to use. One problemis that the call control
proxi es cannot nodify the To header, and the User Agent Cients
(UACs) often set it incorrectly because they do not have information
about the subscribers in the domain they are trying to call. This
happens because the routing of the call often translates the URI
multiple times before it results in an identifier for the desired
user that is valid in the namespace that the UM system under st ands.
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2.  Mechani sm (User Agent Server and Proxy)

The nechani sm wor ks by encoding the information for the desired
service in the SIP Request-URlI that is sent to the UMsystem Two
chunks of information are encoded, the first being the target mail box
to use and the second being the SIP status code that caused this
retargeting and that indicates the desired service. The userinfo and
hostport parts of the Request-URI will identify the voicenai

service, the target nmil box can be put in the target paraneter, and
the reason can be put in the cause paraneter. For exanple, if the
proxy wi shed to use Bob’s mail box because his phone was busy, the UR
sent to the UM system coul d be sonething like:

si p: voi cenai | @xanpl e. com t ar get =bob%#0exanpl e. com cause=486
2.1. Target

Target is a URI paraneter that indicates the address of the
retargeting entity: in the context of UM this can be the mail box
nunber. For exanple, in the case of a voicemail systemon the PSTN
the user portion will contain the phone nunber of the voicenai
system while the target will contain the phone nunber of the
subscri ber’s mail box.

2.2. Cause

Cause is a URI paraneter that is used to indicate the service that
the User Agent Server (UAS) receiving the message shoul d perform
The followi ng values for this URl paraneter are defined:

o m e o e e e e e e e e eeao o Fomm e - +
| Redirecting Reason | Val ue

o m e o e e e e e e e e eeao o Fomm e - +
| Unknown/ Not avail abl e | 404

| User busy | 486 |
| No reply | 408 |
| Unconditi onal | 302 |
| Deflection during alerting | 487 |
| Deflection imedi ate response | 480 |
| Mbbile subscriber not reachable | 503 |
o m e o e e e e e e e e eeao o Fomm e - +

The mapping to PSTN protocols is inmportant both for gateways that
connect the IP network to existing TDM custoner’s equi pment, such as
Private Branch Exchanges (PBXs) and voi cemail systens, and for

gat eways that connect the IP network to the PSTN network. Integrated
Services Digital Network User Part (ISUP) has signaling encodings for
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2.

3.

this information that can be treated as roughly equivalent for the
pur poses here. For this reason, this specification uses the nanes of

Redi recti ng Reason values defined in ITUT Q 732.2-5[8]. In this
specification, the Redirecting Reason Values are referred to as
"Causes". It should be understood that the term "Cause" has not hi ng

to do with PSTN "Cause val ues" (as per ITUT Q850 [9] and RFC 3398
[5]) but are instead mapped to ITUT Q 732.2-5 Redirecting Reasons.
Since I SUP interoperates with other PSTN networks, such as Q 931 [ 10]
and QSI G [11], using well-known rules, it nakes sense to use the | SUP

nanes as the nost appropriate superset. |f no appropriate mapping to
a cause value defined in this specification exists in a network, it
woul d be mapped to 302 "Unconditional”. Simlarly, if the mapping

occurs fromone of the causes defined in this specification to a PSTN
system that does not have an equival ent reason value, it would be

mapped to that network’ s equival ent of "Unconditional". |If a new
cause paraneter needs to be defined, this specification will have to
be updat ed.

The user portion of the URI SHOULD be used as the address of the
voi cenail systemon the PSTN, while the target SHOULD be mapped to
the original redirecting nunber on the PSTN side.

The redirection counters SHOULD be set to one unl ess additional
information is avail abl e.

3. Retrieving Messages

The UM system MAY use the fact that the From header is the sane as
the URI target as a hint that the user wishes to retrieve nessages.

Interaction with Request History Information

The Request History nechanism[6] provides nore information relating
to multiple retargetings. It is reasonable to have systens in which
both the information in this specification and the History

i nformation are included and one or both are used.

Hi story-Info specifies a nmeans of providing the UAS and UAC with

i nformati on about the retargeting of a request. This infornmation
includes the initial Request-URI and any retarget-to URIs. This
information is placed in the H story-Info header field, which, except
where prevented by privacy considerations, is built up as the request
progresses and, upon reaching the UAS, is returned in certain
responses.

H story-Info, when deployed at relevant SIP entities, is intended to
provi de a conprehensive trace of retargeting for a SIP request, along
with the SIP response codes that led to retargeting.
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Hi story-Info can conpl enent this specification. In particular, when
a proxy inserts a URI containing the paraneters defined in this
specification into the Request-URlI of a forwarded request, the proxy
can also insert a History-Info header field entry into the forwarded
request, and the URI in that entry will incorporate these paraneters.
Therefore, even if the Request-URl is replaced as a result of
rerouting by a downstream proxy, the History-Info header field wll
still contain these paraneters, which may be of use to the UAS
Consequent |y, UASes that nake use of this information may find the
information in the Hi story-Info header and/or in the Request-URI
dependi ng on the capability of the proxy to support generation of

H story-Info or on the behavior of downstream proxies; therefore,
applications need to take this into account.

i Limtations of Voicemail UR

This specification requires the proxy that is requesting the service
to understand whether the UM systemit is targeting supports the
syntax defined in this specification. Today, this information is
provided to the proxy by configuration. For practical purposes, this
nmeans that the approach is unlikely to work in cases in which the
proxy is not configured with information about the UM systemor in
which the UMis not in the sane adm nistrative domain.

Thi s approach only works when the service that the call control wants
applied is fairly sinple. For exanple, it does not allow the proxy
to express information like "Do not offer to connect to the target’s
col | eague because that address has already been tried".

The limtations discussed in this section are addressed by Hi story-
Info [6].

5.  Syntax
The ABNF[4] grammar for these paranmeters is shown below. The

definitions of pvalue and Status-Code are defined in the ABNF in RFC
3261[ 1] .

t ar get - param "target" EQUAL pval ue
cause- par am = "cause" EQUAL Status-Code
Note that the ABNF requires some characters to be escaped if they

occur in the value of the target paraneters. For exanple, the "@
character needs to be escaped.
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6.

6.

Exanpl es

This section provides sone exanpl e use cases for the solution
proposed in this docunent. For the purpose of this docunment, UMis
used as the nain exanple, but other applications may use this
mechani sm The exanples are intended to highlight the potenti al
applicability of this solution and are not intended to limt its
applicability.

Al so, the exanples show just service retargeting on busy, but can
easily be adapted to show other forms of retargeting.

In several of the exanples, the URIs are broken across nore than one
line. This was only done for formatting and is not a valid SIP
message. Sonme of the characters in the URIs are not correctly
escaped to inprove readability. The exanples are all shown using
sip: with UDP transport, for readability. It should be understood
that using sips: with TLS transport is preferable.

1. Proxy Forwards Busy to Voi cenai

In this exanple, Alice calls Bob. Bob’s proxy determnines that Bob is
busy, and the proxy forwards the call to Bob’s voicemil. Alice’'s
phone is at 192.0.2.1, while Bob’s phone is at 192.0.2.2. The

i nportant thing to note is the URI in nessage F7.

Alice Pr oxy Bob VOoi cemai
I I I I
| INVITE F1 | | |
[mmm e >| INVI TE F2 | |
| _ [EEEEEEEEE >| |
| (200 Trying) F3 | | |
R | 486 Busy F4 | |
| | < |
| | ACK F5 | |
| N >| |
| (181 Call is Being Forwarded) F6 |
| <emmmemme oo | | | N\VI TE F7 |
I I

* Rest of flow not shown *
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F1: INVITE 192.0.2.1 -> proxy. exanpl e. com

I NVI TE si p: +15555551002@xanpl e. com user =phone SI P/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone

Call-1D ¢c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*

F2: I NVI TE proxy.exanple.com-> 192.0.2.2

I NVI TE si p: +15555551002@92.0.2.2 SIP/ 2.0

Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 1
Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone

Cal | -1 D: c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*

F4: 486 192.0.2.2 -> proxy.exanple.com

SIP/2.0 486 Busy Here

Via: SIP/2.0/ TCP 192.0. 2. 4:5060; branch=z9h&4bK- i k80k7g- 1

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. conm user =phone; t ag=09xde23d80
Call-1D c3x842276298220188511

CSeq: 1 INVITE

Content-Length: O
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F7: 1 NVITE proxy. exanpl e.com -> um exanpl e. com

I NVI TE si p: voi cemai | @xanpl e. com \
target =si p: +15555551002%0exanpl e. cony user =phone; \
cause=486 SIP/ 2.0
Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 2
Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone
Cal | -1 D: c3x842276298220188511
CSeq: 1 INVITE
Max- Forwards: 70
Contact: <sip:alice@92.0.2.1>
Cont ent - Type: application/sdp
Content - Lengt h: *Body | ength goes here*

* SDP goes here*

6.2. Endpoint Forwards Busy to Voi cenui
In this exanple, Alice calls Bob. Bob is busy, but forwards the
session directly to his voicenail. Alice’ s phone is at 192.0.2.1,

while Bob’s phone is at 192.0.2.2. The inportant thing to note is
the URI in the Contact in nessage F3.

Alice Pr oxy Bob VOoi cemmi
I I I I
| INVITE F1 | |
BT >| INVITE F2 | |
[ I >| |
| | 302 Moved F3 | |
| 302 Moved F4 [<--------oo--- I |
BT | | |
| ACK F5 | | |
[ -mmmmmm e >| ACK F6 | I
| |- >| |
| | N\VI TE F7 I

I

* Rest of flow not shown *
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F1: INVITE 192.0.2.1 -> proxy. exanpl e. com

I NVI TE si p: +15555551002@xanpl e. com user =phone SI P/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone

Call-1D ¢c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*

F2: I NVI TE proxy.exanple.com-> 192.0.2.2

INVITE sip:1inel@92.0.2.2 SIP/2.0

Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 1
Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone

Cal | -1 D: c3x842276298220188511

CSeq: 1 INVITE

Max- Forwards: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*

F3: 302 192.0.2.2 -> proxy.exanpl e.com

SIP/ 2.0 302 Moved Tenporarily
Via: SIP/2.0/ TCP 192.0. 2. 4:5060; branch=z9h&4bK- i k80k7g- 1
Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. conm user =phone; t ag=09xde23d80
Call-1D c3x842276298220188511
CSeq: 1 INVITE
Contact: <sip: voicemil @xanple.com\
target =si p: +15555551002%10exanpl e. com user =phone; \
cause=486; >
Content-Length: O
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F7: 1 NVI TE proxy. exanpl e.com -

I NVI TE sip: voi cenail @xanpl e.

cemai | UR

Apri |

> um exanpl e. com

com \

target =si p: +15555551002%0exanpl e. cony user =phone; \

cause=486 SIP/2.0
SI P/ 2.0/ TCP 192.0. 2. 4: 506
SIP/ 2.0/ TCP 192.0.2.1:506

Vi a:
Vi a:

0; branch=z9h&bK- i k80k7g- 2
0; branch=z9h&4bK- 74bf 9

2006

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl

To: sip: +15555551002@xanpl e. ¢
Call -1 D ¢c3x842276298220188511

CSeq: 1 INVITE
Max- Forwar ds: 70
Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp
Content -Length: *Body |ength g

* SDP goes here*

In this exanple, the voi censi
network. Bob’s nunber
on the TDM network is +1-555-55

The cal

URI in F4 and the Request URI i

Alice Pr oxy

I
| INVITE F1 |
>|

om user =phone

oes here*

Endpoi nt Forwards Busy to TDM via a Gat eway

is reached via a gateway to a TDM

5-2000.

n F7.

voi cemai |

* Rest of flow not shown *

et al. | nf or

mat i onal

is +1 555 555-1002, while voicemil’s nunber

flowis the same as in Section 6.2 except for the Contact
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F4: 486 192.0.2.2 -> proxy.exanple.com

SIP/2.0 302 Moved tenporarily
Via: SIP/2.0/ TCP 192.0. 2. 4:5060; branch=z9h&4bK- i k80k7g- 1
Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. conm user =phone; t ag=09xde23d80
Call-1D ¢c3x842276298220188511
CSeq: 1 INVITE
Contact: <sip:+15555552000@xanpl e. com user =phone; \
target =t el : +15555551002; cause=486>
Content-Length: O

F7: 1 NVITE proxy. exanpl e.com -> gw. exanpl e. com

I NVI TE si p: +15555552000@xanpl e. cony user =phone; \

target =t el : +15555551002; cause=486\

SIP/2.0
Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 2
Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; branch=z9h&4bK- 74bf 9
From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone
Call-1D ¢c3x842276298220188511
CSeq: 1 INVITE
Max- Forwar ds: 70
Contact: <sip:alice@92.0.2.1;transport=tcp>
Cont ent - Type: application/sdp
Content - Lengt h: *Body | ength goes here*

* SDP goes here*
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6.4. Endpoint Forwards Busy to Voicemail with History Info

This exanple illustrates how Hi story Info works in conjunction with
service retargeting. The scenario is the sane as Section 6.1.

F1: INVITE 192.0.2.1 -> proxy. exanpl e. com

I NVI TE si p: +15555551002@xanpl e. com user =phone SI P/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: sip: +15555551002@xanpl e. cony user =phone

Call-1D c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

H story-Info: <sip:+15555551002@xanpl e. com user =phone >;i ndex=1
Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*

F2: I NVI TE proxy.exanple.com-> 192.0.2.2

INVITE sip:1inel@92.0.2.2 SIP/2.0

Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 1

Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl

To: sip: +15555551002@xanpl e. cony user =phone

Call-1D c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

H story-Info: <sip:+15555551002@xanpl e. com user =phone >;i ndex=1,
<sip:linel@92.0.2.4>;index=1.1

Cont ent - Type: application/sdp
Content - Lengt h: *Body | ength goes here*

* SDP goes here*
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6.

5.

F7: 1 NVITE proxy. exanpl e.com -> um exanpl e. com

I NVI TE sip: voicenmail @xanpl e.com\
target =si p: +15555551002%0exanpl e. cony user =phone; \
cause=486 SIP/ 2.0

Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 2

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl

To: sip: +15555551002@xanpl e. cony user =phone

Cal | -1 D: c3x842276298220188511

CSeq: 1 INVITE

Max- Forwards: 70

Contact: <sip:alice@92.0.2.1>

H story-Info: <sip:+15555551002@xanpl e. com user =phone >;i ndex=1,
<sip:linel@92. 0. 2. 4?Reason=S| P¥8Bcause¥3D302; \
text="Moved Tenporarily">;index=1.1
<si p: voicemil @xanpl e. com\
target =si p: +15555551002%0exanpl e. cony user =phone; \
cause=486>; i ndex=2

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*
Zero Configuration UM System

In this exanple, the UM system has no configuration information
specific to any user. The proxy is configured to pass a URl that
provi des the pronpt to play and an enmil address in the user portion
of the URI to which the recorded nessage is to be sent.

The call flowis the sane as in Section 6.1, except that the URl in
F7 changes to specify the user part as Bob’s email address, and the
Netann [7] URl play paraneter specifies where the greeting to play
can be fetched from
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F7: 1 NVI TE proxy. exanpl e.com -> voi cenai |l . exanpl e. com

I NVI TE si p: voi cemai | @xanpl e. com t arget =nai | t o: bob%10exanpl e. com \
cause=486; pl ay=htt p: / / www. exanpl e. coml bob/ busy.wav SI P/ 2.0

Via: SIP/ 2.0/ TCP 192.0. 2. 4: 5060; br anch=z9h&4bK- i k80k7g- 2

Via: SIP/2.0/ TCP 192.0. 2. 1:5060; branch=z9h&4bK- 74bf 9

From Alice <sip:+15555551001@xanpl e. com user =phone>; t ag=9f xced76sl

To: sip: +15555551002@xanpl e. cony user =phone

Call-1D ¢c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content - Lengt h: *Body | ength goes here*

* SDP goes here*
In addition, if the proxy wished to indicate a Voice XM. (VXM)
script that the UM shoul d execute, it could add a paraneter to the
URI in the above nessage that | ooked like:
voi cexm =htt p: / / ww. exanpl e. conl bob/ busy. vxn

6.6. Call Coverage
In a Call Coverage exanple, a user on the PSTN calls an 800 nunber.
The gateway sends this to the proxy, which recognizes that the
hel pdesk is the target. Alice and Bob are staffing the help desk and
are tried sequentially, but neither answers, so the call is forwarded
to the hel pdesk’s voicemail.

The details of this flow are trivial and not shown. The key itemin
this exanple is that the INVITE to Alice and Bob | ooks as foll ows:

I NVI TE si p: voi cenmi | @xanpl e. com t ar get =hel pdesk%l0exanpl e. com \
cause=302 SIP/ 2.0

7. | ANA Consi derati ons

This specification adds two new values to the I ANA registration in
the "SIP/SIPS URI Paraneters” registry as defined in [3].

Par anet er Name Predefi ned Val ues Reference

t ar get No [ RFC4458]
cause Yes [ RFC4458]
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8.

8.

Security Considerations

Thi s docunent di scusses transactions involving at |east three
parties, which increases the conplexity of the privacy issues.

The new URI paraneters defined in this docunent are generally sent
froma Proxy or call control systemto a Unified Messaging (UV
systemor to a gateway to the PSTN and then to a voicenail system
These new paraneters tell the UM what service the proxy wi shes to
have performed. Just as any nessage sent fromthe proxy to the UM
needs to be integrity protected, these nessages need to be integrity
protected to stop attackers from for exanple, causing a voicenai
meant for a conpany’s CEOto go to an attacker’s mail box. RFC 3261
provi des a TLS mechanism suitable for performng this integrity
protection.

The signaling fromthe Proxy to the UMor gateway will reveal who is
calling whom and possi bly sone information about a user’s presence
based on whether the call was answered or sent to voicenail. This

i nformati on can be protected by encrypting the SIP traffic between
the Proxy and UM or gateway. Again, RFC 3261 contains nechanisnms for
acconpl i shing this using TLS.

| npl ement ati ons should inplement and use TLS.

Integrity Protection of Forwarding in SIP

The forwarding of a call in SIP brings up a very strange trust issue.
Consi der the normal case -- A calls B and the call gets forwarded to
C by a network elenent in B's domain, and then C answers the call. A

has called B but ended up talking to C. This scenario nay be hard to
separate froma nan-in-the-niddle attack

There are two possible solutions. One is that B sends back
information to A saying don't call me, call C, and signs it as B.

The problemis that this solution involves revealing that B has
forwarded to C, which B often may not want to do. For exanple, B may
be a work phone that has been forwarded to a nobile or hone phone.
The user does not want to reveal their nobile or honme phone nunber
but, even nore inportantly, does not want to reveal that they are not
in the office.

The ot her possible solution is that A needs to trust Bonly to
forward to a trusted identity. This requires a hop-by-hop transitive
trust such that each hop will only send to a trusted next hop and
each hop will only do things that the user at that hop desired. This
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solution is enforced in SIP using the SIPS URI and TLS- based

hop- by-hop security. It protects froman off-axis attack, but if one
of the hops is not trustworthy, the call may be diverted to an
attacker.

Any redirection of a call to an attacker’s nmailbox is serious. It is

trivial for an attacker to nmake its mail box seemvery nuch like the
real mail box and forward the nessages to the real mailbox so that the
fact that the nmessages have been intercepted or even tanpered with
escapes detection. Approaches such as the SIPS URL and the

H story-Info[6] can help protect against these attacks.

8.2. Privacy Related Issues on the Second Call Leg

In the case where A calls B and gets redirected to C, occasionally

peopl e suggest that there is a requirenent for the call leg fromB to
C to be anonynous. The SIP case is not the PSTN, and there is no
call leg fromB to C instead, there is a Vol P session between A and
C. If Ahas put a To header field value containing Bin the initial
invite nmessage, unless sonething special is done about it, C would
see that To header field value. |[If the person who answers phone C
says "l think you dialed the wong nunber; who were you trying to

reach?", A wll probably specify B.

If A does not want C to see that the call was to B, A needs a speci al
relationship with the forwarding Proxy to induce it not to reveal
that information. The call should go through an anonyni zation
service that provides session or user |level privacy (as described in
RFC 3323 [2]) service before going to C. It is not hard to figure
out how to neet this requirenent, but it is unclear why anyone woul d
want this service.

The scenario in which B wants to nake sure that C does not see that
the call was to Bis easier to deal with but a bit weird. The usua
argunent is that Bill wants to forward his phone to Monica but does
not want Monica to find out his phone nunber. It is hard to inagine
that Moni ca would want to accept all Bill’s calls w thout know ng how
to call Bill to conplain. The only person Monica will be able to
conplain to is Hllary, when she tries to call Bill. Several popul ar
web portals will send SM5 al ert nessages about things |ike stock
prices and weather to nobil e phone users today. Sone of these
contain no information about the account on the web portal that
initiated them making it nearly inpossible for the nobile phone
owner to stop them This anonynbus nessage forwardi ng has turned out
to be a really bad idea even where no nalice is present. Cearly
some people are fairly dubious about the need for this, but never
mnd: let’s look at how it is solved.
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10.

10.

10.

In the general case, the proxy needs to route the call through an
anonym zati on service and everything will be cleaned up. Any

anonym zation service that perforns the "Privacy: Header" Service in
RFC 3323 [2] nust renove the cause and target URI paraneters fromthe
URI. Privacy of the paraneters, when they formpart of a URI within
the History-Info header, is covered in History-Info [6].

Thi s specification does not discuss the security considerations of
mappi ng to a PSTN Gateway. Security inplications of mapping to | SUP,
for exanple, are discussed in RFC 3398 [5].

Acknow edgenent s

Many thanks to Mary Barnes, Steve Levy, Dean WIllis, Allison Mnkin,
Martin Dolly, Paul Kyzivat, Erick Sasaki, Lyndsay Canpbell, Keith
Drage, M guel Garcia, Sebastien Garcin, Roland Jesske, Takum GChba,
and Rohan Mahy.

Ref er ences
1. Normative References

[1] Rosenberg, J., Schulzrinne, H, Camarillo, G, Johnston, A.,
Peterson, J., Sparks, R, Handley, M, and E Schooler, "SIP:
Session Initiation Protocol", RFC 3261, June 2002.

[2] Peterson, J., "A Privacy Mechanismfor the Session Initiation
Protocol (SIP)", RFC 3323, Novenber 2002.

[3] Camarillo, G, "The Internet Assigned Nunber Authority (1 ANA)
Uni form Resource ldentifier (URI) Paraneter Registry for the
Session Initiation Protocol (SIP)", BCP 99, RFC 3969,
Decenber 2004.

[4] Crocker, D. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', RFC 4234, Cctober 2005.

2. | nformati ve Ref erences

[ 5] Camarillo, G, Roach, A, Peterson, J., and L. Ong, "Integrated
Services Digital Network (I1SDN) User Part (ISUP) to Session
Initiation Protocol (SIP) Mpping", RFC 3398, Decenber 2002.

[ 6] Barnes, M, "An Extension to the Session Initiation Protocol
(SIP) for Request History Information", RFC 4244,
Novenber 2005.

Jenni ngs, et al. | nf or mat i onal [ Page 18]



RFC 4458

[7]

[ 8]

[ 9]

[10]

[11]

Jenni ngs,

SI P Voi cenmail UR April 2006

Burger, E., Van Dyke, J., and A Spitzer, "Basic Network Media
Services with SIP', RFC 4240, Decenber 2005.

"Stage 3 description for call offering supplenentary services
using signalling systemNo. 7: Call diversion services", ITUT
Recommendati on Q 732. 2-5, Decenber 1999.

"Usage of cause and location in the Digital Subscriber
Signalling System No. 1 and the Signalling System No. 7 | SDN
User Part", |ITU T Recommendati on Q 850, My 1998.

"| SDN user-network interface |ayer 3 specification for basic
call control"”, ITU T Reconmendati on Q 931, May 1998.

"Information technol ogy - Tel ecomuni cations and i nformation
exchange between systens - Private Integrated Services Network

- Circuit node bearer services - Inter-exchange signalling
procedures and protocol", |1SOIEC 11572, March 2000.
et al. | nf or mat i onal [ Page 19]



RFC 4458 SI P Voi cenmail UR April 2006

Aut hor s’ Addresses

Cul I en Jenni ngs

Cisco Systens

170 West Tasman Drive
Mai | stop SJC-21/2

San Jose, CA 95134
USA

Phone: +1 408 421-9990
EMai | : fluffy@isco.com

Francoi s Audet

Nortel Networks

4655 G eat Anmerica Parkway
Santa Clara, CA 95054

Us

Phone: +1 408 495 3756
EMai | : audet @ortel.com

John El wel |

Si emens plc

Technol ogy Drive

Beeston, Nottingham N&@ 1LA
UK

EMai | : john. el wel | @i emens. com

Jenni ngs, et al. | nf or mat i onal [ Page 20]



RFC 4458 SI P Voi cenmail UR April 2006

Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is provided by the | ETF
Adm ni strative Support Activity (1ASA).

Jenni ngs, et al. | nf or mat i onal [ Page 21]






