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Abst ract

Thi s docunent |ays out a set of requirenents related to trait-based
aut horization for the Session Initiation Protocol (SIP). Wile sone
aut henti cati on nmechani snms are described in the base SIP
specification, trait-based authorization provides information used to
make policy decisions based on the attributes of a participant in a

session. This approach provides a richer framework for

aut hori zation, as well as allows greater privacy for users of an
identity system
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1. Introduction

Thi s docunent explores requirenents of the Session Initiation
Protocol (SIP) [1] for enabling trait-based authorization. This
effort stens fromthe recognition that when SIP requests are received
by a User Agent Server (UAS), there are authorization requirenents
that are orthogonal to ascertaining of the identity of the User Agent
Client (UAC). Supplenental authorization information might allowthe
UAS to inplenment non-identity-based policies that depend on further
attributes of the principal that originated a SIP request.

For example, in traditional SIP authorization architectures, the nere
fact that a UAC has been authenticated by a UAS doesn’'t nean that the
UAS wi |l grant the UAC full access to its services or capabilities --
in nmost instances, a UAS will conpare the authenticated identity of
the UAC to sone set of users that are permitted to make particul ar
requests (as a way of making an authorization decision). However, in
| arge communities of users with few preexisting relationships (such
as federations of discrete service providers), it is unlikely that
the authenticated identity of a UAC alone will give a UAS sufficient
informati on to deci de how to handl e a given request.

Trait-based authorization entails an assertion by an authorization
service of attributes associated with an identity. An assertion is a
sort of docunent consisting of a set of these attributes that are
wrapped within a digital signature provided by the party that
generates the assertion (the operator of the authorization service).
These attributes describe the "trait’ or "traits’ of the identity in
question -- facts about the principal corresponding to that identity.
For example, a given principal mght be a faculty nenber at a
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university. An assertion for that principal’s identity mght state
that they have the "trait’ of 'is a faculty nmenber’, and the
assertion woul d be issued (and signed) by a university. Wen a UAS
receives a request with this trait assertion, if it trusts the
signing university, it can make an authorization deci sion based on
whet her or not faculty nenbers are permitted to make the request in
question, rather than just | ooking at the identity of the UAC and
trying to discern whether or not they are a faculty nmenber through
some external neans. Thus, these assertions allow a UAS to authorize
a SIP request without having to store or access attributes associated
with the identity of the UACitself. Even conplex authorization
deci si ons based the presence of multiple disjointed attributes are
feasible; for exanple, a 'faculty' menber could be part of the
"chenistry’ departnent, and both of these traits could be used to
make aut horization decisions in a given federation.

It is easy to see howtraits can be used in a single admnistrative
domai n, for exanple, a single university, where all users are managed
under the same adm nistration. 1In order for traits to have a broader
usage for services like SIP, which comonly are not bounded by

admi ni strative domai ns, domains that participate in a commobn

aut hori zati on schenme nust federate with one another. The concept of
federation is integral to any trait-based authorizati on schene.
Dormai ns that federate with one another agree on the syntax and
semantics of traits -- without this consensus, trait-based

aut hori zati on schenes would only be useful in an intradonain context.
A federation is defined as a set of administrative domains that

i npl erent conmon policies regarding the use and applicability of
traits for authorization decisions. Federation necessarily inplies a
trust relationship, and usual inplies some sort of pre-shared keys or
ot her means of cryptographic assurance that a particular assertion
was generated by an authorization service that participates in the
federati on.

In fact, when trait-based authorization is used, an assertion of

attri butes can be presented to a UAS instead of the identity of user
of the UAC. In many cases, a UAS has no need to know who, exactly,
has nade a request -- knowing the identity is only a nmeans to the end
of matching that identity to policies that actually depend on traits
i ndependent of identity. This fact allows trait-based authorization
to offer a very conpelling privacy and anonynity solution. Identity
becones one nore attribute of an assertion that nmay or nmay not be

di scl osed to various destinations.

Trait-based authorization for SIP depends on authorization services
that are trusted by both the UAC and the UAS that wi sh to share a
session. For that reason, the authorization services described in
this docunent are nost applicable to clients either in a single
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domain or in federated dommi ns that have agreed to trust one

anot her’s authorization services. This could be conmon in academc
environnents, or business partnerships that wish to share attributes
of principals with one another. Some trait-based authorization
archi tectures have been proposed to provide single signh-on services
across nultiple providers.

Al though trait-based identity offers an alternative to traditiona
identity architectures, this effort should be consi dered

conpl enmentary to the end-to-end cryptographic SIP identity effort
[3]. An authentication service night also act as an authorization
service, generating sone sort of trait assertion token instead of an
aut henticated identity body.

2. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', "MAY", and "OPTI ONAL" are to be interpreted as
described in RFC 2119 [2] and indicate requirement |evels for
conpliant SIP inplenmentations.

3. Trait-Based Authorization Framework

A trait-based authorization architecture entails the existence of an
aut hori zation service. Devices nust send requests to an

aut hori zation service in order to receive an assertion that can be
used in the context of a given network request. Different network
request types will often necessitate different or additional
attributes in assertions fromthe authorization service.

For the purposes of SIP, SIP requests night be supplied to an

aut hori zati on service to provide the basis for an assertion. It
could be the case that a user agent will take a particular SIP
request, such as an INVITE, for which it wishes to acquire an
assertion and forward this to the authorization service (in a manner
simlar to the way that an authenticated identity body is requested
in[3]). User agents might also use a separate protocol to request
an assertion. |In either case, the client will need to authenticate
itself to an authorization service before it receives an assertion.
Thi s aut hentication could use any of the standard nechani sns
described in RFC 3261 [1], or use sonme other neans of authentication.

Once a SIP UA has an assertion, it will need some way to carry an
assertion within in a SIP request. |It’s possible that this assertion
coul d be provided by reference or by value. For exanple, a SIP UA
could include a M ME body within a SIP request that contains the
assertion; this would be inclusion by value. Alternatively, content
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indirection [4], or sone new header, could be used to provide a UR
(perhaps an HTTP URL) where interested parties could acquire the
assertion; this is inclusion by reference.

The basic nodel is as foll ows:

. + | |
I + | Request | +-----mae - + |
| | Entity | [---------mmmm - > | Assertion | |
| | requesting | | | | Ganting | |
| | authz | | <---mmmmmm e | | Entity | |
| | assertions | | Assertion | +-----mae - + |
| - + | I A I
| | | | Trust |
| | | | . Rel. |
I I I I v I
I I I | - + |
| Transfer | | | Assertion | |
I I I | | Verifying | |
I I I | | Entity ||
I I I | Ao + |
I I I I I
| % | L +
I + | Servi ce Request + A

| | Entity | | Assertion [

| | using authz| | ----------------““"----------- + |

| | assertion | | |

I S +
T + Response/ Error

The entity requesting authorization assertions (or the entity that
gets sone assertions granted) and the entity using these

aut hori zati on assertions might be co-located in the sane host or
domai n, or they night be entities in different domains that share a
federate with one another. The sane is true for the entity that
grants these assertions to a particular entity and the entity that
verifies these assertions.

From a protocol point of view, it is worth noting that the process of
obt ai ni ng sone assertions mght happen sone tine before the usage of
these assertions. Furthernore, different protocols night be used and
the assertions may have a lifetinme that mght allow that these
assertions are presented to the verifying entity multiple tines
(during the lifetime of the assertion).

Sone i nportant design decisions are associated with carrying

assertions in a SIP request. |If an assertion is carried by value, or
uses a M Me-based content indirection system then proxy servers wll
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be unable to i nspect the assertion thenselves. |f the assertion were
referenced in a header, however, it mght be possible for the proxy
to acquire and inspect the assertion itself. There are certainly
architectures in which it would be neaningful for proxy servers to
appl y admi ssions controls based on assertions.

It is also the case that carrying assertions by reference all ows
versatile access controls to be applied to the assertion itself. For
i nstance, an HTTP URL where an assertion could be acquired coul d

i ndicate a web server that chall enged requests, and only all owed
certain authorized sources to inspect the assertion, or that provided
different versions of the assertion depending on who is asking. Wen
a SIPUA initiates a request with privacy controls [5], a web server
m ght provide only trait information (’'faculty’, 'student’, or
"staff’) to nbst queries, but provide nore detailed infornmation
including the identity of the originator of the SIP request, to
certain privileged askers. The end-users that make requests should
have sonme way to inform authorization services of the attributes that
shoul d be shared with particul ar destinations.

Assertions thensel ves night be scoped to a particular SIP transaction
or SIP dialog, or they might have a longer lifetinme. The recipient
of an assertion associated with a SIP request needs to have sone way
to verify that the authorization service intended that this assertion
could be used for the request in question. However, the format of
assertions is not specified by these requirenents.

Trait assertions for responses to SIP requests are outside the scope
of these requirenents; it is not clear if there is any need for the
reci pient of a request to provide authorization data to the
requestor.

Trait-based authorization has significant applicability to SIP

There are nunerous instances in which it is valuable to assert
particul ar facts about a principal other than the principal’s
identity to aid the recipient of a request in naking an authorization
policy decision. For exanple, a tel ephony service provider mght
assert that a particular user is a 'custoner’ as a trait. An
emergency services network might indicate that a particul ar user has
a privileged status as a caller.
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4. Exanple Use Cases

The followi ng use cases are by no neans exhaustive, but provide a few
hi gh-1 evel exanples of the sorts of services that trait-based

aut hori zation mght provide. Al of the cases bel ow consi der

i nterdonmai n usage of authorization assertions.

4.1. Settlenment for Services

When endpoints in two donains share real -ti me conmuni cati ons
services, sonetines there is a need for the domains to exchange
accounting and settlenment information in real-tine. The operators of
val uabl e resources (for exanple, Public Switched Tel ephone Network
(PSTN) trunking, conference bridges, or the like) in the called
domain may wish to settle with the calling domain (either with the
operators of the domain or a particular user), and some accounting
operations mght need to conplete before a call is term nated. For
exanple, a caller in one domain mght want to access a conference
bridge in another domain, and the called domain might wish to settle
for the usage of the bridge with the calling domain. O in a

Wi rel ess context, a roam ng user might want to use services in a
visited network, and the visited network nmight need to understand how
to settle with the user’s home network for these services.

Assumi ng that the calling donmain constitutes sone sort of conmercial
servi ce capabl e of exchangi ng accounting information, the called
domain may want to verify that the renote user has a billable account
in good standing before allowing a renpte user access to val uabl e
resources. Mreover, the called domain nay need to discover the

net wor k address of an accounting server and sone basic information
about how to settle with it.

An aut hori zation assertion created by the calling domain could
provide the called domain with an assurance that a user’s account can
settle for a particular service. |n sone cases, no further

i nformati on nay be required to process a transaction, but if nore
speci fic accounting data is needed, traits could al so comunicate the
net wor k address of an accounting server, the settlenment protocol that
shoul d be used, and so on.

4.2. Associating Gateways with Providers

| magi ne a case where a particular tel ephone service provider has

depl oyed nunerous PSTN- SI P gat eways. Wen calls conme in fromthe
PSTN, they are eventually proxied to various SIP user agents. Each
SI P user agent server is interested to know the identity of the PSTN
caller, of course, which could be given within SIP nessages in any
nunber of ways (in SIP headers, bodies, or what have you). However,
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in order for the recipient to be able to trust the identity (in this
i nstance, the calling party's tel ephone nunber) stated in the call
they nust first trust that the call originated fromthe gateway and
that the gateway is operated by a known (and trusted) provider.

There are a nunber of ways that a service provider mght try to
address this problem One possibility would be routing all calls
from gat eways through a recogni zabl e ' edge’ proxy server (say,
"sip.exanple.com). Accordingly, any SIP entity that received a
request via the edge proxy server (assum ng the use of hop-by-hop

mut ual cryptographi ¢ aut henti cati on) would know the service provider
fromwhomthe call originated. However, it is possible that requests
fromthe originating service provider’'s edge proxy m ght be proxied
agai n before reaching the destination user agent server, and thus in
many cases the originating service provider’s identity would be known
only transitively. Moreover, in many architectures requests that did
not originate from PSTN gateways coul d be sent through the edge proxy
server. In the end analysis, the recipient of the request is |ess
interested in knowi ng which carrier the request came fromthan in
knowi ng that the request cane from a gateway.

Anot her possible solution is to issue certificates to every gateway
corresponding to the hostnane of the gateway

(' gatewayl. exanple.coni). Gateways could therefore sign SIP requests
directly, and this property could be preserved end-to-end. But
dependi ng on the public key infrastructure, this could, however,
becone costly for |arge nunbers of gateways, and noreover a user
agent server that receives the request has no direct assurance froma
typical certificate that the host is in fact a gateway just because
it happens to be naned 'gatewayl’

Trait-based authorization would enable the trait 'is a gateway’ to be
associated with an assertion that is generated by the service
provider (i.e., signed by 'exanple.coni). Since these assertions
woul d travel end-to-end fromthe originating service provider to the
destinati on user agent server, SIP requests that carry them can pass
t hrough any nunber of intermediaries w thout discarding cryptographic
aut hentication information. This mechani smalso does not rely on
host nane conventions to identify what constitutes a gateway and what
does not -- it relies on an explicit and unanbi guous attribute in an
assertion.

4.3. Perm ssions on Constrained Resources
Consi der a scenario wherein two universities are making use of a
vi deoconf erenci ng service over a constrai ned-bandw dth resource.

Both universities would like to enforce policies that determ ne how
this constrai ned bandwidth will be allocated to nenbers of their
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respective comunities. For exanple, faculty nenbers m ght have
privileges to establish videoconferences during the day, while
students mght not. Faculty might also be able to add students to a
parti cul ar vi deoconference dynam cally, or otherw se noderate the
content or attendance of the conference, whereas students m ght
partici pate only nore passively.

Trait-based authorization is ideal for managi ng authorization

deci sions that are predicated on nenbership in a group. Rather than
basi ng access on individual users, levels (or roles) could be

assi gned that would be honored by both universities, since they both
participate in the sane federation

If the federation honored the traits "faculty", "staff", and
"student", they could be | everaged to ensure appropriate use of the
networ k resource between universities participating in the
federation. An assertion would then be attached to every request to
establish a session that indicated the role of the requestor. Only
if the requestor has the appropriate trait would the session request
be granted. ldeally, these policies would be enforced by
internmediaries (SIP proxy servers) that are capable of inspecting and
verifying the assertions.

4.4. Managing Priority and Precedence

There is a significant anount of interest in the Internet tel ephony
comunity in assigning certain calls a 'priority’ based on the
identity of the user, with the presunption that prioritized calls
will be granted preferential treatnment when network resources are
scarce. Different domains might have different criteria for
assigning priority, and it is unlikely that a donain would correlate
the identity of a non-local user with the need for priority, even in
situations where domains would like to respect one another’s
prioritization policies.

Exi sting proposals have focused | argely on adding a new header field
to SIP that might carry a priority indicator. This use case does not
chal l enge this strategy, but nerely shows by way of exanple how this
requi rement mght be net with a trait-based authorization system As
such, the linitations of the header field approach will not be
contrasted here with a hypothetical trait-based system

An assertion created by a domain for a particul ar request night have
an associated 'priority’ attribute. Recipients of the request could
i nspect and verify the signature associated with the assertion to
determ ne whi ch dormai n had aut henticated the user and nade the
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priority assessment. |f the assertion’s creator is trusted by the
eval uator, the given priority could be factored into any rel evant
request processing.

4.5. Linking Different Protocols

Crypt ographi ¢ conputations are expensive and conputi ng aut hori zation
decisions might require a lot of tine and multiple nmessages between
the entity enforcing the decisions and the entity conputing the

aut hori zation decision. Particularly in a nobile environnment these
entities are physically separated -- or not even in the sane

adm ni strative domain. Accordingly, the notion of "single sign-on"
is anot her potential application of authorization assertions and
trait-based authorization -- a user is authenticated and authorized
t hrough one protocol, and can reuse the resulting authorization
assertion in other, potential unrelated protocol exchanges.

For example, in sone environments it is useful to make the

aut hori zati on decision for a "high-level" service (such as a voice
call). The authorization for the "voice call” itself mght include
authori zation for SIP signaling and al so for |ower-1level network
functions, for exanple, a quality-of-service (QS) reservation to

i nprove the performance of real-tine nedia sessions established by
SIP. Since the SIP signaling protocol and the QoS reservation
protocol are totally separate, it is necessary to |link the

aut hori zati on decisions of the two protocols. The authorization
deci sion mght be valid for a nunber of different protocol exchanges,
for different protocols and for a certain duration or sone other
attri butes.

To enable this nechanismas part of the initial authorization step,
an aut horization assertion is returned to the end host of the SIP UAC
(cryptographically protected). |If QS is necessary, the end host

m ght reuse the returned assertion in the QoS signaling protocol

Any dormains in the federation that would honor the assertion
generated to authorize the SIP signaling would simlarly honor the
use of the assertion in the context of QoS. Upon the initial
generation of the assertion by an authorization server, traits could
be added that specify the desired | evel of quality that should be
granted to the nmedia associated with a SIP session.
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5.

Trait-Based Authorization Requirenents

The following are the constraints and requirenments for trait-based
aut hori zation in SIP:

1.

The mechani sm MJUST support a way for SIP user agents to enbed an
aut hori zati on assertion in SIP requests. Assertions can be
carried either by reference or by val ue.

The nechani sm MUST allow SIP UACs to deliver to an authorization
service those SIP requests that need to carry an assertion. The
mechani sm SHOULD al so provide a way for SIP internediaries to
recogni ze that an assertion will be needed, and either forward
requests to an authorization service thenselves or notify the UAC
of the need to do so.

Aut hori zation services MJST be capable of delivering an assertion
to a SIP UAC, either by reference or by value. It MAY al so be
possi bl e for an authorization service to add assertions to
requests itself, if the user profile permits this (for exanple,

t hrough the use of content-indirection as described in [4]).

Aut hori zation services MJST have a way to authenticate a SIP UAC

The assertions generated by authorization services MJIST be
capabl e of providing a set of values for a particular trait that
a principal is entitled to claim

The nechani sm MUST provide a way for authorized SIP
internmediaries (e.g., authorized proxy servers) to inspect
assertions.

The mechani sm MJUST have a singl e baseline mandatory-to-inpl enent
aut hori zati on assertion scheme. The nechani sm MJST al so al | ow
support of other assertion schenes, which would be optional to

i npl erent. One exanple of an assertion schene is Security
Assertion Markup Language (SAM.) [6] and another is RFC 3281

X. 509 Attribute Certificates [7].

The mechani sm MJUST ensure reference integrity between a SIP
request and assertion. Reference integrity refers to the
relationship between a SIP nessage and the assertion authori zing
the nessage. For exanple, a reference integrity check would
conpare the sender of the nessage (as expressed in the SIP
request, for exanple, in the "From' header field value) with the
identity provided by the assertion. Reference integrity is
necessary to prevent various sorts of relay and inpersonation
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10.

11.

12.

13.

14.

15.

16.

17.

18.

attacks. Note that reference integrity MAY apply on a per-
nmessage, per-transaction, or per-dial og basis.

Assertion schemes used for this mechani sm MUST be capabl e of
asserting attributes and/or traits associated with the identity
of the principal originating a SIP request. No specific traits
or attributes are required by this specification.

The nechani sm MUST support a nmeans for end-users to specify
policies to an authorization service for the distribution of
their traits and/or attributes to various destinations.

The nechani sm MUST provide a way of preventing unauthorized
parties (either intermediaries or endpoints) fromview ng the
contents of assertions.

Assertion schemes MJUST provide a way of selectively sharing the
traits and/or attributes of the principal in question. In other
words, it nust be possible to show only sonme of the attributes of
a given principal to particular recipients, based on the
cryptographically- assured identity of the recipient.

It MJUST be possible to provide an assertion that contains no
identity -- that is, to present only attributes or traits of the
princi pal making a request, rather than the identity of the
princi pal .

The manner in which an assertion is distributed MJST pernit
cryptographi c authentication and integrity properties to be
applied to the assertion by the authorization service.

It MJUST be possible for a UAS or proxy server to reject a request
that |acks a present and valid authorization assertion, and to
informthe sending UAC that it nust acquire such an assertion in
order to conplete the request.

The recipient of a request containing an assertion MJST be able
to ascertain which authorization service generated the assertion.

It MJUST be possible for a UAS or proxy server to reject a request
contai ning an assertion that does not provide any attributes or
traits that are known to the recipient or that are relevant to
the request in question

It SHOULD be possible for a UAC to attach nmultiple assertions to
a single SIP request, in cases where nultiple authorization
servi ces nust provide assertions in order for a request to
conpl et e.
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6.

8.

8.

8.

Security Considerations

The subject of this docunent is an authorization systemfor SIP that
is not predicated on the distribution of end-users’ identities, but
rather shares traits of the users. As such, the bulk of this
docunent di scusses security.

The distribution of authorization assertions requires nunerous
security properties. An authorization service nust be able to sign
assertions, or provide some simlar cryptographic assurance that can
provi de non-repudi ation for assertions. These requirenents are
further detailed in Section 3.
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Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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Intell ectual Property
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Intell ectual Property Rights or other rights that m ght be clained to
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this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
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copyrights, patents or patent applications, or other proprietary
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this standard. Please address the information to the |IETF at
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