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Abstract

Mobile IP, as originally specified, defines an authentication
extensi on (the Mobil e-Forei gn Authentication extension) by which a
nobi | e node can authenticate itself to a foreign agent.

Unfortunately, that extension does not provide the foreign agent any
di rect guarantee that the protocol is protected fromreplays and does
not allow for the use of existing techniques (such as Challenge
Handshake Aut hentication Protocol (CHAP)) for authenticating portable
comput er devi ces.

In this specification, we define extensions for the Mbile |IP Agent
Advertisenents and the Registration Request that allow a foreign
agent to use a chall enge/response nmechanismto authenticate the
nobi | e node.

Furthernmore, this docunment updates RFC 3344 by including a new

aut henti cati on extension called the Mbile-Authentication,

Aut hori zation, and Accounting (AAA) Authentication extension. This
new extension is provided so that a nobile node can supply
credentials for authorization, using conmonly avail abl e AAA
infrastructure elements. This authorization-enabling extension MAY
co-exist in the sane Regi stration Request with authentication
extensions defined for Mobile IP Registration by RFC 3344. This
docunent obsol etes RFC 3012
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1. Introduction

Mobil e I P defines the Mobil e-Foreign Authentication extension to

all ow a nobile node to authenticate itself to a foreign agent. Such
aut henti cation mechani sns are nostly external to the principa
operation of Mbile IP, since the foreign agent can easily route
packets to and from a nobil e node whether or not the nobile node is
reporting a legitimately owned hone address to the foreign agent.
Unfortunately, that extension does not provide the foreign agent any
direct guarantee that the protocol is protected fromreplays and does
not allow for the use of CHAP [ RFC1994] for authenticating portable
computer devices. |In this specification, we define extensions for
the Mobile I P Agent Advertisenments and the Registration Request that
allow a foreign agent to use a challenge/ response nechanismto

aut henticate the nobile node. Furthernore, an additional
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aut henti cation extension, the Mbile-AAA authentication extension, is
provi ded so that a nobile node can supply credentials for

aut hori zati on using conmmonly avail able AAA infrastructure el ements.
The foreign agent nmay be able to interact with an AAA infrastructure
(using protocols outside the scope of this docunent) to obtain a
secure indication that the nobile node is authorized to use the |ocal
net wor k resources.

1.1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunment uses the term Security Paraneters |Index (SPlI) as
defined in the base Mbile IP protocol specification [ RFC3344]. Al
SPI val ues defined in this docunent refer to values for the SPI as
defined in that specification.

The followi ng additional ternminology is used in addition to that
defined in [ RFC3344]:

previ ously used chal |l enge:

The challenge is a previously used challenge if the nobile node

sent the sane challenge to the foreign agent in a previous

Regi strati on Request, and if that previous Registration Request

passed all validity checks performed by the foreign agent. The

foreign agent may not be able to keep records for all previously
used chal | enges, but see Section 3.2 for mninmal requirenents.

security association:
A "mobility security association", as defined in [ RFC3344].
unknown chal | enge:
Any chal l enge froma particular nobile node that the foreign agent
has no record of having put either into one of its recent Agent
Advertisenents or into a registration reply nmessage to that nobile
node.
unused chal | enge:
A chal l enge that has not already been accepted by the foreign

agent fromthe nobile node in the Registration Request, i.e., a
chal l enge that is neither unknown nor previously used.
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2. Mobile I P Agent Advertisenment Chall enge Extension

This section defines a new extension to the Router Discovery Protoco
[ RFC1256] for use by foreign agents that need to issue a challenge
for authenticating nobile nodes.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Type | Lengt h | Chal | enge
T S o T s T T o S T il sl S T R S i i
Figure 1. The Chall enge Extension

Type
24

Lengt h:

The |l ength of the Challenge value in octets; SHOULD be at |east 4.
Chal | enge:
A random val ue that SHOULD be at |east 32 bits.

The Chall enge extension, illustrated in Figure 1, is inserted in the
Agent Advertisenents by the foreign agent in order to conmunicate a
previ ously unused chal | enge val ue that can be used by the nobile node
to conpute an authentication for its next registration request
nmessage. The challenge is selected by the foreign agent to provide

| ocal assurance that the nobile node is not replaying any earlier
registration request. Eastlake et al. [RFC4086] provides nore

i nformati on on generating pseudo-random nunbers suitable for use as
val ues for the chall enge.

Note that the storage of different Chall enges received in Agent
Advertisenents fromnultiple foreign agents is inplenentation
speci fic and hence out of scope for this specification.

2.1. Handling of Solicited Agent Advertisenents
Wien a foreign agent generates an Agent Advertisenment in response to
a Router Solicitation [RFC1256], sone additional considerations cone

into play. According to the Mbile IP base specification [ RFC3344],
the resulting Agent Advertisenment may be either mnulticast or unicast.
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If the solicited Agent Advertisenent is nmulticast, the foreign agent
MUST NOT generate a new Chal | enge val ue and update its w ndow of
renmenbered advertised Challenges. It nust instead re-use the nost
recent of the CHALLENGE W NDOW Adverti senent Chal |l enge val ues
(Section 9).

| f the agent advertisement is unicast back to the soliciting nobile
node, it MJST be handled as follows: |If the challenge nost recently
uni cast to the soliciting nobile node has not been previously used
(as defined in Section 1.1), it SHOULD be repeated in the newy

i ssued uni cast agent advertisenment. Oherwi se, a new challenge MJST
be generated and renenbered as the nost recent chall enge issued to
the nmobile node. For further discussion of this, see Section 12.

3. Operation

This section describes nodifications to the Mbile IP registration
process [ RFC3344] that nay occur after the foreign agent issues a
Mobil e I P Agent Advertisenent containing the Challenge on its |oca
link. See Appendix C for a diagram showi ng the canoni cal nmessage
flow for nessages related to the processing of the foreign agent
chal | enge val ues.

3.1. Mobile Node Processing of Registration Requests

Ret ransmi ssi on behavi or for Registration Requests is identical to
that specified in Mbile IP specification [RFC3344]. A retransmtted
Regi strati on Request MAY use the sanme Chall enge val ue as given in the
original Registration Request.

Whenever the Agent Advertisenment contains the Challenge extension, if
t he nobil e node does not have a security association with the foreign
agent, then it MJST include the Challenge value in a Mbile-Foreign
Chal | enge extension to the Registrati on Request nessage. |If, on the
ot her hand, the nobile node does have a security association with the
foreign agent, it SHOULD include the Challenge value inits

Regi strati on Request nessage.

If the nobile node has a security association with the Foreign Agent,
it MJST include a Mbile-Foreign Authentication extension inits

Regi strati on Request nessage, according to the base Mbile IP

speci fication [ RFC3344]. \When the Registration Request contains the
Mobi | e- For ei gn Chal | enge extension specified in Section 4, the

Mobi | e- Forei gn Aut hentication MJUST foll ow the Chall enge extension in
t he Registration Request. The nobile node MAY al so include the
Mobi | e- AAA Aut henti cati on extension.
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If both the Mobil e-Foreign Authentication and the Mobil e- AAA

Aut henti cati on extensions are present, the Mbile-Foreign Challenge
extensi on MJST precede the Mobil e- AAA Aut hentication extension, and
t he Mobil e- AAA Aut henti cati on extensi on MJST precede the Mbil e-
Forei gn Aut henticati on extension.

If the nobile node does not have a security association with the
foreign agent, the nobile node MJIST include the Mbile-AAA

Aut henti cati on extension as, defined in Section 6, when it includes
t he Mobil e-Foreign Challenge extension. In addition, the nobile node
SHOULD i ncl ude the NAI extension [RFC2794] to enable the foreign
agent to make use of available verification infrastructure that
requires this. The SPI field of the Mbile-AAA Aut hentication
extensi on specifies the particular secret and al gorithm (shared

bet ween the nobile node and the verification infrastructure) that
must be used to performthe authentication. |If the SPI value is
chosen as CHAP_SPI (see Section 9), then the nopbile node specifies
CHAP-styl e authentication [RFC1994] using MD5 [ RFC1321].

In either case, the Mobil e-Foreign Chall enge extension foll owed by
one of the above specified authentication extensions MJST follow the
Mobi | e- Home Aut henti cation extension, if present.

A nobi |l e node MAY include the Mbil e-AAA Aut hentication extension in
t he Regi strati on Request when the nobile node registers directly with
its hone agent (using a co-located care-of address). |In this case,

t he nobil e node uses an SPI val ue of CHAP_SPI (Section 8) in the
Mobi | e Node- Aut henti cati on, Authorization, and Accounting (M\- AAA)
Aut henti cati on extensi on and MJST NOT incl ude the Mbil e-Foreign
Chal | enge extension. Also, replay protection for the Registration
Request in this case is provided by the Identification field defined
by [ RFC3344].

3.2. Foreign Agent Processing of Registration Requests

Upon receipt of the Registration Request, if the foreign agent has

i ssued a Challenge as part of its Agent Advertisenments, and if it
does not have a security association with the nobile node, then the
foreign agent SHOULD check that the Mbil e-Foreign Challenge
extension exists, and that it contains a challenge val ue previously
unused by the nobile node. This ensures that the nobile node is not
attenpting to replay a previous advertisenment and authentication. In
this case, if the Registration Request does not include a Chall enge
extension, the foreign agent MJST send a Registration Reply with the
Code field set to m ssing_challenge.
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If a nobile node retransnits a Registration Request with the same
Chal | enge extension, and if the foreign agent still has a pending
Regi strati on Request record in effect for the nobile node, then the
foreign agent forwards the Registration Request to the Home Agent
again. The foreign agent SHOULD check that the nobile node is
actually performng a retransni ssion, by verifying that the rel evant
fields of the retransmitted request (including, if present, the
nmobi | e node NAI extension [RFC2794]) are the sanme as represented in
the visitor list entry for the pending Regi strati on Request (Section
3.7.1 of [RFC3344]). This verification MJUST NOT include the
"remaining Lifetime of the pending registration” or the
Identification field, since those values are likely to change even
for requests that are nerely retransm ssions and not new Regi stration
Requests. In all other circunstances, if the foreign agent receives
a Registration Request with a Chall enge extension containing a
Chal | enge val ue previously used by that nobile node, the foreign
agent SHOULD send a Registration Reply to the nobil e node, containing
t he Code val ue stal e_chall enge.

The foreign agent MJST NOT accept any Challenge in the Registration
Request unless it was offered in the |ast Registration Reply or

uni cast Agent Advertisenent sent to the nobile node or advertised as
one of the last CHALLENGE W NDOW (see Section 9) Challenge val ues
inserted into the inedi ately precedi ng Agent Advertisenents. |[|f the
Chal I enge is not one of the recently advertised values, the foreign
Agent SHOULD send a Registration Reply with Code val ue
unknown_chal | enge (see Section 10). The foreign agent MJST nmaintain
the | ast chal |l enge used by each nobile node that has registered using
any one of the |ast CHALLENGE W NDOW chal | enge values. This |ast
chal | enge value can be stored as part of the nobile node’s

regi stration records. Also, see Section 3.2.1 for a possible

al gorithmthat can be used to satisfy this requirenent.

Furthernmore, the foreign agent MJST check that there is either a

Mobi | e- Forei gn or a Mobil e- AAA Aut hentication extension after the
Chal | enge extension. Any registration nmessage containing the
Chal | enge extension without either of these authentication extensions
MJST be silently discarded. |If the registration nessage contains a
Mobi | e- Forei gn Aut hentication extension with an incorrect

aut henticator that fails verification, the foreign agent MAY send a
Regi stration Reply to the nobile node with Code val ue nobil e node
fail ed authentication (see Section 10).

If the Mobil e- AAA Aut hentication extension (see Section 6) is present
in the message, or if a Network Access ldentifier (NAI) extension is

i ncluded indicating that the nobile node belongs to a different

admi ni strative domain, the foreign agent may take actions outside the
scope of this protocol specification to carry out the authentication

Perkins, et al. St andar ds Track [ Page 7]



RFC 4721 Mobi | e 1 Pv4 Chal | enge/ Response Extensions January 2007

of the nobile node. |If the registration nessage contains a Mbile-
AAA Aut henti cation extension with an incorrect authenticator that
fails verification, the foreign agent MAY send a Registration Reply
to the nobile node with Code value fa_bad_aaa _auth. [|f the Mbile-
AAA Aut hentication extension is present in the Registrati on Request,
the foreign agent MJST NOT renove the Mbil e- AAA Aut henti cation
extensi on and the Mobil e- Forei gn Chal | enge extension fromthe

Regi strati on Request before forwarding to the hone agent. Appendix C
provi des an exanple of an action that could be taken by a foreign
agent .

In the event that the Challenge extension is authenticated through

t he Mobil e- Forei gn Authentication extension and the Mobil e- AAA

Aut henticati on extension is not present, the foreign agent MAY renove
the Chall enge extension fromthe Regi stration Request wi thout

di sturbing the authentication value used for the conputation. |If the
Mobi | e- AAA Aut hentication extension is present and a security
associ ati on exists between the foreign agent and the home agent, the
Mobi | e- For ei gn Chal | enge extension and the Mobil e- AAA Aut henti cati on
ext ensi on MJST precede the Forei gn-Hone Authentication extension.

If the foreign agent does renove the Chal |l enge extension and
appl i cabl e authentication fromthe Registrati on Request nessage, then
it SHOULD store the Identification field fromthe Registration
Request nessage as part of its record-keeping infornmation about the
particul ar nobile node in order to protect against replays.

3.2.1. Foreign Agent Algorithmfor Tracking Used Chal |l enges

If the foreign agent maintains a | arge CHALLENGE W NDOW it becones
nmore inportant for scalability purposes to conpare incomn ng
chal l enges efficiently against the set of Chall enge values that have
been advertised recently. This can be done by keeping the Chall enge
val ues in order of advertisenent, and by naki ng use of the mandated
behavi or that nobile nodes MJUST NOT use Chal |l enge val ues that were
advertised before the | ast advertised Chall enge value that the nobile
node attenpted to use. The pseudo-code in Appendi x E acconpli shes
this objective. The nmaxi mum anount of total storage required by this
algorithmis equal to Size*(CHALLENGE W NDOW + (2*N)), where N is the
current nunber of nobile nodes for which the foreign agent is storing
chal | enge values. Note that whenever the stored challenge value is
no longer in the CHALLENGE WNDOW it can be deleted fromthe foreign
agent’s records, perhaps along with all other registration
information for the nobile node if it is no |onger registered.

Perkins, et al. St andar ds Track [ Page 8]



RFC 4721 Mobi | e 1 Pv4 Chal | enge/ Response Extensions January 2007

It is presuned that the foreign agent keeps an array of advertised
Chal | enges, a record of the |last advertised challenge used by a

nmobi | e node, and al so a record of the last chall enge provided to a
nmobil e node in a Registration Reply or unicast Agent Advertisenent.

To neet the security obligations outlined in Section 12, the foreign
agent SHOULD use one of the already stored, previously unused
chal | enges when respondi ng to an unauthenti cated Regi strati on Request
or Agent Solicitation. |If none of the already stored challenges are
previ ously unused, the foreign agent SHOULD generate a new chal |l enge,
include it in the response, and store it in the per-Mbile data
structure.

3.3. Foreign Agent Processing of Registration Replies

The foreign agent SHOULD i nclude a new Mbil e-Foreign Chall enge
extension in any Registration Reply, successful or not. |If the
foreign agent includes this extension in a successful Registration
Reply, the extension SHOULD precede a Mbil e-Forei gn authentication
extension if present. Suppose that the Registration Reply includes a
Chal | enge extension fromthe hone agent, and that the foreign agent
wi shes to include another Challenge extension with the Registration
Reply for use by the nobile node. In that case, the foreign agent
MUST del ete the Chall enge extension fromthe hone agent fromthe
Regi stration Reply, along with any Foreign-Honme authentication
extensi on, before appendi ng the new Chal | enge extension to the

Regi stration Reply.

One exanple of a situation where the foreign agent MAY omit the
i nclusion of a Mobil e-Foreign Chall enge extension in the Registration
Reply woul d be when a new chal | enge has been mnulticast recently.

If a foreign agent has conditions in which it omts the inclusion of
a Mbil e-Foreign Challenge extension in the Registration Reply, it
still MJST respond with an agent adverti senent containing a
previously unused challenge in response to a subsequent agent
solicitation fromthe sane nobile node. O herwi se (when the said
conditions are not nmet), the foreign agent MJUST include a previously
unused chall enge in any Registration Reply, successful or not.

If the foreign agent does not renobve the Chall enge extension fromthe
Regi strati on Request received fromthe nmobile node, then the foreign
agent SHOULD store the Challenge value as part of the pending
registration request list [RFC3344]. Also, if the Registration Reply
comng fromthe hone agent does not include the Chall enge extension
the foreign agent SHOULD NOT reject the registration request. |f the
Chal | enge extension is present in the Registration Reply, it MJST be
t he same Chal |l enge val ue that was included in the Registration Reply
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received fromthe hone agent, the foreign agent MJST insert a Foreign
Agent (FA) Error extension with Status val ue ha_w ong_challenge in
the Registration Reply sent to the nobile node (see Section 10).

A mobil e node MJST be prepared to use a challenge froma unicast or
mul ticast Agent Advertisenment in lieu of one returned in a

Regi stration Reply, and it MJST solicit for one if it has not already
received one either in a Registration Reply or a recent

advertisenent.

If the foreign agent receives a Registration Reply with the Code

val ue ha_bad_aaa_auth, the Registration Reply with this Code val ue
MJST be relayed to the nobile node. |In this docunent, whenever the
foreign agent is required to reject a Registration Request, it MJST
put the given code in the usual Code field of the Registration Reply,
unl ess the Registration Reply has al ready been received fromthe hone
agent. In this case, the foreign agent MJST preserve the val ue of
the Code field set by the hone agent and MJUST put its own rejection
code in the Status field of the FA Error extension (defined in

[ RFC4636] ) .

3.4. Honme Agent Processing of Chall enge Extensions

If the hone agent receives a Registration Request with the Mbil e-
Forei gn Chal | enge extensi on and recogni zes the extension, the hone
agent MJST include the Challenge extension in the Registration Reply.
The Chal | enge extensi on MIST be placed after the Mbil e-Hone

aut henti cati on extension, and the extension SHOULD be authenticated
by a Foreign-Home Aut hentication extension.

The honme agent may receive a Registration Request with the Mbile-AAA
Aut henti cation extension. |f the Mbile-AAA Authentication extension
is used by the home agent as an authori zati on-enabling extension and
the verification fails due to an incorrect authenticator, the hone
agent MAY reject the Registration Reply with the error code
ha_bad_aaa_aut h.

Since the extension type for the Challenge extension is within the
range 128-255, the honme agent MJUST process such a Registration
Request even if it does not recognize the Chall enge extension

[RFC3344]. In this case, the hone agent will send a Registration
Reply to the foreign agent that does not include the Challenge
ext ensi on.
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3.5. Mobile Node Processing of Registration Replies

A nobil e node mght receive the error code in the Registration Reply
fromthe foreign agent as a response to the Registration Request.
The error codes are defined in Section 10.

In any case, if the nobile node attenpts to register again after such
an error, it MJST use a new Challenge value in such a registration
obtai ned either froman Agent Advertisenent, or froma Chall enge
extension to the Registration Reply containing the error

In the co-located care-of address node, the nobile node receives a
Regi stration Reply w thout the Challenge extension and processes the
Regi stration Reply as specified in [RFC3344]. In this case, when the
nobi | e node includes the M\ AAA Aut hentication Extension, the
Chal I enge value 0 is recomended for the authenticator conputation
mentioned in Section 8.

4. Mbobil e-Foreign Chall enge Extension

This section specifies a new Mobile | P Registration extension that is
used to satisfy a Challenge in an Agent Advertisenent. The Chall enge
extension to the Registration Request nessage is used to indicate the
chal l enge that the nobile node is attenpting to satisfy.

0 1 2 3
01234567890123456789012345678901
T i T s s I T sl S P Y S Y S S S S
| Type | Lengt h | Chal | enge
T i T s s I T sl S P Y S Y S S S S
Figure 2. The Mbil e-Foreign Chall enge Extension
Type:

132 (skippable). (See [RFC3344]).
Lengt h:

Lengt h of the Chall enge val ue.
Chal | enge:

The Challenge field is copied fromthe Challenge field found in
the received Chal | enge extension

Suppose that the nobile node has successfully regi stered using one of
the Chall enge Val ues within the CHALLENGE W NDOW val ues advertised by
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the foreign agent. 1In that case, in any new Registrati on Request the
nmobi | e node MUST NOT use any Chal |l enge Val ue that was advertised by
the foreign agent before the Challenge Value in the nobile node' s

| ast Regi strati on Request.

5. Generalized Mbile |IP Authenticati on Extension

Several new authentication extensions have been designed for various
control nessages proposed for extensions to Mobile IP. A new

aut hentication extension is required for a nobile node to present its
credentials to any other entity other than the ones already defined;
the only entities defined in the base Mbile IP specification

[ RFC3344] are the home agent and the foreign agent. The purpose of
the generalized authentication extension defined here is to collect
together data for all such new authentication applications into a
singl e extension type with subtypes.

0

T S S T Sl S L T o S S S S S e

Aut henti cat or

0
+-
L +- +-
L.
L T o S e S S S T a i S S S S S e

Figure 3. The Ceneralized Mbile |IP Authentication Extension
Type:
36 (not skippable). (See [RFC3344]).
Subt ype:

A nunber assigned to identify the kind of endpoints or other
characteristics of the particular authentication strategy.

Lengt h:

4 plus the nunber of octets in the Authenticator; MJST be at |east
20.

SPI :

Security Paraneters |Index
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Aut henti cat or:
The variabl e I ength Authenticator field
In this docunment, only one subtype is defined:

1 Mobi | e- AAA Aut henti cati on subtype
(Hashed Message Aut hentication Code- MD5 ( HVAC- MD5))
(see Section 6).

6. Mobil e-AAA Aut hentication Subtype

The Ceneralized Authentication extension with subtype 1 will be
referred to as a Mobil e- AAA Authentication extension. The nobile
node MAY include a Mbile-AAA Aut henticati on extension in any
Regi stration Request. This extension MAY co-exist in the sane
Regi strati on Request with Authentication extensions defined for
Mobile I P Registration ([RFC3344]). |If the nobile node does not

i nclude a Mbil e- Forei gn Authentication extension, then it MJST

i ncl ude the Mbil e- AAA Aut henti cati on extensi on whenever the
Chal | enge extension is present. |If both are present, the Mbobil e- AAA
Aut henti cati on extensi on MJST precede the Mobil e-Foreign

Aut henti cati on extension.

If the Mobil e- AAA Aut hentication extension is present, the Mbil e-
Hone Aut hentication extensi on MJST appear prior to the Mbile-AAA
Aut henti cati on extension. The correspondi ng response MJST i ncl ude
t he Mobil e- Hone Aut hentication extension and MJUST NOT i nclude the
Mobi | e- AAA Aut henti cati on extension.

The default algorithmfor conputation of the authenticator is HVAC
MD5 [ RFC2104] computed on the followi ng data, in the order shown:

Preceding Mbile IP data || Type, Subtype, Length, SPI

where the Type, Length, Subtype, and SPI are as shown in Section 5.
The Preceding Mobile IP data refers to the UDP payl oad (the

Regi strati on Request or Registration Reply data) and all prior
extensions in their entirety. The resulting function call, as
described in [RFC2104], woul d be:

hmac_nd5(dat a, datal en, Key, KeylLength, authenticator);

Each nobil e node MJST support the ability to produce the

aut henti cator by using HVAC-MD5 as shown. Just as with Mbile IP, it
must be possible to configure the use of any arbitrary 32-bit SP
outside of the SPIs in the reserved range 0-255 for selection of this
default al gorithm
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7.

Reserved SPIs for Mbile IP

Mobil e I P defines several authentication extensions for use in

Regi strati on Requests and Replies. FEach authentication extension
carries a Security Parameters Index (SPI) that should be used to
index a table of security associations. Values in the range 0-255
are reserved for special use. A list of reserved SPI nunbers is to
be mai ntained by 1ANA at the foll owing URL:

http://ww. i ana. or g/ assi gnnent s/ nobi | ei p- nunbers
SPIs for RADI US AAA Servers

Sone AAA servers only admit a single security association and thus do
not use the SPI nunbers for Mobile I P authentication extensions for
use when determ ning the security association that woul d be necessary
for verifying the authentication information included with the

Aut henti cati on extension.

SPI nunber CHAP_SPI (see Section 9) is reserved for indicating the
foll owi ng procedure for conputing authentication data (called the
"authenticator"), which is used by nany RADIUS servers [ RFC2865]

t oday.

To conpute the authenticator, apply MD5 [ RFC1321] conputed on the
following data, in the order shown:

Hi gh-order octet from Challenge || Key ||
MD5( Preceding Mobile I P data ||

Type, Subtype (if present), Length, SPI) |
Least-order 237 octets from Chal |l enge

where Type, Length, SPI, and possibly Subtype are the fields of the
aut henti cation extension in use. For instance, all four of these
fields would be in use when SPI == CHAP_SPI is used with the
General i zed Authentication extension. |In case of co-located care-of
address, the Challenge value 0 is used (refer to Section 3.5). Since
t he RADI US protocol cannot carry attributes of |ength greater than
253, the preceding Mobile I P data, type, subtype (if present),

I ength, and SPI are hashed using MD5. Finally, the |east significant
237 octets of the challenge are concatenated. |f the challenge has
fewer than 238 octets, this algorithmincludes the high-order octet
in the computation twi ce but ensures that the challenge is used
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exactly as is. Additional padding is never used to increase the
I ength of the challenge; the input data is allowed to be shorter than
237 octets |ong.

9. Configurable Paraneters

Every Mbile I P agent supporting the extensions defined in this
docunment SHOULD be able to configure each paraneter in the follow ng
table. Each table entry contains the nanme of the paraneter, the
default value, and the section of the docunent in which the paraneter
first appears.

o e e oo oo SRS o e e e e oo +

| Paraneter Nane | Default Value | Section of Docunent

o e e oo oo SRS o e e e e oo +

| CHALLENGE W NDOW | 2 | 3.2 |
I I I

| CHAP_SPI | 2 | 8 |

o e e oo oo SRS o e e e e oo +

Table 1. Configurable Paraneters
Not e that CHALLENGE W NDOW SHOULD be at |least 2. This nakes it far

less likely that nobile nodes will register using a Challenge val ue
that is outside the set of values allowable by the foreign agent.
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10.

11.

Error Val ues

Each entry in the followi ng table contains the nane of the Code

[ RFC3344] to be returned in a Registration Reply, the value for the
Code, and the section in which the error is nentioned in this

speci ficati on.

Fom e oo oo S S T +
| Error Nane | Value | Section of Docunent |
Fom e oo oo S S T +
| unknown_chal l enge | 104 | 3.2 |
I I I I
| nobile node failed | 67 | 3.2; also see [ RFC3344]

| authentication | | |
I I I I
| mssing_challenge | 105 | 3.1, 3.2 |
I I I I
| stal e_challenge | 106 | 3.2 |
I I I I
| fa_bad_aaa_auth | 108 | 3.2 |
I I I I
| ha_bad_aaa_auth | 144 | 3.4 |
I I I I
| ha_wong_chall enge | 109 | 3.2 |
Fom e oo oo S S T +

Table 2. Error Val ues

| ANA Consi der ati ons

The following are currently assigned by I ANA for RFC 3012 [ RFC3012]
and are applicable to this docunent. |ANA has recorded these val ues
as part of this docunent.

The CGeneralized Mobile I P Authentication extension defined in
Section 5 is a Mbile IP registration extension. |ANA has
assigned a value of 36 for this extension.

A new nunber space is to be created for enunerating subtypes of
the CGeneralized Authentication extension (see Section 5). New
subtypes of the Generalized Authentication extension, other than
the nunber (1) for the M\ AAA authentication extension specified
in Section 6, nust be specified and approved by a desi gnated
expert.
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12.

The Mobil e Node - Foreign Agent (M\-FA) Chal |l enge extension,
defined in Section 4, is a router advertisenment extension as
defined in RFC 1256 [ RFC1256] and extended in RFC 3344 [ RFC3344].
| ANA has assigned a value of 132 for this purpose.

The Code val ues defined in Section 10 are error codes as defined
in RFC 3344 ([ RFC3344]). They correspond to error val ues
conventionally associated with rejection by the foreign agent
(i.e., values fromthe range 64-127). The Code value 67 is a
pre-existing value that is to be used in sone cases with the
extension defined in this specification. |ANA has recorded the
val ues as defined in Section 10.

A new section for enunerating algorithnms identified by specific
SPIs within the range 0-255 has been added by | ANA. The CHAP_SPI
nunber (2) discussed in Section 8 is assigned fromthis range of
reserved SPI nunmbers. New assignments fromthis reserved range
nmust be specified and approved by the Mbile I P working group.

SPI nunber 1 should not be assigned unless in the future the
Mobil e I P working group decides that SKIP is not inportant for
enuneration in the list of reserved nunbers. SPlI nunber 0 should
not be assigned.

Additionally, the new error codes fa_bad aaa_auth, ha_bad _aaa_auth,
and ha_wong_chal |l enge are defined by this docunent. Anong these,
ha_wr ong_chal | enge nmay appear in the Status code of the FA Error
extension, defined in [ RFC4636] .

Security Considerations

In the event that a malicious nobile node attenpts to replay the

aut henticator for an old Mbil e-Foreign Challenge, the foreign agent
woul d detect it, since the agent always checks whether it has
recently advertised the Chall enge (see Section 3.2). Allow ng nobile
nodes with different I P addresses or NAls to use the sanme Chall enge
val ue does not represent a security vulnerability, as the

aut hentication data provided by the nobile node will be conputed over
data that is different (at least the nobile node’ s |IP address will
vary).

If the foreign agent chooses a Chall enge value (see Section 2) with
fewer than 4 octets, the foreign agent SHOULD i ncl ude the val ue of
the lIdentification field in the records it nmaintains for the nobile
node. The foreign agent can then determ ne whether the Registration
nmessages using the short Chall enge value are in fact unique and thus
assuredly not replayed fromany earlier registration.
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13.

14.

Section 8 (SPI For RADIUS AAA Servers) defines a nmethod of conputing
the Generalized Mobile | P Authenticati on extension’s authenticator
field, using MD5 in a manner that is consistent with RADI US

[ RFC2865]. The use of MD5 in the nmethod described in Section 8 is

| ess secure than HVAC- MD5 [ RFC2104] and MJST be avoi ded whenever
possi bl e.

Note that an active attacker may try to prevent successfu

regi strations by sending a | arge nunber of Agent Solicitations or
bogus Regi strati on Requests, each of which could cause the foreign
agent to respond with a fresh challenge, invalidating the challenge
that the MNis currently trying to use. To prevent such attacks, the
foreign agent MJST NOT invalidate previously unused chal |l enges when
respondi ng to unauthenticated Regi strati on Requests or Agent
Solicitations. |In addition, the foreign agent MJST NOT al |l ocate new
storage when responding to such nessages, as this would al so create
the possibility of denial of service.

The Chal | enge extension specified in this docunment need not be used
for co-located care-of address node. |In this case, replay protection
is provided by the Identification field in the Registration Request
nmessage [ RFC3344].

The Ceneralized Mbile | P Authentication extension includes a subtype
field that is used to identify characteristics of the particular
authentication strategy. This docunent only defines one subtype, the
Mobi | e- AAA Aut hentication subtype that uses HVAC-MD5. If it is
necessary to nove to a new nessage authentication algorithmin the
future, this could be acconplished by defining a new subtype that
uses a different one.
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Appendi x A.  Changes since RFC 3012

The following is the list of changes from RFC 3012 ([ RFC3012]):

0o

Forei gn agent reconmended to include a Challenge in every
Regi stration Reply, so that nobile node can re-register w thout
wai ting for an Adverti senent.

Forei gn agent MJST record applicable challenge val ues used by each
nobi | e node.

Mobi | e node forbidden to use Chall enge val ues which were
advertised previous to the |ast Challenge value which it had used
for a registration

Chal I enge definitions are cleaned up
Programm ng suggesti on added as an appendi x.

HVAC CHAP_SPI option is added for Generalized Mbile IP
Aut henti cati on extension. Upon receipt of HVAC CHAP_SPI, HVAC- MD5
is used instead of MD5 for conputing the authenticator.

Added fa_bad _aaa_auth and ha_bad_aaa auth error codes to report

aut hentication errors caused whil e processing Mbile-AAA

Aut henti cati on extension. Also, added the error code
ha_wrong_chal l enge to indicate that Chall enge value differs in the
Regi stration Reply received fromthe home agent conpare to the one
sent to the hone agent in the Registration Request.

Processi ng of the Mbile-AAA Aut hentication extension is clarified
for the foreign agent and the hone agent.

Co- exi stence of the Mbile- AAA Aut hentication extension in the
same Registration Request is nmade explicit.

The situation in which the foreign agent sets missing_challenge is
clarified further.

The use of Mbbil e- AAA Authentication extension is allowed by the
nobi | e node with co-1located care-of address.

Added protection agai nst bogus Registration Reply and Agent
Advertisenent. Also, the processing of the Challenge is clarified
if it is received in the nulticast/unicast Agent Advertisenent.

Added reference of FA Error extension in the References section
and al so updated relevant text in section 3.2 and section 11.
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Appendi x B. Verification Infrastructure

The Chal l enge extensions in this protocol specification are expected
to be useful to help the foreign agent nanage connectivity for
visiting nobile nodes, even in situations where the foreign agent
does not have any security association with the nobile node or the
nmobi | e node’ s hone agent. In order to carry out the necessary
authentication, it is expected that the foreign agent will need the
assi stance of external administrative systenms, which have conme to be
call ed AAA systens. For the purposes of this docunent, we call the
external admnistrative support the "verification infrastructure"
The verification infrastructure is described to notivate the design
of the protocol elenents defined in this docunent and is not strictly
needed for the protocol to work. The foreign agent is free to use
any nmeans at its disposal to verify the credentials of the nobile
node. It could, for instance, rely on a separate protocol between
the foreign agent and the Mbile I P home agent and still not require
any nodification to the nobil e node.

In order to verify the credentials of the nobile node, we assune that
the foreign agent has access to a verification infrastructure that
can return a secure notification to the foreign agent that the

aut henti cation has been performed, along with the results of that
authentication. This infrastructure nay be visualized as shown in

Fi gure 4.

| Verification and Key Management Infrastructure |

Figure 4. The Verification Infrastructure

After the foreign agent gets the Chall enge authentication, it MAY
pass the authentication to the (here unspecified) infrastructure and

await a Registration Reply. If the Reply has a positive status
(indicating that the registrati on was accepted), the foreign agent
accepts the registration. |If the Reply contains the Code val ue
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BAD_AUTHENTI CATI ON (see Section 10), the foreign agent takes actions
indicated for rejected registrations.

Inplicit in this picture is the inportant observation that the
foreign agent and the hone agent have to be equi pped to nake use of
what ever protocol is required by the chall enge verification and key
managenent infrastructure shown in the figure.

The protocol nessages for handling the authentication within the
verification infrastructure and the identity of the agent performng
the verification of the foreign agent challenge are not specified in
this docunent, as those operations do not have to be perforned by any
Mobile IP entity.

Appendi x C. Message Flow for FA Chall enge Messagi ng wi th Mobil e- AAA

Ext ensi on
VN FA Verification honme agent
<-- Adv+Chal | enge- - Infrastructure
(i f needed) |

-- RReg+Chal | enge- >
+ Aut h. Ext.
Aut h. Request, incl.
--- RReq + Challenge --->

-- Chall enge -->

I
I
I
|
+ Aut h. Ext | RReq +
I
I
I
| <--- RRep ----- |
Aut hori zation, incl. |

<-- RRep + Auth.Ext.----- |

<-- RRep+Aut h. Ext - -

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| + New Chall enge

Figure 5. Message Flows for FA Chall enge Messagi ng
In Figure 5, the follow ng informational nessage flowis illustrated:

1. The foreign agent includes a Challenge Value in a unicast Agent
Advertisenent, if needed. This advertisenent MAY have been
produced after receiving an Agent Solicitation fromthe nobile
node (not shown in the diagram

2. The nobile node creates a Regi stration Request including the

advertised Challenge Value in the Challenge extension, along with
a Mobi |l e- AAA aut henti cation extension.
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The foreign agent relays the Registration Request either to the
honme agent specified by the nobile node or to its locally
configured Verification Infrastructure (see Appendi x B)
according to local policy.

The foreign agent receives a Registration Reply with the
appropriate indications for authorizing connectivity for the
nobi | e node.

The foreign agent relays the Registration Reply to the nobile
node, often along with a new Chall enge Value to be used by the
nmobil e node in its next Registration Request nessage.

Appendi x D. Message Flow for FA Chall enge Messagi ng with M\-FA

Aut henti cati on

VN FA hone agent
<-- Adv+Chal | enge- -
(if needed)

-- RReg+Chal | enge- >
+ Aut h. Ext.
--- RReq + Challenge --->
+ HA- FA Aut h. Ext

<-- RRep + Challenge ----
+ HA- FA Aut h. Ext

<-- RRep+Aut h. Ext - -

I
I
I
I
I
I
I
I
I
I
I
| + New Chall enge

Figure 6. Message Flows for FA Chall enge Messaging with M\FA
Aut henti cati on

In Figure 6, the follow ng informational nessage flowis illustrated:

1.

The foreign agent disseminates a Challenge Value in an Agent
Advertisenent, if needed. This advertisenent MAY have been
produced after receiving an Agent Solicitation fromthe nobile
node (not shown in the diagram

The nobil e node creates a Registration Request including the
advertised Challenge Value in the Challenge extension, along with
a Mobil e-Forei gn Authentication extension

The foreign agent relays the Registration Request to the hone
agent specified by the nobil e node.
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4. The foreign agent receives a Registration Reply with the
appropriate indications for authorizing connectivity for the
nobi | e node.

5. The foreign agent relays the Registration Reply to the nobile
node, possibly along with a new Challenge Value to be used by the
nmobil e node in its next Registration Request nmessage. |If the
Reply contains the Code val ue ha_bad_aaa_auth (see Section 10),
the foreign agent takes actions indicated for rejected
regi strations.

Appendi x E. Exanpl e Pseudo- Code for Tracki ng Used Chal |l enges

current _chal := RegistrationRequest. chall enge_extensi on_val ue
| ast _chal := nobil e_node_record.|ast_used_adv_cha
if (current_chal == nobil e_node_record. RegReply_chall enge) {
updat e (nobile_node_record, current_chal)
return (OK)

}
else if (current_chal "anong" VALID ADV_CHALLENGES] ] {
if (last_chal "anong" VALID ADV_CHALLENGES[]) {
if (current_chal is "before" last_chal) {
send_error ( STALE_CHALLENCE)
return ( FAI LURE)

el se {
updat e (nobile_node_record, current_chal)
return (OK)
}
}
el se {
updat e (nobile_node_record, current_chal)
return (OK)
}
el se {

send_er ror ( UNKNOAN_CHALLENGE)
}
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