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Abstract

The Generic Security Services APl (GSS-APlI) provides a nam ng
architecture that supports nane-based authorization. GSS-API

aut henticates two naned parties to each other. Nanes can be stored
on access control lists (ACLs) to make authorization deci sions.
Advances in security mechani snms and the way inplenenters wish to use
GSS- APl require this nodel to be extended for the next version of
GSS-API.  As people nove within an organization or change their
nanes, the name authenticated by GSS-API may change. Using sone sort
of constant identifier would make ACLs nore stable. Some mechani sns,
such as public-key mechani snms, do not have a single nane to be used
across all environnents. Oher mechani snms, such as Kerberos, my

i ncl ude group nenbership or role information as part of

aut hentication. This docunment notivates extensions to GSS-API nam ng
and describes the extensions under discussion.
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1. Introduction

The Ceneric Security Services APl [2] authenticates two naned parties
to each other. GSS names can be inported in a variety of formats
through the gss_inport_name call. Several nechani smindependent name
formats are provided, including GSS_C NT_HOSTBASED_ SERVI CE f or
services running on an Internet host, and GSS_C NT_USER NAME for the
nanes of users. O her nechani smspecific nane types are al so
provided. By the tine a nane is used in acquiring a nmechani sm
specific credential or establishing a security context, it has been
transformed into one of these nechani smspecific name types. 1In

addi tion, the GSS-APlI provides a function called gss_export_nane that
will transforma GSS-API nane into a binary blob suitable for

conpari sons. This binary blob can be stored on ACLs and then

aut hori zati on deci sions can be made sinply by conparing the nane
exported froma newly accepted context to the nane on the ACL.

Storing nanes on ACLs can be problematic because nanes tend to change
over tine. |If the name contains organi zational information, such as
a domain part or an indication of what departnment soneone works for,
this changes as the person noves around the organi zation. Even if no
organi zational information is included in the nane, the nane wll
change as peopl e change their names. Updating ACLs to reflect nane
changes is difficult. Another significant problemis that names can
be reused to apply to an entity other than the entity to which they
originally applied. For exanple, if a Unix user IDis placed on an
ACL, the account deleted and then a new user assigned the old ID,
then that new user may gain privileges intended for the old user
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I nherent in the GSS naning nodel is the idea that mechani sm nanes
need to be able to be represented in a single canonical form Anyone
i nporting that name needs to be able to retrieve the canonical form
of that name.

Several security nechani sns have been proposed for which this nam ng
architecture is too restrictive. |In sone cases, it is not always
possi bl e to canonicalize any nane that is inported. 1In other cases,
there is no single canonical nane.

Al so, as GSS-APlI is used in nore conplex environnments, there is a
desire to use attribute certificates [6], Kerberos authorization data
[3], or other non-name-based authorization nodels. GSS-APlI needs to
be enhanced in order to support these uses in a nechani smindependent
nmanner .

Thi s docunent discusses the particular nam ng problens with two

i nportant classes of GSS-API nmechanisns. |t also discusses the set
of proposed solutions and their associ ated open issues. This
docunent limts discussion to these solutions and provides a
description of the probl em agai nst which the solutions can be judged.
These solutions are targeted for incorporation into GSS-API Version
3.

2. Kerberos Naming

The Ker beros nechani sm denonstrates both the nami ng stability probl em
and the authorization extension problem

The Kerberos Referrals docunment [4] proposes a new type of Kerberos
nane called an enterprise nane. The intent is that the enterprise
nane is an alias that the user knows for thenselves and can use to
log in. The Kerberos Key Distribution Center (KDC) translates this
nane into a normal Kerberos principal and gives the user tickets for
this principal. This normal principal is used for authorization.
The intent is that the enterprise nane tracks the user as they noves
t hr oughout the organi zation, even if they nove to parts of the
organi zation that have different nam ng policies. The nanme they type
at login remains constant, but the Kerberos principal used to

aut henticate themto services changes.

Unaut henti cat ed servi ces cannot generally performa mapping from
enterprise nane to principal name. Even authenticated services may
not be authorized to map nanes other than the nane of the

aut henti cated service. Also, Kerberos does not (and does not plan
to) provide a mechani smfor mapping enterprise nanes to principals
besi des authentication as the enterprise nane. Thus, any such
mappi ng woul d be vendor-specific. Wth this feature in Kerberos, it
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is not possible to inplenment gss_canonicalize_nane for enterprise
nane types. O course, other nanme types such as traditiona
princi pal names could be used for GSS-API applications. Naturally,
this | oses the benefits of enterprise names.

Anot her issue arises with enterprise nanes. In sone cases, it would
be desirable to put the enterprise name on the ACL instead of a
principal name for greater ACL stability. At first glance, this
coul d be acconplished by including the enterprise nane in the nane
exported by gss_export_nane. Unfortunately, if this were done, the
exported name woul d change whenever the mappi ng changed, invalidating
any ACL entries based off the old exported nane and defeating the
purpose of including the enterprise nane in the exported nane. In
some cases, it would be desirable to have the exported nanme be based
on the enterprise nane and, in others, based on the principal nane,
but this is not permtted by the current GSS-API.

Anot her devel opnent al so conplicates GSS-APlI nam ng for Kerberos.
Several vendors have been | ooking at mechanisns to include group
menbership informati on in Kerberos authorization data. It is
desirable to put these group nanes on ACLs. Again, GSS-APlI currently
has no mechanismto use this information.

3. X. 509 Nanes

X. 509 nanmes are nore conplicated than Kerberos nanmes. |n the
Kerberos case, there is a single principal carried in all Kerberos
nmessages. X. 509 certificates have nultiple options. It seens the

subj ect nane might be the appropriate nanme to use as the nane to be
exported in a GSS-API nechanism However, RFC 3280 [5] allows the
subj ect nane to be an enpty sequence in end-entity certificates.
Therefore, the subjectAl tNane extension mght be the only portion of
the certificate that identifies the subject. As in the case of

Ker ber os group nenberships, there nay be many subject Al t Name
extensions available in a certificate. Different applications wll
care about different name forns. One possible candidate for an
exported nanme would be all the nanes fromthe subject field, and the
subj ect Al t Nane extension froma certificate. However, as new nanes
are added, existing ACL entries would be invalidated; this is
undesirable. Thus, there is no single value that can be defined as
the exported GSS-API nane that will be useful in all environnents.

A profile of a particular X 509 GSS-API mechani sm coul d require that
a specific name be used. However, this would linit that mechanismto
require a particular type of certificate. There is interest in being
able to use arbitrary X. 509 certificates with GSS-API for sone
appl i cati ons.
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Experience so far has not led to sufficient interoperability with
GSS- APl X. 509 nechanisms. Even if the subject name is used, there is
anbiguity in how to handl e sorting of name conponents. Martin Rex
said that he was aware of several SPKM [ 1] inplenentations, but that
no two were fully interoperable on nanes.

Al so, as discussed in the introduction, it is desirable to support
X. 509 attribute certificates.

4. Conposite Nanes

One proposal to solve these problens is to extend the concept of a
GSS- APl nane to include a set of nane attributes. Each attribute
woul d be an octet-string labeled by an OD. Exanples of attributes
woul d include Kerberos enterprise names, group nmenberships in an
aut hori zation infrastructure, and Kerberos authorization data
attributes and subjectAltNane attributes in a certificate. Severa
new operati ons woul d be needed:

1. Add an attribute to name.

2. Query attributes of nane.

3. Query values of an attribute.

4. Delete an attribute froma nane.

5. Export a conplete conposite nane and all its attributes for
transport between processes.

Note that an exported conposite nane would not generally be suitable
for binary conparison. Avoiding confusion between this operation and
the existing gss_export_nane operation will require careful work.
However, many attributes of conposite nanes will be appropriate for

bi nary comparisons. Such attributes can be used on ACLs, just as
exported names are used on ACLs today. For exanple, if a particular
Subj ect Al t Name extension contains the appropriate identity for an
application, then the nane attribute for this SubjectAl tName can be
pl aced on the ACL. This is only true if the name attribute is stored
in sone canonical form

Additional utility operations will probably be needed dependi ng on
the inmplenmentati on of nane attri butes.
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4.1. Usage of Name Attributes

Since attributes are part of GSS-APlI nanes, the acceptor can retrieve
the attributes of the initiator’s and acceptor’s nane fromthe
context. These attributes can then be used for authorization.

Most name attributes will probably not cone fromexplicit operations
to add attributes to a name. |Instead, nane attributes will probably
come from nmechani smspecific credentials. Conponents of these
nmechani smspecific credentials may conme fromplatformor environnent-
speci fic names. Mechani smspecific naming and group nenbership can
be mapped into nanme attributes by the nechanisminpl enmentation. The
specific formof this mapping will generally require protocol
specification for each mechani sm

4.2. Open |ssues

This section describes parts of the proposal to add attributes to
nanes that will need to be expl ored before the proposal can becone a
prot ocol specification.

Are mechani snms expected to be able to carry arbitrary nane attri butes
as part of a context establishment? At first, it seens like this
woul d be desirable. However, the purpose of GSS-API is to establish

an aut henti cated context between two peers. In particular, a context
aut henticates two nanmed entities to each other. The names of these
entities and attributes associated with these nanes will be used for
aut hori zation decisions. |If an initiator or acceptor is allowed to
assert nanme attributes, and the authenticity of these assertions is
not validated by the mechani sns, then security problens will result.

On the other hand, requiring that nanme attributes be

mechani smspecific and only be carried by nechani sns that understand
the nanme attributes and can validate them conproni ses GSS-APlI’'s pl ace
as a generic API. Application authors would be forced to understand
mechani smspecific attributes to make authorization decisions. 1In
addition, if nechanisns are not required to transport arbitrary
attributes, then application authors will need to deal with different
i npl enent ati ons of the sane mechani smthat support different sets of
nane attributes. One possible solution is to carry a source al ong
with each nane attribute; this source could indicate whether the
attribute comes froma mechani smdata structure or fromthe other
party in the authentication.

Anot her related question is how name attributes will be napped into
their mechani smspecific forms. For exanple, it would be desirable
to map many Kerberos authorization data elenments into nane
attributes. In the case of the Mcrosoft PAC (privilege attribute
certificate), it would be desirable for sone applications to get the
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entire PAC. However, in many cases, the specific lists of security
| Ds contained in the PAC would be nore directly useful to an
application. So there may not be a good one-to-one nappi ng between
t he nechani smspecific elenents and the representation desirable at
t he GSS- APl | ayer.

Speci fic name matching rules need to be devel oped. How do nanes with
attri butes conpare? Wat is the effect of a nane attribute on a
target name in gss_accept_sec_context?

4.3. Handling gss_export_nane

For many nechani sns, there will be an obvious choice to use for the
nane exported by gss_export_name. For exanple, in the case of

Ker beros, the principal nane can continue to be used as the exported
nanme. This will allow applications that depend on existing GSS-API
nanme- based authorization to continue to work. However, it is
probably desirable to allow GSS- APl nechani sns for which

gss_export _nanme cannot neani ngfully be defined. |In such cases, the
behavi or of gss_export_nane shoul d probably be to return sone error.
Such nechani sms may not work with existing applications and cannot
conformto the current version of the GSS-API

5. Credential Extensions

An alternative to the nane attributes proposal is to extend GSS-API
credentials with extensions |abeled by O Ds. Interfaces would be
needed to nani pul ate these credential extensions and to retrieve the
credential extensions for credentials used to establish a context.
Even if nanme attributes are used, credential extensions may be useful
for other unrel ated purposes.

It is possible to solve problens discussed in this docunent using
sone credential extension mechanism Doing so will have many of the
sane open issues as discussed in the conposite names proposal. The
mai n advant age of a credential extensions proposal is that it avoids
speci fying how name attributes interact with name conpari son or
target nanes.

The primary advantage of the name attributes proposal over credenti al
extensions is that nanme attributes seemto fit better into the GSS-
APl authorization nodel. Nanes are already available at all points
when aut hori zation decisions are made. In addition, for nany

nmechani sns, the sort of information carried as nanme attributes wll
al so be carried as part of the nane in the nechani sm
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6.

Mechani sms for Export Name

Anot her proposal is to define sone GSS-API nechani sns whose only
purpose is to have an exportable nane formthat is useful. For
exanpl e, you might be able to export a nane as a | ocal machi ne user
ID with such a nechani sm

This solution works well for name information that can be | ooked up
inadirectory. It was unclear whether this solution would allow
mechani sm specific name information to be extracted froma context.
If so, then this solution would neet nmany of the goals of this
docunent .

One advantage of this solution is that it requires few, if any,
changes to GSS-API semantics. It is not as flexible as other
solutions. Also, it is not clear how to handl e nechanisns that do
not have a well-defined name to export with this solution.

Sel ection of Source ldentity

Today, applications such as e-mail clients and Wb browsers require
connections to nmultiple targets. For each target, there nmay be one
or nore source identities that is appropriate for the connection
Currently each application nust choose the source name to use when
acquiring credentials or initiating a security context. However, the
rul es that applications use can be generalized to a |arge extent.

GSS- APl could sinplify application design and inpl enentation by
taking a larger role in selection of source identity to use when
connecting to a particular target.

Currently, GSS-APlI credentials represent a single nmechani sm nane.
That is, by the tinme credentials are acquired, they nust act as if a
particular single identity is chosen for each nechanismin the
credential. Al these identities nust correspond to a single
nmechani sm i ndependent nane.

Two possibilities have been proposed for involving GSS-API in the
sel ection of source identities. First, the restriction that a
mechani sm nane nmust be chosen when credentials are acquired could be
rel axed. Sone nanme formwould need to be used, but this nane form
could represent a set of possibilities. The particular identity
woul d be chosen when context establishnent happened. This could

i nvolve information received fromthe target in identity sel ection
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Anot her possibility is to provide a nechanismto acquire credentials
and to provide informati on about the target when credentials are
acquired. This would be nuch |l ess of a change to GSS-API, but would
not allow information received fromthe target to choose identity
sel ecti on.

Wth both approaches, information to conmunicate the needs of the
application to the GSS-APlI nechanismw || be required. For exanple,
hi nti ng about whether information can be cached and about the scope
of cache entries is required.

Anot her possibility can be inplenmented in GSS-API V2 today: Do not
bind the credentials to a nechanismnanme until either the credentials
are queried or they are used to set up a context. This is
undesirabl e because if an application uses the credential inquiry
interface, then it will get different behavior than cases where this
interface is not used. For this reason, the working group favors an
extension to GSS- APl V3.

8. Compatibility with GSS-API V2

In order to avoid breaking existing applications or nechanisns, the
foll owi ng backward conpatibility requirenments need to be net:

1. Existing APIs nust continue to behave as they do in GSS-APl V2.

2. GSS- APl V2 mechani sns nmust produce the same exported nane forns;
conposi te names cannot change the existing exported nane forns.

3. Extensions add new optional behavior

I f GSS-API V3 nmechani snms are nore perm ssive than GSS-APlI V2
mechani sns, then care nust be taken so that GSS-API V2 applications
do not select these mechani sns.

9. Security Considerations

GSS- APl sets up a security context between two named parties. The
GSS- APl nanmes are security assertions that are authenticated by the
context establishment process. As such, the GSS nam ng architecture
is critical to the security of GSS-API

Currently, GSS-APlI uses a sinplistic naming nodel for authorization.
Nanes can be conpared agai nst a set of names on an access contro
list. This architecture is relatively sinple, and its security
properties are well understood. However, it does not provide the
flexibility and feature set for future deploynents of GSS-API.
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This proposal will significantly increase the conplexity of the GSS
nam ng architecture. As this proposal is fleshed out, we need to
consi der ways of managi ng security exposures created by this

i ncreased conpl exity.

One area where the conplexity may lead to security problens is
conposite nanmes with attributes fromdifferent sources. This may be
desirable so that nane attributes can carry their own authenticati on.
However, the design of any solutions needs to nake sure that
applications can assign appropriate trust to name conponents.
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