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Abstract
The TCP-MD5 option is nbst commonly used to secure BGP sessions
between routers. However, changing the long-termkey is difficult,
since the change needs to be synchroni zed between different

organi zations. W describe single-ended strategies that will pernit
(mostly) unsynchroni zed key changes.
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| nt roducti on

The TCP-MD5 option [RFC2385] is nobst conmonly used to secure BGP
sessi ons between routers. However, changing the long-termkey is
difficult, since the change needs to be synchroni zed between
different organizations. Wrse yet, if the keys are out of sync, it
may break the connection between the two routers, rendering repair
attenpts difficult.

The proper solution involves sonme sort of key managenent protocol
Apart fromthe conplexity of such things, RFC 2385 was not witten
with key changes in mind. |In particular, there is no KeylD field in
the option, which neans that even a key managenent protocol would run
into the same problem

Fortunately, a heuristic pernmits key change despite this protocol
deficiency. The change can be installed unilaterally at one end of a
connection; it is fully conpatible with the existing protocol

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The Al gorithm

Separate al gorithns are necessary for transnission and reception.
Reception is easier; we explain it first.

1. Reception

A receiver has a list of valid keys. Each key has a (conceptual)

ti mestanp associated with it. Wen a segnent arrives, each key is
tried in turn. The segnent is discarded if and only if it cannot be
val idated by any key in the Iist.

In principle, there is no need to test keys in any particul ar order.
For performance reasons, though, a sinple nost-recently-used (MRU)
strategy -- try the last valid key first -- should work well. More
conpl ex mechani sns, such as exani ning the TCP sequence nunber of an
arriving segment to see whether it fits in a hole, are al nost
certainly unnecessary. On the other hand, validating that a received
segnent is putatively legal, by checking its sequence nunber agai nst
the advertised wi ndow, can help avoid denial of service attacks.

The newest key that has successfully validated a segnent is marked as
the "preferred" key; see bel ow.
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Implicit in this scheme is the assunption that ol der keys will
eventual |y be unneeded and can be renoved. Accordingly,

i mpl enent ati ons SHOULD provide an indication of when a key was | ast
used successfully.

2.2. Transni ssion

Transni ssion is nore conpl ex, because the sender does not know which
keys can be accepted at the far end. Accordingly, the conservative
strategy is to delay using any new keys for a considerabl e amount of
time, probably neasured in days. This tine interval is the amount of
asynchronicity the parties wish to permit; it is agreed upon out of
band and configured manual ly.

Sone automation is possible, however. |f a key has been used
successfully to validate an incoming segnent, clearly the other side
knows it. Accordingly, any key marked as "preferred" by the
receiving part of a stack SHOULD be used for transm ssions.

A sophisticated inplenentation could try alternate keys if the TCP
retransm ssion counter gets too high. (This is anal ogous to dead
gateway detection.) |In particular, if a key change has just been
attenpted but such segnents are not acknow edged, it is reasonable to
fall back to the previous key and issue an alert of sonme sort.
Simlarly, an inplenmentation with a new but unused key coul d
occasionally try to use it, much in the way that TCP inpl enentations
probe cl osed wi ndows. Doing this avoids the "silent host" problem

di scussed in Section 3.1. This should be done at a noderately sl ow
rate.

Note that there is an anbiguity when an acknow edgnment is received
for a segnent transmitted with two different keys. The TCP Ti nestanp
option [ RFC1323] can be used for disanbi guati on.

3. Operations
3.1. Single-Ended Operations

Suppose only one end of the connection has this algorithm

i npl enented. The new key is provisioned on that system with a start
time far in the future -- sufficiently far, in fact, that it will not
be used spontaneously. After the key is ready, the other end is
notified, out-of-band, that a key change can commence.

At sone point, the other end is upgraded. Because it does not have
mul tiple keys available, it will start using the new key i medi ately
for its transm ssion, and will drop all segnents that use the old
key. As soon as it tries to transnit, the upgraded side wl]l
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designate the new key as preferred, and will use it for all of its
transni ssions. Note specifically that this will include

retransm ssions of any segnments rejected because they used the old
key.

There is a problemif the unchanged nachine is a "silent host" -- a
host that has nothing to say, and hence does not transmit. The best
way to avoid this is for an upgraded machine to try a variety of keys
in the event of repeated unacknow edged packets, and to probe for new
unused keys during silent periods, as discussed in Section 2.2.
Alternatively, application-level KeepAlive nessages may be used to
ensure that neither end of the connection is conpletely silent. See,
for exanple, Section 4.4 of [RFC4271] or Section 3.5.4 of [RFC3036].

3.2. Doubl e- Ended Qperati ons

Doubl e- ended operations are sinilar, save that both sides deploy the
new key at about the sanme tine. One should be configured to start
using the new key at a point where it is reasonably certain that the
other side would have it installed, too. Assunming that has in fact
happened, the new key will be marked "preferred" on both sides.

3.3. Monitoring

As noted, inplenentations should nonitor when a key was | ast used for
transni ssion or reception. Any nonitoring nechani smcan be used;
nmost likely, it will be one or both of a MB object or objects and

t he vendor’s usual conmand-line nmechani smfor displaying data of this
type. Regardless, the network operations center should keep track of
this. Wen a new key has been used successfully for both

transni ssion and reception for a reasonable anount of tine -- the
exact value isn't crucial, but it should probably be |onger than

twi ce the maxi num segnent lifetime -- the old key can be marked for
deletion. There is an inplicit assunption here that there will not
be substantial overlap in the usage period of such keys; nonitoring
systens should | ook for any such anomalies, of course.

4. Moving Forward

As inmplied in Section 1, this is an interimstrategy, intended to
make TCP-MD5 operationally usable today. W do not suggest or
recoormend it as a long-termsolution. |In this section, we nmake sone
suggestions about the design of a future TCP authentication option.

The first and nost obvious change is to replace keyed MD5 with a
stronger MAC [ RFC4278]. Today, HWMAC- SHAl [ RFC4634] is the preferred
choi ce, though others such as UMAC [ RFC4418] shoul d be consi dered as
wel | .
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A new aut hentication option should contain sonme formof a Key ID
field. Such an option would permt unanbi guous identification of

whi ch key was used to create the MAC for a given segnment, sparing the
receiver the need to engage in the sort of heuristics described here.
A Key IDis useful with both manual and automatic key managenent.
(Note carefully that we do not prescribe any particular Key ID
mechani sm here. Rather, we are stating a requirenment: there nust be
a sinple, lowcost way to select a particular key, and it nust be
possible to rekey without tearing down |long-lived connections.)

Finally, an automated key managenent mechani sm shoul d be defi ned.
The general reasoning for that is set forth in [RFC4107]; specific
i ssues pertaining to BGP and TCP are given in [ RFC3562].

5. Security Considerations

In theory, accepting nultiple keys sinultaneously nakes |ife easier
for an attacker. In practice, if the recommendations in [ RFC3562]
are followed, this should not be a problem

New keys must be conmuni cated securely. Specifically, new key
nmessages must be kept confidential and nust be properly
aut henti cat ed.

Having mul ti pl e keys makes CPU deni al - of -servi ce attacks easier.
Thi s suggests that keeping the overlap period reasonably short is a
good idea. |In addition, the Generalized TTL Security Mechani sm

[ RFC3682], if applicable to the |ocal topol ogy, can help. Note that
nmost of the tine, only one key will exist; virtually all of the
remaining tine there will be only two keys in existence.

6. | ANA Consi derati ons

There are no | ANA actions required. The TCP-MD5 option nunber is
defined in [RFC2385], and is currently listed by | ANA
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