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Abstract
Two comon ways to comuni cate tinmezone information are POSI X 1003. 1
ti mezone strings and tinezone database nanmes. This nmenp specifies

DHCP options for each of those nmethods. The DHCPv4 tine of fset
option is deprecated.
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1.

1.

| nt roducti on

This meno specifies a nmeans to provide hosts with nore accurate
ti mezone information than was previously available. To do this we
make use of two commonly used nethods to configure tinmezones:

o POSI X TZ strings
0 Reference to the nane of the time zone entry in the TZ Dat abase

POSI X [1] provides a standard for how to express tinmezone information
in a character string. Use of such a string can provide accuracy for
at least one transition into and out of daylight saving tinme (DST),
and possibly for nore transitions if the transitions are regul ar
enough (e.g., "second Sunday in March at 02:00 local tinme").

However, for accuracy over |onger periods that involve daylight-
saving rul e changes or other irregular changes, a nore detailed
mechani smis necessary.

The TZ Database [7] that is used in many operating systens provides
backwar ds consi stency and accuracy for alnost all real-world

| ocations since 1970. The TZ database also attenpts to provide a
stabl e set of human readable tinmezone identifiers. |In addition, nmany
systens al ready nake use of the TZ database, and so the nanes used
are a de facto standard. Because the TZ database contains nore

i nformati on, one can heuristically derive the POSI X i nformation from
a TZ identifier (see [10] for an exanple), but the converse is not
true.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

Rel at ed Wor k

Dynami ¢ Host Configuration Protocol (DHCP) [3] provides a nmeans for
hosts to receive configuration information relating to their current
|l ocation within an IP version 4 network. [5] sinmilarly does so for IP
version 6 networks. RFC 2132 [4] specifies an option to provide
client timezone information in the formof an offset in seconds from
UTC. The information provided in that option is insufficient for the
client to determne whether it is in daylight saving tinme, and when
to change into and out of daylight saving tinme. |In order for the
client to properly represent |local wall clock tine in a consistent
and accurate fashion the DHCP server would have to tine | ease
expirations of affected clients to the beginning or end of DST, thus
effecting a self stress test (to say the |least) at the appointed
hour .
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In addition, an offset is not sufficient to determ ne the actua
ti mezone in which a client resides, and thus there is no neans to
derive a human readabl e abbrevi ati on such as "EST" or "EDT".

VTI MEZONE el enents are defined in the iCal endar specification [9].
Ful ly specified they provide a level of accuracy simlar to the TZ
dat abase. However, because there is currently no global registry of
VTI MEZONE TZI Ds (al t hough one has been proposed; see [8]), conplete
accuracy requires that a full entry nust be specified. To achieve
the sanme informati on would range from 300 octets upwards with no
particul ar bound. Furthernore, at the time of this witing the
authors are aware of no operating systemthat natively takes

advant age of VTI MEZONE entries. It might be possible to include an
option for a TZURL. However, in a cold start environment, it will be
bad enough that devices are stressing the DHCP server, and perhaps
unwi se to simlarly afflict other conponents.

2. New Ti nezone Options for DHCPv4
The following two options are defined for DHCPv4:

PCode Len TZ-POSIX String

Per RFC 2939 [6], | ANA all ocated PCode (100) and TCode (101).

Len is the one-octet value of the length of the succeeding string for
each option.

The string values that follow Len are described bel ow. Note that
they are NOT terminated by an ASCI1 NULL

3. New Tinezone Options for DHCPv6
The semantics and content of the DHCPv6 encodi ng of these options are
exactly the sane as the encoding described for DHCPv4, other than

necessary differences between the way options are encoded i n DHCPv4
and DHCPv6.
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Specifically, the DHCPv6 new ti nezone options are described bel ow

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
|  OPTI ON_NEW PGCSI X_TI MEZONE | option-1length |
T S o T s T T o S T il sl S T R S i i
| TZ PCSI X String |
I+_ I

T s T S S S S T S +.- +- Tk w (T S S Y S I T S T S S
opti on-code: OPTI ON_NEW PCSI X_TI MEZONE( 41)

option-1length: the nunmber of octets of the TZ POSI X String | ndex
descri bed bel ow.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
|  OPTI ON_NEW . TZDB_TI MEZONE | option-1length |
T S o T s T T o S T il sl S T R S i i
| TZ Nane |
T S o T s T T o S T il sl S T R S i i

opti on-code: OPTI ON_NEW TZDB_TI MEZONE( 42)

option-1length: the nunmber of octets of the TZ Database String | ndex
descri bed bel ow.

4. The TZ PCSI X String

TZ POSI X string is a string suitable for the TZ variable as specified
by [1] in Section 8.3, with the exception that a string may not begin
with a colon (":"). This string is NOT term nated by an ASCI| NULL.
Here is an exanpl e:

EST5EDT4, MB. 2. 0/ 02: 00, ML1. 1. O/ 02: 00

In this case, the string is interpreted as a tinezone that is
normal Iy five hours behind UTC, and four hours behind UTC during DST,
which runs fromthe second Sunday in March at 02:00 | ocal tine
through the first Sunday in Novenber at 02:00 local tine. Normally
the timezone is abbreviated "EST" but during DST it is abbreviated
"EDT".

Clients and servers inplenenting other timezone options MJST support
this option for basic conpatibility.
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5.

The TZ Nane

TZ Name is the name of a Zone entry in the database commonly referred
to as the TZ database. Specifically, in the database s textual form
the string refers to the nane field of a zone line. |In order for
this option to be useful, the client nust already have a copy of the
database. This string is NOT terninated with an ASCI1 NULL.

An exanple string is Europe/ Zurich

Clients nust already have a copy of the TZ Database for this option
to be useful. Configuration of the database is beyond the scope of
this document. A client that supports this option SHOULD prefer this
option to POSI X string if it recognizes the TZ Nane that was
returned. |If it doesn't recognize the TZ Nane, the client MJST

i gnore this option.

Use of the Tinmezone String(s) Returned fromthe Server

Thi s specification presunes the DHCP server has sone neans of
identifying which tinmezone the client is in. One obvious approach
woul d be to associate a subnet or group of subnets with a tinezone,
and respond with this option accordingly.

When consi dering which option to inplenent on a client, one nust
choose between the TZ Nanme, which should be easier for users to
configure and which provides accuracy over |onger historical periods,
and the TZ PCSI X string, which does not require regular updating of a
copy of the TZ Database. The TZ Nane is better for nobst uses, in
particul ar those cases where the timezone name mght persist in a

dat abase for |long periods of tine, but the TZ POSI X string may be
nmore suitable for small-footprint applications that are expertly

mai nt ai ned.

So that clients need not request both options, servers who inplenment
either tinmezone option SHOULD i npl enent the other one as well. This
associ ati on can be established by the server’s administrator. A
basi c server can transmt option values to the client w thout parsing
or validating them A nore advanced server night have a copy of the
TZ dat abase and validate TZ nanes against this copy, or derive TZ
POSI X strings heuristically fromTZ nanmes to sinplify adm nistration.

As a matter of practicality, the client will use this information at
its discretion to configure the current tinezone in which it resides.

It will periodically be necessary for a DHCP server to update the
ti mezone string, based on adm nistrative changes made by | oca
jurisdictions (say, for instance, counties in Indiana). Wile the
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authors do not expect this to be a | ower bound on a lease tinme in the
vast najority of cases, there nay be tines when anticipation of a
change di ctates prudence, as certain governnents give little if any
notification.

The effect of a changed tinezone on client applications is not
specified by this nenp, but it nay be hel pful to note conmon probl ens
inthis area. Oten, client applications consult the tinmezone
setting only during process initialization, or inherit the setting
froma parent process, so existing processes on a client may ignore a
ti mezone change returned fromthe server. Sonetines it is normal and
expected for processes on the sane client to have different tinmezone
settings (e.g., renote logins), and so client inplenmentations should
consi der these ranmifications of changing tinmezone settings of

exi sting processes.

7. The New Ti nezone Option and Lease Ti nes

Wien a | ease has expired and new information is not forthcom ng, the
client MAY continue to use tinezone information returned by the
server. This follows the principle of |east astonishment.

8. Deprecation of Time Ofset Option

Because this option provides a superset of functionality to the
previous I Pv4 tinme offset option (tag 2), and in order to maintain
consi stency between I Pv4 and I Pv6 inplenentation, the older option is
deprecated. Current inplenentations that support the tine offset

| Pv4 option SHOULD i nplenent this option also. Oher inplenentations
SHOULD i npl enent this option, and SHOULD NOT inpl enent the tine
offset IPv4 option. As a matter of transition, clients that already
use the tine of fset option MAY request the tinme offset option and the
ti mezone option.

9. Security Considerations

An attacker could provide erroneous infornmation to a client. It is
possi bl e that soneone might miss a neeting or otherw se show up
early, or that heavy machinery or other critical functions mght act
at the wong tinme or fail to act. |If clients have job processing
tools, such as cron that operate on wall clock tine, it is possible
that certain jobs could be triggered either earlier or later, or even
repeated or skipped entirely if scheduled during a DST transition.

In such cases, the client operating systemnight do well to confirm
ti mezone changes with a hunan
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10.

11.

Clients using the POSI X option should beware of any tine zone setting
speci fyi ng unusual characters (e.g., control characters) in the
standard or daylight-saving abbreviations, as this mght well trigger
security-rel evant bugs in applications.

Clients using the POSI X option should al so be suspicious of any

ti mezone setting whose UTC of fset exceeds 25 hours (the POSIX linit,
if the default daylight-saving offset is used). As of this witing,
the maxi mum UTC of fset is 14 hours in practice, but governnents my
extend this somewhat in the future.

| ANA Consi der ati ons

The | ANA has al | ocated DHCPv4 and DHCPv6 option codes for this
pur pose and references this docunent.

The | ANA has annotated the tinme offset |Pv4 option (tag 2) as
deprecated, with a reference to this docunent.
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
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http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
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