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Abstract
Thi s docunent updates the Cryptographic Message Syntax (CMS), which
is published in RFC 3852. This docunent clarifies the proper

handl i ng of the SignedData protected content type when nore than one
digital signature is present.
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| nt roducti on

Thi s docunent updates the Cryptographic Message Syntax [CM5]. The
CVMB SignedData protected content type allows nmultiple digita
sighatures, but the specification is unclear about the appropriate
processing by a recipient of such a signed content. This docunent
provi des replacenent text for a few paragraphs, nmaking it clear that
the protected content is validly signed by a given signer, if any of
the digital signatures fromthat signer are valid.

This property is especially inmportant in two cases. First, when the
recipients do not all inplenent the sane digital signature algorithm
a signer can sign the content with several different digita
signhature algorithns so that each of the recipients can find an
acceptabl e signature. For exanple, if sonme recipients support RSA
and some recipients support ECDSA, then the signer can generate two
signatures, one with RSA and one with ECDSA, so that each recipient
will be able to validate one of the signatures. Second, when a
comunity is transitioning one-way hash functions or digital
signhature algorithns, a signer can sign the content with the ol der
and the newer signature algorithnms so that each recipient can find an
acceptabl e signature, regardless of their state in the transition
For exampl e, consider a transition fromRSA with SHA-1 to RSA with
SHA- 256. The signer can generate two signatures, one with SHA-1 and
one with SHA-256, so that each recipient will be able to validate at
| east one of the RSA signatures.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .

Update to RFC 3852, Section 5: Signed-data Content Type
RFC 3852, section 5, the next to the |ast paragraph says:

A recipient independently conputes the nessage digest. This nmessage
di gest and the signer’'s public key are used to verify the signature
value. The signer’s public key is referenced either by an issuer

di stingui shed nane along with an issuer-specific serial nunber or by
a subject key identifier that uniquely identifies the certificate
containing the public key. The signer’s certificate can be included
in the SignedData certificates field.
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This block of text is replaced with:

A recipient independently conputes the nessage digest. This nmessage
di gest and the signer’'s public key are used to verify the signature
value. The signer’s public key is referenced either by an issuer

di sti ngui shed nane along with an issuer-specific serial nunber or by
a subject key identifier that uniquely identifies the certificate
containing the public key. The signer’s certificate can be included
in the SignedData certificates field.

When nore than one signature is present, the successful validation
of one signature associated with a given signer is usually treated
as a successful signature by that signer. However, there are sone
application environnents where other rules are needed. An
application that enploys a rule other than one valid signature for
each signer nust specify those rules. Al so, where sinple matching of
the signer identifier is not sufficient to determ ne whether the
signhatures were generated by the sane signer, the application

speci fication nust describe how to determ ne which signatures were
generated by the same signer. Support of different conmunities of
recipients is the primary reason that signers choose to include nore
than one signature. For exanple, the signed-data content type m ght
i nclude signatures generated with the RSA signature al gorithm and
with the ECDSA signature algorithm This allows recipients to
verify the signature associated with one algorithmor the other.

Update to RFC 3852, Section 5.1: SignedData Type
RFC 3852, section 5.1, the next to the |ast paragraph says:

signerinfos is a collection of per-signer information. There MAY
be any nunber of elenents in the collection, including zero. The
details of the Signerinfo type are discussed in section 5. 3.

Since each signer can enploy a digital signature techni que and
future specifications could update the syntax, all inplenmentations
MUST graceful |y handl e uni npl enented versi ons of Signerlnfo.
Further, since all inplenentations will not support every possible
signature algorithm all inplenentations MJUST gracefully handl e
uni npl ement ed si gnature al gorithns when they are encountered.

Thi

s block of text is replaced wth:

signerinfos is a collection of per-signer information. There MAY
be any nunber of elenents in the collection, including zero. Wen
the collection represents nore than one signature, the successfu
val i dati on of one of signature froma given signer ought to be
treated as a successful signature by that signer. However,

there are sonme application environnents where other rules are

Housl ey St andar ds Track [ Page 3]



RFC 4853 CMS Multiple Signer Clarification April 2007

6.

needed. The details of the Signerinfo type are discussed in
section 5.3. Since each signer can enploy a different digital
signature technique, and future specifications could update the
syntax, all inplenmentations MJUST gracefully handl e uni npl enent ed
versions of Signerinfo. Further, since all inplenmentations wll
not support every possible signature algorithm al

i mpl ement ati ons MJUST gracefully handl e uni npl enented signature
al gorithnms when they are encountered.

Security Considerations
The replacenent text will reduce the likelihood of interoperability
errors during the transition from M5 and SHA-1 to stronger one-way
hash functions, or to better signature algorithns.

Nor mat i ve Ref erences

[ CVE] Housl ey, R, "Cryptographic Message Syntax (CM5)", RFC
3852, July 2004.

[ STDWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997

Aut hor’' s Address

Russel | Housl ey

Vigil Security, LLC
918 Spring Knoll Drive
Her ndon, VA 20170

USA

EMai | : housl ey@igil sec. com

Housl ey St andar ds Track [ Page 4]



RFC 4853 CMS Multiple Signer Clarification April 2007

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Housl ey St andar ds Track [ Page 5]






