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Abstract

This G ossary (191 pages of definitions and 13 pages of references)
provi des abbrevi ati ons, explanations, and reconmendati ons for use of

i nformati on system security term nology. The intent is to inprove the
conprehensibility of witing that deals with Internet security,
particularly Internet Standards docunments (I1SDs). To avoid confusion,
| SDs shoul d use the sane termor definition whenever the same concept
is mentioned. To inprove international understanding, |SDs should use
terms in their plainest, dictionary sense. |SDs should use terns
established in standards docunments and ot her well -founded

publi cati ons and should avoid substituting private or newy made-up
terns. |1SDs should avoid terns that are proprietary or otherw se
favor a particular vendor, or that create a bias toward a particul ar
security technol ogy or mechani smversus other, conpeting techniques
that already exist or night be devel oped in the future.
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1. Introduction

This d ossary provides an internally consistent, conplenentary set of
abbrevi ations, definitions, explanations, and reconmendati ons for use
of terminology related to infornmation system security. The intent of
this ossary is to inprove the conprehensibility of Internet

St andards docunents (1SDs)--i.e., RFCs, Internet-Drafts, and other
mat eri al produced as part of the Internet Standards Process [ R2026]--
and of all other Internet material, too. Some non-security ternms are
i ncluded to nake the d ossary self-contained, but nore conplete lists
of networking terns are avail abl e el sewhere [ R1208, R1983].

Sonme gl ossaries (e.g., [Rayn]) list ternms that are not listed here
but could be applied to Internet security. However, those terns have
not been included in this G ossary because they are not appropriate
for | SDs.

This G ossary marks terns and definitions as being either endorsed or
deprecated for use in ISDs, but this dossary is not an |nternet
standard. The key words "SHOULD', "SHOULD NOT", "RECOWENDED', "MAY",
and "OPTIONAL" are intended to be interpreted the sane way as in an
Internet Standard [R2119], but this guidance represents only the
reconmendations of this author. However, this d ossary includes
reasons for the recomendations--particularly for the SHOULD NOTs--so
that readers can judge for thensel ves whether to foll ow the
recomendat i ons.
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This G ossary supports the goals of the Internet Standards Process:
0 O ear, Concise, and Easily Understood Docunentation

This d ossary seeks to inprove conprehensibility of security-
related content of 1SDs. That requires wording to be clear and
under st andabl e, and requires the set of security-related ternms and
definitions to be consistent and sel f-supporting. Al so, the
term nol ogy needs to be uniformacross all 1SDs; i.e., the sane
termor definition needs to be used whenever and wherever the sane
concept is nentioned. Harnonization of existing | SDs need not be
done imediately, but it is desirable to correct and standardi ze
the term nol ogy when new versions are issued in the normal course
of standards devel opnent and evol uti on.

o Techni cal Excel |l ence

Just as Internet Standard (STD) protocols should operate
effectively, ISDs should use term nol ogy accurately, precisely,
and unanbi guously to enable Internet Standards to be inpl enmented
correctly.

o Prior Inplenentation and Testing

Just as STD protocols require denonstrated experience and
stability before adoption, |1SDs need to use well-established

| anguage. Using terns in their plainest, dictionary sense (when
appropriate) helps to ensure international understanding. |SDs
need to avoid using private, nmade-up terns in place of generally-
accepted terns from standards and ot her publications. |SDs need to
avoi d substituting new definitions that conflict with established
ones. |1SDs need to avoid using "cute" synonyns (e.g., see: Geen
Book); no matter how popul ar a nickname may be in one conmunity,

it is likely to cause confusion in another.

0 Openness, Fairness, and Tineliness

| SDs need to avoid ternms that are proprietary or otherw se favor a
particul ar vendor, or that create a bias toward a particul ar
security technol ogy or mechani sm over other, conpeting techniques
that already exist or might be developed in the future. The set of
term nol ogy used across the set of 1SDs needs to be flexible and
adaptable as the state of Internet security art evol ves.
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2. Expl anation of Paragraph MarKkings
Section 3 nmarks terns and definitions as follows:
0 Capitalization: Only terns that are proper nouns are capitalized.

o Paragraph Marking: Definitions and explanations are stated in
paragraphs that are marked as foll ows:

- "1" identifies a RECOWENDED | nternet definition

- "N identifies a RECOWENDED non-Internet definition.

- "O' identifies a definition that is not recormmended as the first
choice for Internet docunments but is sonmething that authors of
| nternet documents need to know.

- "D'" identifies a termor definition that SHOULD NOT be used in
| nternet docunents.

- "C' identifies coomentary or additional usage gui dance.

The rest of Section 2 further explains these five markings.
2.1 Reconmended Terns with an Internet Basis ("I")

The paragraph marking "I" (as opposed to "O') indicates a definition
that SHOULD be the first choice for use in | SDs. Mst terms and
definitions of this type MAY be used in |SDs; however, sone "|"
definitions are acconpanied by a "D' paragraph that reconmends

agai nst using the term Also, sonme "I" definitions are preceded by an
i ndi cation of a contextual usage limtation (e.g., see:
certification), and |1SDs should not the termand definition outside

t hat cont ext

An "I" (as opposed to an "N') also indicates that the definition has
an Internet basis. That is, either the Internet Standards Process is
authoritative for the term or the termis sufficiently generic that
this Aossary can freely state a definition wi thout contradicting a
non-Ilnternet authority (e.g., see: attack).

Many terns with "I" definitions are proper nouns (e.g., see:
Internet Protocol). For such ternms, the "I" definition is intended
only to provide basic information; the authoritative definition is
found el sewhere.

For a proper noun identified as an "Internet protocol", please refer

to the current edition of "Internet O ficial Protocol Standards" (STD
1) for the standardi zation state and status of the protocol.
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2.2 Reconmended Ternms with a Non-Internet Basis ("N')

The paragraph marking "N' (as opposed to "QO') indicates a definition
that SHOULD be the first choice for the term if the termis used at
all in Internet docunents. Ternms and definitions of this type MAY be
used in Internet docunents (e.g., see: X 509 public-key certificate).

However, an "N' (as opposed to an "I") also indicates a definition
that has a non-Internet basis or origin. Many such definitions are
preceded by an indication of a contextual usage limtation, and this
G ossary’s endorsenent does not apply outside that context. Al so,
some contexts are rarely if ever expected to occur in a Internet
docunent (e.g., see: baggage). In those cases, the listing exists to
make I nternet authors aware of the non-Internet usage so that they
can avoid conflicts with non-Internet docunents.

Many terns with "N' definitions are proper nouns (e.g., see:
Conputer Security Cbjects Register). For such terms, the "N
definition is intended only to provide basic information; the
authoritative definition is found el sewhere.

2.3 Oher Definitions ("Q")

The paragraph marking "O' indicates a definition that has a non-
Internet basis, but indicates that the definition SHOULD NOT be used
in |SDs *except* in cases where the termis specifically identified
as non-Internet.

For example, an | SD m ght nention "BCA" (see: brand certification
authority) or "baggage" as an exanple to illustrate sone concept; in
that case, the docunment should specifically say "SET(tradenark) BCA"
or "SET(trademark) baggage"” and include the definition of the term

For sone terns that have a definition published by a non-Internet

aut hority--government (see: object reuse), industry (see: Secure Data
Exchange), national (see: Data Encryption Standard), or international
(see: data confidentiality)--this G ossary marks the definition "N
recommending its use in Internet docunents. In other cases, the non-
Internet definition of a termis inadequate or inappropriate for

| SDs. For exanple, it nmay be narrow or outdated, or it may need
clarification by substituting nore careful or nore expl anatory
wordi ng using other terns that are defined in this Gossary. In those
cases, this Gossary marks the tern "O' and provides an "1"
definition (or sometinmes a different "N' definition), which precedes
and supersedes the definition marked "QO'.
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In nost of the cases where this d ossary provides a definition to
supersede one froma non-Internet standard, the substitute is

i ntended to subsune the nmeani ng of the superseded "O' definition and
not conflict with it. For the term"security service", for exanple,
the "O' definition deals narrowly with only comunication services
provi ded by layers in the OSI nodel and is inadequate for the ful

range of |SD usage; the "I" definition can be used in nore situations
and for nore kinds of service. However, the "O' definition is also
provided here so that |SD authors will be aware of the context in

which the termis used nore narrowy.

When naki ng substitutions, this 3 ossary attenpts to use
under st andabl e Engli sh that does not contradict any non-Internet
authority. Still, terminology differs between the standards of the
American Bar Association, OSI, SET, the U S. Departnent of Defense,
and other authorities, and this G ossary probably is not exactly
aligned with all of them

2.4 Deprecated Terns, Definitions, and Uses ("D'")

If this G ossary recommends that a termor definition SHOULD NOT be
used in I SDs, then either the definition has the paragraph marking
"D', or the restriction is stated in a "D' paragraph that inmediately
follows the termor definition

2.5 Commentary and Additional Cuidance ("C")

The paragraph marking "C' identifies text that is advisory or
tutorial. This text MAY be reused in other Internet docunents. This
text is not intended to be authoritative, but is provided to clarify
the definitions and to enhance this d ossary so that I|nternet
security novices can use it as a tutorial

3. Definitions

Not e: Each acronym or other abbreviation (except itens of common
Engli sh usage, such as "e.g.", "etc.", "i.e.", "vol.", "pp.", "US")
that is used in this dossary, either in a definition or as a subpart
of a defined term is also defined in this G ossary.

$ 3DES
See: triple DES

$ *-property

(N) (Pronounced "star property".) See: "confinenment property"
under Bel | - LaPadul a Model .
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$ ABA Cui del i nes
(N) "Anerican Bar Association (ABA) Digital Signature Cuidelines”
[ABA], a framework of legal principles for using digita
signatures and digital certificates in el ectronic conmerce.

$ Abstract Syntax Notation One (ASN. 1)
(N) A standard for describing data objects. [X680]

(C) Osl standards use ASN. 1 to specify data formats for protocols.
OSl defines functionality in layers. Information objects at higher
| ayers are abstractly defined to be inplenmented with objects at

| ower layers. A higher layer may define transfers of abstract

obj ects between conputers, and a |ower |ayer may define transfers
concretely as strings of bits. Syntax is needed to define abstract
obj ects, and encoding rules are needed to transform between
abstract objects and bit strings. (See: Basic Encoding Rules.)

(O In ASN. 1, formal nanes are witten w thout spaces, and
separate words in a nane are indicated by capitalizing the first
letter of each word except the first word. For example, the name
of a CRL is "certificateRevocationList"”

$ ACC
See: access control center.

$ access
(1) The ability and neans to comunicate with or otherw se
interact with a systemin order to use systemresources to either
handl e i nformati on or gain know edge of the infornmation the system
cont ai ns.

(O "A specific type of interaction between a subject and an
object that results in the flow of information fromone to the
ot her." [ NCS04]

(O Inthis dossary, "access" is intended to cover any ability to
comuni cate with a system including one-way communi cation in
either direction. In actual practice, however, entities outside a
security perineter that can receive output fromthe system but
cannot provide input or otherwise directly interact with the
system nmight be treated as not having "access" and, therefore, be
exenpt fromsecurity policy requirenents, such as the need for a
security cl earance.

$ access control
(1) Protection of systemresources agai nst unauthorized access; a
process by which use of systemresources is regulated according to
a security policy and is permtted by only authorized entities
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(users, progranms, processes, or other systens) according to that
policy. (See: access, access control service.)

(O "The prevention of unauthorized use of a resource, including
the prevention of use of a resource in an unauthorized manner."
[17498 Part 2]

$ access control center (ACQ
(1) A conputer containing a database with entries that define a
security policy for an access control service.

(C© An ACC is sonetimes used in conjunction with a key center to
i mpl ement access control in a key distribution system for
symetric cryptography.

$ access control list (ACL)
(1) A nmechani smthat inplenents access control for a system
resource by enunerating the identities of the systementities that
are permitted to access the resource. (See: capability.)

$ access control service
(1) A security service that protects against a systementity using
a systemresource in a way not authorized by the systenis security
policy; in short, protection of systemresources against
unaut hori zed access. (See: access control, discretionary access
control, identity-based security policy, mandatory access control,
rul e-based security policy.)

(C) This service includes protecting against use of a resource in
an unaut horized nmanner by an entity that is authorized to use the
resource in sonme other nmanner. The two basic nechanisns for

i mpl ementing this service are ACLs and tickets.

$ access node
(I') Adistinct type of data processing operation--e.g., read,
wite, append, or execute--that a subject can potentially perform
on an object in a conputer system

$ accountability
(1) The property of a system (including all of its system
resources) that ensures that the actions of a systementity may be
traced uniquely to that entity, which can be held responsible for
its actions. (See: audit service.)

(O Accountability permits detection and subsequent investigation
of security breaches.
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$ accredit

$ accreditation
(1) An administrative declaration by a designated authority that
an information systemis approved to operate in a particul ar
security configuration with a prescribed set of safeguards.
[ FP102] (See: certification.)

(O An accreditation is usually based on a technical certification
of the systenis security nechanisns. The terns "certification" and
"accreditation" are used nore in the U S. Departnent of Defense
and ot her governnent agencies than in conmercial organizations.
However, the concepts apply any place where managers are required
to deal with and accept responsibility for security risks. The
American Bar Association is devel oping accreditation criteria for
CAs.

$ ACL
See: access control |ist.

$ acquirer
(N) SET usage: "The financial institution that establishes an
account with a merchant and processes paynment card authorizations
and paynments." [ SET1]

(O "The institution (or its agent) that acquires fromthe card
acceptor the financial data relating to the transacti on and
initiates that data into an interchange system" [ SET2]

$ active attack
See: (secondary definition under) attack.

$ active wiretapping
See: (secondary definition under) w retapping.

$ add-on security
(1) "The retrofitting of protection mechanisns, inplenmented by
hardware or software, after the [automatic data processing] system
has becone operational." [FP039]

$ administrative security
(1) Managenent procedures and constraints to prevent unauthorized
access to a system (See: security architecture.)

(O "The managenent constraints, operational procedures,
accountability procedures, and suppl enental controls established
to provide an acceptable level of protection for sensitive data."
[ FPO39]
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(C) Exanpl es include clear delineation and separation of duties,
and configuration control.

$ Advanced Encryption Standard (AES)
(N A future FIPS publication being devel oped by NI ST to succeed
DES. Intended to specify an unclassified, publicly-disclosed,
symmetric encryption algorithm available royalty-free worl dwi de.

$ adversary
(1) An entity that attacks, or is a threat to, a system

$ aggregation
(1) Acircunstance in which a collection of information itens is
required to be classified at a higher security |evel than any of
the individual itenms that conprise it.

$ AH
See: Aut henticati on Header

$ al gorithm
(1) Afinite set of step-by-step instructions for a problem
sol ving or conputation procedure, especially one that can be
i mpl emrented by a conputer. (See: cryptographic algorithm)
$ alias
(1) Anane that an entity uses in place of its real nanme, usually
for the purpose of either anonymity or deception
$ American National Standards Institute (ANSI)
(N A private, not-for-profit association of users, manufacturers,
and ot her organi zations, that adm nisters U S. private sector
voluntary standards.

(C ANSI is the sole U S. representative to the two maj or non-
treaty international standards organi zations, |SO and, via the

U S. National Comrittee (USNC), the International Electrotechnica
Conmi ssion (| EC).

$ anonynous
(1) The condition of having a nanme that is unknown or conceal ed.
(See: anonynous | ogin.)

(O An application nmay require security services that maintain
anonym ty of users or other systementities, perhaps to preserve
their privacy or hide themfromattack. To hide an entity' s rea
nane, an alias nmay be used. For exanple, a financial institution
may assign an account nunber. Parties to a transaction can thus
remain relatively anonynous, but can al so accept the transaction
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as legitimte. Real nanes of the parties cannot be easily

det erm ned by observers of the transaction, but an authorized
third party may be able to map an alias to a real nane, such as by
presenting the institution with a court order. In other

appli cations, anonynous entities may be conpletely untraceable.

$ anonynous | ogin
(1) An access control feature (or, rather, an access contro
weakness) in nany Internet hosts that enables users to gain access
to general - purpose or public services and resources on a host
(such as allowing any user to transfer data using File Transfer
Protocol) without having a pre-established, user-specific account
(i.e., user nane and secret password).

(C) This feature exposes a systemto nore threats than when al

the users are known, pre-registered entities that are individually
accountable for their actions. A user logs in using a special,
publicly known user nane (e.g., "anonynous", "guest", or "ftp").
To use the public login nane, the user is not required to know a
secret password and nay not be required to input anything at al
except the name. In other cases, to conplete the normal sequence
of steps in a login protocol, the systemmy require the user to

i nput a matching, publicly known password (such as "anonynous") or
may ask the user for an e-namil address or sone other arbitrary
character string.

$ APOP
See: POP3 APOP.

$ archive
(1) (1.) Noun: A collection of data that is stored for a
relatively long period of time for historical and other purposes,
such as to support audit service, availability service, or system
integrity service. (See: backup.) (2.) Verb: To store data in such
a way. (See: back up.)

(O Adigital signature may need to be verified many years after
the signing occurs. The CA--the one that issued the certificate
containing the public key needed to verify that signature--nmay not
stay in operation that long. So every CA needs to provide for
long-term storage of the informati on needed to verify the
signatures of those to whomit issues certificates.

$ ARPANET
(N) Advanced Research Projects Agency Network, a pioneer packet-
switched network that was built in the early 1970s under contract
to the U S. CGovernnment, led to the devel opnent of today’s
Internet, and was deconm ssioned in June 1990.
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$ ASN. 1
See: Abstract Syntax Notation One.

$ associ ation
(1) A cooperative relationship between systementities, usually
for the purpose of transferring information between them (See:
security association.)

$ assurance
(1) (1.) An attribute of an information systemthat provides
grounds for having confidence that the system operates such that
the system security policy is enforced. (2.) A procedure that
ensures a systemis devel oped and operated as intended by the
systenis security policy.

$ assurance |eve
(1) Evaluation usage: A specific level on a hierarchical scale
representing successively increased confidence that a target of
eval uation adequately fulfills the requirenents. (E.g., see:
TCSEC.)

$ asymmetric cryptography
(1) A nodern branch of cryptography (popularly known as "public-
key cryptography") in which the algorithns enploy a pair of keys
(a public key and a private key) and use a different conponent of
the pair for different steps of the algorithm (See: key pair.)

(CO Asymmetric algorithns have key managenent advantages over

equi valently strong symretric ones. First, one key of the pair
does not need to be known by anyone but its owner; so it can nore
easily be kept secret. Second, although the other key of the pair
is shared by all entities that use the algorithm that key does
not need to be kept secret fromother, non-using entities; so the
key distribution part of key managenent can be done nore easily.

(© For encryption: In an asynmetric encryption algorithm (e.qg.
see: RSA), when Alice wants to ensure confidentiality for data she
sends to Bob, she encrypts the data with a public key provi ded by
Bob. Only Bob has the matching private key that is needed to
decrypt the data.

(C For signature: In an asymmetric digital signature algorithm
(e.g., see: DSA), when Alice wants to ensure data integrity or
provi de authentication for data she sends to Bob, she uses her
private key to sign the data (i.e., create a digital signature
based on the data). To verify the signature, Bob uses the matching
public key that Alice has provided.
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(C) For key agreenent: In an asymmetric key agreenment al gorithm
(e.g., see: Diffie-Hellman), Alice and Bob each send their own
public key to the other person. Then each uses their own private
key and the other’s public key to conpute the new key val ue.

$ attack
(1) An assault on systemsecurity that derives froman intelligent
threat, i.e., an intelligent act that is a deliberate attenpt

(especially in the sense of a nmethod or technique) to evade
security services and violate the security policy of a system
(See: penetration, violation, vulnerability.)

- Active vs. passive: An "active attack"” attenpts to alter system
resources or affect their operation. A "passive attack"”
attenpts to learn or make use of information fromthe system
but does not affect systemresources. (E. g., see: wretapping.)

- Insider vs. outsider: An "inside attack" is an attack initiated
by an entity inside the security perineter (an "insider"),
i.e., an entity that is authorized to access systemresources
but uses themin a way not approved by those who granted the
aut horization. An "outside attack” is initiated from outside
the perimeter, by an unauthorized or illegitimte user of the
system (an "outsider"). In the Internet, potential outside
attackers range from amateur pranksters to organized crim nals,
international terrorists, and hostile governnents.

(C The term"attack" relates to sonme other basic security terns
as shown in the follow ng di agram

T T
| An Attack: | | Counter- | | A System Resource: |
| i.e., A Threat Action | | measure | | Target of the Attack |
| Aeeoeoe + || || e + |
| | Att acker | <::::::::::::::::::| | <========= |
| | i.e., | Passive | | | | | Wulnerability | |
| | A Thr eat | <:::::::::::::::::>| | <=—=======> |
| | Agent | or Active| | | A [[]-=-ne- + |
| +---------- + Attack | | VW |
| | ] | | Threat Consequences

T T

$ attribute authority
(1) ACAthat issues attribute certificates.

(O "An authority, trusted by the verifier to del egate privil ege,
which issues attribute certificates." [FPDAM
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$ attribute certificate
(I') Adigital certificate that binds a set of descriptive data
items, other than a public key, either directly to a subject nane
or to the identifier of another certificate that is a public-key
certificate. [X509]

(O "A set of attributes of a user together with sonme other
i nformati on, rendered unforgeable by the digital signature created
using the private key of the CA which issued it." [X509]

(O "A data structure that includes sone attribute val ues and
identification information about the owner of the attribute
certificate, all digitally signed by an Attribute Authority. This
authority’ s signature serves as the guarantee of the binding
between the attributes and their owner." [FPDAM

(O A public-key certificate binds a subject nane to a public key
val ue, along with information needed to performcertain
cryptographic functions. Qher attributes of a subject, such as a
security clearance, nay be certified in a separate kind of digita
certificate, called an attribute certificate. A subject may have
multiple attribute certificates associated with its name or with
each of its public-key certificates.

(O An attribute certificate mght be issued to a subject in the
foll ow ng situations:

- Different lifetines: Wien the lifetinme of an attribute binding
is shorter than that of the related public-key certificate, or
when it is desirable not to need to revoke a subject’s public
key just to revoke an attribute.

- Different authorities: Wien the authority responsible for the
attributes is different than the one that issues the public-key
certificate for the subject. (There is no requirenment that an
attribute certificate be issued by the sane CA that issued the
associ ated public-key certificate.)

$ audit service
(1) A security service that records information needed to
establish accountability for systemevents and for the actions of
systementities that cause them (See: security audit.)

$ audit trail
See: security audit trail.
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$ AUTH

See: POP3 AUTH.

$ authentic signature

(1) A signature (particularly a digital signature) that can be
trusted because it can be verified. (See: validate vs. verify.)

$ aut henticate

(1) Verify (i.e., establish the truth of) an identity clained by
or for a systementity. (See: authentication.)

(D) I'n general English usage, this termusually nmeans "to prove
genui ne" (e.g., an art expert authenticates a M chel angel o

pai nting). But the reconmended definition carries a nmuch narrower
nmeani ng. For exanple, to be precise, an | SD SHOULD NOT say "the

host authenticates each received datagrani. Instead, the |ISD
SHOULD say "the host authenticates the origin of each received
datagram'. I n nost cases, we also can say "and verifies the

datagramis integrity", because that is usually inplied. (See:
("relationship between data integrity service and authentication
servi ces" under) data integrity service.)

(D) 1SDs SHOULD NOT tal k about authenticating a digital signhature
or digital certificate. Instead, we "sign" and then "verify"
digital signatures, and we "issue" and then "validate" digital
certificates. (See: validate vs. verify.)

$ aut henti cati on

Shirey

(1) The process of verifying an identity clainmed by or for a
systementity. (See: authenticate, authentication exchange,
aut hentication information, credential, data origin

aut hentication, peer entity authentication.)

(© An authentication process consists of two steps:

1. lIdentification step: Presenting an identifier to the security
system (ldentifiers should be assigned carefully, because
authenticated identities are the basis for other security
servi ces, such as access control service.)

2. Verification step: Presenting or generating authentication
i nformati on that corroborates the binding between the entity
and the identifier. (See: verification.)

(C) See: ("relationship between data integrity service and
aut hentication services" under) data integrity service.
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$ authentication code
(D) 1SDs SHOULD NOT use this termas a synonym for any form of
checksum whet her cryptographic or not. The word "aut hentication”
is msleading because the nechani sminvol ved usually serves a data
integrity function rather than an authentication function, and the
word "code" is nisleading because it inplies that either encoding
or encryption is involved or that the termrefers to conputer
software. (See: nessage authentication code.)

$ authentication exchange
(1) A nechanismto verify the identity of an entity by neans of
i nformati on exchange.

(O "A nmechanismintended to ensure the identity of an entity by
means of information exchange."” [17498 Part 2]

$ Authentication Header (AH)
(1) An Internet |Psec protocol [R2402] designed to provide
connectionless data integrity service and data origin
aut hentication service for |IP datagrans, and (optionally) to
provi de protection against replay attacks.

(O Replay protection may be sel ected by the receiver when a
security association is established. AH authenticates upper-I|ayer
protocol data units and as much of the |IP header as possible.
However, sonme |P header fields may change in transit, and the

val ue of these fields, when the packet arrives at the receiver,
may not be predictable by the sender. Thus, the values of such
fields cannot be protected end-to-end by AH, protection of the IP
header by AH is only partial when such fields are present.

(© AH may be used alone, or in conbination with the |IPsec ESP
protocol, or in a nested fashion with tunneling. Security services
can be provided between a pair of communicating hosts, between a
pair of communicating security gateways, or between a host and a
gateway. ESP can provide the sane security services as AH, and ESP
can al so provide data confidentiality service. The main difference
bet ween aut henti cation services provided by ESP and AH is the
extent of the coverage; ESP does not protect |P header fields

unl ess they are encapsul ated by AH.

$ aut hentication information
(1) I'nformation used to verify an identity clainmed by or for an
entity. (See: authentication, credential.)

(C Authentication information may exi st as, or be derived from
one of the follow ng:
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- Something the entity knows. (See: password).
- Something the entity possesses. (See: token.)
- Something the entity is. (See: bionmetric authentication.)

$ authentication service
(1) A security service that verifies an identity clainmed by or for
an entity. (See: authentication.)

(O In a netwrk, there are two general fornms of authentication
service: data origin authentication service and peer entity
aut henti cation service.

$ authenticity
(1) The property of being genuine and able to be verified and be
trusted. (See: authenticate, authentication, validate vs. verify)

$ authority
(D "An entity, responsible for the issuance of certificates."
[ FPDAM

(O 1SDs SHOULD NOT use this termas a synonym for AA, CA RA
ORA, or sinilar terms, because it may cause confusion. Instead,
use the full termat the first instance of usage and then, if it
is necessary to shorten text, use the style of abbreviation
defined in this d ossary.

(O 1SDs SHOULD NOT use this definition for any PKl entity,
because the definition is ambiguous with regard to whether the
entity actually issues certificates (e.g., attribute authority or
certification authority) or just has accountability for processes
that precede or follow signing (e.g., registration authority).
(See: issue.)

$ authority certificate
(D "Acertificate issued to an authority (e.g. either to a
certification authority or to an attribute authority)." [FPDAM
(See: authority.)

(O 1SDs SHOULD NOT use this termor definition because they are
anmbi guous with regard to which specific types of PKI entities they
addr ess.

$ authority revocation list (ARL)
(1) A data structure that enunerates digital certificates that
were issued to CAs but have been invalidated by their issuer prior
to when they were scheduled to expire. (See: certificate
expiration, X 509 authority revocation list.)
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(O "Arevocation list containing a |ist of public-key
certificates issued to authorities, which are no | onger considered
valid by the certificate issuer." [FPDAM

$ aut hori zation

$ aut hori ze
(1) (1.) An "authorization" is a right or a permssion that is
granted to a systementity to access a systemresource. (2.) An
"aut horization process" is a procedure for granting such rights.
(3.) To "authorize" nmeans to grant such a right or perm ssion
(See: privilege.)

(O SET usage: "The process by which a properly appointed person
or persons grants permnission to perform sone action on behal f of
an organi zation. This process assesses transaction risk, confirns
that a given transaction does not raise the account hol der’s debt
above the account’s credit limt, and reserves the specified
amount of credit. (Wen a nmerchant obtains authorization, paynment
for the authorized anmount is guaranteed--provided, of course, that
the nerchant followed the rules associated with the authorization
process.)" [SET2]

$ automated i nformation system
(1) An organi zed assenbly of resources and procedures--i.e.
computi ng and conmuni cati ons equi prment and services, with their
supporting facilities and personnel--that collect, record,
process, store, transport, retrieve, or display information to
acconmplish a specified set of functions.

$ availability
(1) The property of a systemor a systemresource being accessible
and usabl e upon demand by an aut horized systementity, according
to perfornmance specifications for the system i.e., a systemis
available if it provides services according to the system design
whenever users request them (See: critical, denial of service,
reliability, survivability.)

(O "The property of being accessi ble and usabl e upon demand by an
aut hori zed entity." [17498 Part 2]

$ availability service
(1) A security service that protects a systemto ensure its
avai lability.

(C) This service addresses the security concerns raised by denial -
of -service attacks. It depends on proper managenent and control of
system resources, and thus depends on access control service and
ot her security services.
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$ back door
(1) A hardware or software nechanismthat (a) provides access to a
systemand its resources by other than the usual procedure, (b)
was deliberately left in place by the systenis designers or
mai ntai ners, and (c) usually is not publicly known. (See: trap
door.)

(C For exanmple, a way to access a conmputer other than through a
normal 1 ogin. Such access paths do not necessarily have mali cious
intent; e.g., operating systens sonetines are shipped by the

manuf acturer with privileged accounts intended for use by field
service technicians or the vendor’s mai ntenance progranmers. (See:
trap door.)

$ back up vs. backup
(1) Verb "back up": To store data for the purpose of creating a
backup copy. (See: archive.)

(1) Noun/adjective "backup": (1.) A reserve copy of data that is
stored separately fromthe original, for use if the original
becones | ost or damaged. (See: archive.) (2.) Alternate nmeans to
permt performance of system functions despite a disaster to
systemresources. (See: contingency plan.)

$ baggage
(D) 1SDs SHOULD NOT use this termto describe a data el enent
except when stated as "SET(trademark) baggage" with the foll ow ng
nmeani ng:

(O SET usage: An "opaque encrypted tuple, which is included in a
SET nmessage but appended as external data to the PKCS encapsul at ed
data. This avoids superencryption of the previously encrypted
tupl e, but guarantees linkage with the PKCS portion of the
nessage. " [ SET2]

$ bandwi dt h
(I') Conmonly used to nean the capacity of a comruni cati on channel
to pass data through the channel in a given anount of tine.
Usual |y expressed in bits per second.

$ bank identification nunber (BIN)
(N The digits of a credit card nunber that identify the issuing
bank. (See: primary account number.)

(O SET usage: The first six digits of a primry account nunber.
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$ Basic Encoding Rul es (BER)
(1) A standard for representing ASN. 1 data types as strings of
octets. [X690] (See: Distinguished Encodi ng Rul es.)

$ bastion host
(I') A strongly protected conputer that is in a network protected
by a firewall (or is part of a firewall) and is the only host (or
one of only a few hosts) in the network that can be directly
accessed from networks on the other side of the firewall

(O Filtering routers in a firewall typically restrict traffic
fromthe outside network to reaching just one host, the bastion
host, which usually is part of the firewall. Since only this one
host can be directly attacked, only this one host needs to be very
strongly protected, so security can be naintained nore easily and
| ess expensively. However, to allow legitimate internal and
external users to access application resources through the
firewal I, higher layer protocols and services need to be rel ayed
and forwarded by the bastion host. Sone services (e.g., DNS and
SMIP) have forwarding built in; other services (e.g., TELNET and
FTP) require a proxy server on the bastion host.

$ BCA
See: brand certification authority.

$ BCl
See: brand CRL identifier.

$ Bel | - LaPadul a Model
(N A formal, mathematical, state-transition nodel of security
policy for multilevel-secure conputer systens. [Bell]

(C© The nodel separates computer systemelenents into a set of
subj ects and a set of objects. To deterni ne whether or not a
subject is authorized for a particular access node on an obj ect,
the clearance of the subject is conpared to the classification of
the object. The npdel defines the notion of a "secure state", in
which the only pernmitted access nodes of subjects to objects are
in accordance with a specified security policy. It is proven that
each state transition preserves security by noving from secure
state to secure state, thereby proving that the systemis secure.

(O Inthis nodel, a nultilevel-secure systemsatisfies severa
rules, including the follow ng:
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- "Confinenent property" (also called "*-property", pronounced
"star property"): A subject has wite access to an object only
if classification of the object domi nates the clearance of the
subj ect.

- "Sinple security property": A subject has read access to an
object only if the clearance of the subject doninates the
classification of the object.

- "Tranquillity property": The classification of an object does
not change while the object is being processed by the system

$ BER
See: Basic Encodi ng Rul es.

$ beyond Al
(O (1.) Formally, a level of security assurance that is beyond
the highest level of criteria specified by the TCSEC. (2.)
Informally, a level of trust so high that it cannot be provided or
verified by currently avail abl e assurance met hods, and
particularly not by currently available formal nethods.

$ BIN
See: bank identification nunber.

$ bind
(1) To inseparably associate by applying some nechani sm such as
when a CA uses a digital signature to bind together a subject and
a public key in a public-key certificate.

$ bionetric authentication
(1) A nethod of generating authentication information for a person
by digitizing measurenents of a physical characteristic, such as a
fingerprint, a hand shape, a retina pattern, a speech pattern
(voiceprint), or handwriting.

$ bit
(1) The smallest unit of information storage; a contraction of the
term"binary digit"; one of two synbols--"0" (zero) and "1" (one)
--that are used to represent binary nunbers.

$ BLACK
(1) Designation for information system equi pment or facilities
that handle (and for data that contains) only ciphertext (or,
dependi ng on the context, only unclassified information), and for
such data itself. This termderives fromU. S. CGovernnment COVSEC
term nol ogy. (See: RED, RED/ BLACK separation.)
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$ bl ock ci pher
(1) An encryption algorithmthat breaks plaintext into fixed-size
segnments and uses the sane key to transform each plai ntext segnent
into a fixed-size segnent of ciphertext. (See: npbde, stream
ci pher.)

(O For exanple, Blowfish, DEA, |DEA RC2, and SKI PJACK. However,
a bl ock cipher can be adapted to have a different externa
interface, such as that of a stream cipher, by using a node of
operation to "package" the basic al gorithm

$ Bl owfish
(N A symetric block cipher with variable-length key (32 to 448
bits) designed in 1993 by Bruce Schneier as an unpatented,
license-free, royalty-free replacenment for DES or |DEA [Schn]

$ brand
(1) Adistinctive mark or nanme that identifies a product or
busi ness entity.

(O SET usage: The nane of a paynent card. Financial institutions
and ot her conpani es have founded paynment card brands, protect and
advertise the brands, establish and enforce rules for use and
acceptance of their paynent cards, and provide networks to

i nterconnect the financial institutions. These brands conbi ne the
roles of issuer and acquirer in interactions with cardhol ders and
merchants. [ SET1]

$ brand certification authority (BCA)
(O SET usage: A CA owned by a paynent card brand, such as
Master Card, Visa, or American Express. [SET2] (See: certification
hi erarchy, SET.)

$ brand CRL identifier (BC)
(O SET usage: A digitally signed list, issued by a BCA, of the
names of CAs for which CRLs need to be processed when verifying
signatures in SET nessages. [ SET2]

$ break
(1) Cryptographic usage: To successfully performcryptanal ysis and
thus succeed in decrypting data or perforning sonme other
cryptographic function, without initially having know edge of the
key that the function requires. (This termapplies to encrypted
data or, nore generally, to a cryptographic algorithm or
crypt ographi c system)
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ri dge
(1) A conputer that is a gateway between two networks (usually two
LANs) at OSI layer 2. (See: router.)

$ British Standard 7799

$b

$b

(N) Part 1 is a standard code of practice and provi des gui dance on
how to secure an information system Part 2 specifies the
managenent franmework, objectives, and control requirenents for

i nformati on security nanagenent systens [B7799]. The certification
scheme works like 1SO 9000. It is in use in the UK the

Net her| ands, Australia, and New Zeal and and mi ght be proposed as
an | SO standard or adapted to be part of the Common Criteria.

rowser
(1) An client conputer programthat can retrieve and displ ay
informati on fromservers on the Wrld Wde Wb

(C) For exanpl e, Netscape's Navigator and Commruni cator, and
M crosoft’s Explorer

rute force

(1) A cryptanal ysis technique or other kind of attack method

i nvol ving an exhaustive procedure that tries all possibilities,
one- by- one.

(O For example, for ciphertext where the anal yst already knows
the decryption algorithm a brute force technique to finding the
original plaintext is to decrypt the nessage with every possible
key.

$ BS7799

$b

See: British Standard 7799.

yte

(1) A fundanental unit of conputer storage; the snmall est
addressabl e unit in a conputer’s architecture. Usually hol ds one
character of information and, today, usually neans eight bits.
(See: octet.)

(C) Larger than a "bit", but smaller than a "word". Although
"byte" al nost always nmeans "octet" today, bytes had other sizes
(e.g., six bits, nine bits) in earlier conmputer architectures.

$ CA

Shirey

See: certification authority.
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$ CAcertificate
(1) "A[digital] certificate for one CA issued by another CA
[ X509]

(C That is, a digital certificate whose holder is able to issue
digital certificates. A v3 X 509 public-key certificate my have a
"basi cConstrai nts" extension containing a "cA" val ue that
specifically "indicates whether or not the public key nay be used
to verify certificate signatures.”

$ call back
(1) An authentication technique for termnals that renotely access
a conmputer via tel ephone Iines. The host system di sconnects the
caller and then calls back on a tel ephone nunber that was
previously authorized for that term nal.

$ capability
(1) A token, usually an unforgeable data value (sonetines called a
"ticket") that gives the bearer or holder the right to access a
systemresource. Possession of the token is accepted by a system
as proof that the hol der has been authorized to access the
resource nanmed or indicated by the token. (See: access contro
list, credential, digital certificate.)

(C This concept can be inplenented as a digital certificate.
(See: attribute certificate.)

$ CAPI
See: cryptographic application programrng interface.

$ CAPSTONE chi p
(N An integrated circuit (the Mykotronx, Inc. MYK-82) with a Type
Il cryptographic processor that inplenments SKI PJACK, KEA, DSA,
SHA, and basic mathematical functions to support asymmetric
crypt ography, and includes the key escrow feature of the CLIPPER
chip. (See: FORTEZZA card.)

$ card
See: cryptographic card, FORTEZZA card, paynent card, PC card,
smart card, token

$ card backup
See: token backup

$ card copy
See: token copy.
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$ card restore
See: token restore.

$ cardhol der
(1) An entity that has been issued a card.

(O SET usage: "The holder of a valid paynent card account and
user of software supporting electronic comerce." [SET2] A
cardhol der is issued a paynent card by an issuer. SET ensures that
in the cardholder’s interactions with nerchants, the paynment card
account information remains confidential. [SET1]

$ cardhol der certificate
(O SET usage: A digital certificate that is issued to a
car dhol der upon approval of the cardhol der’s issuing financi al
institution and that is transmtted to nmerchants with purchase
requests and encrypted paynent instructions, carrying assurance
that the account nunmber has been validated by the issuing
financial institution and cannot be altered by a third party.
[ SET1]

$ cardhol der certification authority (CCA)
(O SET usage: A CA responsible for issuing digital certificates
to cardhol ders and operated on behal f of a paynent card brand, an
i ssuer, or another party according to brand rules. A CCA naintains
relationships with card issuers to allow for the verification of
cardhol der accounts. A CCA does not issue a CRL but does
di stribute CRLs issued by root CAs, brand CAs, geopolitical CAs,
and paynment gateway CAs. [ SET2]

$ CAST
(N) A design procedure for synmetric encryption algorithnms, and a
resulting famly of algorithms, invented by C A (Carlisle Adans)
and S. T. (Stafford Tavares). [R2144, R2612]

$ category
(1) A grouping of sensitive information itens to which a non-
hi erarchical restrictive security label is applied to increase
protection of the data. (See: conpartnent.)

$ CAW
See: certification authority workstation

$ CBC
See: ci pher bl ock chai ni ng.

$ CCA
See: cardhol der certification authority.
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$ COTT
(N) Acronym for French translation of International Tel ephone and
Tel egraph Consultative Commttee. Now renamed | TUT.

$ CERT
See: conputer energency response team

$ certificate
(1) General English usage: A docunment that attests to the truth of
sonet hing or the ownership of sonething.

(C) Security usage: See: capability, digital certificate.
(O PKI usage: See: attribute certificate, public-key certificate

$ certificate authority
(D) 1SDs SHOULD NOT use this term because it |ooks |ike sloppy use
of "certification authority", which is the term standardi zed by
X. 509.

$ certificate chain
(D) 1SDs SHOULD NOT use this term because it duplicates the
meani ng of a standardi zed term Instead, use "certification path".

$ certificate chain validation
(D) 1SDs SHOULD NOT use this term because it duplicates the
nmeani ng of standardi zed ternms and m xes concepts in a potentially
nm sl eadi ng way. Instead, use "certificate validation" or "path
val i dation", depending on what is neant. (See: validate vs.
verify.)

$ certificate creation
(1) The act or process by which a CA sets the values of a digital
certificate’'s data fields and signs it. (See: issue.)

$ certificate expiration
(1) The event that occurs when a certificate ceases to be valid
because its assigned lifetine has been exceeded. (See: certificate
revocation, validity period.)

$ certificate extension
See: extension.
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$ certificate hol der
(D) 1SDs SHOULD NOT use this termas a synonym for the subject of
a digital certificate because the termis potentially anbi guous.
For exanple, the termcould also refer to a systementity, such as
a repository, that sinply has possession of a copy of the
certificate. (See: certificate owner.)

$ certificate nanagenent
(1) The functions that a CA may performduring the life cycle of a
digital certificate, including the foll ow ng:

- Acquire and verify data itens to bind into the certificate.
- Encode and sign the certificate.

- Store the certificate in a directory or repository.

- Renew, rekey, and update the certificate.

- Revoke the certificate and issue a CRL.

(See: archive managenent, certificate nanagenent, key managenent,
security architecture, token managenent.)

$ certificate owner
(D) 1SDs SHOULD NOT use this termas a synonym for the subject of
a digital certificate because the termis potentially anbi guous.
For exanple, the termcould also refer to a systementity, such as
a corporation, that has acquired a certificate to operate sone
other entity, such as a Wb server. (See: certificate hol der.)

$ certificate policy
(1) "A named set of rules that indicates the applicability of a
certificate to a particular comunity and/ or class of application
Wi th conmon security requirenents.” [X509] (See: certification
practi ce statenent.)

(C Acertificate policy can help a certificate user decide

whet her a certificate should be trusted in a particular
application. "For exanple, a particular certificate policy night

i ndicate applicability of a type of certificate for the

aut hentication of electronic data interchange transactions for the
trading goods within a given price range." [R2527]

(O A v3 X. 509 public-key certificate nay have a
"certificatePolicies" extension that lists certificate policies,
recogni zed by the issuing CA, that apply to the certificate and
govern its use. Each policy is denoted by an object identifier and
may optionally have certificate policy qualifiers.
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(C) SET usage: Every SET certificate specifies at |east one

certificate policy, that of the SET root CA. SET uses certificate
policy qualifiers to point to the actual policy statement and to
add qualifying policies to the root policy. (See: SET qualifier.)

$ certificate policy qualifier
(1) I'nformation that pertains to a certificate policy and is
included in a "certificatePolicies" extension in a v3 X 509
public-key certificate.

$ certificate reactivation
(1) The act or process by which a digital certificate, which a CA
has designated for revocation but not yet listed on a CRL, is
returned to the valid state.

$ certificate rekey
(1) The act or process by which an existing public-key certificate
has its public key val ue changed by issuing a new certificate with
a different (usually new) public key. (See: certificate renewal
certificate update, rekey.)

(C For an X.509 public-key certificate, the essence of rekey is
that the subject stays the sanme and a new public key is bound to
that subject. O her changes are nade, and the old certificate is
revoked, only as required by the PKI and CPS in support of the
rekey. |If changes go beyond that, the process is a "certificate
updat e".

(O MSSI usage: To rekey a M SSI X. 509 public-key certificate
neans that the issuing authority creates a new certificate that is
identical to the old one, except the new one has a new, different
KEA key; or a new, different DSS key; or new, different KEA and
DSS keys. The new certificate also has a different serial nunber
and may have a different validity period. A new key creation date
and maxi num key lifetinme period are assigned to each newy
generated key. If a new KEA key is generated, that key is assigned
a new KMD. The old certificate remains valid until it expires

but nay not be further renewed, rekeyed, or updated.

$ certificate renewa
(1) The act or process by which the validity of the data binding
asserted by an existing public-key certificate is extended in tine
by issuing a new certificate. (See: certificate rekey, certificate
update.)

(O For an X. 509 public-key certificate, this termneans that the

validity period is extended (and, of course, a new serial nunber
i s assigned) but the binding of the public key to the subject and
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to other data itens stays the sane. The other data itens are
changed, and the old certificate is revoked, only as required by
the PKI and CPS to support the renewal. |If changes go beyond that,
the process is a "certificate rekey" or "certificate update".

$ certificate request
(D) 1SDs SHOULD NOT use this term because it |ooks |ike inprecise
use of a term standardi zed by PKCS #10 and used in PKI X. |nstead,
use the standard term "certification request”.

$ certificate revocation
(1) The event that occurs when a CA declares that a previously
valid digital certificate issued by that CA has becone invalid;
usual ly stated with a revocati on date.

(O In X.509, a revocation is announced to potential certificate
users by issuing a CRL that nmentions the certificate. Revocation
and listing on a CRL is only necessary before certificate
expiration.

$ certificate revocation list (CRL)
(1) A data structure that enunerates digital certificates that
have been invalidated by their issuer prior to when they were
schedul ed to expire. (See: certificate expiration, X 509
certificate revocation list.)

(O "A signed list indicating a set of certificates that are no

| onger considered valid by the certificate issuer. After a
certificate appears on a CRL, it is deleted froma subsequent CRL
after the certificate' s expiry. CRLs may be used to identify
revoked public-key certificates or attribute certificates and may
represent revocation of certificates issued to authorities or to
users. The term CRL is also commpnly used as a generic term
applying to all the different types of revocation lists, including
CRLs, ARLs, ACRLs, etc." [FPDAM

$ certificate revocation tree
(1) A mechanismfor distributing notice of certificate
revocations; uses a tree of hash results that is signed by the
tree’s issuer. Ofers an alternative to issuing a CRL, but is not
supported in X 509. (See: certificate status responder.)

$ certificate serial nunber
(1) An integer value that (a) is associated with, and may be
carried in, a digital certificate; (b) is assigned to the
certificate by the certificate' s issuer; and (c) is unique anpong
all the certificates produced by that issuer.
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(O "An integer value, unique within the issuing CA which is
unanbi guously associated with a certificate issued by that CA "
[ X509]

$ certificate status responder
(N) FPKI usage: A trusted on-line server that acts for a CAto
provide authenticated certificate status information to
certificate users. [FPKI] Ofers an alternative to issuing a CRL,
but is not supported in X 509. (See: certificate revocation tree.)

$ certificate update
(1) The act or process by which non-key data itens bound in an
exi sting public-key certificate, especially authorizations granted
to the subject, are changed by issuing a new certificate. (See:
certificate rekey, certificate renewal.)

(© For an X. 509 public-key certificate, the essence of this
process is that fundanental changes are nade in the data that is
bound to the public key, such that it is necessary to revoke the
old certificate. (OQtherwise, the process is only a "certificate
rekey" or "certificate renewal ".)

$ certificate user
(1) A systementity that depends on the validity of information
(such as another entity's public key value) provided by a digital
certificate. (See: relying party.)

(O "An entity that needs to know, with certainty, the public key
of another entity." [X509]

(C) The systementity may be a human being or an organi zation, or
a device or process under the control of a human or an
organi zati on.

(D) 1SDs SHOULD NOT use this termas a synonymfor the "subject”
of a certificate.

$ certificate validation
(1) An act or process by which a certificate user establishes that
the assertions nade by a digital certificate can be trusted. (See:
valid certificate, validate vs. verify.)

(O "The process of ensuring that a certificate is valid including
possibly the construction and processing of a certification path,
and ensuring that all certificates in that path have not expired
or been revoked." [FPDAM
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(C To validate a certificate, a certificate user checks that the
certificate is properly forned and signed and currently in force:

- Checks the signature: Enploys the issuer’s public key to verify
the digital signature of the CA who issued the certificate in
question. If the verifier obtains the issuer’s public key from
the issuer’s own public-key certificate, that certificate
shoul d be validated, too. That validation nay |ead to yet
another certificate to be validated, and so on. Thus, in
general, certificate validation involves discovering and
validating a certification path.

- Checks the syntax and semantics: Parses the certificate's
syntax and interprets its semantics, applying rules specified
for and by its data fields, such as for critical extensions in
an X. 509 certificate.

- Checks currency and revocation: Verifies that the certificate
is currently in force by checking that the current date and
time are within the validity period (if that is specified in
the certificate) and that the certificate is not listed on a
CRL or otherwi se announced as invalid. (CRLs thenselves require
a simlar validation process.)

$ certification
(1) I'nformation system usage: Technical evaluation (usually made
in support of an accreditation action) of an information systems
security features and other safeguards to establish the extent to
whi ch the systenis design and inpl enmentation neet specified
security requirenents. [FP102] (See: accreditation.)

(1) Digital certificate usage: The act or process of vouching for
the truth and accuracy of the binding between data itens in a
certificate. (See: certify.)

(1) Public key usage: The act or process of vouching for the
ownership of a public key by issuing a public-key certificate that
bi nds the key to the nane of the entity that possesses the

mat ching private key. In addition to binding a key to a nane, a
public-key certificate may bind those itens to other restrictive
or explanatory data itens. (See: X 509 public-key certificate.)

(O SET usage: "The process of ascertaining that a set of

requi rements or criteria has been fulfilled and attesting to that
fact to others, usually with some witten instrument. A system
that has been inspected and evaluated as fully conpliant with the
SET protocol by duly authorized parties and process woul d be said
to have been certified conpliant." [SET2]
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$ certification authority (CA)
(1) An entity that issues digital certificates (especially X 509
certificates) and vouches for the binding between the data itens
in a certificate.

(O "An authority trusted by one or nore users to create and
assign certificates. Optionally, the certification authority nay
create the user’s keys." [ X509]

(C) Certificate users depend on the validity of infornmation

provi ded by a certificate. Thus, a CA should be sonmeone that
certificate users trust, and usually holds an official position
created and granted power by a governnent, a corporation, or sone
ot her organization. A CAis responsible for managing the life
cycle of certificates (see: certificate nmanagenent) and, depending
on the type of certificate and the CPS that applies, nmay be
responsible for the life cycle of key pairs associated with the
certificates (see: key managenent).

$ certification authority workstati on (CAW
(1) A conputer systemthat enables a CA to issue digita
certificates and supports other certificate nanagenent functions
as required.

$ certification hierarchy
(I') Atree-structured (loop-free) topology of relationships anong
CAs and the entities to whomthe CAs issue public-key
certificates. (See: hierarchical PKI.)

(O Inthis structure, one CAis the top CA the highest |evel of
the hierarchy. (See: root, top CA. ) The top CA nay issue public-
key certificates to one or nore additional CAs that formthe
second hi ghest level. Each of these CAs may issue certificates to
nore CAs at the third highest Ievel, and so on. The CAs at the
second-| owest of the hierarchy issue certificates only to non-CA
entities, called "end entities" that formthe | owest |evel. (See:
end entity.) Thus, all certification paths begin at the top CA and
descend through zero or nore |evels of other CAs. Al certificate
users base path validations on the top CA's public key.

(O MSSI usage: A MSSI certification hierarchy has three or four

| evel s of CAs:

- A CA at the highest level, the top CA is a "policy approving
aut hority".

- A CA at the second-highest level is a "policy creation
aut hority".
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- ACA at the third-highest level is a |local authority called a
"certification authority".

- A CA at the fourth-highest (optional) level is a "subordinate
certification authority".

(O PEM usage: A PEM certification hierarchy has three | evel s of

CAs [R1422]:

- The highest level is the "Internet Policy Registration
Aut hority".

- A CA at the second-highest level is a "policy certification
aut hority".

- ACA at the third-highest level is a "certification authority".

(O SET usage: A SET certification hierarchy has three or four
| evel s of CAs:

- The highest level is a "SET root CA".

- A CA at the second-highest level is a "brand certification
aut hority".

- ACA at the third-highest (optional) level is a "geopolitical
certification authority".

- A CA at the fourth-highest level is a "cardholder CA", a
"merchant CA", or a "paynent gateway CA".

$ certification path

(1) An ordered sequence of public-key certificates (or a sequence
of public-key certificates followed by one attribute certificate)
that enables a certificate user to verify the signature on the
last certificate in the path, and thus enabl es the user to obtain
a certified public key (or certified attributes) of the entity
that is the subject of that last certificate. (See: certificate
validation, valid certificate.)

(O "An ordered sequence of certificates of objects in the [X 500
Directory Information Tree] which, together with the public key of
the initial object in the path, can be processed to obtain that of
the final object in the path." [X509, R2527]

(© The path is the "list of certificates needed to allow a
particul ar user to obtain the public key of another." [X509] The
list is "linked" in the sense that the digital signature of each
certificate (except the first) is verified by the public key
contained in the preceding certificate; i.e., the private key used
to sign a certificate and the public key contained in the
preceding certificate forma key pair owned by the entity that

si gned.
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(O In the X 509 quotation in the previous "C' paragraph, the word
"particular" points out that a certification path that can be
val i dated by one certificate user m ght not be able to be
val i dated by another. That is because either the first certificate
should be a trusted certificate (it mght be a root certificate)
or the signature on the first certificate should be verified by a
trusted key (it might be a root key), but such trust is defined
relative to each user, not absolutely for all users.

$ certification policy
(D) 1SDs SHOULD NOT use this term Instead, use either
"certificate policy" or "certification practice statenment",
dependi ng on what is neant.

$ certification practice statenent (CPS)
(1) "A statenment of the practices which a certification authority
enpl oys in issuing certificates." [ABA96, R2527] (See: certificate

policy.)

(O ACPSis a published security policy that can help a
certificate user to decide whether a certificate issued by a
particular CA can be trusted enough to use in a particular
application. A CPS may be (a) a declaration by a CA of the details
of the systemand practices it enploys in its certificate
managenent operations, (b) part of a contract between the CA and
an entity to whoma certificate is issued, (c) a statute or

regul ati on applicable to the CA or (d) a conbination of these
types involving multiple docunents. [ABA]

(O ACPSis usually nore detailed and procedurally oriented than
a certificate policy. A CPS applies to a particular CA or CA
community, while a certificate policy applies across CAs or
communities. A CAwith a single CPS may support nultiple
certificate policies, which may be used for different application
purposes or by different user conmmunities. Miltiple CAs, each with
a different CPS, may support the same certificate policy. [R2527]

$ certification request
(1) A algorithmindependent transaction format, defined by PCKS
#10 and used in PKI X, that contains a DN, a public key, and
optionally a set of attributes, collectively signed by the entity
requesting certification, and sent to a CA, which transforns the
request to an X. 509 public-key certificate or another type of
certificate.
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$ certify
1. (1) Issue a digital certificate and thus vouch for the truth,
accuracy, and binding between data itens in the certificate (e.g.,
see: X. 509 public key certificate), such as the identity of the
certificate's subject and the ownership of a public key. (See:
certification.)

(C To "certify a public key" means to issue a public-key
certificate that vouches for the binding between the certificate's
subj ect and the key.

2. (1) The act by which a CA enploys neasures to verify the truth,
accuracy, and binding between data itens in a digital certificate.

(O A description of the neasures used for verification should be
included in the CA's CPS.

$ CFB
See: ci pher feedback

$ Chal | enge Handshake Aut hentication Protocol (CHAP)
(1) A peer entity authentication nmethod for PPP, using a random y-
generated chall enge and requiring a matching response that depends
on a cryptographic hash of the challenge and a secret key. [R1994]
(See: chal | enge-response, PAP.)

$ chal | enge-response
(1) An authentication process that verifies an identity by
requiring correct authentication infornmation to be provided in
response to a challenge. In a conputer system the authentication
information is usually a value that is required to be conmputed in
response to an unpredictabl e challenge val ue.

$ Chal | enge- Response Aut hentication Mechani sm ( CRAM
(1) 1 MAP4 usage: A nmechanism[R2195], intended for use with | MAP4
AUTHENTI CATE, by which an | MAP4 client uses a keyed hash [ R2104]
to authenticate itself to an | MAP4 server. (See: POP3 APCP.)

(C The server includes a unique timestanp in its ready response
to the client. The client replies with the client’s nane and the
hash result of applying MD5 to a string fornmed from concat enati ng
the tinmestanp with a shared secret that is known only to the
client and the server

$ channel
(1) An information transfer path within a system (See: covert
channel .)
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$ CHAP
See: Chal | enge Handshake Aut hentication Protocol.

$ checksum
(1) Avalue that (a) is computed by a function that is dependent
on the contents of a data object and (b) is stored or transnitted
together with the object, for the purpose of detecting changes in
the data. (See: cyclic redundancy check, data integrity service,
error detection code, hash, keyed hash, protected checksum)

(C To gain confidence that a data object has not been changed, an
entity that later uses the data can conmpute a checksum and conpare
it with the checksumthat was stored or transnitted with the

obj ect .

(C Conputer systens and networ ks enpl oy checksunms (and ot her
nmechani sns) to detect accidental changes in data. However, active
Wi ret appi ng that changes data coul d al so change an acconpanyi ng
checksumto nmatch the changed data. Thus, sone checksum functions
by thensel ves are not good counterneasures for active attacks. To
protect agai nst active attacks, the checksum function needs to be
wel | -chosen (see: cryptographic hash), and the checksumresult
needs to be cryptographically protected (see: digital signature,
keyed hash).

$ chosen-ci phertext attack
(1) A cryptanalysis technique in which the analyst tries to
determ ne the key from know edge of plaintext that corresponds to
ci phertext selected (i.e., dictated) by the anal yst.

$ chosen-pl ai ntext attack
(1) A cryptanalysis technique in which the analyst tries to
determ ne the key from know edge of ciphertext that corresponds to
pl ai ntext selected (i.e., dictated) by the anal yst.

$ CIAC
See: Conputer Incident Advisory Capability.

$ AK
See: cryptographic ignition key.

$ ci pher
(1) A cryptographic algorithmfor encryption and decryption.

$ ci pher bl ock chaining (CBC)
(1) An bl ock cipher node that enhances el ectroni c codebook node by
chai ni ng together bl ocks of ciphertext it produces. [FP081] (See:
[ R1829], [Re451].)
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(C© This node operates by comnbining (exclusive OR-ing) the
algorithm s ciphertext output block with the next plaintext block
to formthe next input block for the algorithm

$ ci pher feedback (CFB)
(1) An bl ock cipher node that enhances el ectronic code book node
by chai ning together the bl ocks of ciphertext it produces and
operating on plaintext segnments of variable Iength |Iess than or
equal to the block |ength. [FP0O81]

(O This node operates by using the previously generated

ci phertext segnent as the algorithms input (i.e., by "feeding
back" the ciphertext) to generate an output bl ock, and then
combi ni ng (exclusive OR-ing) that output block with the next

pl ai ntext segnment (block |ength or less) to formthe next

ci phertext segnent.

$ ci phertext
(1) Data that has been transfornmed by encryption so that its
semantic information content (i.e., its meaning) is no |onger
intelligible or directly available. (See: cleartext, plaintext.)

(O "Data produced through the use of enciphernent. The semantic
content of the resulting data is not available.” [17498 Part 2]

$ ciphertext-only attack
(1) A cryptanalysis technique in which the analyst tries to
determ ne the key solely fromknow edge of intercepted ciphertext
(al though the anal yst may al so know ot her clues, such as the
cryptographic algorithm the | anguage in which the plaintext was
witten, the subject matter of the plaintext, and sone probable
pl ai ntext words.)

$ CI PSO
See: Common | P Security Option.

$ CKL
See: conpronmi sed key list.

$ class 2, 3, 4, or 5
(O U.S. Departnent of Defense usage: Levels of PKI assurance
based on risk and value of information to be protected [ DOD3]:

- Cass 2: For handling | owvalue information (unclassified, not

m ssion-critical, or |ow nonetary value) or protection of
systemhigh information in ow to nediumrisk environnent.
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- Cass 3: For handling nmediumvalue information in low to
medi umri sk environment. Typically requires identification of a
systementity as a |legal person, rather than nerely a nenber of
an organi zati on.

- Cass 4: For handling medium to high-value information in any
environnment. Typically requires identification of an entity as
a legal person, rather than nerely a nenber of an organi zation
and a cryptographi c hardware token for protection of keying
materi al .

- Cass 5: For handling high-value information in a high-risk
envi ronment .

$ classification

$ classification |evel
(1) (1.) A grouping of classified information to which a
hierarchical, restrictive security label is applied to increase
protection of the data. (2.) The level of protection that is
required to be applied to that infornmation. (See: security |evel.)

$ classified
(1) Refers to information (stored or conveyed, in any fornm that
is formally required by a security policy to be given data
confidentiality service and to be marked with a security | abel
(which in sone cases night be inplicit) to indicate its protected
status. (See: unclassified.)

(© The termis mainly used in governnent, especially in the
mlitary, although the concept underlying the termal so applies
out side governnent. In the U S Departnment of Defense, for

exanmple, it means information that has been determ ned pursuant to
Executive Order 12958 ("Cl assified National Security Information",
20 April 1995) or any predecessor order to require protection

agai nst unaut hori zed di sclosure and is marked to indicate its
classified status when in docunentary form

$ clean system
(1) A conputer systemin which the operating system and
application systemsoftware and fil es have just been freshly
installed fromtrusted software distribution nedia.
(CO A clean systemis not necessarily in a secure state

$ cl earance
See: security clearance.
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$ cl earance | eve
(1) The security level of information to which a security
cl earance aut horizes a person to have access.

$ cleartext
(1) Data in which the semantic information content (i.e., the
nmeaning) is intelligible or is directly avail able. (See:
pl ai nt ext.)

(O "Intelligible data, the semantic content of which is
avail able.” [17498 Part 2]

(D) 1SDs SHOULD NOT use this termas a synonymfor "plaintext",
the input to an encryption operation, because the plaintext input
to encryption may itself be ciphertext that was output from

anot her operation. (See: superencryption.)

$ client
(I') Asystementity that requests and uses a service provided by
another systementity, called a "server". (See: server.)

(O Usually, the requesting entity is a conputer process, and it
nmakes the request on behalf of a human user. In sonme cases, the
server may itself be a client of sone other server.

$ CLI PPER chip
(N The Mykotronx, Inc. MyK-82, an integrated microcircuit with a
crypt ographi c processor that inplenments the SKIPJACK encryption
al gorithm and supports key escrow. (See: CAPSTONE, Escrowed
Encrypti on Standard.)

(C) The key escrow schene for a chip involves a SKI PJACK key
common to all chips that protects the unique serial nunber of the
chip, and a second SKIPJACK key unique to the chip that protects
all data encrypted by the chip. The second key is escrowed as
split key conmponents held by NIST and the U S. Treasury

Depart nent .

$ cl osed security environnment
(O U.S. Departnment of Defense usage: A system environment that
neets both of the follow ng conditions: (a) Application devel opers
(i ncludi ng mai ntainers) have sufficient clearances and
aut hori zations to provide an acceptabl e presunption that they have
not introduced malicious logic. (b) Configuration control provides
sufficient assurance that system applications and the equi prment
they run on are protected agai nst the introduction of malicious
logic prior to and during the operation of applications. [NCS04]
(See: open security environment.)
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$ code
(1) noun: A system of synbols used to represent infornmation, which
nm ght originally have some other representation. (See: encode.)

(D) 1SDs SHOULD NOT use this termas synonymfor the foll ow ng:

(a) "cipher", "hash", or other words that nmean "a cryptographic
algorithni; (b) "ciphertext"; or (c) "encrypt", "hash", or other
words that refer to applying a cryptographic algorithm

(D) 1SDs SHOULD NOT this word as an abbreviation for the foll ow ng
terms: country code, cyclic redundancy code, Data Authentication
Code, error detection code, Message Authentication Code, object
code, or source code. To avoid m sunderstanding, use the fully
qualified term at |least at the point of first usage.

$ col or change
(1) I'n a systemthat is being operated in periods processing node,
the act of purging all information fromone processing period and
then changi ng over to the next processing period.

$ Common Criteria

$ Conmmon Criteria for Information Technol ogy Security
(N) "The Common Criteria"” is a standard for evaluating information
technol ogy products and systens, such as operating systens,
conputer networks, distributed systens, and applications. It
states requirenents for security functions and for assurance
nmeasures. [ CCl B]

(C© Canada, France, CGernany, the Netherlands, the United Ki ngdom
and the United States (NI ST and NSA) began devel oping this
standard in 1993, based on the European | TSEC, the Canadi an
Trusted Conputer Product Evaluation Criteria (CTCPEC), and the
US. "Federal Criteria for Information Technol ogy Security" (FC)
and its precursor, the TCSEC. Wrk was done in cooperation with

| SO I EC Joint Technical Conmittee 1 (Information Technol ogy),
Subconmittee 27 (Security Techni ques), Wrking Goup 3 (Security
Criteria). Version 2.1 of the Criteria is equivalent to I SO s
International Standard 15408 [115408]. The U.S. Government intends
that this standard eventually will supersede both the TCSEC and
FIPS PUB 140-1. (See: N AP.)

(C) The standard addresses data confidentiality, data integrity,
and availability and may apply to other aspects of security. It
focuses on threats to information arising fromhuman activities,
mal i ci ous or otherw se, but may apply to non-hunman threats. It
applies to security neasures inplenmented in hardware, firmare, or
software. It does not apply to (a) adnministrative security not
related directly to technical security, (b) technical physical
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aspects of security such as el ectronagnetic emanati on control, (c)
eval uati on met hodol ogy or administrative and | egal framework under
which the criteria my be applied, (d) procedures for use of

eval uation results, or (e) assessnent of inherent qualities of
crypt ographi c al gorithns.

$ Common | P Security Option (ClPSO
See: (secondary definition under) Internet Protocol Security

Opti on.

$ conmmon nane
(I') A character string that (a) nay be a part of the X 500 DN of a
Directory object ("commonNane" attribute), (b) is a (possibly
anbi guous) name by which the object is comopnly known in sone
linmted scope (such as an organi zation), and (c) conforns to the
nam ng conventions of the country or culture with which it is
associ ated. [ X520] (See: ("subject" and "issuer" under) X 509
public-key certificate.)

(C For example, "Dr. E. F. Moore", "The United Nations", or
"12-th Floor Laser Printer".

$ communi cation security (COVBEC)
(1) Measures that inplenent and assure security services in a
communi cation system particularly those that provide data
confidentiality and data integrity and that authenticate
conmuni cating entities.

(O Usually understood to include cryptographic algorithnms and key
managenent mnet hods and processes, devices that inplenent them and
the life cycle nmanagenent of keying material and devi ces.

$ community string
(1) A comunity name in the formof an octet string that serves as
a cleartext password in SNWP version 1. [R1157]

$ conpart nent
(1) A grouping of sensitive information itens that require special
access controls beyond those normally provided for the basic
classification level of the information. (See: category.)

(C The termis usually understood to include the special handling
procedures to be used for the information.

$ conproni se
See: data conprom se, security conprom se
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$ conproni sed key list (CKL)
(O MSSI usage: Alist that identifies keys for which
unaut hori zed di scl osure or alteration nay have occurred. (See:
conpromi se.)

(O ACKL is issued by an CA, like a CRL is issued. But a CKL
lists only KM Ds, not subjects that hold the keys, and not
certificates in which the keys are bound.

$ COWPUSEC
See: conputer security.

$ conputer energency response team ( CERT)
(1) An organization that studies conmputer and network | NFOSEC i n
order to provide incident response services to victins of attacks,
publish alerts concerning vulnerabilities and threats, and offer
other information to help inprove conmputer and network security.
(See: CSIRT, security incident.)

(C) For exanple, the CERT Coordination Center at Carnegie-Mllon
Uni versity (sonetimes called "the" CERT) and the Conputer |ncident
Advi sory Capability.

$ Conputer Incident Advisory Capability (Cl AC
(N) A conputer energency response teamin the U S. Departnent of
Ener gy.

$ conputer network
(1) Acollection of host computers together with the subnetwork or
i nternetwork through which they can exchange dat a.

(C This definition is intended to cover systens of all sizes and
types, ranging fromthe conplex Internet to a sinple system
conmposed of a personal conputer dialing in as a renote term nal of
anot her conputer.

$ conputer security (COVPUSEC)
(1) Measures that inple