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Abstract

Thi s docunent presents the object-oriented information nodel for
representing policy information developed jointly in the | ETF Policy
Framewor k W5 and as extensions to the Common I nformation Mbddel (CIM
activity in the Distributed Managenent Task Force (DMIF). This nodel
defines two hierarchies of object classes: structural classes
representing policy information and control of policies, and

associ ation classes that indicate how i nstances of the structural
classes are related to each other. Subsequent docunents will define
mappi ngs of this information nodel to various concrete

i npl enmentations, for exanple, to a directory that uses LDAPv3 as its
access protocol.
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1. Introduction

Thi s docunent presents the object-oriented information nodel for
representing policy information currently under joint devel opment in
the | ETF Policy Framework WG and as extensions to the Conmon
Information Model (CIM activity in the Distributed Managenent Task
Force (DMIF). This nodel defines two hierarchies of object classes:
structural classes representing policy information and control of
pol i cies, and association classes that indicate how instances of the
structural classes are related to each other. Subsequent docunents

wi Il define mappings of this information nodel to various concrete
i npl erentations, for exanple, to a directory that uses LDAPv3 as its
access protocol. The conponents of the CIM schena are avail able via

the following URL: http://ww.dntf.org/spec/cinms.htm [1].

The policy classes and associations defined in this nodel are
sufficiently generic to allow themto represent policies related to
anything. However, it is expected that their initial application in
the IETF will be for representing policies related to QS (DiffServ
and IntServ) and to | PSec. Policy nodels for application-specific
areas such as these may extend the Core Model in several ways. The
preferred way is to use the PolicyGoup, PolicyRule, and

Pol i cyTi mePeri odCondi tion cl asses directly, as a foundation for
representing and conmunicating policy information. Then, specific
subcl asses derived from PolicyCondition and PolicyAction can capture
application-specific definitions of conditions and acti ons of
policies.

Two subcl asses, Vendor Pol i cyCondition and Vendor Pol i cyAction, are
al so included in this docunent, to provide a standard extension
mechani sm for vendor-specific extensions to the Policy Core

| nf or mat i on Mbdel

This docunent fits into the overall franmework for representing,

depl oyi ng, and managi ng policies bei ng devel oped by the Policy
Framework Working Goup. It traces its origins to work that was
originally done for the Directory-enabl ed Networks (DEN)
specification, reference [5]. W rk on the DEN specification by the
DEN Ad- Hoc Working Group itself has been conpleted. Further work to
standardi ze the nodels contained in it will be the responsibility of
sel ected working groups of the CiMeffort in the Distributed
Managenent Task Force (DMIF). DMIF standardi zation of the core
policy nodel is the responsibility of the SLA Policy working group in
t he DMIF.
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Thi s docunment is organized in the follow ng manner

0 Section 2 provides a general overview of policies and how they are
nodel ed.

0 Section 3 presents a high-Ievel overview of the classes and
associ ations conprising the Policy Core Informtion Mdel.

0 The remai nder of the docunment presents the detail ed specifications
for each of the classes and associ ati ons.

0 Appendi x A overviews naming for native CIMinplenentations. O her
mappi ngs, such as LDAPv3, will have their own nami ng nechani sms.

0 Appendi x B reproduces the DMIF's Core Policy MO specification

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119, reference

[3].
2. Modeling Policies

The cl asses conprising the Policy Core Information Model are intended
to serve as an extensible class hierarchy (through specialization)
for defining policy objects that enabl e application devel opers,
network admini strators, and policy administrators to represent
policies of different types.

One way to think of a policy-controlled network is to first nodel the
network as a state nmachine and then use policy to control which state
a policy-controlled device should be in or is allowed to be in at any
given time. Gven this approach, policy is applied using a set of
policy rules. Each policy rule consists of a set of conditions and a
set of actions. Policy rules may be aggregated into policy groups.
These groups may be nested, to represent a hierarchy of policies.

The set of conditions associated with a policy rule specifies when
the policy rule is applicable. The set of conditions can be
expressed as either an ORed set of ANDed sets of condition statenents
or an ANDed set of ORed sets of statements. Individual condition
statenents can al so be negated. These conbinations are terned,
respectively, Disjunctive Normal Form (DNF) and Conjunctive Nornma
Form (CNF) for the conditions.

If the set of conditions associated with a policy rule evaluates to

TRUE, then a set of actions that either maintain the current state of
the object or transition the object to a new state may be execut ed.
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For the set of actions associated with a policy rule, it is possible
to specify an order of execution, as well as an indication of whether

the order is required or nmerely recomended. It is also possible to
i ndicate that the order in which the actions are executed does not
matter.

Policy rules thensel ves can be prioritized. One conmon reason for
doing this is to express an overall policy that has a general case
with a few specific exceptions.

For exanmple, a general QoS policy rule might specify that traffic
originating from menbers of the engineering group is to get Bronze
Service. A second policy rule mght express an exception: traffic
originating fromJohn, a specific nmenber of the engineering group, is
to get Gold Service. Since traffic originating fromJohn satisfies
the conditions of both policy rules, and since the actions associ ated
with the two rules are inconpatible, a priority needs to be
established. By giving the second rule (the exception) a higher
priority than the first rule (the general case), a policy

adm ni strator can get the desired effect: traffic originating from
John gets Gold Service, and traffic originating fromall the other
menbers of the engineering group gets Bronze Servi ce.

Policies can either be used in a stand-al one fashion or aggregated
into policy groups to performnore el aborate functions. Stand-al one
policies are called policy rules. Policy groups are aggregations of
policy rules, or aggregations of policy groups, but not both. Policy
groups can nodel intricate interactions between objects that have
conpl ex interdependencies. Exanples of this include a sophisticated
user logon policy that sets up application access, security, and
reconfigures network connecti ons based on a conbi nati on of user
identity, network location, |ogon nethod and tinme of day. A policy
group represents a unit of reusability and manageability in that its
managenent is handled by an identifiable group of adm nistrators and
its policy rules would be consistently applied

St and- al one policies are those that can be expressed in a sinple
statenent. They can be represented effectively in schemata or M Bs.
Exanpl es of this are VLAN assignnents, sinple YES/ NO QoS requests,
and | P address allocations. A specific design goal of this nodel is
to support both stand-al one and aggregated poli ci es.

Policy groups and rules can be classified by their purpose and
intent. This classification is useful in querying or grouping policy
rules. It indicates whether the policy is used to notivate when or
how an action occurs, or to characterize services (that can then be
used, for exanple, to bind clients to network services). Describing
each of these concepts in nore detail,
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o Mtivational Policies are solely targeted at whether or how a
policy's goal is acconplished. Configuration and Usage Policies
are specific kinds of Mtivational Policies. Another exanple is
the scheduling of file backup based on disk wite activity from
8amto 3pm MF.

0 Configuration Policies define the default (or generic) setup of a
managed entity (for exanple, a network service). Exanples of
Configuration Policies are the setup of a network forwarding
service or a network-hosted print queue.

o Installation Policies define what can and cannot be put on a
system or conponent, as well as the configuration of the
mechani sms that performthe install. Installation policies
typically represent specific adnministrative perm ssions, and can
al so represent dependenci es between different conponents (e.g., to
complete the installation of conponent A conponents B and C nust
be previously successfully installed or uninstalled).

o Error and Event Policies. For exanple, if a device fails between
8am and 9pm call the system adninistrator, otherw se call the
Hel p Desk.

0 Usage Policies control the selection and configuration of entities
based on specific "usage" data. Configuration Policies can be
nodi fied or sinply re-applied by Usage Policies. Exanples of
Usage Policies include upgrading network forwardi ng services after
a user is verified to be a nenber of a "gold" service group, or
reconfiguring a printer to be able to handle the next job in its
queue.

0 Security Policies deal with verifying that the client is actually
who the client purports to be, permtting or denying access to
resources, selecting and applying appropriate authentication
nmechani sns, and performning accounting and auditing of resources.

0 Service Policies characterize network and ot her services (not use
them). For exanple, all w de-area backbone interfaces shall use a
specific type of queui ng.

Service policies describe services available in the network.
Usage policies describe the particular binding of a client of the
network to services available in the network.

These categories are represented in the Policy Core Information Mdel

by special values defined for the PolicyKeywords property of the
abstract class Policy.
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2.1. Policy Scope

Pol i ci es represent business goals and objectives. A translation nust
be made between these goals and objectives and their realization in
the network. An exanple of this could be a Service Level Agreement
(SLA), and its objectives and nmetrics (Service Level bjectives, or
SLGCs), that are used to specify services that the network will
provide for a given client. The SLAwill usually be witten in

hi gh-1evel business terninology. SLOs address nore specific netrics
in support of the SLA. These high-Ilevel descriptions of network
services and netrics nmust be translated into | ower-level, but also
vendor - and devi ce-i ndependent specifications. The Policy Core

I nformation Mddel classes are intended to serve as the foundation for
these |l ower-1evel, vendor- and devi ce-i ndependent specifications.

It is envisioned that the definition of the Policy Core Informational
Model in this docunment is generic in nature and is applicable to
Quality of Service (QS), to non-QS networking applications (e.g.
DHCP and 1 PSec), and to non-networking applications (e.g., backup
policies, auditing access, etc.).

2.2. Declarative versus Procedural Mbdel

The design of the Policy Core Information Mddel is influenced by a
decl arative, not procedural, approach. More fornally, a declarative
| anguage is used to describe relational and functional |anguages.

Decl arati ve | anguages describe rel ationshi ps between variables in
terms of functions or inference rules, to which the interpreter or
conpiler can apply a fixed algorithmin order to produce a result.

An inperative (or procedural) |anguage specifies an explicit sequence
of steps to followin order to produce a result.

It is inportant to note that this information nodel does not rul e out
the use of procedural |anguages. Rather, it recognizes that both
decl arative as well as procedural |anguages can be used to inplenent
policy. This information nodel is better viewed as being declarative
because t he sequence of steps for doing the processing of declarative
statenents tends to be left to the inplementer. However, we have
provi ded the option of expressing the desired order of action
execution in this policy information nodel, and for expressing

whet her the order is mandatory or not. |In addition, rather than
trying to define algorithnms or sets of instructions or steps that

nmust be followed by a policy rule, we instead define a set of nodul ar
bui I di ng bl ocks and rel ati onshi ps that can be used in a declarative
or procedural fashion to define policies.
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Conpare this to a strictly procedural nodel. Taking such an approach
woul d require that we specify the condition testing sequence, and the
action execution sequence, in the policy repository itself. This
woul d, indeed, constrain the inplenmenter. This is why the policy
nodel is characterized as a declarative one. That is, the

i nformati on nodel defines a set of attributes, and a set of entities
that contain these attributes. However, it does NOT define either
the algorithmto produce a result using the attributes or an explicit
sequence of steps to produce a result.

There are several design considerations and trade-offs to nake in
this respect.

1. On the one hand, we would like a policy definition |Ianguage to be
reasonably human-friendly for ease of definitions and diagnostics.
On the other hand, given the diversity of devices (in terns of
their processing capabilities) which could act as policy decision
points, we would like to keep the | anguage sonewhat machi ne-
friendly. That is, it should be relatively sinple to autonate the
parsi ng and processing of the | anguage in network el enents. The
approach taken is to provide a set of classes and attributes that
can be conmbined in either a declarative or procedural approach to
express policies that manage network el ements and services. The
key point is to avoid trying to standardi ze rules or sets of steps
to be followed in defining a policy. These nust be left up to an
i mpl ementation. Interoperability is achieved by standardizing the
bui l ding bl ocks that are used to represent policy data and
i nformati on.

2. An inportant decision to make is the semantic style of the
representation of the information

The decl arative approach that we are describing falls short of
being a "true" declarative nodel. Such a nodel would al so specify
the algorithns used to conmbine the information and policy rules to
achi eve particul ar behavior. W avoid specifying algorithnms for
the sanme reason that we avoid specifying sets of steps to be
followed in a policy rule. However, the design of the infornmation
nodel nore closely follows that of a declarative | anguage, and may
be easier to understand if such a conceptual nodel is used. This
| eads to our third point, acknow edging a | ack of "conpl et eness”
and instead relying on presenting information that the policy
processing entity will work wth.

3. It is inportant to control the conplexity of the specification
trading off richness of expression of data in the core information
nodel for ease of inplenentation and use. It is inportant to
acknow edge the collective |ack of experience in the field
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regarding policies to control and manage network services and
hence avoid the tenptation of aining for "conpl eteness". W
shoul d instead strive to facilitate definition of a set of common
policies that custoners require today (e.g., VPN and QoS) and

all ow migration paths towards supporting conplex policies as
custonmer needs and our understandi ng of these policies evolve with
experience. Specifically, in the context of the declarative style
| anguage di scussed above, it is inmportant to avoid having ful

bl own predicate cal culus as the | anguage, as it would render many
i mportant problems such as consi stency checking and policy

deci sion point algorithns intractable. It is useful to consider a
reasonably constrai ned | anguage from these perspectives.

The Policy Core Information Model strikes a bal ance between
conplexity and | ack of power by using the well understood | ogical
concepts of Disjunctive Normal Form and Conjunctive Normal Form for
conbi ni ng sinple policy conditions into nore conpl ex ones.

3. Overview of the Policy Core Information Mdel

The foll owi ng di agram provides an overview of the five centra
cl asses conprising the Policy Core Information Model, their
associ ations to each other, and their associations to other classes

in

the overall CIMnodel. Note that the abstract class Policy and

the two extension classes VendorPolicyCondition and
Vendor Pol i cyAction are not shown.

NOTE: For cardinalities, "*" is an abbreviation for "0..n"

Moor e,
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In this figure the boxes represent the classes, and the dotted arrows
represent the associations. The follow ng associ ati ons appear:

(a) Pol i cyG oupl nPol i cyGroup

(b) Pol i cyG oupl nSyst em

(c) Pol i cyRul el nSyst em

(d) Pol i cyReposi t oryl nPol i cyRepository
(e) Pol i cyRul el nPol i cyGr oup

() Pol i cyCondi ti onl nPol i cyReposi tory
(9) Pol i cyActi onl nPol i cyReposi tory

(h) Pol i cyCondi ti onl nPol i cyRul e

(i) Pol i cyRul eVal i di t yPeri od

(j) Pol i cyActi onl nPol i cyRul e

An associ ation always connects two classes. The "two" cl asses nay,
however, be the same class, as is the case with the

Pol i cyG oupl nPol i cyGroup associ ati on, which represents the recursive
contai nnent of PolicyGoups in other PolicyGoups. The

Pol i cyReposi toryl nPol i cyRepository association is recursive in the
sane way.

An associ ation includes cardinalities for each of the related

cl asses. These cardinalities indicate how many instances of each
class may be related to an instance of the other class. For exanple,
the PolicyRul el nPolicyGoup association has the cardinality range "*’
(that is, "0..n") for both the PolicyGoup and PolicyRul e cl asses.
These ranges are interpreted as foll ows:

0o The "*" witten next to PolicyGoup indicates that a PolicyRule
nmay be related to no PolicyGoups, to one PolicyGoup, or to nore
than one PolicyGoup via the PolicyRul el nPolicyG oup associ ati on.
In other words, a PolicyRule may be contained in no PolicyG oups,
in one PolicyGoups, or in nore than one PolicyG oup.

0 The "*" witten next to PolicyRule indicates that a PolicyG oup
may be related to no PolicyRules, to one PolicyRule, or to nore
than one PolicyRule via the PolicyRul elnPolicyGoup association.
In other words, a PolicyGoup nay contain no PolicyRul es, one
PolicyRul e, or nore than one PolicyRule.
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The "wW' witten next to the PolicyG oupl nSystem and

Pol i cyRul el nSystem i ndi cates that these are what CIMterns
"aggregations with weak references", or nore briefly, "weak
aggregations". A weak aggregation is sinply an indication of a

nam ng scope. Thus these two aggregations indicate that an instance
of a PolicyGoup or PolicyRule is named within the scope of a System
object. A weak aggregation inplicitly has the cardinality 1..1 at
the end opposite the "w.

The associ ations shown in Figure 1 are discussed in nore detail in
Section 7.

4. Inheritance Hierarchies for the Policy Core |Infornmation Model

The following diagramillustrates the inheritance hierarchy for the
core policy classes:

ManagedEl enent (abstract)
I

+--Policy (abstract)

I
+---PolicyGoup

I
+---PolicyRul e

I
+---PolicyCondition (abstract)

I I
+---PolicyTi nePeri odCondi ti on

I
+---Vendor Pol i cyCondi tion

I

I

|

+---PolicyAction (abstract)
I

+- - -Vendor Pol i cyActi on

+- - ManagedSyst enEl enent (abstract)
I

+- - Logi cal El ement (abstract)

+- - System (abstract)

+- - Adm nDonai n (abstract)
I
+---Pol i cyRepository

Fi gure 2. I nheritance Hierarchy for the Core Policy C asses
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ManagedEl ement, ManagedSyst enEl enent, Logi cal El ement, System and
Admi nDonain are defined in the CIM schena [1]. These classes are not
di scussed in detail in this documnent.

In CIM associations are also nodel ed as classes. For the Policy
Core Infornmati on Model, the inheritance hierarchy for the
associations is as foll ows:

[ unr oot ed]

I
+---Pol i cyConponent (abstract)

I
+---Pol i cyG oupl nPol i cyG oup

I
+---Pol i cyRul el nPol i cyGroup

I
I
I
I
|

| +---PolicyConditionlnPolicyRule
I

I

I

I

I

I
+---PolicyRul evalidityPeriod

+---PolicyActionlnPolicyRule
+- - - Dependency (abstract)

+---PolicylnSystem (abstract)

I
+---Pol i cyG oupl nSystem

I
+---PolicyRul el nSystem

I
+---PolicyConditionlnPolicyRepository

+---PolicyActionlnPolicyRepository

+- - - Conponent (abstract)

I
+- - - Syst enConponent

I

+---Pol i cyReposi toryl nPolicyRepository
Fi gure 3. I nheritance Hierarchy for the Core Policy Associations
The Dependency, Conponent, and SystemConponent associations are

defined in the CIMschema [1], and are not discussed further in this
docunent .
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4.

5.

1

1

I nplications of ClMInheritance

Fromthe ClI M schena, both properties and associations are inherited
to the Policy classes. For example, the class ManagedEl enent is
referenced in the associations Dependency, Statistics and
Menber OF Col | ection. And, the Dependency association is in turn
referenced in the DependencyContext association. At this very
abstract and high level in the inheritance hierarchy, the nunber of
t hese associations is very small and their semantics are quite
gener al

Many of these inherited associations convey additional semantics that
are not needed in understanding the Policy Core Information Mdel.

In fact, they are defined as OPTIONAL in the CI M Schema - since their
cardinality is "0..n" on all references. The PCIM docunent
specifically discusses what is necessary to support and instantiate.
For exampl e, through subcl assing of the Dependency associ ation, the
exact Dependency semantics in PCIM are descri bed.

So, one nay wonder what to do with these other inherited

associ ations. The answer is "ignore themunless you need then. You
woul d need themto describe additional information and semantics for
policy data. For exanple, it may be necessary to capture statistical
data for a PolicyRule (either for the rule in a repository or for
when it is executing in a policy systen). Sone exanpl es of
statistical data for a rule are the nunber of tines it was

downl oaded, the nunber of tines its conditions were eval uated, and
the nunber of times its actions were executed. (These types of data
woul d be described in a subclass of CIM Statisticallnformation.) In
t hese cases, the Statistics association inherited from ManagedEl enent
to PolicyRule may be used to describe the tie between an instance of
a PolicyRule and the set of statistics for it.

Details of the Mbdel

The foll owi ng subsections discuss several specific issues related to
the Policy Core Information Mdel

Reusabl e versus Rul e- Specific Conditions and Actions

Policy conditions and policy actions can be partitioned into two
groups: ones associated with a single policy rule, and ones that are
reusable, in the sense that they may be associated with nore than one
policy rule. Conditions and actions in the first group are terned
"rul e-specific" conditions and actions; those in the second group are
characterized as "reusabl e".
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It is inportant to understand that the difference between a rule-
specific condition or action and a reusable one is based on the
intent of the policy adm nistrator for the condition or action,
rather than on the current associations in which the condition or
action participates. Thus a reusable condition or action (that is,
one that a policy adnmi nistrator has created to be reusable) may at
sone point in tine be associated with exactly one policy rule,

wi t hout thereby becomi ng rul e-specific.

There is no inherent difference between a rul e-specific condition or
action and a reusable one. There are, however, differences in how
they are treated in a policy repository. For exanple, it’'s natura
to nmake the access pernissions for a rule-specific condition or
action identical to those for the rule itself. 1t’s also natural for
a rule-specific condition or action to be renoved fromthe policy
repository at the same tine the rule is. Wth reusable conditions
and actions, on the other hand, access pernissions and exi stence
criteria nust be expressible without reference to a policy rule.

The precedi ng paragraph does not contain an exhaustive |list of the
ways i n which reusable and rul e-specific conditions should be treated
differently. Its purpose is nerely to justify making a semantic

di stinction between rule-specific and reusable, and then reflecting
this distinction in the policy nodel itself.

An issue is highlighted by reusable and rul e-specific policy
conditions and policy actions: the lack of a programmatic capability
for expressing conplex constraints involving multiple associations.
Taki ng PolicyCondition as an exanple, there are two aggregations to

|l ook at. PolicyConditionlnPolicyRule has the cardinality * at both
ends, and PolicyConditionlnPolicyRepository has the cardinality * at
the PolicyCondition end, and [0..1] at the PolicyRepository end.

G obally, these cardinalities are correct. However, there’'s nore to
the story, which only becones clear if we exam ne the cardinalities
separately for the two cases of a rule-specific PolicyCondition and a
reusabl e one.

For a rule-specific PolicyCondition, the cardinality of

Pol i cyCondi ti onl nPolicyRule at the PolicyRule end is [1..1], rather
than [0..n] (recall that * is an abbreviation for [0..n]), since the
condition is unique to one policy rule. And the cardinality of

Pol i cyCondi ti onl nPol i cyRepository at the PolicyRepository end is
[0..0], since the condition is not in the "re-usable" repository.
This is OK, since these are both subsets of the specified
cardinalities.
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For a reusable PolicyCondition, however, the cardinality of

Pol i cyCondi ti onl nPol i cyRepository at the PolicyRepository end is
[1..1], since the condition nust be in the repository. And, the
cardinality of PolicyConditionlnPolicyRule at the PolicyRule end is
[0..n]. This last point is inportant: a reusable PolicyCondition
may be associated with 0, 1, or nore than 1 PolicyRules, via exactly
t he sanme associ ation PolicyConditionlnPolicyRule that binds a rule-
specific condition to its PolicyRule.

Currently the only way to docunment constraints of this type is
textually. More formal nethods for documenting conplex constraints
are needed.

5.2. Roles
5.2.1. Roles and Rol e Conbi nati ons

The concept of role is central to the design of the entire Policy
Framewor k. The idea behind roles is a sinple one. Rather than
configuring, and then | ater having to update the configuration of,
hundreds or thousands (or nore) of resources in a network, a policy
admi ni strat or assigns each resource to one or nore roles, and then
specifies the policies for each of these roles. The Policy Franework
is then responsible for configuring each of the resources associ at ed
with arole in such a way that it behaves according to the policies
specified for that role. Wen network behavior nust be changed, the
policy admnistrator can performa single update to the policy for a

role, and the Policy Framework will ensure that the necessary
configuration updates are performed on all the resources playing that
rol e.

A nore formal definition of a role is as foll ows:

Arole is a type of attribute that is used to select one or nore
policies for a set of entities and/or conponents from anbng a much
| arger set of avail able policies.

Rol es can be conbined together. Here is a formal definition of a
"rol e- conbination":

A role-conbination is a set of attributes that are used to sel ect
one or nore policies for a set of entities and/or components from
among a nuch | arger set of available policies. As the exanples
below illustrate, the selection process for a role conbination
chooses policies associated with the conbination itself, policies
associated with each of its sub-conbi nations, and policies

associ ated with each of the individual roles in the role-

conbi nati on
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It is inportant to note that a role is nore than an attribute. A
role defines a particular function of an entity or conponent that can
be used to identify particular behavior associated with that entity
or conponent. This difference is critical, and is nost easily
understood by thinking of a role as a selector. Wen used in this
manner, one role (or role-conbination) selects a different set of
policies than a different role (or rol e-conbination) does.

Rol es and rol e-conbi nations are especially useful in selecting which
policies are applicable to a particular set of entities or conponents
when the policy repository can store thousands or hundreds of

t housands of policies. This use enphasizes the ability of the role
(or role- conbination) to select the snall subset of policies that
are applicable froma huge set of policies that are avail able.

An exanple will illustrate how rol e-conbi nati ons actually work.
Suppose an installation has three roles defined for interfaces:
"Et hernet", "Canpus", and "WAN'. In the Policy Repository, sone

policy rules could be associated with the role "Ethernet"; these
rules would apply to all Ethernet interfaces, regardl ess of whether
they were on the canpus side or the WAN side. Qher rules could be
associ ated with the rol e-conbi nati on "Canmpus"+"Et hernet"; these rules
woul d apply to the canpus-side Ethernet interfaces, but not to those
on the WAN side. Finally, a third set of rules could be associated
with the rol e-conbinati on "Ethernet"+"WAN'; these rules would apply
to the WAN-si de Ethernet interfaces, but not to those on the canpus
side. (The roles in a role-conbination appear in al phabetical order
in these exanpl es, because that is how they appear in the infornmation
nodel .)

If we have a specific interface A that’s associated with the role-
conbi nati on "Ethernet"+"WAN', we see that it should have three
categories of policy rules applied to it: those for the "Ethernet"
role, those for the "WAN' role, and those for the rol e-conbination
"Ethernet"+"WAN'. Going one step further, if interface Bis
associated with the role- conbination "branch-

of fice"+"Ethernet"+"WAN', then B shoul d have seven categories of
policy rules applied to it - those associated with the foll ow ng

r ol e- conbi nati ons:

"branch-office"

"Et her net"

"AAN

"branch-office"+"Et hernet"”
"branch-of fi ce"+" WAN"

"Et her net " +" WAN'"

"branch-of fice"+"Et hernet"+"WAN".

O O0OO0OO0OO0OO0O0
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In order to get all of the right policy rules for a resource like
interface B, a PDP nust expand the single rol e-conbination it
receives for Binto this |ist of seven rol e-conbinations, and then
retrieve fromthe Policy Repository the correspondi ng seven sets of
policy rules. O course this exanple is unusually conplicated: the
normal case will involve expanding a two-role conbination into three
val ues identifying three sets of policy rules.

Rol e- conmbi nati ons also help to sinplify sonewhat the probl em of
identifying conflicts between policy rules. Wth rol e-conbi nati ons,
it is possible for a policy adnministrator to specify one set of
policy rules for canpus-side Ethernet interfaces, and a second set of
policy rules for WAN-si de Ethernet interfaces, wthout having to
worry about conflicts between the two sets of rules. The policy
administrator sinply "turns off" conflict detection for these two
sets of rules, by telling the policy nanagenent systemthat the roles
"Canmpus” and "WAN' are inconpatible with each other. This indicates

that the role conmbination will never occur, and therefore conflicts
will never occur. In sonme cases the technology itself mght identify
i nconpatible roles: "Ethernet" and "FraneRel ay", for exanple. But

for less precise terns |ike "Canmpus" and "WAN', the policy
admi ni strator nust say whether they identify inconpatible roles.

When the policy adm nistrator does this, there are three effects:

1. If an interface has assigned to it a role-conbination involving
bot h "Canpus" and "WAN', then the policy managenent system can
flag it as an error.

2. If apolicy rule is associated with a rol e-conbination involving
both "Canpus" and "WAN', then the policy managenent system can
flag it as an error.

3. If the policy managenent system sees two policy rules, where one
is tied to the role "Canpus" (or to a rol e-conbi nation that
i ncludes the role "Canpus") and the other is tied to the role
"WAN' (or to a role- conbination that includes the role "WAN"),
then the system does not need to | ook for conflicts between the
two policy rules: Dbecause of the inconpatible roles, the two
rul es cannot possibly conflict.
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Moor e,

Fom e e e o i oo +
| Policy Repository |
Fom e e e o i oo +
V
V retrieval of policy
V
I +
| PDP/PEP |
I +
v
v application of policy
v
o e e e oo oo oo +
| Network Entity |
o e e e oo oo oo +
Fi gure 4. Retrieval and Application of a Policy

Figure 4, which is introduced only as an exanple of how the Policy
Framewor k mi ght be inplenented by a collection of network
conmponents, illustrates how roles operate within the Policy
Framewor k. Because the distinction between themis not inportant
to this discussion, the PDP and the PEP are conbined in one box.
The points illustrated here apply equally well, though, to an

envi ronment where the PDP and the PEP are inplenmented separately.

A role represents a functional characteristic or capability of a
resource to which policies are applied. Exanples of roles include
Backbone interface, Frame Relay interface, BGP-capable router, web
server, firewall, etc. The nmultiple roles assigned to a single
resource are conbined to formthat resource’s role conbination
Rol e conbi nations are represented in the PCIM by val ues of the

Pol i cyRol es property in the PolicyRule class. A PDP uses policy
roles as follows to identify the policies it needs to be aware of:

1. The PDP learns in sone way the list of roles that its PEPs
play. This information mght be configured at the PDP, the
PEPs m ght supply it to the PDP, or the PDP might retrieve it
froma repository.

2. Using repository-specific neans, the PDP determi nes where to
| ook for policy rules that mght apply to it.

3. Using the roles and rol e-conbinations it received fromits PEPs

as indicated in the exanpl es above, the PDP is able to |locate
and retrieve the policy rules that are relevant to it.
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5.2.2. The PolicyRol es Property

As indicated earlier, PolicyRoles is a property associated with a
policy rule. It is an array holding "role conbinations" for the
policy rule, and correlates with the roles defined for a network
resource. Using the PolicyRoles property, it is possible to nark a
policy rule as applying, for exanple, to a Frane Relay interface or
to a backbone ATMinterface. The PolicyRoles property take strings
of the form

<Rol eNane>[ &&<Rol eNanme>] *

Each value of this property represents a role conbination, including
t he special case of a "combination" containing only one role. As the
format indicates, the role names in a role conbinati on are ANDed
together to forma single selector. The nultiple values of the

Pol i cyRol es property are logically ORed, to make it possible for a
policy rule to have nultiple selectors.

The individual role names in a role conbination nust appear in

al phabeti cal order (according to the collating sequence for UCS-2
characters), to nake the string matches work correctly. The role
nanes used in an environment are specified by the policy
admi ni strator.

5.3. Local Time and UTC Tinme in PolicyTi nePeri odConditions

An instance of PolicyTi nePeriodCondition has up to five properties
that represent tines: TinmePeriod, MnthO Year Mask, DayOf Mont hMask,
DayOf WeekMask, and Ti meOf DayMask. All of the tinme-related properties
in an instance of PolicyTi nePeri odCondition represent one of two
types of tines: local time at the place where a policy rule is
applied, or UTCtine. The property Local OUtcTine indicates which
time representation applies to an instance of

Pol i cyTi mePeri odCondi ti on.

Since the PCIM provides only for local time and UTC tinme, a Policy
Managenent Tool that provides for other tinme representations (for

exanple, a fixed tine at a particular location) will need to map from
these other representations to either local time or UTCtine. An
exanmple will illustrate the nature of this mapping.

Suppose a policy rule is tied to the hours of operation for a Help
Desk: 0800 to 2000 Monday through Friday [US] Eastern Tine. In
order to express these tinmes in PolicyTi mePeriodCondition, a
managenent tool nust convert themto UTC tinmes. (They are not |oca
ti mes, because they refer to a single tinme interval worldw de, not to
intervals tied to the local clocks at the |ocations where the
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PolicyRule is being applied.) As reference [10] points out, mapping
from[US] Eastern Tinme to UTC tinme is not sinply a matter of applying
an offset: the offset between [US] Eastern Tine and UTC tine

swi t ches between -0500 and - 0400 dependi ng on whet her Dayli ght
Savings Tinme is in effect in the US.

Suppose the policy adnmnistrator’s goal is to have a policy rule be
valid from 0800 until 1200 [US] Eastern Tinme on every Mnday, wthin
the overall time period fromthe begi nning of 2000 until the end of
2001. The Policy Managenent Tool could either be configured with the
definition of what [US] Eastern Tinme means, or it could be configured
wi th know edge of where to go to get this infornmation. Reference

[ 10] contains further discussion of tine zone definitions and where
they night reside.

Armed with know edge about [US] Eastern Tinme, the Policy Managenent
Tool woul d create however many instances of PolicyTi mePeriodCondition
it needed to represent the desired intervals. Note that while there
is an increased nunber of PolicyTinmePeriodCondition instances, there
is still just one PolicyRule, which is tied to all the

Pol i cyTi mePeri odCondi ti on i nstances via the aggregation

Pol i cyRul evVal idityPeriod. Here are the first two of these instances:

1. TinmePeriod: 20000101T050000/20000402T070000
DayOf WeekMask: { Monday }
Ti meOf DayMask: T130000/ T170000
Local O Ut cTinme: UTC

2. TinePeriod: 20000402T070000/20001029T070000
DayOf WeekMask: { Monday }
Ti meCOf DayMask: T120000/ T160000
Local O Ut cTinme: UTC

There woul d be three nore simlar instances, for winter 2000-2001,
sunmer 2001, and winter 2001 up through Decenber 31.

Had the exanpl e been chosen differently, there could have been even
nore instances of PolicyTi nePeriodCondition. |If, for exanple, the

time interval had been from 0800 - 2200 [US] Eastern Tinme on Mondays,
i nstance 1 above would have split into two instances: one with a UTC
time interval of T130000/ T240000 on Mondays, and another with a UTC
time interval of TO00000/ TO30000 on Tuesdays. So the end result

woul d have been ten instances of PolicyTi nePeri odCondition, not five.

By restricting PolicyTi nePeriodCondition to |ocal tinme and UTC tine,

the PCIM places the difficult and expensive task of mapping from
"human" tinme representations to machine-friendly ones in the Policy
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Managenent Tool. Another approach woul d have been to place in

Pol i cyTi mePeri odCondi ti on a neans of representing a named tine zone,
such as [US] Eastern Time. This, however, woul d have passed the
difficult mapping responsibility dowmn to the PDPs and PEPs. It is
better to have a mappi ng such as the one descri bed above done once in
a Policy Managenent Tool, rather than having it done over and over in
each of the PDPs (and possibly PEPs) that need to apply a PolicyRule.

5.4. CIM Data Types

Since PCI M extends the CI M Schema, a correspondence between data
types used in both CIMand PCIMis needed. The followi ng Cl Mdata
types are used in the class definitions that followin Sections 6 and
7.

o uint8 unsi gned 8-bit integer
0 uintl6 unsi gned 16-bit integer
o bool ean Bool ean

o string UCS-2 string.

Strings in CIMare stored as UCS-2 characters, where each character
is encoded in two octets. Thus string values may need to be
converted when novi ng between a CI M environment and one that uses a
different string encoding. For exanple, in an LDAP-accessible
directory, attributes of type DirectoryString are stored in UTF-8
format. RFC 2279 [7] explains how to convert between these two
formats.

Wien it is applied to a CIMstring, a MaxLen value refers to the
maxi num nunber of characters in the string, rather than to the
maxi mum nunber of octets.

In addition to the CIMdata types |isted above, the association
classes in Section 7 use the follow ng type:

0 <cl assnane> ref strongly typed reference.

There is one obvious omission fromthis list of ClMdata types:

octet strings. This is because CIMtreats octet strings as a derived
data type. There are two forns of octet strings in CIM- an ordered
uint8 array for single-valued strings, and a string array for mnulti-
val ued properties. Both are described by adding an "CctetString"
qualifier (nmeta-data) to the property. This qualifier functions
exactly like an SMv2 (SNWP) Textual Convention, refining the syntax
and semantics of the existing ClMdata type.

Moore, et al. St andards Track [ Page 23]



RFC 3060 Policy Core Information Model February 2001

The first four nuneric elenments of both of the "CctetString"
representations are a length field. (The reason that the "nuneric"
adj ective is added to the previous sentence is that the string
property also includes '0" and 'x’, as its first characters.) In
both cases, these 4 nuneric elenents (octets) are included in
calculating the length. For exanple, a single-valued octet string
property having the value X 7C woul d be represented by the uint8
array, X 00 00 00 05 7C .

The strings representing the individual values of a multi-val ued
property qualified with the "CctetString" qualifier are constructed
simlarly:

1. Take a value to be encoded as an octet string (we'll use X 7C as
above), and prepend to it a four-octet length. The result is the
sane, X 00 00 00 05 7C.

2. Convert this to a character string by introducing '0’" and 'x' at
the front, and renoving all white space. Thus we have the 12-
character string "0x000000057C'. This string is the value of one
of the array elenents in the CIMstring array. Since ClMuses the
UCS-2 character set, it will require 24 octets to encode this 12-

character string.

Mappi ngs of the PCIMto particular data nodels are not required to
follow this CIMtechnique of representing nmulti-valued octet strings
as length- prefixed character strings. |In an LDAP mapping, for
exanple, it would be much nmore natural to sinply use the Qctet String
syntax, and omit the prepended | ength octets.

5.5. Conparison between CI M and LDAP Cl ass Specifications

There are a nunber of differences between Cl M and LDAP cl ass
specifications. The ones that are relevant to the abbreviated cl ass
specifications in this docunent are |listed below These itens are

i ncluded here to help introduce the I ETF community, which is already
famliar with LDAP, to Cl M nodeling, and by extension, to information
nodel i ng i n general

0 Instead of LDAP' s three class types (abstract, auxiliary,
structural), CIMhas only two: abstract and instantiable. The
type of a CIMclass is indicated by the Bool ean qualifier
ABSTRACT.

0 ClMuses the term"property" for what LDAP terns an "attri bute"
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o0 ClMuses the array notation "[ ]" to indicate that a property is
mul ti-valued. ClIMdefines three types of arrays: bags (contents
are unordered, duplicates allowed), ordered bags (contents are
ordered but duplicates are allowed) and indexed arrays (contents
are ordered and no duplicates are all owed).

0 ClMclasses and properties are identified by nane, not by QD

o0 ClMclasses use a different nam ng schene for native
i mpl ementati ons, than LDAP. The CI M nami ng schene is docunent ed
in Appendix A since it is not critical to understanding the
informati on nodel, and only applies when conmunicating with a
native CIMinpl ementation.

o In LDAP, attribute definitions are global, and the sane attribute
may appear in nultiple classes. In CIM a property is defined
within the scope of a single class definition. The property may
be inherited into subclasses of the class in which it is defined,
but otherwi se it cannot appear in other classes. One side effect
of this difference is that Cl M property nanes tend to be nuch
shorter than LDAP attribute nanes, since they are inplicitly
scoped by the nane of the class in which they are defi ned.

There is also a notational convention that this docunent follows, to
i nprove readability. In CM all class and property nanes are
prefixed with the characters "CIM". These prefixes have been

om tted throughout this docunent, with one exception regarding

nam ng, documented in Appendi x A

For the conplete definition of the Cl M specification | anguage, see
reference [2].

6. Cass Definitions
The followi ng sections contain the definitions of the PCI M cl asses.
6.1. The Abstract O ass "Policy"
The abstract class Policy collects several properties that may be
included in instances of any of the Core Policy classes (or their
subcl asses). For conveni ence, the two properties that Policy

i nherits from ManagedEl enment in the Cl M schema are shown here as
wel | .
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The class definition is as foll ows:

NAME Pol i cy

DESCRI PTI ON An abstract class with four properties for
describing a policy-related instance.

DERI VED FROM ManagedEl enment

ABSTRACT TRUE

PROPERTI ES ConmonNane (CN)

Pol i cyKeywor ds[ ]
/1 Caption (inherited)
/1 Description (inherited)

6.1.1. The Property "ConmmonNane (CN)"

The CN, or CommonNane, property corresponds to the X. 500 attribute
commonNanme (cn). In X. 500 this property specifies one or nore user-
friendly names (typically only one nanme) by which an object is
conmonly known, nanes that conformto the nam ng conventions of the
country or culture with which the object is associated. In the CM
nodel , however, the ComonName property is single-val ued.

NAME CN
DESCRI PTI ON A user-friendly nane of a policy-related object.
SYNTAX string

6.1.2. The Miulti-val ued Property "PolicyKeywords"

This property provides a set of one or nore keywords that a policy
adm ni strator may use to assist in characterizing or categorizing a
policy object. Keywords are of one of two types:

o0 Keywords defined in this docunment, or in docunents that define
subcl asses of the classes defined in this docunment. These
keywor ds provide a vendor-independent, installation-independent
way of characterizing policy objects.

o Installation-dependent keywords for characterizing policy objects.
Exanpl es include "Engineering”, "Billing", and "Review in Decenber
2000".

Thi s docunent defines the foll owing keywords: " UNKNOMN',

" CONFI GURATI ON', "USAGE", "SECURI TY", "SERVICE", "MOTI VATI ONAL",

"I NSTALLATI ON', and "EVENT". These concepts were defined earlier in
Section 2.
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One additional keyword is defined: "POLICY'. The role of this
keyword is to identify policy-related instances that woul d not
otherwi se be identifiable as being related to policy. It may be
needed in sone repository inplenentations.

Docunents that define subclasses of the Policy Core |Information Mdel
cl asses SHOULD define additional keywords to characterize instances
of these subclasses. By convention, keywords defined in conjunction
with class definitions are in uppercase. Installation-defined
keywords can be in any case.

The property definition is as foll ows:

NANVE Pol i cyKeywor ds

DESCRI PTI ON A set of keywords for characterizing /categorizing
policy objects.

SYNTAX string

6.1.3. The Property "Caption" (Inherited from ManagedEl enent)

This property provides a one-line description of a policy-rel ated

obj ect .

NANME Capti on

DESCRI PTI ON A one-line description of this policy-related object.
SYNTAX string

6.1.4. The Property "Description” (Inherited from ManagedEl enent)

This property provides a | onger description than that provided by the
caption property.

NANME Descri ption
DESCRI PTI ON A long description of this policy-rel ated object.
SYNTAX string

6.2. The Cass "PolicyG oup"

This class is a generalized aggregation container. It enables either
Pol i cyRul es or PolicyGoups to be aggregated in a single container.
Loops, including the degenerate case of a PolicyGoup that contains
itself, are not allowed when PolicyG oups contain other PolicyG oups.

Pol i cyGroups and their nesting capabilities are shown in Figure 5
below. Note that a PolicyGoup can nest other PolicyG oups, and
there is no restriction on the depth of the nesting in sibling
Pol i cyG oups.
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Fi gure 5. Overvi ew of the PolicyGoup class

As a sinple exanple, think of the highest |evel PolicyGoup shown in
Figure 5 above as a | ogon policy for US enpl oyees of a conpany. This
Pol i cyG oup may be cal |l ed USEnpl oyeeLogonPolicy, and nay aggregate
several PolicyGoups that provide specialized rules per |ocation.
Hence, PolicyGoup Ain Figure 5 above nmay define |ogon rules for

enpl oyees on the West Coast, while another PolicyGoup might define

I ogon rules for the Mdwest (e.g., PolicyGoup X), and so forth.

Note al so that the depth of each PolicyG oup does not need to be the
same. Thus, the WestCoast PolicyGoup m ght have several additional

| ayers of PolicyG oups defined for any of several reasons (different

| ocal es, nunber of subnets, etc..). The PolicyRules are therefore
contained at n |levels fromthe USEnpl oyeeLogonPol i cyG oup. Conpare
this to the Mdwest PolicyGoup (PolicyGoup X), which mght directly
contain PolicyRules.

The class definition for PolicyGoup is as follows:

NANVE Pol i cyG oup
DESCRI PTI ON A container for either a set of related
PolicyRules or a set of related PolicyG oups.

DERI VED FROM Pol i cy

ABSTRACT FALSE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists to aggregate PolicyRul es or
other PolicyGoups. It is directly instantiable. 1In an

i npl erent ation, various key/identification properties MJST be
defined. The keys for a native CIMinplenentation are defined in
Appendi x A, Section 13.1.1. Keys for an LDAP inplenmentation will be
defined in the LDAP mapping of this information nodel [11].
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6.3. The C ass "PolicyRul e"

This class represents the "If Condition then Action" semantics
associated with a policy. A PolicyRule condition, in the nost
general sense, is represented as either an ORed set of ANDed
conditions (Disjunctive Normal Form or DNF) or an ANDed set of ORed
conditions (Conjunctive Normal Form or CNF). |Individual conditions
may either be negated (NOT C) or unnegated (C). The actions
specified by a PolicyRule are to be perfornmed if and only if the

Pol i cyRul e condition (whether it is represented in DNF or CNF)

eval uates to TRUE.

The conditions and actions associated with a policy rule are nodel ed,
respectively, with subclasses of the classes PolicyCondition and

Pol i cyAction. These condition and action objects are tied to

i nstances of PolicyRule by the PolicyConditionlnPolicyRule and

Pol i cyActi onl nPol i cyRul e aggregati ons.

As illustrated above in Section 3, a policy rule may al so be
associated with one or nore policy tinme periods, indicating the
schedul e according to which the policy rule is active and inactive.
In this case it is the PolicyRuleValidityPeriod aggregation that
provi des the |inkage.

A policy rule is illustrated conceptually in Figure 6. bel ow.
o m o m o o e e e e o e o e oo mememaoooo- +
| Pol i cyRul e |
I I
I e + o e e e e a oo o + |
| | PolicyCondition(s) | | PolicyAction(s) | |
I e + o e e e e a oo o + |
I I
| e + |
| | PolicyTi mePeriodCondition(s) | |
| e + |
o m o m o o e e e e o e o e oo mememaoooo- +

Fi gure 6. Overview of the PolicyRule O ass

The PolicyRul e class uses the property ConditionListType, to indicate
whet her the conditions for the rule are in DNF or CNF. The

Pol i cyCondi ti onl nPol i cyRul e aggregati on contains two additi onal
properties to conplete the representation of the rule s conditional
expression. The first of these properties is an integer to partition
the referenced conditions into one or nmore groups, and the second is
a Boolean to indicate whether a referenced condition is negated. An
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exanpl e shows how Condi ti onLi st Type and these two additional
properties provide a unique representation of a set of conditions in
ei ther DNF or CNF.

Suppose we have a PolicyRule that aggregates five PolicyConditions Cl
through C5, with the follow ng values in the properties of the five
Pol i cyCondi ti onl nPol i cyRul e associ ati ons:

Cl: G oupNumber = 1, ConditionNegated = FALSE
C2: G oupNunmber = 1, ConditionNegated = TRUE

C3: G oupNumber = 1, ConditionNegated = FALSE
C4: G oupNumber = 2, ConditionNegated = FALSE
C5: G oupNumber = 2, ConditionNegated = FALSE

I f ConditionListType = DNF, then the overall condition for the
PolicyRule is:

(C1 AND (NOT C2) AND C3) OR (C4 AND C5)

On the other hand, if ConditionListType = CNF, then the overal
condition for the PolicyRule is:

(C1 OR (NOT C2) OR C3) AND (4 OR Cb)
In both cases, there is an unanbi guous specification of the overal
condition that is tested to determ ne whether to performthe actions
associated with the PolicyRule.

The class definition is as foll ows:

NANVE Pol i cyRul e
DESCRI PTI ON The central class for representing the "If Condition
then Action" semantics associated with a policy rule.
DERI VED FROM Pol i cy
ABSTRACT FALSE
PROPERTI ES Enabl ed
Condi ti onLi st Type
Rul eUsage
Priority
Mandat ory

SequencedAct i ons
Pol i cyRol es

The PolicyRule class is directly instantiable. 1In an inplenmentation,
various key/identification properties MJST be defined. The keys for
a native CIMinplenentation are defined in Appendi x A, Section
13.1.2. Keys for an LDAP inmplenentation will be defined in the LDAP
mappi ng of this informati on nodel [11].
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6.3.1. The Property "Enabl ed"

This property indicates whether a policy rule is currently enabl ed,
froman administrative point of view. Its purpose is to allow a
policy adm nistrator to enable or disable a policy rule wthout
having to add it to, or renove it from the policy repository.

The property al so supports the val ue ' enabl edFor Debug’. When the
property has this value, the entity evaluating the policy
condition(s) is being told to evaluate the conditions for the policy
rule, but not to performthe actions if the conditions evaluate to
TRUE. This value serves as a debug vehicle when attenpting to
determ ne what policies would execute in a particular scenario,

wi t hout taking any actions to change state during the debuggi ng.

The property definition is as follows:

NAVE Enabl ed

DESCRI PTI ON An enuneration indicating whether a policy rule is
admi ni stratively enabl ed, administratively disabl ed,
or enabl ed for debug node.

SYNTAX uint 16

VALUES enabl ed( 1), disabled(2), enabl edForDebug(3)

DEFAULT VALUE enabl ed( 1)

6.3.2. The Property "ConditionLi st Type"

This property is used to specify whether the list of policy
conditions associated with this policy rule is in disjunctive norna
form (DNF) or conjunctive normal form (CNF). If this property is not
present, the list type defaults to DNF. The property definition is
as follows:

NAVE Condi ti onLi st Type

DESCRI PTI ON I ndi cates whether the list of policy conditions
associated with this policy rule is in disjunctive
normal form (DNF) or conjunctive normal form (CNF).

SYNTAX ui nt 16

VALUES DNF(1), CNF(2)

DEFAULT VALUE DNF( 1)

6.3.3. The Property "Rul eUsage"

This property is a free-formstring that reconmends how this policy
shoul d be used. The property definition is as follows:
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NANVE Rul eUsage

DESCRI PTI ON This property is used to provide guidelines on
how t his policy should be used.

SYNTAX string

6.3.4. The Property "Priority"

This property provides a non-negative integer for prioritizing policy
rules relative to each other. Larger integer val ues indicate higher
priority. Since one purpose of this property is to allow specific,
ad hoc policy rules to temporarily override established policy rules,
an instance that has this property set has a higher priority than al

i nstances that use or set the default value of zero.

Prioritization anong policy rules provides a basic nechani sm for
resol ving policy conflicts.

The property definition is as foll ows:

NANVE Priority

DESCRI PTI ON A non-negative integer for prioritizing this
PolicyRule relative to other PolicyRules. A larger
val ue indicates a higher priority.

SYNTAX ui nt 16

DEFAULT VALUE 0

6.3.5. The Property "Mandatory"

This property indicates whether evaluation (and possibly action
execution) of a PolicyRule is mandatory or not. |Its concept is
simlar to the ability to mark packets for delivery or possible
di scard, based on network traffic and device | oad.

The evaluation of a PolicyRule MJST be attenpted if the Mandatory
property value is TRUE. |If the Mandatory property val ue of a
PolicyRule is FALSE, then the evaluation of the rule is "best effort”
and MAY be i gnored.

The property definition is as follows:

NANVE Mandat ory

DESCRI PTI ON A flag indicating that the evaluation of the
Pol i cyCondi ti ons and execution of PolicyActions
(if the condition list evaluates to TRUE) is
required.

SYNTAX bool ean

DEFAULT VALUE TRUE
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6.3.6. The Property "SequencedActi ons”

This property gives a policy administrator a way of specifying how
the ordering of the policy actions associated with this PolicyRule is
to be interpreted. Three values are supported:

o mandatory(1): Do the actions in the indicated order, or don't do
themat all.

o0 recomended(2): Do the actions in the indicated order if you can,
but if you can’t do themin this order, do themin another order
if you can.

0 dontCare(3): Do them-- | don't care about the order

When error / event reporting is addressed for the Policy Franmework,
suitabl e codes will be defined for reporting that a set of actions
could not be perforned in an order specified as nmandatory (and thus
were not perforned at all), that a set of actions could not be
perfornmed in a recomended order (and noreover could not be perforned
in any order), or that a set of actions could not be perforned in a
reconmended order (but were perfornmed in a different order). The
property definition is as foll ows:

NANVE SequencedActi ons
DESCRI PTI ON An enuneration indicating howto interpret the
action ordering indicated via the
Pol i cyActi onl nPol i cyRul e aggr egati on.
SYNTAX uint 16
VALUES mandat ory(1), recomrended(2), dont Care(3)
DEFAULT VALUE dont Car e( 3)

6.3.7. The Multi-val ued Property "PolicyRol es"

This property represents the roles and rol e conbi nati ons associ at ed
with a policy rule. Each value represents one role conbination

Since this is a multi-valued property, nore than one role conbination
can be associated with a single policy rule. Each value is a string
of the form

<Rol eNane>[ &&<Rol eNanme>] *
where the individual role nanes appear in al phabetical order

(according to the collating sequence for UCS-2). The property
definition is as foll ows:
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NANVE Pol i cyRol es

DESCRI PTI ON A set of strings representing the roles and role
conbi nati ons associated with a policy rule. Each
val ue represents one rol e conbination

SYNTAX string

6.4. The Abstract Cass "PolicyCondition"

The purpose of a policy condition is to determ ne whether or not the
set of actions (aggregated in the PolicyRule that the condition
applies to) should be executed or not. For the purposes of the
Policy Core Information Model, all that matters about an individual
PolicyCondition is that it evaluates to TRUE or FALSE. (The

i ndi vi dual PolicyConditions associated with a PolicyRule are conbi ned
to forma conmpound expression in either DNF or CNF, but this is
acconpl i shed via the ConditionListType property, discussed above, and
by the properties of the PolicyConditionlnPolicyRul e aggregation,

i ntroduced above and di scussed further in Section 7.6 below.) A

| ogical structure within an individual PolicyCondition may al so be

i ntroduced, but this would have to be done in a subclass of

Pol i cyCondi ti on.

Because it is general, the PolicyCondition class does not itself
contain any "real" conditions. These will be represented by
properties of the domain-specific subclasses of PolicyCondition.

o m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emmemmeo— o +
| Policy Conditions in DNF |
[ e e + o e e e e e e o e oo o + |
| | AND i st | | AND | i st | |
[ ]| |t ]
| | | PolicyCondition | | | | PolicyCondition | | |
I EEPEEPPORPREPPRETS + EECEPERPCEPREPRRRPS +
S |t ]
| | | PolicyCondition | | C | | PolicyCondition | | |
| | Heeemmeemeeeeeeeee + | ORed | +------------m---- + | |
| | c | | C. | |
| | ANDed | | ANDed | |
]| |t ]
| | | PolicyCondition | | | | PolicyCondition | | |
I ECEEPEEPPORPREPPRETS + | b +
[ e e + o e e e e e e o e oo o + |
o m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emmemmeo— o +
Figure 7 Overview of Policy Conditions in DNF

Moore, et al. St andar ds Track [ Page 34]



RFC 3060 Policy Core Information Model February 2001

This figure illustrates that when policy conditions are in DNF, there
are one or nmore sets of conditions that are ANDed together to form
AND lists. An AND list evaluates to TRUE if and only if all of its
constituent conditions evaluate to TRUE. The overall condition then
evaluates to TRUE if and only if at |east one of its constituent AND
lists evaluates to TRUE.

o m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emmemmeo— o +
| Policy Conditions in CNF |
[ e e + o e e e e e e o e oo o + |
| | OR |ist | | OR |ist | |
]| |t ]
| | | PolicyCondition | | | | PolicyCondition | | |
| ] e + | B +]
S |t ]
| | | PolicyCondition | | C | | PolicyCondition | | |
| | Heeemmeemeeeeeeeee + | ANDed | +----------------- + | |
| | c | | C. | |
| | ORed | | ORed | |
[ ]| |t ]
| | | PolicyCondition | | | | PolicyCondition | | |
B + B +
[ e e + o e e e e e e o e oo o + |
o m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emmemmeo— o +
Fi gure 8. Overview of Policy Conditions in CNF

In this figure, the policy conditions are in CNF. Consequently,
there are one or nore OR lists, each of which evaluates to TRUE if
and only if at |least one of its constituent conditions evaluates to
TRUE. The overall condition then evaluates to TRUE if and only if
ALL of its constituent OR lists evaluate to TRUE

The class definition of PolicyCondition is as follows:

NANVE Pol i cyCondi ti on

DESCRI PTI ON A class representing a rule-specific or reusable
policy condition to be evaluated in conjunction
with a policy rule.

DERI VED FROM Pol i cy

ABSTRACT TRUE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists as an abstract superclass
for domai n-specific policy conditions, defined in subclasses. 1In an

i npl eent ation, various key/identification properties MJST be defined
for the class or its instantiable subclasses. The keys for a native
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CIMinplementation are defined in Appendix A, Section 13.2. Keys for
an LDAP inplenentation will be defined in the LDAP mappi ng of this
i nformati on nodel [11].

When identifying and using the PolicyCondition class, it is necessary
to renenber that a condition can be rule-specific or reusable. This
was di scussed above in Section 5.1. The distinction between the two
types of policy conditions lies in the associations in which an

i nstance can participate, and in how the different instances are
naned. Conceptually, a reusable policy condition resides in a policy
repository, and is naned within the scope of that repository. On the
other hand, a rule-specific policy condition is, as the nane
suggests, nanmed within the scope of the single policy rule to which
it is related.

The distinction between rul e-specific and reusabl e PolicyConditions
affects the CI M namng, defined in Appendix A, and the LDAP mappi ng
[ 11].

6.5. The C ass "PolicyTi nmePeri odCondition"

This class provides a neans of representing the tine periods during
which a policy rule is valid, i.e., active. At all tinmes that fal
outside these tine periods, the policy rule has no effect. A policy
rule is treated as valid at all tinmes if it does not specify a

Pol i cyTi mePeri odCondi ti on.

In some cases a PDP may need to performcertain setup / cleanup
actions when a policy rule becones active / inactive. For exanple,
sessions that were established while a policy rule was active m ght
need to be taken down when the rul e becones inactive. In other

cases, however, such sessions mght be left up: 1in this case, the
effect of deactivating the policy rule would just be to prevent the
establ i shnment of new sessions. Setup / cleanup behaviors on validity
period transitions are not currently addressed by the PCIM and nust
be specified in ’guideline’ docunents, or via subcl asses of

Pol i cyRul e, PolicyTi mePeriodCondition or other concrete subclasses of
Policy. |If such behaviors need to be under the control of the policy
adm ni strator, then a nechanismto allow this control nust also be
specified in the subcl ass.

Pol i cyTi mePeri odCondition is defined as a subcl ass of
Pol i cyCondition. This is to allow the inclusion of tinme-based
criteria in the AND/OR condition definitions for a PolicyRule.

I nstances of this class may have up to five properties identifying

time periods at different levels. The values of all the properties
present in an instance are ANDed together to determine the validity
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period(s) for the instance. For exanple, an instance with an overal
validity range of January 1, 2000 through Decenber 31, 2000; a nonth
mask that selects March and April; a day-of-the-week nask that

sel ects Fridays; and a time of day range of 0800 through 1600 woul d
represent the followi ng tinme periods:

Friday, March 5, 2000, from 0800 through 1600;
Friday, March 12, 2000, from 0800 through 1600;
Friday, March 19, 2000, from 0800 through 1600;
Friday, March 26, 2000, from 0800 through 1600;
Friday, April 2, 2000, from 0800 through 1600;
Friday, April 9, 2000, from 0800 through 1600;
Friday, April 16, 2000, from 0800 through 1600;
Friday, April 23, 2000, from 0800 through 1600;
Friday, April 30, 2000, from 0800 through 1600.

Properties not present in an instance of PolicyTi nePeri odCondition
are inplicitly treated as having their value "always enabled". Thus,
in the exanpl e above, the day-of-the-nmonth mask is not present, and
so the validity period for the instance inplicitly includes a day-

of -the-nonth mask that selects all days of the nmonth. |If we apply
this "missing property” rule to its fullest, we see that there is a
second way to indicate that a policy rule is always enabl ed: have it
point to an instance of PolicyTi mnePeri odCondition whose only
properties are its namni ng properties.

The property Local O UtcTime indicates whether the tinmes represented
in the other five tinme-related properties of an instance of

Pol i cyTi mePeri odCondition are to be interpreted as local times for
the location where a policy rule is being applied, or as UTC tines.

The class definition is as foll ows.

NANVE Pol i cyTi mePeri odCondi ti on

DESCRI PTI ON A class that provides the capability of enabling /
di sabling a policy rule according to a
pre-determni ned schedul e.

DERI VED FROM Pol i cyCondi tion
ABSTRACT FALSE
PROPERTI ES Ti mePeri od

Mont hOF Year Mask
Day Of Mont hMask
Day Of Week Mask
Ti mef DayMask
Local Or Ut cTi ne
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6.5.1. The Property "Ti nePeri od"

This property identifies an overall range of cal endar dates and tines
over which a policy rule is valid. It reuses the format for an
explicit time period defined in RFC 2445 (reference [10]): a string
representing a starting date and tinme, in which the character 'T

i ndi cates the beginning of the tinme portion, followed by the solidus
character '/', followed by a sinilar string representing an end date
and time. The first date indicates the beginning of the range, while
the second date indicates the end. Thus, the second date and tine
must be later than the first. Date/tinmes are expressed as substrings
of the form"yyyymddThhmes". For exanpl e:

20000101T080000/ 20000131T120000
January 1, 2000, 0800 through January 31, 2000, noon

There are al so two special cases in which one of the date/tine
strings is replaced with a special string defined in RFC 2445.

o If the first date/time is replaced with the string "TH SANDPRI OR"
then the property indicates that a policy rule is valid [from now
until the date/tine that appears after the '/’.

o If the second date/tinme is replaced with the string
"TH SANDFUTURE", then the property indicates that a policy rule
becones valid on the date/tinme that appears before the '/’', and
remai ns valid fromthat point on

Not e that RFC 2445 does not use these two strings in connection wth
explicit time periods. Thus the PCOMis conmbining two el ements from
RFC 2445 that are not conmbined in the RFC itself.

The property definition is as foll ows:

NAME Ti mePeri od

DESCRI PTI ON The range of cal endar dates on which a policy
rule is valid.

SYNTAX string

FORVAT yyyymmddThhmss/ yyyymddThhnmss, where the first

date/tinme may be replaced with the string
"THI SANDPRI OR' or the second date/tinme may be
replaced with the string "TH SANDFUTURE"
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6.5.2. The Property "MnthO Year Mask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinmePeriod property, by explicitly
speci fying the nonths when the policy is valid. These properties
work together, with the TinmePeriod used to specify the overall tine
period during which the policy mght be valid, and the

Mont hOFf Year Mask used to pick out the specific nonths within that tine
period when the policy is valid.

This property is formatted as an octet string of size 2, consisting
of 12 bits identifying the 12 nonths of the year, beginning with
January and ending with Decenber, followed by 4 bits that are al ways
set to '0’. For each nonth, the value "1’ indicates that the policy
is valid for that nmonth, and the value "0’ indicates that it is not
valid. The value X 08 30, for exanple, indicates that a policy rule
is valid only in the nmonths May, Novenber, and Decenber.

See section 5.4 for details of how ClMrepresents a single-val ued
octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)

If this property is omtted, then the policy rule is treated as valid
for all twelve nonths. The property definition is as foll ows:

NANVE Mont hOF Year Mask

DESCRI PTI ON A mask identifying the nonths of the year in
which a policy rule is valid.

SYNTAX octet string

FORVAT X hh hO

6.5.3. The Property "DayCO Mont hMask™

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinmePeriod property, by explicitly
speci fying the days of the nmonth when the policy is valid. These
properties work together, with the TinePeriod used to specify the
overall tinme period during which the policy night be valid, and the
DayOf Mont hMask used to pick out the specific days of the nonth within
that tine period when the policy is valid.

This property is fornatted as an octet string of size 8, consisting
of 31 bits identifying the days of the nonth counting fromthe

begi nning, followed by 31 nore bits identifying the days of the nonth
counting fromthe end, followed by 2 bits that are always set to 'O’
For each day, the value 1" indicates that the policy is valid for
that day, and the value "0’ indicates that it is not valid.
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The value X 80 00 00 01 00 00 00 00’, for exanple, indicates that a
policy rule is valid on the first and | ast days of the nonth.

For nonths with fewer than 31 days, the digits corresponding to days
that the nmonths do not have (counting in both directions) are
i gnor ed.

The encoding of the 62 significant bits in the octet string matches
that used for the schedDay object in the D SMAN- SCHEDULE-M B.  See
reference [8] for nore details on this object.

See section 5.4 for details of how ClMrepresents a single-val ued
octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)

The property definition is as follows:

NANVE DayOf Mont hivask

DESCRI PTI ON A mask identifying the days of the nonth on
which a policy rule is valid.

SYNTAX octet string

FORMAT X hh hh hh hh hh hh hh hh’

6.5.4. The Property "DayCOf WeekMask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinmePeriod property by explicitly
speci fying the days of the week when the policy is valid. These
properties work together, with the TinePeriod used to specify the
overall tinme period when the policy might be valid, and the

DayOf WeekMask used to pick out the specific days of the week in that
time period when the policy is valid.

This property is formatted as an octet string of size 1, consisting
of 7 bits identifying the 7 days of the week, beginning wi th Sunday
and ending with Saturday, followed by 1 bit that is always set to

"0’. For each day of the week, the value "1’ indicates that the
policy is valid for that day, and the value "0 indicates that it is
not valid.

The value X 7C, for exanple, indicates that a policy rule is valid
Monday t hrough Friday.

See section 5.4 for details of how ClMrepresents a single-val ued

octet string property such as this one. (Basically, CIMprepends a
4-octet length to the octet string.)
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The property definition is as follows:

NANVE Day Of WeekMask

DESCRI PTI ON A mask identifying the days of the week on which
a policy rule is valid.

SYNTAX octet string

FORMAT B’ bbbb bbb0

6.5.5. The Property "Ti meOf DayMask"

The purpose of this property is to refine the definition of the valid
time period that is defined by the TinmePeriod property by explicitly
specifying a range of tinmes in a day the policy is valid for. These
properties work together, with the TinePeriod used to specify the
overall tinme period that the policy is valid for, and the

Ti mef DayMask used to pick out which range of tinme periods in a given
day of that time period the policy is valid for.

This property is formatted in the style of RFC 2445 [10]: a tinme
string beginning with the character T, followed by the solidus
character /', followed by a second tinme string. The first tine

i ndi cates the beginning of the range, while the second tine indicates
the end. Tinmes are expressed as substrings of the form " Thhnmss".

The second substring always identifies a later tine than the first
substring. To allow for ranges that span m dni ght, however, the

val ue of the second string may be snmaller than the value of the first
substring. Thus, "TO080000/T210000" identifies the range from 0800
until 2100, while "T210000/ TO80000" identifies the range from 2100
until 0800 of the follow ng day.

When a range spans midnight, it by definition includes parts of two
successi ve days. Wen one of these days is also selected by either
t he Mont hOf Year Mask, DayOf Mont hMask, and/or DayOf WeekMask, but the
other day is not, then the policy is active only during the portion
of the range that falls on the selected day. For exanple, if the
range extends from 2100 until 0800, and the day of week mask sel ects
Monday and Tuesday, then the policy is active during the foll ow ng
three intervals:

From mi dni ght Sunday until 0800 Monday;

From 2100 Monday until 0800 Tuesday;
From 2100 Tuesday until 23:59:59 Tuesday.
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The property definition is as follows:

NANVE Ti mef DayMask

DESCRI PTI ON The range of tines at which a policy rule is
valid. If the second tine is earlier than the
first, then the interval spans nidnight.

SYNTAX string

FORMAT Thhnmss/ Thhmss

6.5.6. The Property "Local O Ut cTi ne"

This property indicates whether the tinmes represented in the

Ti mePeriod property and in the various Mask properties represent
local tines or UTC tinmes. There is no provision for mxing of |ocal
times and UTC tinmes: the value of this property applies to all of
the other time-rel ated properties.

The property definition is as foll ows:

NAME Local Or Ut cTi me

DESCRI PTI ON An indication of whether the other tines in this
i nstance represent |local tinmes or UTC tines.

SYNTAX ui nt 16

VALUES | ocal Tinme(1), utcTinme(2)

DEFAULT VALUE ut cTi me( 2)
6.6. The O ass "Vendor PolicyCondition"

The purpose of this class is to provide a general extension nechani sm
for representing policy conditions that have not been nodeled with
specific properties. Instead, the two properties Constraint and
Constrai nt Encodi ng are used to define the content and format of the
condi tion, as explai ned bel ow.

As its nane suggests, this class is intended for vendor-specific
extensions to the Policy Core Information Mbdel. Standardized
extensi ons are not expected to use this class.

The class definition is as foll ows:

NAME Vendor Pol i cyCondi ti on

DESCRI PTI ON A class that defines a registered nmeans to
describe a policy condition.

DERI VED FROM Pol i cyCondi ti on

ABSTRACT FALSE

PROPERTI ES Constraint[ ]

Constrai nt Encodi ng
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6.6.1. The Multi-val ued Property "Constraint"

This property provides a general extension nechanismfor representing
policy conditions that have not been npdeled with specific
properties. The format of the octet strings in the array is left
unspecified in this definition. It is determ ned by the O D val ue
stored in the property ConstraintEncodi ng. Since Constraint Encodi ng
is single-valued, all the values of Constraint share the sanme format
and semanti cs.

See Section 5.4 for a description of how Cl M encodes an array of
octet strings |ike this one.

A policy decision point can readily determ ne whether it supports the
val ues stored in an instance of Constraint by checking the O D val ue
from Constrai nt Encodi ng agai nst the set of O Ds it recognizes. The
action for the policy decision point to take in case it does not
recogni ze the format of this data could itself be nobdeled as a policy
rul e, governing the behavior of the policy decision point.

The property is defined as foll ows:

NANVE Constrai nt

DESCRI PTI ON Ext ensi on mechani sm for representing constraints
t hat have not been nodel ed as specific
properties. The format of the values is
identified by the O D stored in the property
Const r ai nt Encodi ng.

SYNTAX octet string

6.6.2. The Property "Constraint Encodi ng"

This property identifies the encoding and semantics of the Constraint
property values in this instance. The value of this property is a
single string, representing a single OD.

The property is defined as foll ows:

NAME Constrai nt Encodi ng

DESCRI PTI ON An O D encoded as a string, identifying the fornmat
and semantics for this instance’'s Constraint
property. The value is a dotted sequence of
decimal digits (for exanple, "1.2.100.200")
representing the arcs of the OD. The characters
in the string are the UCS-2 characters
corresponding to the US ASCI| encodi ngs of the
nuneric characters and the peri od.

SYNTAX string
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6.7. The Abstract O ass "PolicyAction"

The purpose of a policy action is to execute one or nore operations
that will affect network traffic and/or systens, devices, etc., in
order to achieve a desired state. This (new) state provides one or
nmore (new) behaviors. A policy action ordinarily changes the
configuration of one or nore el enments.

A PolicyRul e contains one or nore policy actions. A policy
admi ni strator can assign an order to the actions associated with a
Pol i cyRul e, conplete with an indication of whether the indicated
order is mandatory, recomended, or of no significance. Odering of
the actions associated with a PolicyRule is acconplished via a
property in the PolicyActionlnPolicyRul e aggregati on.

The actions associated with a PolicyRule are executed if and only if
the overall condition(s) of the PolicyRule evaluates to TRUE

The cl ass definition of PolicyAction is as follows:

NANVE Pol i cyActi on

DESCRI PTI ON A class representing a rule-specific or reusable
policy action to be performed if the condition for
a policy rule evaluates to TRUE.

DERI VED FROM Pol i cy

ABSTRACT TRUE

PROPERTI ES NONE
No properties are defined for this class since it inherits all its
properties fromPolicy. The class exists as an abstract superclass
for domai n-specific policy actions, defined in subclasses. 1In an

i npl eent ation, various key/identification properties MJST be defined
for the class or its instantiable subclasses. The keys for a native
CIMinplementation are defined in Appendix A, Section 13.3. Keys for
an LDAP inplenentation will be defined in the LDAP mappi ng of this

i nformati on nodel [11].

When identifying and using the PolicyAction class, it is necessary to
remenber that an action can be rule-specific or reusable. This was
di scussed above in Section 5.1. The distinction between the two
types of policy actions lies in the associations in which an instance
can participate, and in how the different instances are named.
Conceptually, a reusable policy action resides in a policy
repository, and is naned within the scope of that repository. On the
other hand, a rule-specific policy action is named within the scope
of the single policy rule to which it is related.
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The distinction between rul e-specific and reusabl e PolicyActions
affects the CIl M namng, defined in Appendix A, and the LDAP mappi ng
[11].

6.8. The C ass "Vendor Pol i cyAction”

The purpose of this class is to provide a general extension nechani sm
for representing policy actions that have not been nobdeled with
specific properties. Instead, the two properties ActionData and
ActionEncoding are used to define the content and format of the
action, as expl ai ned bel ow.

As its nane suggests, this class is intended for vendor-specific
extensions to the Policy Core Information Mbdel. Standardized
extensi ons are not expected to use this class.

The class definition is as foll ows:

NAME Vendor Pol i cyActi on

DESCRI PTI ON A class that defines a registered nmeans to
describe a policy action.

DERI VED FROM Pol i cyActi on

ABSTRACT FALSE

PROPERTI ES ActionbData[ ]

Act i onEncodi ng
6.8.1. The Miulti-val ued Property "ActionData"

This property provides a general extension nechanismfor representing
policy actions that have not been nodeled with specific properties.
The format of the octet strings in the array is left unspecified in
this definition. It is deternmined by the O D value stored in the
property Acti onEncoding. Since ActionEncoding is single-valued, al

t he val ues of ActionData share the sane format and semantics. See
Section 5.4 for a discussion of how Cl M encodes an array of octet
strings like this one.

A policy decision point can readily determ ne whether it supports the
val ues stored in an instance of ActionData by checking the O D val ue
from Acti onEncodi ng against the set of ODs it recognizes. The
action for the policy decision point to take in case it does not
recogni ze the format of this data could itself be nobdeled as a policy
rul e, governing the behavior of the policy decision point.
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The property is defined as foll ows:

NAME Acti onDat a

DESCRI PTI ON Ext ensi on nmechani sm for representing actions that
have not been nodel ed as specific properties. The
format of the values is identified by the QD
stored in the property ActionEncodi ng.

SYNTAX octet string

6.8.2. The Property "ActionEncodi ng"

This property identifies the encoding and semantics of the ActionData
property values in this instance. The value of this property is a
single string, representing a single OD.

The property is defined as foll ows:

NAME Act i onEncodi ng

DESCRI PTI ON An O D encoded as a string, identifying the fornmat
and semantics for this instance's ActionData
property. The value is a dotted sequence of
decimal digits (for exanple, "1.2.100.200")
representing the arcs of the OD. The characters
in the string are the UCS-2 characters
corresponding to the US ASCI| encodi ngs of the
nuneric characters and the peri od.

SYNTAX string

6.9. The C ass "PolicyRepository"
The class definition of PolicyRepository is as follows:

NAME Pol i cyReposi tory

DESCRI PTI ON A class representing an administratively defined
container for reusable policy-related
information. This class does not introduce any
addi ti onal properties beyond those in its

supercl ass Admi nDonain. It does, however,
participate in a nunmber of unique associations.
DERI VED FROM Admi nDonai n
ABSTRACT FALSE

7. Association and Aggregation Definitions

The first two subsections of this section introduce associations and
aggregations as they are used in CIM The renai ni ng subsections
present the class definitions for the associations and aggregations
that are part of the Policy Core Information Mdel.
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7.1. Associations

An association is a CIMconstruct representing a relationship between
two (or theoretically nore) objects. It is nodeled as a cl ass
containing typically two object references. Associations can be
defined between classes without affecting any of the related cl asses.
That is, addition of an association does not affect the interface of
the related cl asses.

7.2. Aggregations

An aggregation is a strong formof an association, which usually
represents a "whole-part" or a "collection" relationship. For
exanpl e, ClMuses an aggregation to represent the contai nment

rel ationship between a system and the conponents that make up the
system Aggregation as a "whole-part" relationship often inplies,
but does not require, that the aggregated objects have nutua
dependenci es.

7.3. The Abstract Aggregation "PolicyConponent

Thi s abstract aggregation defines two object references that will be
overridden in each of five subclasses, to beconme references to the
concrete policy classes PolicyGoup, PolicyRule, PolicyCondition,

Pol i cyAction, and PolicyTi nePeriodCondition. The value of the
abstract superclass is to convey that all five subclasses have the
same "whol e- part" semantics, and for ease of query to | ocate al
"conponents" of a PolicyGoup or PolicyRule.

The class definition for the aggregation is as foll ows:

NANVE Pol i cyConponent
DESCRI PTI ON A generic aggregation used to establish 'part of’
rel ati onshi ps between the subcl asses of
Policy. For exanple, the
Pol i cyCondi ti onl nPol i cyRul e aggregati on defines
that PolicyConditions are part of a PolicyRule.
ABSTRACT TRUE
PROPERTI ES G oupConponent[ref Policy[0..n]]
Par t Conponent[ref Policy[O0..n]]

7.4. The Aggregation "PolicyG ouplnPolicyG oup”
The PolicyGouplnPolicyGoup aggregation enables policy groups to be

nested. This is critical for scalability and manageability, as it
enabl es conplex policies to be constructed fromnultiple sinpler
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policies for administrative convenience. For exanple, a policy group

representing policies for the US m ght have nested within it policy
groups for the Eastern and Western US.

A PolicyGoup nmay aggregate other PolicyGoups via this aggregation,
or it may aggregate PolicyRules via the PolicyRul el nPolicyG oup
aggregation. Note that it is assunmed that this aggregation is used
to formdirected acyclic graphs and NOT ring structures. The cl ass
definition for the aggregation is as foll ows:

NANVE Pol i cyG oupl nPol i cyGroup
DESCRI PTI ON A cl ass representing the aggregation of
Pol i cyG oups by a higher-1level PolicyG oup.
DERI VED FROM Pol i cyConponent
ABSTRACT FALSE
PROPERTI ES G oupConponent [ref PolicyG oup[O0..n]]

Par t Conponent [ref PolicyG oup[O0..n]]
7.4.1. The Reference "G oupConponent”

This property is inherited from PolicyConponent, and overridden to

becone an object reference to a PolicyGoup that contains one or nore

other PolicyGoups. Note that for any single instance of the
aggregation class PolicyG ouplnPolicyGoup, this property (like all
Ref erence properties) is single-valued. The [0..n] cardinality

i ndicates that there nmay be 0, 1, or nore than one PolicyG oups that
contain any given PolicyG oup.

7.4.2. The Reference "Part Conmponent”

This property is inherited from PolicyConponent, and overridden to
becone an object reference to a PolicyG oup contai ned by one or nore
ot her PolicyGoups. Note that for any single instance of the
aggregation class PolicyG ouplnPolicyGoup, this property (like all
Ref erence properties) is single-valued. The [0..n] cardinality

i ndicates that a given PolicyGoup may contain 0, 1, or nore than one

ot her PolicyG oups.
7.5. The Aggregation "PolicyRul el nPolicyG oup”

A policy group may aggregate one or nore policy rules, via the

Pol i cyRul el nPol i cyGroup aggregation. G ouping of policy rules into a

policy group is again for adm nistrative convenience; a policy rule
may al so be used by itself, wi thout belonging to a policy group.

A PolicyGoup may aggregate